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Introduction: The standard way to check the quality of a compiler is manual testing. However, it does not allow to cover a vast
diversity of programs that can be written in a target programming language. Today, in addition to manual written tests there are many
automated compiler testing methods, among which fuzzing is one of the most powerful and useful. A compiler fuzzer is a tool that
generates a random program in a target language and checks how the compiler works in this language. Purpose: To develop a platform
for compiler fuzzing and, based on it, to develop a tool for Kotlin compiler testing. Results: We have developed Backend Bug Finder which
is a platform for compiler fuzzing is. We have chosen a mutation-based approach as a method for generating random programs. First, an
existing program is entered to the mutator as the input to be then transformed in some way. Mutations can be both trivial, for example,
replacing arithmetic operators with others, and complex, changing the structure of the program. Next, the resulting program is fed to
the input of the compiler with the following check of its operation. The developed test oracle can detect three types of errors: crashes,
miscompilations, and performance degradations. If an error is detected, the test case is fed into the post-processing module, where
reduction and deduplication algorithms are applied. We have developed a tool for fuzzing the Kotlin language compiler based on the
platform for its approbation, which showed the applicability of the proposed approach for finding errors in modern compilers. Practical
relevance: Over a year and a half of work, our tool has found thousands of different Kotlin compiler bugs, more than 200 of which were

sent to the developers, and more than 80 have been fixed.
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Introduction

Often, software developers are faced with situa-
tions when their programs do not compile, run ab-
normally slowly, or not as they should. Sometimes
these problems are results of compiler errors: bug
trackers of popular compilers (clang, gcc, javac, etc.)
contain tens of thousands of bugs found by users.
The quality and reliability of compilers is the prima-
ry target of language development teams. For exam-
ple, in the Kotlin (https:/kotlinlang.org/) compiler
project bug tracker at the beginning of February
2022 there are 30,256 issues (https://youtrack.jet-
brains.com/issues?q=%23Kotlin). Most of them
were found by users of the language, who, with each
error they find, feel less and less desire to work with
the compiler. Despite the huge number of manually
written tests, compiler developers and testers can-
not cover all the use cases of the language, since the
number of possible programs is infinite.

How can we try to reduce the number of errors
faced by compiler users? This is where the methods
of automatic testing of compilers can help us, one of
the most popular of which is fuzzing. Fuzzing was
invented in 1988 at a Barton Miller seminar at the
University of Wisconsin [1]. Fuzzer was a program
that generated random sequences of characters and
fed them to the input of UNIX command line utilities
and see if the program crashed on the generated data

or not. It means that the compiler fuzzer should gen-
erate correct random programs in the target language
and check whether they will be compiled correctly.

In this paper we are presenting a platform for
compiler fuzzing, named Backend Bug Finder (BBF)
and the implementation on its basis of the Kotlin
compiler fuzzer. This tool is designed to find bugs
related to the correct work of the compiler, and to
its performance. Our fuzzer is mutational, it takes
manually written code as input and tries to modify
it in a non-trivial way. In addition to the test genera-
tion, BBF implements algorithms for bugs post-pro-
cessing: deduplication and reduction. The results of
the tool are highly appreciated by the language de-
velopment team and are useful in practice.

Related works

Even before the fuzzing was coined, there were
various attempts to automatically test compilers
with randomly generated programs as early as
50 years ago. This section discusses the develop-
ment of compiler fuzzing area, as well as the most
popular approaches and tools. Comprehensive over-
view of the compiler testing area is given in the ar-
ticle by Chen J. et al. [2].

The purpose of any compiler fuzzer is to generate
a random, non-trivial, correct program and check
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the compiler’s work on it. Why should generated
programs be non-trivial? Because bugs in all trivial
programs have long been fixed. And as the compil-
er develops, the complexity of error-containing pro-
grams increases. Why do generated programs need
to be correct? A syntactically incorrect program can
only test the parser. Semantically incorrect ones
can find compiler errors, but in practice such cas-
es will never occur and fixing such bugs will not
lead to a significant improvement in the quality of
the compiler. So automatic program generation for
compiler testing is a big problem. All approaches for
production of compiler tests can be divided into two
groups: generative and mutational ones. It follows
from the titles that generative approaches try to
generate programs in some way, while mutational
approaches modify existing ones.

At the beginning of the development of the com-
piler fuzzing area, the most obvious and simple
approach was implemented: the generation of code
based on grammar. Purdom implemented such a
generator in his work [3]. The algorithm consists in
iterating by the production rules of grammar, and
trying to compile the resulting code. This approach
is suitable only for testing parsers, since almost all
the code obtained in such a way is semantically in-
correct. After that, various researchers introduced
improved types of grammars, which allowed to add
semantic rules into the generation process (affix,
attribute, W-grammars) [4-6]. Unfortunately, for
modern programming languages, none of them al-
lows to generate non-trivial, semantically correct
programs.

The work of Kreutzer P. et al. [7] can be consid-
ered as one of the modern grammar-based approach-
es. The authors presented a language for describing
attribute grammars that contain both syntactic and
semantic rules of the target programming language
in a declarative way. The disadvantage of this ap-
proach is that in practice, it is hardly possible to
write such grammar covering all modern language
features and ways of their interaction. Therefore, in
practice, it is limited to a small subset of the lan-
guage.

In addition to grammar-based approaches, there
are methods that somehow use grammar to im-
prove the generation process (grammar-aided ap-
proaches). The most famous grammar-aided tool is
CSmith [8], designed for testing C/C++ compilers.
The difference between this tool and the approach-
es described above is that the program generation
rules are described manually in the source code.
The generation process consists of creating a set
of data structures and the main function, which
contains various scenarios of their use. Each gen-
eration step uses a grammar to understand which
production rule can be applied and performs a set
of checks to ensure that the resulting program is

correct and free from undefined behavior. Over the
years, the tool has found a large number of bugs in
the GCC and Clang compilers, which greatly helped
the developers.

Besides of the mentioned, there are a huge num-
ber of generative approaches that implement vari-
ous ideas, for example, deriving generation rules
from existing code in the target programming lan-
guage [9], using machine learning [10], testing cer-
tain compiler features in programming language
compilers by writing a generator of the necessary
expressions [11], etc.

As was written earlier, in addition to generative
approaches, there are also mutational approaches.
They differ from generative ones in that they use an
existing program in the target programming lan-
guage as an initial seed and try to somehow modify
part of it to get a new one. Mutational approaches
are divided into two groups: preserving and not pre-
serving the original semantics.

Semantic-preserving mutational approaches
are based on the equivalence modulo inputs [12].
The main idea of equivalence modulo inputs is that
two programs are equivalent to each other under a
set of input data if for each input of the set their
behavior is the same. It means that mutations by
construction should produce code that is semanti-
cally equivalent to the original one. Next, we check
that programs that are syntactically different but
semantically equivalent actually work the same
way. Examples of such mutations can be different:
changes to dead code that are not affected during
program execution, or, conversely, its insertion.
A more difficult example can be various options for
replacing random expressions in a program with
equivalent ones. Despite the shown efficiency and
usefulness, this type of mutation is not intended for
full-fledged testing of compilers, because it is very
limited.

Non-semantic-preserving mutations are those
that change the semantics of the program. It can
be anything: replacing the signs of arithmetic ex-
pressions, variables renaming, changing the class
hierarchy, etc. Such mutations do not guaran-
tee the semantic correctness of the resulting pro-
gram, so after each mutation it should be checked,
and, in case of incorrectness, it is necessary to roll
back to the previous correct state. Non-semantic-
preserving mutations can be performed on different
types of code representation: text, abstract syntax
tree (AST), control flow graph, etc. For example,
Chen et al. in their work [13] successfully used
129 non-semantic-preserving mutations to test va-
rious Java Virtual Machine (JVM) implementations
and found more than 50 bugs in it. Another good
example is Holler’s work on finding vulnerabilities
in the JavaScript (JS) interpreter of Mozilla Firefox
[14]. The main idea is to replace non-terminal sym-
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bols with non-terminals of the same type, but from
other programs. In order to increase the probability
of producing correct code, the authors implemented
a set of heuristics, such as changing variable names,
etc.

As can be seen from this section, compiler test-
ing is a very big and practically useful scientific area
separate from classic fuzzing. Each of the tools given
as an example found a big number of errors. Ideally,
a compiler fuzzer should be used in the development
of any programming language, regardless of the ap-
proach that it implements, as practice shows, it will
find some errors and help users to use the program-
ming language more safely. Unfortunately, almost
all tools are designed to test a specific programming
language or even specific compiler, so creating one
for Kotlin is an actual task.

BBF in detail

Backend Bug Finder is a platform for finding
bugs in the programming languages compilers.
Its development began in 2019 and is still ongo-
ing. Project is open source and available on Github
(https://github.com/DaniilStepanov/bbfgradle). In
this section we will consider in detail its structure
and operation principle: from methods for producing
test cases to post-processing of results.

BBF overview

Our platform for compiler fuzzing (Fig. 1) con-
sists of a number of components. In this section, we
will consider the purpose and algorithm of each of
them.

Test generator is responsible for test generation.
From all the existing approaches, we decided to im-
plement non-semantic-preserving mutations that
are applied in random order to a random test from
the initial test suite. The output of the test genera-
tor is a mutant program to check the correctness of
the compiler. The mutation process is directed us-
ing the information received from the compilation
checker, which allows one to understand that the
current mutant is incorrect or meaningless and do
not work with it further.

A component called compilation checker, also
known as a test oracle, is responsible for exchanging
information with the compiler. The input for this
component is a mutant program, which it sends to
the compiler for execution and analyzes the output,
which is then passed to the test generator to direct
its work. If a bug was found, then it is transferred to
the bug manager for post-processing.

Bug manager is the component responsible for
the found bugs post-processing. Usually, it includes
algorithms for deduplication, reduction and iso-
lation of errors. The output of this component is a
well-formatted and minimized test containing a bug
previously not found in the compiler, ready to be au-
tomatically or manually submitted to the appropri-
ate bug tracker.

Test generator

As mentioned earlier, non-semantics-preserv-
ing mutations were chosen for implementation in
the BBF. The grammar-based approach is not very
suitable for testing common language compilers due
to their complexity. A large number of different fea-
tures are implemented in the language, and manual
description of the rules for its generation requires
too much time with no guarantee of results.

Mutations in the BBF can be as diverse as pos-
sible: from simple ones like swap random lines or
replace plus to minus to complicated mutations with
class hierarchy modifications. In addition to such
mutations, the platform also provides the ability to
write partial generation: for example, random func-
tions or classes.

All mutations are applied in random order and
with different probabilities to provide a variety of
resulting mutants. It is important to note that since
our mutations do not guarantee the preservation
of the semantics and correctness of the test, after
each of them a check is necessary: if the resulting
mutant is incorrect, a rollback to the previous state
is performed. We get such information from the or-
acle after compilation and execution of the obtained
mutant.

As input, the test generator takes a random test
from the compiler’s test seed, which is usually man-
ually written by developers or testers. To improve

Test Test cases Compilation Bug
generator - checker Bugs R manager
Compiler
tput
Compiler outp Target Compiler
tests compiler bug tracker

B Fig. 1. Backend Bug Finder overview

N26,2022 N\

MHOOPMALIMOHHO-YMPABJISIOLLME CUCTEMbl N\ 33



/ TNPOrPAMMHBIE U ANMAPATHbIE CPELCTBA /

the quality of fuzzing, they should be diverse and
cover all language features and constructions. All
tests must have a single structure: at the beginning,
a set of various data structures, functions, and oth-
er top-level objects is defined, after which a function
is declared that contains different scenarios for us-
ing the previously described components.

Mutations can be performed over two types of
source code representation: textual and abstract
syntax tree (AST). The textual representation can
be used for simple mutations using regular expres-
sions or line-level modifications. The AST is used
for more complex transformations, such as chang-
ing the structure and architecture of tests. For ex-
ample, when modifying a function argument, you
have to modify all the call places. To improve the
mutation process, the AST can be extended with
various semantic information obtained from code
analysis: types, descriptors, and so on.

Compilation checker

The compilation checker is used to determine
that the compiler is not working correctly. To do
this, the program obtained from the test generator
is compiled and executed, after which the result of
compiler work is analyzed. In terms of fuzzing, the
compiler is a program under test (PUT) and the
compilation checker is a test oracle. According to
the type of information received from the compil-
er, test oracles are divided into black-box, gray-box
and white-box. In the case of black-box oracle, we
only get information from the program I/O stream,
which does not allow us to direct the fuzzing pro-
cess in any way. The gray-box oracle receives addi-
tional information from the PUT, usually its cover-
age, which is then used to target the fuzzing pro-
cess to cover necessary source code. In white-box
testing, a PUT model is built, on which symbolic
execution methods are used to generate new input
test data.

In terms of getting information from the compil-
er, BBF is a black-box fuzzer — we work only with
the information received from compiler I/O. The
generation of tests for compiler testing is very dif-
ferent from generation of not structured input data
for other programs, and in the case of target compil-
er testing, using coverage information as in general
fuzzing will not give an increase in testing quality.
Also, practice shows that prioritization of various
mutations also does not increase the quality of com-
mon compiler fuzzing. Work on using compiler cov-
erage information to improve the quality of target
fuzzing is one of the directions for future work.

Regarding the types of bugs we are searching for,
compilers are large and diverse software projects, so
errors are not limited to crashes. This section dis-
cusses the types of bugs we are looking for and how
we detect them.

Compiler crashes are the most common and easi-
ly detected kind of errors. To find bugs of this type,
we just need to parse the message that the compil-
er ends with. This type of error occurs most often.
With such an error, you will not be able to run the
resulting code, because the compiler for some rea-
son could not compile it.

The next type of bug is much more dangerous
and is called “miscompilation”. This situation oc-
curs when the compiler works correctly, but the be-
havior of the program does not correspond to the
semantics of the language. To search for this type
of errors we need to compile the program with dif-
ferent compilers (or different versions or modes of
the same compiler), instrument the compiled code
and check its behavior at runtime. If the behavior
of the program compiled in one of the modes or by
one of the compilers differs from the others, then at
least we have found an interesting situation, and as
a maximum this situation turns out to be a bug.

Last but not least are performance bugs. This
type of error is associated either with too long com-
pilation time, or, more seriously, with abnormally
high execution time. Such errors are also detected
using the “voting” system, but the whole difficulty
lies in measuring the program running time, since
the measurement error usually makes it difficult to
separate bugs from false positives. BBF deals with
such situations by adjusting the number of test runs
until the measurement error becomes negligible.

Of course, considered bug types list is not final.
The types of bugs to be found are limited only by
the developer’s imagination. As a part of the project,
work was done to find errors in the Kotlin language
compiler plugin, in application binary interface, cer-
tain components of the compiler, etc.

Bug manager

Practice shows that without this component it is
impossible to effectively test the compiler. For ex-
ample, usually, in a few hours of work, fuzzer finds
more than a hundred bugs, almost all of which are
duplicates. In addition to a large number of du-
plicates, test cases that lead to an error contain a
large amount of irrelevant information, the manual
removal of which takes a lot of time. It means that
any fuzzing platform should contain post-process-
ing algorithms. They typically include reduction,
deduplication, and isolation algorithms.

Reduction is designed to remove information ir-
relevant to error from the test. Practice shows that
most often the minimized test takes less than 10 lines,
while the generated one is many times larger. To re-
duce tests in BBF, we implemented a hybrid approach:
several language-agnostic methods and infrastruc-
ture to implement language-specific transformations.
Language-specific transformations are intended for
complex changes in the structure of the code that can-
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not be done using automatic methods, for example,
when removing a function argument, you must re-
move it in all call sites. Transformations run one after
another until the test is no longer minimized. Reducer
overview is shown in Fig. 2.

Hierarchical delta debugging [15] and static
backward slicing [16] were chosen as language-in-
dependent methods that remove most of informa-
tion irrelevant to error. The hierarchical delta de-
bugging algorithm is based on the idea that on each
level of the AST, representing the code with a bug,
we are looking for the minimum set of vertices on
which the desired error continues to be reproduced,
and the vertices that do not affect this are deleted.

Slicing creates a program slice that contains only
code that affects a slicing criterion. In our case, the
slicing criteria are the variables found in the line
of the test that contains the error. There are sev-
eral types of slicing with different complexity and
quality of work, we chose static backward slicing,
which works at the intraprocedural, function and
class levels.

As a result, the reduction algorithm removes
significant amount of information irrelevant to the
bug and greatly improves the manual processing of
fuzzing results.

Practice of applying any compiler fuzzing shows
that without deduplication, manual processing of
found bugs takes too much time. It should be noted
that the algorithms described in this section do not
completely solve the problem of duplicates, allowing
both false-positive and false-negative situations, but
still significantly reduce the time of manual pro-
cessing of results.

The first idea that comes to mind for filtering
duplicates is that the same bugs have similar stack-
traces. So, we decided to compare them. For this
purpose, we are using Myer’s difference algorithm
[17]. The result of the algorithm is a similarity co-
efficient (0 <= &k <= 1). If the coefficient exceeds a
previously empirically selected threshold, then the
bugs are considered duplicates. Algorithm is shown
in Fig. 3, a.

As is clear from the description, stacktraces are
required for this algorithm to work, but they are
available only in case of a compiler crash. What
about other types of bugs when we don’t have any-
thing to compare? The solution to this problem lies
in the scientific field called “Bug Isolation” [18]. The
task of bug isolation algorithms is to determine the
place in the source code of the PUT, which is the
cause of the error. The result of the algorithm is a
set of files sorted by the probability of containing
bug in it. The main idea of our method is the hy-
pothesis that bugs are duplicates if they are in the
same place in the compiler source code. To deter-
mine the source of the error, the method of gener-
ating witness programs described in the article by

/
/
/ I
/
/
Target program // Transformations
/
J /
/
Reducer Slicing
\ N
\
\\ Hieracrhical
Reduced program N delta
\\ debugging
N
N
N
B Fig. 2. Reducer overview
a)
dupl kt — Stacktracel Meyers
il — Similarity K
dup2.kt— Compiler| Stacktrace2 algorithm
b)
duoLkt Files rating 1
upl.kt — N
. Bug Files rating 2| _. C.OS . [ Similarity K

dup2.kt— isolation similarity

B Fig. 3. Bug deduplication algorithms: a — using
stacktraces comparison; b — using bug isolation tech-
niques

Chen et al. [19] is used. Scheme of the algorithm is
shown in Fig. 3, b.

Kotlin compiler fuzzing tool
implementation

Based on the platform described in the previous
section, we have implemented a tool for the Kotlin
compiler fuzzing. In this section we would like to
discuss some of the more interesting implementa-
tion details.

Working with Kotlin

To implement our tool, we need to be able to build
a structural representation of Kotlin code, be able to
modify it, and also effectively test the compiler on
it. All the necessary tools are already implemented
inside the Kotlin compiler, so we decided to build a
tool on top of it. In order not to be part of a huge pro-
ject, we decided to use the necessary compiler mod-
ules as libraries. However, this solution also has a
drawback —when updating the compiler version, the
versions of the libraries do not always remain com-
patible, which makes the update impossible.
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The compiler infrastructure also allows us to
use the Program Structure Interface (PSI) trees
(https://plugins.jetbrains.com/docs/intellij/psi.
html) — traditional concrete syntax tree imple-
mentation used in JetBrains IntelliJ Platform.
PSI is a standard way of representing structured
code inside a Kotlin compiler. In addition to syn-
tactic information, the tree contains information
obtained from code analysis: types, descriptors,
and so on. PSI makes it easier to perform the
modification of the code and allows you to make
changes that cannot be made with only syntactic
information.

Also, using the compiler as a library makes it
possible to compile code much more efficiently due
to the lack of overhead for running compilation ex-
ternally. But it is worth noting that in the case of
the Kotlin compiler, after a few hours it starts to
work more and more slowly, so sometimes the fuzz-
ing process needs to be restarted.

Test generator implementation

For the Kotlin language we have implemented
more than 50 mutations that are performed over
two types of code representation: text and PSI. In
this section, examples of interesting and diverse
mutations will be given; a complete list can be found
in the source code of the tool. To improve the muta-
tion process, a random type generator and a gener-
ator of random expressions of the given types were
implemented. It is also possible to work with the
Kotlin standard library or use external ones.

The initial seed for the test generator is tests for
the Kotlin compiler, written manually by the devel-
opers (https:/github.com/JetBrains/kotlin). There
are quite a lot of them (6000+), they are diverse
and cover all language features and constructions.
Tests have a single structure: at the beginning, a
set of various data structures, functions, and other
top-level objects is defined, after which a function
named box is declared that contains different sce-
narios for using the previously described compo-
nents.

PSI modifier

This mutation is designed to modify the PSI with-
out using any semantic information. Nodes in the
tree can be swapped, added, removed, or changed to
nodes of the same type from other tests. Let’s con-
sider the last item in more details. An example of
such an operation is shown in Fig. 4. For this muta-
tion to work, first of all, it is necessary to collect a
database of trees and their node types. After that,
we take a random test case, select a random node
and search for nodes of the same type from other
tests, take a random one and try to make a replace-
ment: if the resulting test turns out to be correct,
then we accept the transformation and continue to

xS

B Fig. 4. Example replacing of PSI node to the node
from another tree

mutate the new test, if not, we roll back to the pre-
vious state.

Expression replacer

This transformation selects a random expression
and replaces it with another of the same type that
is available in the current scope. The expression we
are replacing can be a property, a parameter, a lo-
cal variable, or a function call that returns a value
of the compatible type. An example of applying this
transformation is shown in Fig. 5. The original pro-
gram P1 is shown in Fig. 5, a, suppose we choose to
replace the b property initializer of type Int shown
in Fig. 5, b. Further, for the place where the change
will be made, we calculate the scope, for example,
this will be a and result of calling the getSum func-
tion. After that, we select a random element of the
same type from the scope and make a replacement.
However, when choosing getSum, we need to gen-
erate a call to this function. And when generating
a call, variables from the current scope can also be
used. The generation result is shown in Fig. 5, c.

a) fun getSum(a: Int, b: Int) = a + b
fun box(): String {
val a 1
val b 1
return if (a == b) "OK" else "ERROR"

}

b) fun getSum(a: Int, b: Int) = a + b
fun box(): String {

val a =1

val b = [Int]

return if (a == b) "OK" else "ERROR"
}

c) fun getSum(a: Int, b: Int) = a + b

fun box(): String {
val a =1
val b = getSum(a, 9)
return if (a == b) "OK" else "ERROR"

B Fig. 5. Expression replacer mutation example: a —
P1;6 — P2;¢c — P3
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Random component generator
This transformation represents the generative
part of the tool. To increase the diversity and com-
plexity of tests, a generator of random data struc-
tures was implemented. This generator allows you
to create interfaces, abstract classes, objects and
standard classes of all kinds. A class can contain
properties, functions, or nested classes. They can al-
so be inherited from others while maintaining code
correctness. To implement this generator, a random
type generator was also implemented, which takes
into account the context and the Kotlin standard
library. Generation of non-trivial function bodies is
a complex and time-consuming task and one of the
primary directions of future work. An example of
the generated class is shown in Listing 1. In addi-
tion to adding classes, the generator can insert var-
ious properties and functions into existing classes.
Listing 1. Example of generated class
open class A {
private val a: Int =1
public inline val b: List<Int>
get() = listOf()
open fun c(): A = TODO()
inner class B : A() {
val a: Double = 0.0
override fun c(): A = A()

}

Compilation checker

To implement an oracle for the Kotlin compiler,
first we need to understand what we are testing,
what kind of errors we can look for and how to de-
tect them. The main platform for Kotlin compiler
is the JVM, but there are also backends that allow

compiling Kotlin to JS and to native binaries, which
can run without a virtual machine. At this moment
our tool supports JVM and JS backends. Adding a
native backend is considered future work. In addi-
tion to the release versions of the compiler, we are
testing various dev-builds for pre-release testing of
new functionality.

The first type of errors we look for are crashes,
and it’s quite easy to define them: their messages
have a specific format that is easy enough to parse.
Listing 2 shows an example of the crash message for
the Kotlin compiler.

Listing 2. Example of Kotlin compiler crash mes-
sage

Exception in thread “main” org.jetbrains.
kotlin.codegen.CompilationException: Back-
end (JVM) Internal error: wrong bytecode
generated

L0
LINENUMBER 6 LO
NOP

File being compiled: (1,1) in /File.kt The

root cause

Detecting miscompilations is a task of a different
complexity. To search for miscompilations, we need
to compile the instrumented program with different
backends or in different modes of the same back-
end and compare their behavior. This is done using
the voting method, the scheme of which is shown in
Fig. 6. And it is important to take into account the
specifics of the backend, for example, in JS division
by 0 is undefined, and in the JVM it is an exception.
For such situations, we have implemented a set of
filters that help save time on manual processing of
such cases.

Compilation
checker
Test Test Test Test
Kotlin JVM Kotlin JVM Kotlin JS Kotlin JVM/IR
1.6.10 1.5.31 1.6.10 1.6.10

l l

Execution result 1 Execution result 2

l l

Execution result 3 Execution result 4

o

Possible Different

]

bug comparator

Output Equal

> No bug

B Fig. 6. Voting system for the Kotlin compiler
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Bug manager implementation

The bug manager is used to reduce the time for
manual processing of found bugs. All algorithms and
approaches described in the previous section are suit-
able for Kotlin compiler bugs post-processing. To im-
prove the quality of reduction algorithms, more than
thirty Kotlin specific transformations were implement-
ed on two types of code representation: text and PSI.
Examples of text transformations are: deleting text in-
side a balanced pair of brackets, deleting text between
two dots, replacing while with if, etc. PSI based trans-
formations, which are intended for complex modifica-
tions can be divided into the following groups:

— expression simplification (replace expression
to constant of same type, simplification of if state-
ments, loops, elvis operator, etc.);

— removal of unneeded components (imports,
function arguments, etc.);

— simplification of interdependencies (removal
of inherited properties and functions, replacement
of function bodies with TODO(), etc.);

— miscellaneous (comment deletion, formatting,
ete.).

More details about the Kotlin program reducer
and its results can be found in the article [20]. In
general, a complex approach using language-agnos-
tic methods and language-specific transformations
gives a good result. In practice, more than 90% of
irrelevant information is removed from programs
that lead to errors.

Kotlin compiler fuzzer evaluation

Active use of the tool has been going on for more
than a 1.5 years. To estimate the effectiveness,

we have been collecting statistics and logs all this
time. To fuzz the Kotlin compiler, we did not use
any big computing power, because, despite the effi-
cient work of post-processing algorithms, filtering
uninteresting results and sending them to devel-
opers takes a lot of time. All interesting bugs were
sent to Kotlin bug tracker — YouTrack (https:/
youtrack jetbrains.com/issues/KT?q=%23found-by-
fuzzer%20). Evaluation was mainly performed on
a single computer with Intel(R) Core(TM) i7-8700K
CPU@3.70 HGz and 32 GB RAM. The compiler
version has always been kept up to date. As an in-
itial seed for mutation, we selected a compiler test
suite, consisting of more than 6000 files. Mostly
fuzzing was done for the JVM backend, but for sev-
eral months we were looking for bugs in the JS. It
is also worth noting that BBF has been constantly
improving during this time: new mutations and ora-
cles have appeared, because without improvements
at some point fuzzing stops working.

Figure 7 shows the number of bugs posted per
month for all time of fuzzing. The first results
began to be transferred to developers in August
2020. At that time, the compiler was not yet as re-
liable and stable as it is now. In November 2020,
the Type Centric Enumeration approach [21] was
implemented, which led to a significant increase in
bugs found. After that, BBF interested the compil-
er development team and a lot of effort was spent
to make the tool from research to practical. There
were few launches during the rework, so there
were few bugs before July 2021. In July 2021, the
practice-oriented BBF went live and brought a lot
of practical value. Developers often asked to test
certain components of the compiler that were un-
der development, which also influenced the general
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B Found bugs statistic

Bug status | Critical | Major | Normal | Minor Nf)t.
specified

Fixed 2 45 18 5 19

Open 0 11 12 2 16

In 0 1 2 0 1

progress

Other 0 2 3 2 0

trend towards an increase in the number of bugs
found.

Table shows statistics on the distribution of
found bugs. A total of 208 bugs have been submit-
ted as of this writing. Not specified bugs that do not
fall into any category are either duplicates or not in-
teresting from the developer’s point of view. To bet-
ter understand our impact, during the experiment,
about 13% of the total number of bugs in the JVM
backend was found using BBF. The total number of
errors found is several thousand, but most of them
are caused by semantically incorrect code. These
bugs get a low priority and are unlikely to ever be
fixed, so the decision was made not to send such bug
reports to the developers.

Conclusion

In this work, we have presented a platform for
finding bugs in the programming language com-
pilers — Backend Bug Finder. After reviewing the
compiler fuzzing area and choosing the methods
to be implemented, we considered all the ideas and
principles implemented in the tool. On the basis of
the developed platform, a fuzzer was implemented
for the compiler of the Kotlin programming lan-
guage. The results of fuzzing shows that the use of
the fuzzer greatly improves the quality of the com-
piler: we published about 13% of the total number
of bugs in the JVM backend reported during our
experiment.

How difficult is it to adapt the platform to anoth-
er programming language? It is pretty easy to make
a naive fuzzer, which will probably find some errors.
But for deep and complete testing of the compiler,
efforts will have to be made to write language-spe-
cific transformations, reduction algorithms and in-
frastructure for the efficient execution of generated
programs.

As for future work, the BBF will improve both in
practical and theoretical terms. In practical side, we
plan implement a parallelling of the fuzzing process.
In theoretical side, we will move towards gray-box
fuzzing and other methods of program generation
for compiler testing purposes.
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BBeneHnue: craHzapTHBIM CIIOCOOOM IIPOBEPKH HAEKHOCTH KOMIIMJISATOPA ABJSETCH py4HOe TectupoBanue. Ho ¢ ero momomniso HEBO3-
MOJKHO HOKPBITH MHOKECTBO IIPOrpamMmM, KOTOPbIe MOTYT ObITh HAIKMCAHBI HA II€JIEBOM S3bIKe IPOrpaMMUpPOBaHUs. B Hacrosiee BpeMs B
IOIONHEHNe K PYYHOMY TECTHPOBAHMIO CYL[ECTBYET MHOMKECTBO ABTOMATHYECKHUX METO0B IIPOBEPKU HANEKHOCTH KOMIIUIATOPOB, CPEIU
KOTOPBIX (DA33HMHT ABIAETCA OJHUM U3 CAMBIX MOIIHBIX U Hose3Hbix. Ilenb: paspaborars miargopMy 4y (hassuHra KOMINUIATOPOB U HA ee
OCHOBE MHCTPYMEHT /Il TeCTHpOBaHus Komnuisitopa s3bika Kotlin. Pesyaprarsr: paspaborana nnardgopma Backend Bug Finder nns das-
3UHTa KOMIIWIATOPOB. B KayecTBe MeTo/a /i TeHEepaIlud CIydyaiHbIX IPOTPAMM BhIOPAH MyTAI[MOHHBIN IIOXO0J, KOT/A HA BXOJ MyTATOPY
mmojaercs mporpaMma, KOTOPYI0 OH IBITAeTCA KaKuM-Tub60 06pasoM mnpeobpasoBars. Myraruu MoryT ObITh KaK TPUBUAIBHBIMYU, HAIIPUMED
3aMeHa apu(PMeTHUYEeCKUX OIEepaTOPOB APYTMMH, TAK W CIOKHBIMU, MEHSIOIIUMU CTPYKTYpy mporpaMmMsbl. Jlanee momydyenHas mporpamma
10/]aeTCs Ha BXO]| KOMITUJISITOPY, ¥ IIPOU3BOAUTCS IIPOBEPKA ero paboThl. PaspaboTaHHbBIN TECTOBBIM OPAKYJI MOKET JIeTeKTUPOBATDH OIIUOKA
TpEeX TUIIOB: Ia/leHNs, MUCKOMIMIAIUN U IeTPa/ialiiy IIPOU3BOJUTENBHOCTH. B ciyuae o6Hapy:KeHUs OIIMOKU TECTOBBIM IPUMED II0AAETCS
B MOJ[yJIb IIOCTOOPA0OTKH, I/le IPUMEHIIOTCH AJITOPUTMbI PefyKuun u Aexymiukanun. Ha ocHoBe miaTgopMsbl s anpobanuu moaxoia pas-
paboran WHCTPYMEHT s (has3uHra KOMIUIATOpa A3bika Kotlin, KOTOPBIA MOKa3aa MIPUMEHUMOCTh IIaT(OPMBI JIJI TIOMCKA OUIUGOK B CO-
BpeMeHHBIX KomnuiaaTropax. [IpakTuyeckas 3HaAUUMOCTE: 3a [I0ITOPA roja (PyHKIMOHUPOBAHUA pPa3paboOTaHHBIA HHCTPYMEHT O0HAPYKILI
TBICIYH PA3INYHBIX OIINO0K KoMImiIATopa s3bika Kotlin, us mux 6onee 200 orupasmeno paspaboruankam, 6osmee 80 ucnpasieHo.

Kirouessie ciioBa — (hasz3uHT, TECTUPOBAHUE KOMITUJISTOPA, TeHepalus KOMITUIATOPHBIX TecToB, Kotlin, MyTanuonubii dassunr.
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