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 Table 1. Metrics of image distortion after payload

% color max_diff mean % color max_diff mean

9 R 1 0,4 59 R 7 1,2

G 0 0 G 3 1,2

B 0 0 B 3 1,2

19 R 1 0,5 69 R 7 2

G 1 0,4 G 7 1,7

B 0 0 B 3 1,2

29 R 1 0,5 79 R 15 2,1

G 1 0,5 G 7 2

B 1 0,4 B 7 2

39 R 3 1 89 R 15 3,3

G 1 0,5 G 15 3,3

B 1 0,5 B 15 2,3

49 R 3 1,2 99 R 31 4,4

G 3 1,1 G 31 4,4

B 1 0,5 B 31 4
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Introduction: Bit Plane Complexity Segmentation (BPCS) steganographic algorithm allows to payload up to 50% of the container size. 
Therefore, BPCS-based software is preferred by an insider to transport information from isolated corporate or departmental computer 
networks. At the same time, modern data leak prevention systems for corporate networks do not have a feature set related to the detection 
of digital steganography. One of the reasons is these systems are not provided with appropriate methodical, algorithmic and program 
support. Purpose: To develop a feature vector for BPCS steganalysis.  compare the effectiveness of steganalytical feature vectors that 
are adequate for our task. Using experimental data to obtain the Pareto optimal combinations of feature vectors. Results: We perform 
the tracology analysis of the BPCS algorithm. We develop the feature vector based on intensity histogram of the bit planes. We apply a 
regression model for machine learning procedure. Datasets are obtained by MatLab. To ensure reproducibility of the experiments the 
datasets and scripts are presented in Kaggle. Using experimental data we calculate the effectiveness metrics of the combinations of 
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feature vectors for BPCS-steganalysis. Finally, we obtain the Pareto-optimal combinations of feature vectors. Practical relevance: The 
dependence of the regression error for combinations of different dimensions feature vectors for BPCS-steganalysis is shown. With the help 
of the obtained estimates an analyst can vary the reliability/dimension of the feature vectors depending on the available computing power 
and the size of the training set.

Keywords — steganalysis, feature vector, BPCS-steganography, data leak prevention, steganography channel, machine learning, 
SVM, regression.
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