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Decomposition of abstract linear operators on Banach spaces
K. D. Tsilikaa, PhD, Assistant Professor, orcid.org/0000-0002-9213-3120, ktsilika@uth.gr
aUniversity of Thessaly, Hellenic Open University, 78, 28hs Octovriou St., 38333 Volos, Greece 

Introduction: The majority of the known decomposition methods for solving boundary value problems (Adomian decomposi-
tion method, natural transform decomposition method, modified Adomian decomposition method, combined Laplace transform — 
Adomian decomposition method, and Domain decomposition method) use so-called Adomian polynomials or iterations to get 
approximate solutions. To our knowledge, a direct method for obtaining an exact analytical solution is not yet proposed. Purpose: 
Developing, in an arbitrary Banach space, a new universal decomposition method for the class of ordinary or partial integro-dif-
ferential equations with non-local and initial boundary conditions in terms of the abstract operator equation B1x = f. Results: 
A class of integro-differential equations in a Banach space with non-local and initial boundary conditions in terms of an abstract 
operator equation B1x = 𝒜x – S0F(Ax) – G0Φ(Ax) = f, x = D(B1)has been studied, where 𝒜, A are linear abstract operators, S0, G0 
are vectors and Φ, F the functional vectors. Usually, 𝒜, A are linear ordinary or partial differential operators, and F(Ax), Φ(Ax) are 
Fredholm integrals. The existence and uniqueness are proved under the assumption that the operator B1 has a decomposition of 
the form B1 = B0B with B and B0 being different abstract linear operators of special forms. The proposed decomposition method 
is universal and essentially different from other decomposition methods in the relevant literature. This method can be applied to 
either ordinary integro-differential or partial integro-differential equations, providing a unique exact solution in closed analytical 
form in a Banach space. The stages of the method are illustrated by numerical examples corresponding to specific problems. 
Computer algebra system Mathematica is used to demonstrate the solution outcomes and to assess the effectiveness of the 
analysis. Practical relevance: The main advantage of the proposed solution method is that it can be integrated in the interface of 
any CAS software in an easy, programing-free way.

Keywords — correct operator, decomposition (factorization) of operators (equations), integro-differential equations, bound-
ary value problems, exact solution.

For citation: Tsilika K. D. Decomposition of abstract linear operators on Banach spaces. Informatsionno-upravliaiushchie sistemy 
[Information and Control Systems], 2021, no. 2, pp. 2–12. doi:10.31799/1684-8853-2021-2-2-12

Preliminaries and auxiliary results

Integro-differential equations are used in many 
problems from science and engineering. The inte-
gro-differential operators describing these prob-
lems are complicated and the exact solution of the 
corresponding boundary value problems is a diffi-
cult task. In some cases, the boundary value prob-
lem (BVP) can be transformed into a simpler one in-
volving simpler operators and thus the solution can 
be found easier.

Th e decomposition (factorization) methods were 
used in many applications in gas dynamics, trans-
port theory, electromagnetism, quantum physics, 
mechanics, hydrodynamics and cosmology [1–14]. 
In pure mathematics, decomposition (factoriza-
tion) method continues to be a very successful tool 
for solving variational inequalities, linear and 
nonlinear ordinary and partial differential and 
Volterra — Fredholm integro-differential equa-
tions as well as systems of partial differential equa-
tions. This method is very important for solving 
fuzzy Volterra — Fredholm integral equations, 
integro-differential equations of fractional order 
and delay differential equations [15–32]. However, 
almost all the approaches of the literature listed 
above do not give exact solutions in their closed an-
alytical forms and the corresponding problems are 

not formulated in terms of abstract operator equa-
tions. Thus, the decomposition methods proposed 
and employed in these problems are not universal.

Exact solutions in their analytical form for ab-
stract operator equations in Hilbert and Banach 
spaces were obtained by quadratic and biquad-
ratic decompositions of the integro-differential 
equations in [33–37]. The universal decomposition 
method for the abstract linear operator equation  

B1xA2x – SF(Ax) – GF(A2x)f, xD(B1)

was given in [38] on a Hilbert space. We note that 
Banach spaces play a central role in functional anal-
ysis and it is important to study the exact solutions 
of correct BVPs in the context of Banach spaces. 
This work is a natural continuation of [38] to a Ba-
nach space and introduces the universal decompo-
sition method for the similar linear abstract oper-
ator equation 

B1x𝒜x – S0F(Ax) – G0(Ax)f, xD(B1),  (1)

where 𝒜, A are linear abstract operators; S0, G0 
are vectors and , F — functional vectors. The de-
composition method proposed here is different than 
the well-known decomposition methods (namely the 
Adomian decomposition method, the natural trans-

Articles
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form decomposition method, modified Adomian de-
composition method, the combined Laplace trans-
form — Adomian decomposition method and do-
main decomposition method). In the relevant liter-
ature, the so-called Adomian polynomials or itera-
tions were used to obtain numerical solutions (see 
[1–32]). The class of integro-differential equations 
with nonlocal boundary conditions described by an 
abstract operator equation is studied in [39], where 
all calculations are reproducible in any program of 
symbolic calculations and the computer codes in 
Mathematica are given.

In the sections that follow we use the following 
notations, definitions and statements.

We denote by X a complex Banach space and by 
X* the adjoint space of X, i. e. the set of all com-
plex-valued linear and bounded functionals f on X. 
We denote by f(x) the value of f on x.

We write D(A) and R(A) for the domain and 
the range of the operator A, respectively. An op-
erator A: XX is called correct if R(A)X and 
the inverse A–1 exists and is continuous on X. If 
for an operator B1 there are two operators B0, B 
such that B1 can be written as a product B1B0B, 
then we say that B0B is a decomposition (factori-
zation) of B1 and write B1B0B. An operator B1: 
XX is called quadratic (biquadratic) if there 
exists an operator B: XX such that B1B2, 
(B1B4) and the corresponding decomposition 
B1B2, (B1B4) is called quadratic (biquadrat-
ic). Recall that the problem Axf is called cor-
rect, if the operator A is correct. If x, giX and 
iX*, i1, …, m then we denote by g(g1, …, 
gm), col(1, …, m) and (x)col(1(x), …, 
m(x)) and we write gXm, Xm. We will de-
note by (g) the mm matrix whose i, j-th entry 
i(gj) is the value of functional i on element gj. 
Note that (gC)(g)C, where C is a mk con-
stant matrix. We will also denote by 0m and Im the 
zero and identity mm matrices.

Next, we state some useful outcomes. Speci-
fically, Theorem 1 from [40] and Corollary 3.11 
from [33].

Theorem 1. Let X, Y and Z be Banach spaces and 
A0: XY be a correct operator with D(A0) Z X. 

Further let the vector 
   0 0

0 1 , ..., m
mg g Y   

 
G  

and the column vector col(1, …, m), where 1, 
…, mZ* and their restrictions on D(A0) are line-
arly independent. Then:

(i) The operator B0: XX defined by 

 B0xA0x – G0(x)f, D(B0)D(A0), fX,  (2)

is correct if and only if

 
 1

0 0 0 0det det .m A     
L I G   (3)

(ii) If B0 is correct, then for any fY, the unique 
solution of (2) is given by

 
 1 1 1 1 1

0 0 0 0 0 0 .x B f A f A A f       G L    (4)

Corollary 1. Let A be a correct operator on a 
Banach space X and the components of the vectors 
G(g1, …, gm), Fcol(F1, …, Fm) are arbitrary ele-
ments of X and X*, respectively. Then the operator 
B: XX defined by 

 BxAx – GF(Ax)f, D(B)D(A), fX  (5) 

is correct if and only if

 detLdet[Im – F(G)] 0.  (6)

If B is correct, then the unique solution of (5) for 
every fX is given by

 XB–1fA–1f + A–1GL–1F(f).  (7)

Decomposition of abstract linear operators 
on a Banach space

In this section we investigate problem (1) where B1 
is not quadratic but it can be written as a product of 
two other correct operators B0, B i. e. B1B0B. In this 
case the solvability condition and the solution formu-
lation are essentially simpler than in the general case.

We will prove the following theorem using the 
technique that was first applied for the case of 
Hilbert space in Theorem 2.5 [38], where a given 
operator B0 of the type B0xA0x – G0(A0x)f, 
xD(B0) and an operator A is densely defined. We 
use a different operator B0 without the assumption 
of density of D(A) on X. 

Theorem 2. Let X and Z be Banach spaces, ZX, 

the vectors G(g1, …, gm), 
   0 0

0 1 , ..., ,mg g   
 

G  

   0 0
0 1 , ..., ,m

ms s X   
 

S  the components of the 

vectors Fcol(F1, …, Fm) and col(1, …, m) be-
long to X* and Z*, respectively, and the operators 
B0, B, B1: XX defined by

 B0xA0x – G0(x)f, D(B0)D(A0) Z;  (8) 

 BxAx – GF(Ax)f, D(B)D(A);  (9) 

B1xA0Ax – S0F(Ax) – G0(Ax)f, 

 D(B1)D(A0A),  (10)

where A0 and A are linear correct operators on X; 
GD(A0)m and the restrictions of 1, …, m on 
D(A0) are linearly independent. Then the following 
statements are satisfied:
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(i) If 

S0R(B0)m and S0B0G

 A0G – G0(G),  (11)

then the operator B1 can be decomposed in B1B0B.
(ii) If in addition the components of the vector 

Fcol(F1, …, Fm) are linearly independent elements 
of X* and since the operator B1 can be decomposed 
in B1B0B, then (11) is fulfilled.

(iii) If the operator B1 can be decomposed in 
B1B0B then B1 is correct if and only if the opera-
tors B0, and B are correct which means that

 1
0 0 0 0det det m A     
L I G  and 

 detLdet[Im – F(G)] 0.  (12) 

(iv) If the operator B1 has the decomposition in 
B1B0B and is correct, then the unique solution of 
(10) is

 
   

1 1 1 1 1 1
1 0 0

1 1 1 1 1 1 1
0 0 0 0 0 0 .

x B f A A f A A f

A A A A A f

     

      

   

    

GL F

G GL F G L 
 
(13)

Proof: (i) Taking into account that GD(A0)m 
and (8)–(10) we get 

D(B0B){xD(B): BxD(B0)}

{xD(A): Ax – GF(Ax)D(A0)}

{xD(A): AxD(A0)}D(A0A)D(B1).

So D(B1)D(B0B). Let yBx. Then for each 
xD(A0A) and taking into account (8) and (9) we 
have

B0BxB0yA0y – G0(y)

A0[Ax – GF(Ax)] – G0(Ax – GF(Ax))

A0Ax – A0GF(Ax) – G0(Ax) + G0(G)F(Ax)

A0Ax – G0(Ax) – [A0G – G0(G)]F(Ax)

 A0Ax – B0GF(Ax) – G0(Ax),  (14)

where the relation B0GA0G – G0(G) results nat-
urally from (8) by substituting xG. 

By comparing (14) with (10), it is easy to verify 
that B1xB0Bx for each xD(A0A) if a vector S0 
satisfies (11).

(ii) Let the operator B1 can be decomposed in 
B1B0B. Then by comparing (14) with (10) we ob-
tain

 (B0G – S0)F(Ax)0.  (15)

Because of the correctness of operators A, A0 and 
the linear independence of F1, …, Fm, there exists a 
system x1, …, xmD(A0A) such that F(A0x0)Im 
where x0(x1, …, xm). By substituting xx0 in-
to (15) we get S0B0G. Hence S0R(B0)m and 
S0B0GA0G – G0(G). 

(iii) Let the operator B1 be defined by (10) where 
S0B0G. Then equation (10) can be equivalently 
represented as a matrix equation: 

 

 
 
 

1
0 0

1 0 0 0 1
0 0

,
A A Ax

B x A Ax B f
A A Ax





 
    
 
 

F
G G


,

  

(16)

or

 B1𝒜x – GF  (𝒜x)f, D(B1)D(𝒜),  (17) 

where 𝒜AA0; G (B0G, G0); 

     
 

col  , ,   
ˆ

ˆ ˆ
ˆ

x
x

x

 
  
 
 

F F
F

F  






,

then

   
 

 
 

1
0

1
0

ˆ

ˆ
.

ˆ

A vv
v

v A v





              

F
F

F
 

Notice that the operator 𝒜AA0 is correct, be-
cause of A and A0 are correct operators, and the 

functional vector F  is bounded, since the vectors 
ˆ ˆ,F   are bounded as a superposition of a bounded 

functional F,  respectively and a bounded operator 
1

0 .A  Then we apply Corollary 1. By this corollary 
the operator B1 is correct if and only if 

 
   
   

1 2

0 0

0 0

det det

0
det

0

ˆ ˆ

ˆ ˆ

m

m m

m m

B

B

    
               

F

F

F



  

L I G

G GI
I G G

    
    

       
       

1 1
0 0 0 0

1 1
0 0 0 0

1 1
0 0 0 0

1 1
0 0 0 0

0

det

det .

m

m

m

m

A A

A A

A A

A A

 

 

 

 

      
   

 
      

   
 

I F G G G F G

G G G I G

I F G F G G F G

G G G I G



    



      

Acc ording to properties of determinants of ma-
trices (Remark 1, [34]), taking L1 in the last formu-
lation from above and adding (G) times the second 
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column of L1 to its first column, the determinant is 
unchanged. We then get

   
 

   

1
0 0

1 1
0 0

1
0 0

0 0

det det

det det

det det .

m

m m

m m

A

A

A







     
 

 
         

 

I F G F G
L

0 I G

I F G I G

L L





So we proved that the operator B1 is correct if 
and only if (12) is fulfilled.

(iv) Let xD(A0A) and B0Bxf. Then by Theorem 
1 (ii) since B0, B are correct operators, we obtain

 1 1 1 1 1
0 0 0 0 0 0 ,Bx B f A f A A f       G L 

  1 1 1 1 1
0 0 0 0 0 .x B A f A A f      G L 

In the last equation we denote by 1
0g A f   

 1 1 1
0 0 0 0 .A A f   G L  Following strictly Corollary 1 

(ii), we get

 

  
  

 
     

1 1 1 1

1 1 1 1 1
0 0 0 0 0

1 1 1 1 1 1
0 0 0 0 0

1 1 1 1 1 1
0 0 0 0 0

1 1 1 1 1 1
0 0 0 0 0 ,

x B g A g A g

A A f A A f

A A f A A f

A A f A A A f

A A f A A f

   

    

     

     

     

   

  

  

  

    

GL F

G L

GL F G L

G L

GL F F G L









which implies (13). Thus, the theorem has been 
proved.

The next theorem is useful for applications. 
Theorem 3. Let X and Z be Banach spac-

es, ZX the vectors 
   0 0

0 1 1, ..., ,g g   
 

G  

   0 0
0 1 1, ..., ,ms s X   

 
S  the components of the 

vectors Fcol(F1, …, Fm) and col(1, …, m) 
belong to X* and Z*, respectively, the operators 𝒜, A, B1: XX and the operator B1 defined by

B1x𝒜x – S0F(Ax) – G0(Ax)f, xD(B1), (18)

where A is a correct m-order differential opera-
tor and 𝒜 is a n-order differential operator, m < n. 
Then the next statements are fulfilled:

(i) If there exist a bijective n – m order differen-
tial operator A0: XX and the vector G such that 𝒜A0A, D(B1)D(A0A), D(A0) Z;  (19)

 
 1

0 0 0 0det det ;m A     
L I G   (20)

 
 1 1 1 1

0 0 0 0 0 0 0 ,A A A    G S G L S
 

 (21)

and the restrictions of 1, …, m are linearly inde-
pendent on D(A0), then the operator B1 is decom-
posed in B1B0B, where B0, B are given by (8), (9), 
respectively, the operator B0 is constructed by the 
triple of elements A0, , G0 from (18)–(20), and the 
operator B by the operator A and vector F from (18) 
and the vector G from (21).

(ii) If in addition to (i) A0 is correct, then B1 is 
correct if and only if

 

 

   
 

1 1
0 0 0 0

1 1
0 0 0

det det

0

[ – ]

det

,

m

m A A

A

 

 

 

   
 

L I F G

I F S F G

L S   (22)

and the problem (18), (19) has the unique solution 
given by (13).

Proof: (i) If a bijective n – m order differential 
operator A0 and a vector G exist satisfying (19)–
(21), then from (18) we get

B1xA0Ax – S0F(Ax) – G0(Ax)f, 

 xD(A0A).  (23)

From (23) we take the operator A and vector 
F, whereas from (21) we take a vector G and con-
struct the operator B according to the formula (9). 
To determine the operator B0 by the formula (8), 
we take from (23) the operator A0 and the vectors 
, G0. We proved in the previous theorem (i) that 
D(B0B)D(A0A)D(B1). Substituting (21) into (8) 
we obtain

 
 
  

   
   

 
   

1 1 1 1
0 0 0 0 0 0 0 0 0

1 1 1 1
0 0 0 0 0 0 0 0

1 1 1 1
0 0 0 0 0 0 0 0

1 1 1
0 0 0 0 0 0 0 0

1 1 1
0 0 0 0 0 0

1
0 0 0 0

1 1 1
0 0 0 0 0 0 0.

m

B B A A A

A A A A

A A A

A A

A A

A

A A

   

   

   

  

  



  

     
     

  

   

 

      

  

G S G L S

S G L S

G S G L S

S G L S G S

G G L S

S G I G

L S G S S





  

  

  



  

S0B0G and from (23) for S0B0G and every 
xD(B1) we get

B1xA0Ax – B0GF(Ax) – G0(Ax)

B0Ax – B0GF(Ax)B0[Ax – GF(Ax)]B0Bx.

Thus we obtained the decomposition B1B0B.
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(iii) If the statement (i) holds, then B1 can 
be decomposed in B1B0B. By Theorem 3 (iii), 
B1 is correct if and only if (12) holds or, tak-
ing into account (20) and (21), if and only if 
detLdet[Im – F(G)] 0, or if and only if (22) is 
fulfilled. The last inequality immediately follows 
by substitution (21) into detLdet[Im – F(G)]. 
Since B1 is correct and decomposed in B1B0B, by 
Theorem 2 (iv), we obtain the unique solution (13). 
So, the theorem is proved.

Remark. Usually as a Banach space X we have 
C[a, b] or Lp(a, b) and as a Banach space Z we have 
Ck[a, b] or  , ,k

pW a b  k1, …, n.

Numerical examples

Let us examine several examples where our find-
ings are applied and validated (the Mathematica 
notebook solving each example is available upon 
request).

Example 1. The operator B1: C[0, 1]C[0, 1] 
corresponding to the problem

     1 12 3
0 0

2 1d d ,x t t t x t t t tx t t t        

 x(0) + x(1)0, x(0) – 2x(1)0  (24)

is correct. The unique solution of problem (24) is 
given by the formula

 
 

4 3 231990 158464 451860
2502304 961985

903720
.

t t t

t
x t

  
 

    (25)

Proof: If we compare equation (24) with equa-
tions (18), (19), it is natural to denote 1, 

FF1F, 
 0

0 01 ,g G G  
 0

0 01 ,s S S  Im1, 
and to take XC[0, 1],

 

     

 

12 3
1 0

1

0
2 1

d

d ;

B x t x t t t x t t

t tx t t t

   

  



   (26)

D(B1){x(t)C2[0, 1] : x(0) + x(1)0,

  x(0) – 2x(1)0};  (27) 𝒜xA0Axx(t);  (28)

Ax(t)x(t), D(A)

{x(t)C1[0, 1] : x(0)–x(1)}; (29)

 
   1

0
d ,Ax tx t t       1 3

0
d ,F Ax t x t t    (30)

G0t, S0t2. Let us denote Ax(t)x(t)y(t)y. 
Then from (28) and (27) we have yD(A0), A0Ax

(x(t))y(t)A0y(t), y(0) – 2y(1)0. So we 
proved that 

A0yy(t), D(A0){y(t)C1[0, 1]: y(0) – 2y(1)0}.

Now we check the condition D(B1)D(A0A). By 
definition

D(A0A){x(t)D(A): Ax(t)D(A0)}

{x(t)C1[0, 1]: x(0)–x(1),

x(t)C1[0, 1], x(0) – 2x(1)0}

{x(t)C2[0, 1]: x(0) + x(1)0, 

x(0) – 2x(1)0}D(B1).

So D(B1)D(A0A). It is easy to verify that the 
operators A0, A are correct on C[0, 1] and for every 
f(t)C[0, 1] the following equations hold true

 
     11

0 0 0
2d d ;

t
A f t f s s f s s      (31)

 
     11

0 0 0

1
2

d d .
t

A f t f s s f s s      (32)

From (30) we have

 
   1

0
d ,f sf s s       1 3

0
d .F f s f s s    (33)

It is evident that , FC*[0, 1]. Consequently, 
we can take ZC[0, 1]X.

Using (33) and (21) we find 

  1 3 2
0 0

1
6

d ,F S s s s     1 3
0 0

1
5

d ,F G s s s 
211

0 0 0 0
2 1

3
d d ,

t t
A G s s s s       

 
211

0 0 0

3
1

2 8
d ,

s
A G s s  

      
 


311 2 2

0 0 0 0

2
2

3 3
d d ,

t t
A S s s s s     

 
311

0 0 0

2 4
2 3 15

d ,
s

A S s s  
      

 
  

 1
0 0 0

11
8
,mL I A G  

 

1
0

8
11

,L 

 
 

1 1 1 1
0 0 0 0 0 0 0

3 2
3 22 8 4 1

1 55 16 78
3 3 2 11 15 165

.

G A S A G L A S

t t
t t

      

                 

Taking into account (33) we obtain
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   1 3 3 2
0

1 601
55 16 78

165 6930
d .F G s s s s    

Since   7531
1 0

6930
det det[ – ]L F G    then 

1 6930
7531

,L   and by Theorem 3 (ii), problem (26), 

(27) or (24) is correct. By (32) we calculate

4 3
1 330 128 1872 835

3960
,

t t t
A G   



3
1 1

0 0
5

6 12
t

A A G t    

and for f(t)2t + 1 by (31)–(33) we obtain

1 2
0 4 ,A f t t      

2 3
1 1

0
19

4
12 2 3

,
t t

A A f t     

 1
0

19
30

,F A f     1
0

17
12

.A f  

Substituting these values into (13) we obtain the 
unique solution of (26), (27) or (24), which is given 
by (25).

Example 2. The operator B1: C[0, ]C[0, ] 
corresponding to the problem

 

   

   

2
0

2

0
1 2

sin d

cos d sin ,

x t t t x t t

t t x t t t





  

  



   (34)

x(0) + x()0, x(0) + 3x()0, x(0) + x()0,

is correct. The unique solution of the problem (34) is 
given by the formula

 

   
    

     
 

 

2 2

2

3

2
2

3

1
3 2 6 4 2 2

48

2 3 8 2 4

2

4 4 2 1
3 2

2 4

2 2

cos

cos sin

cos

sin
.

x t t t t

t t t

t

t t

        

      
 

 
        
            

(35)

Proof: If we compare (34) with equations (18), 
(19), it is natural to denote 1, FF1F, 

 0
0 01 ,g G G  

 0
0 01 ,s S S  Im1, and to take 

XC[0, ],

     2
1 0

sin dB x t x t t t x t t


   

 
   2

0
1 2cos d sin ;t t x t t t


  

 

 (36)

D(B1){x(t)C3[0, ]: x(0) + x()0, 

 x(0) + 3x()0, x(0) + x()0};  (37) 𝒜xA0Axx(t);  (38)

Ax(t)x(t);

D(A){x(t)C2[0, ]: x(0)–x(), 

 x(0) + 3x()0};  (39)

   2

0
1( ) d ,Ax t x t t


    

    2
0

d ,F Ax t x t t


    (40)

S0sin t, G0cos t, fsin 2t. Denote Ax(t)x(t)
y(t)y. Then from (37) and (38) we have yD(A0), 
A0Ax(x(t))y(t)A0y(t), y(0) + y()0. So we 
proved that

A0yy(t), D(A0)

 {y(t)C1[0, ]: y(0) + y()0}.  (41)

Now we check the condition D(B1)D(A0A). By 
definition

D(A0A){x(t)D(A): Ax(t)D(A0)}

{x(t)C2[0, ]: x(0) + x()0, x(0) + 3x()0,

x(t)C1[0, ], x(0) + x()0}

{x(t)C3[0, ]: x(0) + x()0,

x(0) + 3x()0, x(0) + x()0}D(B1).

So D(B1)D(AA0). It is easy to verify that the 
operators A, A0 are correct on C[0, ] and for every 
f(t)C[0, ] from (39) and (41) follows that

 

     

   

1
0 0

0

1
2 3 2

4

d

d ;

t
A f t t s f s s

s t f s s





  

   



   (42)

 
     1

0 0 0

1
2

d d .
t

A f t f s s f s s
      (43)

From (40) we have 

 
     2

0
1 d ,f s f s s


       2

0
d .F f s f s s


   

 (44)

It is evident that F, C*[0, ]. Consequently 
we can take ZC[0, ]X. From (43), (44), (20), 
(21) we get 

1
0 0 0 0

1
2

cos d cos d sin ,
t

A G s s s s t
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   21
0 0 0

1 2sin d ,A G s s s
   

1
0 0 cos ,A S t  

    21
0 0 0

1
2

cos d ,A S s s s
 

     

 1
0 0 01 1 2 1 0det det ,L A G         

 1
0 1,L  

 1 1 1 1
0 0 0 0 0 0 0 2

sin cos ,G A S A G L A S t t    
    

 
3

2
0 2 2

sin cos d ,F G s s s s
      

 
 

then

 
32

1
2

det det ,L F G
       1

3
2

2
.L 

 

Since detL 0, by Theorem 3 (ii), problem (36)–
(39) or (34) is correct. Further by using (42) and tak-
ing into account that 1

0 0 sin ,A G t   we find

 1 2

2 8
sin

cos ,
tt

A G t   
  

 1 1
0 0 0

0

1 2
2 3

4 2 4

sin d

sin d sin .

t
A A G t s s s

t
s t s s t

 



  

         
 





For f(t)sin 2t by (42), (43) we calculate 

1
0

1 2
2
cos

,
t

A f 
     21

0 2 16/ ,A f    

 
3

1
0 6 4

,F A f  
 

 1 1 2 2
0

1
4 6 2 2 2

16
cos .A A f t t t        

Substituting these values into (13) we obtain the 
unique solution of (34), which is given by (35).

Example 3. Let {(t, s)R: 0  t, s  1. The 
operator B1: C()C() corresponding to the 
problem

   

 

1 13 2
0 0

1 12 2
0 0

5

, , d d

, d d ,

ts t

t

x t s t s s x t s t s

ts tx t s t s t s

  

  

 

   

 , ,t tsx x C        1 12
0 0

0, , d d ,x s s x t s t s  

 
   1 1

0 0
0, , d d ,t tx t t sx t s t s      (45)

is correct. The unique solution of problem (45) is 
given by the formula

 

 

2 3 2

3

2 4

85148684 31416680

287762400
172657440

123613741 86328720 15746840

172657440

,

.

t s t

st
x t s

s t t

 

  

 
   (46)

Proof: If we compare (45) with (18), (19), it is nat-
ural to denote

1, FF1F, 
 0

0 01 ,G G g  
 0

0 1s S  

0,S  Im1, and to take XC(),

 

     

 

1 13 2
1 0 0

1 12 2
0 0

5

, , d d

, d d ;

ts t

t

B x t x t s t s s x t s t s

ts tx t s t s t s

   

  

 

 
  

(47)

     

     
1

1 12
0 0

 

0  

{ , , ,

, , , d d ;

t

ts

D B x t s C x

x C x s s x t s t s

  

     

 
   1 1

0 0
0, , d d };t tx t t sx t s t s      (48)

 
 0 , ;tsA Ax x t s   (49)

 
   , , ;tAx t s x t s   (50)

         { , : , ,tD A x t s C x t s C      

   1 12
0 0

0, , d d ,x s s x t s t s  
   1 1 2

0 0
, d d ,tF Ax s x t s t s    

    1 1

0 0
, d d ,tAx tx t s t s     

 (51)

S0t3s, G0ts2, f5t2 + s. We denote 

     , , , .tAx t s x t s y t s y    Then from (48), (49) 
we have 

yD(A0),

      0 0, , , ,t ss
A Ax x t s y t s A y t s   

'
 

   1 1

0 0
0, , d d .y t t sy t s t s  

So we proved that

 0 , ,sA y y t s  

         
 

0
1 1

0 0

0{ , : , ,

, d d }.

sD A y t s C y C y t

t sy t s t s

     

  

Now we check the condition D(B1)D(AA0). By 
definition
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0 0

1 12
0 0

1 1

0 0

1 12
0 0

0

0

0

{ , : , }

{ , : , ,

, d d , , ,

, , d d }

{ , : , ,

, , d d },

t

ts

t t

t ts

D A A x t s D A Ax t s D A

x t s C x C x s

s x t s t s x t s C

x t t sx t s t s

x t s C x x C

x s s x t s t s

   

     

  

  

     



 

 

 

     1 1
10 0

0, , d d } .t tx t t sx t s t s D B   

So D(B1)D(A0A). It is easy to verify that the 
operators A, A0 are correct on C() and for every 
f(t, s)C() the following hold true

 

   

 

1
0 1 10

1 1
1 10 0 0

4
3

, , d

, d d d ;

s

s

A f t s f t s s

t
s f t s s t s

  





  
 

 (52)

 

   

 

1
0 1 10

2 1 1
1 10 0 0

3
2

, , d

, d d d .

t

t

A f t s f t s t

s
f t s t t s

  





  
 

 (53)

From (51) for every f(t, s)C() we get

   1 1 2
0 0

, d d ,F f s f t s t s    

 
   1 1

0 0
, d d .f tf t s t s      (54)

It is evident that F, C*(). Consequently we 
can take ZC()X.

Further by using (52), (54), (20), (21) for S0t3s, 
G0ts2 we get

1 3
0 0 1 10

2 31 1 3
1 10 0 0

4
3 24 2

d

d d d ,

s

s

A S t s s

t t s t
s t s s t s

  

  



  
1 2

0 0 1 10
31 1 2

1 10 0 0

4 2
3 45 3

d

d d d ,

s

s

A G ts s

t t s t
s ts s t s

  

  



  

 
31 11 2

0 0 0 0

2 19
45 3 540

d d ,
t s t

F A G s t s  
    

 
 

 
31 11

0 0 0 0

2 23
45 3 540

d d ,
t s t

A G t t s  
     

 
 

 1
0 0 0

517
1

540
det det ,L A G     

 1
0

540
517

,L 

 
 

1 1 1 1
0 0 0 0 0 0 0

3 2 2907 340 10340

20680
,

G A S A G L A S

t s s t

      

 


 

  1393
41360

,F G     39967
1

41360
det det ,L F G      

1 41360
39967

.L 

Since detL 0 then, by Theorem 3 (ii), problem 
(47), (48) or (45) is correct.

By (53) we calculate

 2 3 2 2 4
1

907 340 1013 5170

41360
,

t s t s t
A G

  


3 2 2 2
1 1

0
120 23 16

720
s t s t

A A G   


and for f(t, s)5t2 + s by (52)–(54) we obtain

2
1 2

0
49

5
2 54

,
s t

A f st   

3 2
1 1 2

0
287 5 49

2 432 3 108
,

t st t
A A f s       

 

 1
0

541
810

,F A f 
 

 1
0

655
648

.A f 

Substituting these terms into (13) we obtain the 
unique solution of (45), which is given by (46).

Conclusion

The main research result of this paper is the 
existence and uniqueness of the operator equation 
B1uf in the space setting of Banach spaces, giv-
en that B1B0B. The necessary and sufficient con-
ditions for the correctness of the operator B1 are 
intermediate, secondary results. The solution pro-
cedure follows the universal decomposition method 
and provides a unique exact solution in closed form. 
This method can be also applied in more complex 
problems, as of the type B1uf, where B1B0B2 or 

2
1 0B B B  and for B0, B given by (8), (9), respectively. 

The entire approach is given in an algorithmic 
procedure that is reproducible in any program of 
symbolic calculations. 
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Разложение абстрактных линейных операторов на банаховых пространствах

К. Д. Тсиликаa, PhD, доцент, orcid.org/0000-0002-9213-3120, ktsilika@uth.gr
аУниверситет Фессалии, 38221, Волос, Греция

Введение: большинство известных методов декомпозиции для решения краевых задач (метод декомпозиции Адомяна, есте-
ственное преобразование метода декомпозиции, модифицированный метод декомпозиции Адомяна, комбинированный метод 
преобразования Лапласа — декомпозиции Адомяна и метод декомпозиции области) используют так называемые полиномы Адо-
мяна или итерации для получения приближенных решений. Насколько нам известно, прямой метод получения точного анали-
тического решения пока не предложен. Цель: разработать в произвольном банаховом пространстве новый универсальный метод 
разложения для класса обыкновенных интегро-дифференциальных уравнений или интегро-дифференциальных уравнений в 
частных производных с нелокальными и начальными граничными условиями в терминах абстрактного операторного уравнения 
B1xf. Результаты: исследован класс интегро-дифференциальных уравнений в банаховом пространстве с нелокальными и на-
чальными граничными условиями в терминах абстрактного операторного уравнения B1x𝒜x – S0F(Ax) – G0(Ax)f, xD(B1), 
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где 𝒜, A — линейные абстрактные операторы; S0, G0 — векторы, а , F — функциональные векторы. Обычно 𝒜, A — это линейные 
обыкновенные дифференциальные операторы или дифференциальные операторы в частных производных, а F(Ax), (Ax) — инте-
гралы Фредгольма. Основным результатом нашего исследования является теорема существования и единственности уравнения 
B1xf при условии, что оператор B1 имеет разложение вида B1B0B, где B и B0 — различные абстрактные линейные операторы 
специального вида. Предлагаемый метод разложения универсален и существенно отличается от других методов разложения в 
соответствующей литературе. Этот метод может быть применен как к обыкновенным интегро-дифференциальным уравнениям, 
так и к интегро-дифференциальным уравнениям в частных производных, и дает единственное точное решение в замкнутой анали-
тической форме в банаховом пространстве. Этапы метода решения иллюстрируются численными примерами, соответствующими 
конкретным задачам. Система компьютерной алгебры Mathematica используется для демонстрации результатов решения и оцен-
ки эффективности анализа. Практическая значимость: основным преимуществом настоящего метода решения является легкость 
его интеграции в интерфейс любого программного обеспечения CAS.

Ключевые слова — корректный оператор, разложение (факторизация, декомпозиция) операторов (уравнений), интегро-диф-
ференциальные уравнения, краевые задачи, точное решение.

Для цитирования: Tsilika K. D. Decomposition of abstract linear operators on Banach spaces. Информационно-управляющие систе-
мы, 2021, № 2, с. 2–12. doi:10.31799/1684-8853-2021-2-2-12

For citation: Tsilika K. D. Decomposition of abstract linear operators on Banach spaces. Informatsionno-upravliaiushchie sistemy 
[Information and Control Systems], 2021, no. 2, pp. 2–12. doi:10.31799/1684-8853-2021-2-2-12
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Introduction: To solve the Helmholtz equation is important for the branches of engineering that require the simulation of wave 
phenomenon. Numerical methods allow effectiveness’ enhancing of the related computations. Methods: To find a numerical solution 
of the Helmholtz equation one may apply the boundary element method. Only the surface mesh constructed for the boundary of the 
three-dimensional domain of interest must be supplied to make the computations possible. This method’s trait makes it possible to 
conduct numerical experiments in the regions which are external in relation to some Euclidian three-dimensional subdomain bounded 
in the three-dimensional space. The later also provides the opportunity of not using additional geometric techniques to consider the 
infinitely distant boundary. However, it’s only possible to use the boundary element methods either for the homogeneous domains 
or for the domains composed out of adjacent homogeneous subdomains. Results: The implementation of the boundary element 
method was committed in the program complex named Quasar. The discrepancy between the analytic solution approximation and 
the numerical results computed through the boundary element method for internal and external boundary value problems was 
analyzed. The results computed via the finite element method for the model boundary value problems are also provided for the 
purpose of the comparative analysis done between these two approaches. Practical relevance: The method gives an opportunity 
to solve the Helmholtz equation in an unbounded region which is a significant advantage over the numerical methods requiring the 
volume discretization of computational domains in general and over the finite element method in particular. Discussion: It is planned 
to make a coupling of the two methods for the purpose of providing the opportunity to conduct the computations in the complex 
regions with unbounded homogeneous subdomain and subdomains with substantial inhomogeneity inside.

Keywords — boundary element method, finite element method, the Helmholtz equation, acoustics.
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Introduction

One of the most vastly used instruments applied to 
solve differential equations is the boundary element 
method (BEM) because it’s possible to use BEM for 
the computations in regions with infinitely distant 
boundaries in order to find a solution to the so-called 
external boundary problem. This is particularly im-
portant for the problems of wave propagation.

The method has been in use for a long time. Its 
first mentions may be found in [1–5]. These papers 
consider the collocation version of BEM. In present 
days, the versions of BEM based on Galerkin’s form 
are much more preferred. Probably, the first papers 
describing these versions are [6–9].

There’re two versions of BEM: direct and indi-
rect. The direct method is based on the so-called 
reciprocity relation, which may be seen while ana-
lyzing problems based on the concept of fundamen-
tal solution of differential equation. For example, 
the classic work describing BEM in the mentioned 
context is [10]. The indirect approach of BEM ap-
plied to the problem of acoustics is described, for 
instance, in [11]. In our work, the direct version of 
BEM is under consideration.

The classic disadvantage of the original ver-
sions of BEM is the necessity to work with dense 
matrices of SLAE produced by the method. Hence 
there are many different techniques helping to 
minimize the asymptotic complexity of BEM while 
working with such matrices. The techniques are 
the method of T-spline curves [12], the wavelet ap-
proach [13–16], the adaptive cross-approximation 
[10, 17–19] and the fast multipole method [20–
24].

It is also worth mentioning that BEM is only 
capable of handling the cases of the domains that 
can be decomposed into subdomains with homo-
geneous media. However, it’s possible to get rid of 
this problem by coupling BEM with FEM (finite ele-
ment method) so that significantly inhomogeneous 
domains are handled by the FEM part and the re-
maining domains are taken care of by BEM. Such 
coupling is done in [25–29].

The Helmholtz equation of acoustics

The wave equation in a homogeneous medium  
is of the form:
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The parameters of (1) in terms of acoustics can 
be seen as follows: u — velocity potential; x — 
point-vector in space; t — time; v — speed of sound 
in the medium; F — intensity-function of volume 
sources of sound;  — the homogeneous domain 
where the problem (1) is to be solved [30].

For the boundary  of the domain  let the fol-
lowing be true:

1 2,     1 2 .  

The boundary conditions on 1 and 2 are writ-
ten as follows:
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w here n is a normal vector defined on  and external 
with respect to .

Suppose for the functions in (1)–(3) the following 
representation is justified:
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wher e i designates the imaginary unit;  is the 
angular frequency.

As a corollary of (4)–(6):
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Subst ituting (7) into (1) one derives the 
Helmholtz equation:
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The bo undary conditions then may be represent-
ed accordingly:
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For wha t follows next, suppose that F0, so 
there’s no volume sources of sound waves in .

The boundary element method

The method exploits the boundary representa-
tion of the unknown function u (8) implementing 
the concept of the so-called trace operators. Let us 
define the trace operators for the domain : the 
Dirichlet trace 0

  and the Neumann trace 1
 :
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wh ere n is  the unit normal vector specified for the 
point x on  and it’s directed to the outside of .

The resulting function of the Dirichlet trace 
operator applied to the function u is called the 
Dirichlet data and is designated as 0 u

 , whereas 

1 u
 stands for the Neumann data respectively.

“The solution u to the equation (8) inside  can 
be expressed by using Green’s theorem and the trace 
operators defined in (11)–(12) [10]”
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where Gk is th e fundamental solution of the 
Helmholtz equation:
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and ||·|| is the Euclidian norm in the three-
dimensional space.

By applying the two trace operators (11), (12) 
to the equation (13), one can formulate a system of 
integral equations with the unknowns: 0 u


 
и 1 u

 . 
To formally define the mentioned system, the 
half-integer Sobolev spaces are introduced:

    1 2 1
0  / , ;H g g f f H       

    1 2 1
1  / , ,H g g f f H        

where H1() is the Sobolev space of differentiable 
functions defined on . For the details related 
to the half-integer Sobolev spaces see [27]. Let us 
introduce as well the linear boundary integral 
operators Vk, Kk, add

kK  and Dk following [10]. The 
single layer operator Vk is defined as follows:

 

      

   1 2 1 2

 d

/ /

, ,

: ,

k k

k

V f G f

V H H




 

  

 xy y x x
 

 (15)
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the adjoint double la yer operator  kK f :

 

      

   

1

1 2 1 2

 d,

/ /

, ,

: ,

k k

k

K f G f

K H H




 

   

   

 y xy y x x
 

 (16)

the double layer operator Kk:
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1 2 1 2

 d,

/ /

, ,
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 (17)

and the hypersingular operator Dk:

 

      

   

1 1

1 2 1 2

 d, ,

/ /

, ,

: .

k k

k

D f G f s

D H H






  

  

y x x
x
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 (18)

Here’s also the definitio n of the duality pairing 
between the half-integer Sobolev spaces H1/2 and 
H–1/2:

    1 2 1 2 d   / /, , .,u w u w s u H w H



     x
x

x x  (19)

Using relations (15)–(18 ),  the Galerkin rep-
resentation of integral equation can be obtained in 
the following form [10]:

 1 2
1 0

1
   

2
/, , , ;k kV u w I K u w w H            

   

(20)

 1 2
0 1

1
   

2
/, , , .k kD u v I K u v v H           

   

(21)

If there’s only the  Dirichle t data function defined 
on  then through the substitution of the known da-
ta into (20) one derives the variational problem with 
the Neumann data as the only unknown. The varia-
tional problem (21) allows determining the Dirichlet 
data when the Neumann data is predefined. The lat-
er problem is solvable and has a unique solution on-
ly when the number –k2 is not an eigenvalue of the 
Laplace operator [28]. When the two conditions are 
mixed on the border of  then a variational problem 
has to be solved. This problem can be formulated in 
terms of the Steklov — Poincare operator [10]:

 0 1  , , ,kS u v u v         (22)

where Sk is defined as follows:

 

11 1
2 2

,k k k k kS D I K V I K         
   

  (23)

and the test function v is fro m the space of functions, 
that are equal to zero on 1.

The discretization of (20) and (21) is possi-
ble via projecting the unknown data to the finite 
dimensional subspaces    1 2/

h h hU H    и 

   1 2/
h h hW H   , where h may stand for a sur-

face mesh which geometry approximates , h is a 
discretization parameter.

Let the dimension of Uh(h) be equal to N and the 
dimension Wh(h) be equal to M respectively. Let al-
so gp, p1, N be the basis functions in Uh(h), wq, 
q1, M — the basis functions in Wh(h). In order 
to construct the corresponding discreate system, 
one can approximate the Dirichlet and Neumann 
data using the linear combinations of the vectors 
belonging to the corresponding finite-dimensional 
subspaces:

 

     0
1

 , ;
N

p p p h
p

u g g U


    x x   (24)

 

     1
1

 , .
M

q q q h
q

u w w W


    x x   (25)

Substituting (24), (25) i nto (20),  (21) one derives 
a SLAE:

 
T

0
,

    
         

V K

K D


  

  (26)

where  is a vector of coefficients  p in decomposition 
(24);  — vector of coefficients q in (25). SLAE 
blocks in (26) can be expressed as follows:

 
   1  , , , , , ;i j k i jV w w i j M   V   (27)

 
   1  , , , , , ;i j k i jD g g i j N   D   (28)

 

1
  1   1  

2, , , , , , ;i j k i jI K g w i N j M     
 

K   (29)

 
  1  , , , .i N iF g i N      (30)

The indirect  integration of th e functio n Gk 
stands in the formulae (27)–(29) because of the 
definitions (15)–(18). This is why the computation 
of (27)–(29) is not trivial. The traditional methods 
of numerical integration are inapplicable to the 
problem of computing the correct values because 
the fundamental solution Gk(x, y) is not continuous 
when the arguments x and y are equal. Different 
solutions to this problem are suggested in [29–35].

FEM and BEM comparison conducted 
via model problems

As a part of the computer program implemen-
tation of BEM, a mesh composed out of triangular 
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elements was exploited to approximate the bound-
ary of the computational domains specified for the 
model problems. The basis functions gq of Wh(h) 
used to approximate the Neumann data were cho-
sen to be piecewise constant functions equal to one 
only on their corresponding local supports that are 
triangles of the mesh h. The basis functions wp 
of Uh(h) are piecewise linear functions. See more 
about the basis functions in [10]. For the finite el-
ement method program implementation, the quad-
ratic basis was chosen. See more about quadratic 
basis implementation for the Helmholtz equation 
solved via FEM in [36].

To test the efficiency of the computation strate-
gies, let us consider the model problems described 
below.

The first model problem geometry looks like this: 
in a closed domain of a cube with 20 m length of its 
edges, a ball of radius equal to 1.5 m and a central 
point coincident with the center of the cube is situat-
ed. The wave number k in (8) is equal to 2 m–1, which 
corresponds to the case of the sound speed equal 
to 400 m/s and the frequency equal to 127.32 Hz. 
The boundary conditions for all the boundary parts 
can be expressed as follows:

 
   cos ,u kx




x
x   (31)

where x is a coordinate of x along OX ax is. Every 
axis of the Cartesian coordinate system is parallel 
to one of the edges of the cube. It’s clear that with 
conditions (31) the corresponding analytic solution 
of (8) takes a form

 
   cosu kxx   (32)

everywhere in the computation domain.
The  surface mesh (Fig. 1) used for BEM compu-

tations consists of 3284 elements. The number of 
nodes is equal to 1646. The volume mesh (Fig. 2) 
used for the FEM computations is composed out 
of 17133 elements. The corresponding number of 
nodes is 26007. 

Figure 3  illustrates the curves of relative dis-
crepancies of the solutions resulted from the im-
plementation of numerical approaches in relation 
with the analytic solution. The values are given at 
the points situated along the OX axis. The value of 
relative discrepancy is equal to:

   *

*
.

max

u u

u

x x

As one can see, the solution resulted from BEM 
turns out to be more accurate than the one obtained 
with FEM.

Let’s solve the problem for which the analytic 
solution is known. An incident wave in a medium is 
represented as follows:

 ,i
inc e    k x

where i is an imaginary one; k is the direction of 
the incident wave; x — radius vector characterizing 

  Fig. 1. An example of the surface mesh of the sphere 
used for the BEM computations

  Fig. 2. An example of the cube mesh used for the FEM 
computations

%

2 4 6 8 10
x, m

–3

–2

–1

0

1

BEM
BEM, with subdivision 

FEM
FEM, with subdivision

  Fig. 3. The numerical errors’ curves produced for the 
plane wave solution compared with the numerical methods’ 
results working with the original mesh and its subdivision
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the position in space. The spheric boundary of the 
ball is the source of the scattered wave sc. The sum 
of sc and inc is denoted as . Let the Dirichlet 
condition be imposed on the sphere:

0,
s s

inc sc     
 

or

 
0

s s
sc inc     , (33)

where s is the spheric boundary of the ball.
T he scattered wave should then take a form 

[37]:

 

      

   
     

0
2 1 cos

,

m
sc m

m

m
m m inc

m

m i P

j ka
j k h k

h ka





    

 
    
 

x

x x x

 

 (34)

where Pm — the Legendre polynomial of order m; 
  is the angle between x and k; jm — the spherical 
Bessel function of order m; k — the modulus of 
k or its length; a — the sphere radius; hm — the 
spherical Hankel function of order m. 

To compare (34) with the numerical solution of 
the Helmholtz equation, one has to take as an ap-
proximation of sc(x) a sum composed out of a finite 
number of terms in (34):

 

      

   
   

0
2 1 cos

.

K
m

K m
m

m
m m

m

m i P

j ka
j kr h kr e

h ka





 

    

 
    
 



x k

x

 

 (35)

To make such comparison possible, the value of 
K  was chosen to be equal to 20, which provides six 
digits of the approximation accuracy.

Let the value of k be equal to 0.1 m–1. To be able 
to solve this problem, FEM requires the area of sig-
nificant volume to be set up. In our framework, it’s 
a cube with the edge length equal to 20 m. That’s 
why the FEM geometry of the computation domain 
is left unchanged in comparison with the previous 
problem description. The cube boundary also re-
quires the Dirichlet condition to be homogeneous. 
The BEM variation of this problems is solved in the 
open region.

Figure 4 illustrates that the numerical dis-
crepancy grows for FEM when the point argument 
approaches the border of the computation domain 
that is far away from the sphere. The set of points 
used for the comparison (see Figs. 3 and 4) is the 
same.

Figure 5 demonstrates the curves of relative 
discrepancy only for the case of BEM computations. 

FEM requires a significant number of volume ele-
ments in case of the border distant from the sphere 
when k  2 m–1. That’s why we were unable to ob-
tain adequate FEM results.

Conclusion

The program implementation of the BEM allow-
ing the Helmholtz equation to be solved in bounded 
and unbounded regions has been developed. The va-
lidity of this approach has been tested for internal 
and external Dirichlet problems. The comparison 
with analytics demonstrates effectiveness of BEM 
relatively to FEM because the latter requires a fine 
mesh to be used in the computation domains of sig-
nificant volume.

2 4 6 8 10
x, m

0.00

0.02

0.04 

0.06

0.08

0.10

%

BEM
BEM, with subdivision 

FEM
FEM, with subdivision

  Fig. 4. The scattered wave numerical error curves
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  Fig. 5. The comparison for the scattered wave with 
the wave number equal to 2 m–1
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Использование метода граничных элементов при решении уравнения Гельмгольца для задачи акустики
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Введение: решение уравнения Гельмгольца представляет практическую значимость для отраслей, в которых требуется мо-
делирование волновых процессов. Использование численных методов позволяет повысить эффективность проводимых расчетов. 
Методы: для численного решения уравнения Гельмгольца можно использовать метод граничных элементов. Для его применения 
необходимо построить только поверхностную сетку границы трехмерной области, в которой решается задача. Данная особенность 
позволяет производить расчеты в том числе и во внешней области по отношению к некоторой ограниченной замкнутой подобла-
сти трехмерного евклидова пространства, что также дает возможность обходиться без дополнительных геометрических построе-
ний, необходимых для учета бесконечно удаленной границы. Однако расчет методом граничных элементов возможно проводить 
только для однородной области либо для множества смежных однородных областей. Результаты: разработана реализация метода 
граничных элементов для решения уравнения Гельмгольца применительно к задаче акустики в рамках программного комплекса 
Quasar. Проанализировано отклонение результатов, полученных методом граничных элементов для внутренней и внешней кра-
евых задач, от приближенной аналитики. Приводятся также результаты, полученные при решении модельных задач методом 
конечных элементов, для сравнения двух различных подходов. Практическая значимость: данный метод позволяет решать урав-
нение Гельмгольца в неограниченной области, что является большим преимуществом по сравнению с численными методами, тре-
бующими объемной дискретизации расчетной области, и, в частности, с методом конечных элементов. Обсуждение: в дальнейшем 
планируется осуществить комбинирование методов граничных и конечных элементов для расчетов в неограниченной подобласти 
с постоянными параметрами среды и в расчетных подобластях, чья среда является существенно неоднородной.

Ключевые слова — метод граничных элементов, метод конечных элементов, уравнение Гельмгольца, акустика.
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Introduction:  A common problem in image restoration is image denoising. Among many noise models, the mixed Poisson — 
Gaussian model has recently aroused considerable interest. Purpose: Development of a model for denoising images corrupted by 
mixed Poisson — Gaussian noise, along with an algorithm for solving the resulting minimization problem. Results: We proposed a 
new total variation model for restoring an image with mixed Poisson — Gaussian noise, based on second-order total generalized 
variation. In order to solve this problem, an efficient alternating minimization algorithm is used. To illustrate its comparison 
with related methods, experimental results are presented, demonstrating the high efficiency of the proposed approach. Practical 
relevance: The proposed model allows you to remove mixed Poisson — Gaussian noise in digital images, preserving the edges. 
The presented numerical results demonstrate the competitive features of the proposed model.
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Introduction

Image denoising is an important task in digi-
tal image processing. During the formation pro-
cedure, the image is usually degraded by noise. 
The denoising problem is to recover u from an ob-
served image f with the size of M  N. In litera-
ture, many types of noise generated by different 
devices and processes have been considered, e. g., 
Gaussian [1], Poisson [2], as well as mixed noise, 
e. g., mixed Poisson — Gaussian [3]. In practical, 
the Poisson — Gaussian model can accurately de-
scribe the noise present in a number of imaging 
applications such as astronomy, medicine, biology, 
etc... [4, 5]. The Poisson component accounts for 
the signal-dependent uncertainty inherent to the 
photon counting process, and the additive white 
Gaussian noise component accounts for the other 
signal-independent noise sources, such as thermal 
noise [6].

As is well known, several approaches have 
been developed for recovering images corrupted 
by the mixed Poisson — Gaussian noise. Among 
them, one of popular approaches is perhaps to-
tal variation (TV) model for mixed Poisson — 
Gaussian noise removal (TVPG) [7, 8] using the 
TV norm as regularization term, formulated as 
follows:
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2
* argmin d d

log d ,

u
u u x u f x

u f u x

 



    


  

 


 

 

(1)

where f is the observed image;  ℝ2 be bounded 
open set and u must be positive almost everywhere 
over ; ,  are positive regularization parameters.

In literature, we can find many efficient al-
gorithms for solving the TV regularized mixed 
Poison — Gaussian denoising model (1), such 
as a primal-dual algorithm [9], an augmented 
Lagrangian method [10–12], the split Bregman 
method [13, 14], etc. 

As is well known, the TV regularizer framework 
preserves edges well but has the transformation of 
smooth regions into piecewise constant regions. To 
avoid this problem, many regularization techniques 
for the denoising problem have been introduced, in-
cluding non-local total variation [15], TV combined 
with higher-order term [16], Euler’s elastic model 
[17], a mean curvature model [18, 19]. Reccently, 
a well-known method is the total generalized var-
iation (TGV) introduced as penalty functional for 
image restoration [20, 21]. TGV includes higher-or-
der derivatives of u. Image reconstructed by TGV 
regularization usually includes sharp edges and 
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piecewise polynomial intensities [22]. With simplicity and prominence, the second-order TGV with weight  

 2TGV  based models have been widely researched recently, and achieved great successes in image process-

ing [23–25]. Applied for image denoising, the resulting model is given by:

 
   22 1

2
* arcmin d .

u
u TGV u u f x 

    
 

  
(2)

The model (2) was proposed in [23] for denoising image corrupted by Gaussian noise. Therefore, in case of 
mixed Poisson — Gaussian noise, the model itself cannot provide necessary accuracy for further data inter-
pretation and analysis.

Inspired by the advantages of 2TGV  regularization, we propose an second-order TGV regularized model 
for the mixed Poisson — Gaussian noise removal problem as follows:

In this paper, we employ the the second-order TGV instead of the standard TV norm in the model (1) and 
propose the following optimization problem: 

                                           
      2

22 1
2

* argmin d log d ,
u

u TGV u u f x u f u x  

     
  

 
 (3)

where 1 and 2 are positive parameter.
Our main contributions in this paper are following. We introduce a new total variation model for restoring 

image with mixed Poisson — Gaussian on the basis of the 2.TGV  The second important advantage is to extend 
an efficient alternating minimization method for solving the proposed model. Furthermore, we provide ex-
perimental results to demonstrate the high efficiency of our algorithm for considered problem, in comparison 
with related methods.

Proposed method

The denoising model
In this paper, we consider the following optimization problem (3):

      22 1
22

* argmin d log d .
u

u TGV u u f x u f u x  

     
  

Referring [20, 24], we shortly review the concept of the second-order TGV. The definnitions can be found 
in Appendix.

Following the Refs. [7, 23–26], we have theorem (Theorem 1) for the considered model.
Theorem 1. The optimization problem (3) has a solution. 
Proof: The proof will be given in the Appendix for completeness. 
According to [20, 23–25], the discrete 2TGV  regularization of u can be formulated as 

   2
1 21 1

min ,
w

TGV u u w w      

where w(w1, w2)T;     T1 2 .w w w   
The operators (w) and ∇u can be expressed as follows:
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where  (1; 2), 1 and 2 are derivative operators in the horizontal and vertical directions, respectively.
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According to the version of 2,TGV  the discrete version of the minimization problem (3) is given by

                                         

  2
1 21 21

1
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,
argmin , log .
u w

u u w w u f u f u
           



  

 (4)

Computational  method
In this section, we derive the numerical method for problem (4) in detail. By the classical augmented 

Lagrangian multiplier method [16, 17, 19–21], we introduce three new variables (d, g, z) and rewrite the equa-
tion (4) in the constrained optimization problem as follows: 
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The augmented Lagrangian functional for the constrained optimization problem (5) is defined as
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where 1, 2, 3 — positive parameters; , , μ — with Lagrangian multipliers.
The discrete gradient z and the second-order derivatives 2u of an image u for the pixel location (i, j) in 

u(i1…M; j1…N) are defined like: 

1ui,jui+1,j – ui,j, 2ui,jui+1,j – ui,j,

1ui,j(xui,j, yui,j),    2 2
1 2, , , .i j i j i ju u u    

The minimization method to solve the problem (6) can be expressed as follows: 
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with update for 
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The u subproblem in (7) is given by: 
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Thus, we get
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We can rewrite the equation (9) as follows:
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It is obvious that system (10) is linear and symmetric positive definite, therefore z(k+1) can be efficiently 
solved by fast Fourier transform [18], under the periodic boundary conditions:
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where F and F–1 are the forward and inverse Fourier transform operators.
The w problem is 
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Therefore, we get:
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We have: 
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From (13), we have a system of linear equations in two unknowns 
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Similar to the u subproblem, we can solve problems (14) with fast Fourier transform, under the periodic 
boundary conditions:
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The d subproblem is given by: 
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The solution of the d subproblem can readily be obtained by applying the soft thresholding operator [27]:
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The g subproblem is given by: 
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The solution of the g subproblem can be obtained by applying the soft thresholding operator too: 
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The z subproblem is given by:
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Therefore, we get
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This equation can be rewritten as follows: 
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The solution of z(k+1) is the positive solution given by: 
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The complete method is summarized in Algorithm 1. We need a stopping criterion for the iteration: we end 
the loop if the maximum number of allowed outer iterations N has been carried out (to guarantee an upper 
bound on running time) or the following condition is satisfied for some prescribed tolerance :
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where  is a small positive parameter.
Algorithm 1: Alternating minimization method for solving the model (5).
1. Initialize: z(0)u(0)f; d(0)g(0)0; w(0)0; k0. 
2. While Stopping condition is not satisfied do:
3. Compute u(k+1) according to (11).
4. Compute w(k+1) according to (15).
4. Compute d(k+1) according to (16).
5. Compute g(k+1) according to (17).
6. Compute z(k+1) according to (18).

7. Update
 1
1 ,k  1

2 ,k  1
3
k  by (8). 

10. kk + 1. 
11. Endwhile.
12. Return u.

Numerical experiments

In this section, we present some  numerical results to illustrate the performance of the proposed model for 
MPGN removal. In order to prove the superiority of the proposed model, we compare our results with closely 
related approaches [8, 23]: the TVPG model (1) and TGV model (2). For compared models, the optimization 
problem are implemented by the state-of-the-art alternating minimization algorithm. The original test imag-
es are shown in Fig. 1, a–d.

All experiments were carried out in Windows 10 and Matlab running on a desktop equipped with an Intel 
Corei3, 2.1 GHz and 12 GB of RAM. To assess quality of the restoration results, we use peak signal-to-noise 
ratio (PSNR) defined as follows: 
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 Fig. 1. Test images: a — Boat; b — Head; c — Clok; d — Lake

a) b) c) d)
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where u, u* are the original image, the reconstructed 
or noisy image accordingly; M and N are the number 
of image pixels in rows and columns. 

We also use other popular measure called SSIM 
(structural similarity index measure). The SSIM 
measure compares local patterns of pixel intensi-
ties normalized for luminance and contrast, and 
allows us to get more consistent with human visual 
characteristics [28]: 
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where μu, μu* are the means of u, u* respectively; 
u, u* — their standard deviations; u,u* — the 
covariance of two images u and u*; c1(K1L)2; 
c2(K2L)2, L is the dynamic range of the pixel 
values (255 for 8-bit grayscale images), and K1 ≪ 1, 
K2 ≪ 1 are small constants.

For our experiments, we set tolerance in (19): 
0.0001 and N200. The observed images in 
our experiments are simulated as follows. To test 
different noise levels, the noisy images are gener-
ated by Poisson noise with some fixed peak Imax, 
and by Gaussian noise with standard deviation g. 
Empirically, all of the compared methods perform 
image denoising with their optimal parameters. All 
images are processed with the equivalent parame-
ters 0.4, 0.6, which gave the best restoration 
results. For our models, we set 15, 25 and 
31.

In Figures 2, a–d and 3, a–d we exhibit the 
results of compared methods for noise levels 
Imax120, g5 and Imax60, g5. 

For a better visual comparison, we show some de-
tails of the restored images in Fig. 4 for noise levels 
Imax120, g5, and in Fig. 5 for Imax60, g5. 
In these Figures, we include details of the noisy and 
original images. It can be seen that our method gives 
even better visual improvement than the other two 
methods. For the comparison of the performance 
quantitatively, the measures of PSNR and SSIM 
values are reported in Tables 1 and 2. In each of the 
Tables, we include the PSNR and SSIM values for 
noisy images and recovered images, and the average 
results over test images for each method are shown. 
The better restored results are highlighted in bold. 

In Figures 6, a–d and 7, a–d, we also show the 
results details of compared methods for noise lev-
els Imax120, g10 and Imax60, g10, re-
spectively. We report the PSNR and SSIM values 
for noisy images and recovered images in Tables 3 
and 4. The average results over test images also ap-
pear in last row of each table. The better restored 
results are highlighted in bold. 

From Figures, we can see that the images re-
covered by our proposed model are better quality 
than those of the compared approaches. Beside, the 
measurable comparisons reported in Tables 1–4, 
the our proposed approach gets higher PSNR, SSIM 
values than those of the TVPG and TGV approach-
es. It indicates the competitive performance of the 
proposed method for denoising image corrupted by 
MPGN. 

 Fig. 3. Recovered results for the test images with 
noise level Imax60, g0.5: a — Noisy; b — TVPG; c — 
TGV; d — Ours 

 Fig. 2. Recovered results for the test images with 
noise level Imax120, g0.5: a — Noisy; b — TVPG; 
c — TGV; d — Ours 

a) a)b) b)c) c)d) d)
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 Table 1. PSNR and SSIM values for noisy images and restored images with noise level Imax120, g5

Image
PSNR SSIM

Noisy TGV TVPG Ours Noisy TGV TVPG Ours

Board 20.5670 26.9777 27.1435 27.5823 0.5482 0.7688 0.7749 0.7812

Clock 15.3632 24.2404 25.9160 26.4658 0.36742 0.8856 0.8884 0.8956

Lake 18.6823 24.7286 24.7002 25.7141 0.61996 0.7649 0.7779 0.7864

Head 20.7322 26.9048 27.9500 28.8874 0.60745 0.8624 0.8657 0.8739

Average 18.8362 25.7129 26.4274 27.1624 0.5358 0.8204 0.8267 0.8343

 Table 2. PSNR and SSIM values for noisy images and restored images with noise level Imax60, g5 

Image
PSNR SSIM

Noisy TGV TVPG Ours Noisy TGV TVPG Ours

Board 18.6799 24.0460 24.7064 25.1713 0.3871 0.6701 0.6818 0.6931

Clock 13.0537 24.3635 24.4234 25.5345 0.2600 0.8409 0.8423 0.8587

Lake 16.339 22.0954 22.4670 22.8379 0.4735 0.6762 0.6877 0.6920

Head 16.7107 25.2752 25.6161 26.4411 0.5736 0.7724 0.7923 0.8087

Average 16.1958 23.9450 24.3032 24.9962 0.4235 0.7399 0.7510 0.7631

         

 Fig. 4. The zoom-in part of the recovered images in first row and in second row of Fig. 2: a — details of original imag-
es; b — details of noisy images; c — details of restored images by TVPG; d — details of restored images by TGV; e — de-
tails of restored images by our approach

a) b)

c) d) e)

          

 Fig. 5. The zoom-in part of the recovered images in third row and in second row of Fig. 3: a — details of original im-
ages; b — details of noisy images; c — details of restored images by TVPG; d — details of restored images by TGV; e — 
details of restored images by our approach

a) b)

c) d) e)

a) b)

c) d) e)

a) b)

c) d) e)
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 Conclusions

In this paper, we have investigated a second-or-
der 2TGV  based model for denoising image cor-
rupted by MPGN. Computationally, an alternating 

minimization algorithm is employed for solving the 
proposed optimization problem. Finally, compared 
with several existing state-of-the-art approaches, 
the experiments demonstrate competitive perfor-
mance of the proposed method.

 Table 3. PSNR and SSIM values for noisy images and restored images with noise level Imax120, g10

Image
PSNR SSIM

Noisy TGV TVPG Ours Noisy TGV TVPG Ours

Board 19.7547 24.7675 25.9887 26.1733 0.4376 0.7255 0.7218 0.7316

Clock 14.5413 22.4326 24.6121 25.9687 0.2980 0.8571 0.8421 0.8749

Lake 17.805 23.3247 23.7328 24.2787 0.5191 0.7249 0.7270 0.7396

Head 16.031 26.3812 26.5097 27.0119 0.6075 0.8154 0.8292 0.8358

Average 17.0330 24.2265 25.2108 25.8582 0.4655 0.78073 0.7800 0.7955

 Table 4. PSNR and SSIM values for noisy images and restored images with noise level Imax = 60, g = 10

Image
PSNR SSIM

Noisy  TGV TVPG Ours Noisy TGV TVPG Ours

Board 17.5737 23.3837 23.5885 23.8189 0.2566 0.6060 0.6054 0.6215

Clock 12.2833 24.3595 24.2930 24.4320 0.1793 0.7965 0.7726 0.8150

Lake 14.6131 20.8641 20.8629 21.5523 0.3230 0.6018 0.6097 0.6207

Head 14.1531 23.4717 24.2758 24.6904 0.4588 0.7304 0.7386 0.7496

Average 14.6558 23.0198 23.2551 23.6234 0.3044 0.6837 0.6816 0.7017

 Fig. 6. Recovered results for the test images with 
noise level Imax120, g10: a — Noisy; b — TVPG; 
c — TGV; d — Ours

 Fig. 7. Recovered results for the test images with 
noise level Imax60, g10: a — Noisy; b — TVPG; c — 
TGV; d — Ours 

a) a)b) b)c) c)d) d)
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Appendix

Definition 1 [20, 23–25]. Let  ℝ2 be a bound 
domain, k > 1 and (0, 1) > 0.

Then the total generalized variation of order k 
with weight  for u ∈ L1() is defined as the value of 
the functional:
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Definition 2 [20, 23–25]. The space of functions 
of bounded generalized variation (BGV) is defined 
as follows: 

      2 1 2 ,BGV u L TGV u    
 

 2
2

1 .BGVu u TGV u 

BGV2() is a Banach space independent of the 
weight vector , 

2TGV  is a seminorm and a con-
vex function in BGV2(). Subsequently, we de-

note the spaces  2 , ,CU C     2 2,CV C    and 

 2 2 2, .CG C     

Proof for Theorem 1. 
Let u(k) be a bounded minimizing sequence. By 

the compactness property in the space of bound var-
iation BV(), there exists u* ∈ BV(), such that u(k) 

converges weakly to u* ∈ BV() and u(k) converges 
strongly to u* in L1(). According to [7, 23–26], we 
 know that the functions  2TGV u  and data fidelity 
term are all lower semi-continuous, proper and con-
vex; and according to Fatou’s lemma [29], we have

E(u)  E(u*).

Thus, u* is a minimizer of the optimization prob-
lem (4).
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Модель на основе полной обобщенной вариации второго порядка для восстановления изображений 
со смешанным пуассоновско-гауссовским шумом

Фам Конг Тхангa, PhD, преподаватель, orcid.org/0000-0002-6428-102X, pcthang@dut.udn.vn
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Введение: восстановление изображений играет важную роль в обработке цифровых изображений. Распространенной пробле-
мой восстановления изображений является шумоподавление. В области шумоподавления изображений существует множество 
моделей шума, одной из них можно назвать модель смешанного пуассоновско-гауссовского шума, которая с недавнего времени 
вызывает большой интерес. Цель: разработка модели шумоподавления изображений, искаженных смешанным пуассоновско-га-
уссовским шумом, и алгоритма для решения результирующей задачи минимизации. Результаты: предложена новая модель пол-
ной вариации для восстановления изображения со смешанным пуассоновско-гауссовским шумом на основе полной обобщенной 
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вариации второго порядка. Для решения рассматриваемой задачи оптимизации применяется эффективный алгоритм чередую-
щейся минимизации. В качестве иллюстрации, в сравнение с родственными методами, представлены экспериментальные резуль-
таты, свидетельствующие о высокой эффективности предлагаемого подхода. Практическая значимость: разработанная модель 
позволяет удалить смешанныый пуассоновско-гауссовский шум на цифровых изображениях с сохранением границ. Приведенные 
численные результаты демонстрируют конкурентоспособные характеристики предложенной модели для шумоподавления изо-
бражений, искаженных смешанным пуассоновско-гауссовским шумом.

Ключевые слова — шумоподавление изображения, полная вариация, минимизация, смешанный пуассоновско-гауссовский 
шум.
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Introduction: Decompilers are useful tools for software analysis and support in the absence of source code. They are available 
for many hardware architectures and programming languages. However, none of the existing decompilers support modern AMD 
GPU architectures such as AMD GCN and RDNA. Purpose: We aim at developing the first assembly decompiler tool for a modern 
AMD GPU architecture that generates code in the OpenCL language, which is widely used for programming GPGPUs. Results: We 
developed the algorithms for the following operations: preprocessing assembly code, searching data accesses, extracting system 
values, decompiling arithmetic operations and recovering data types. We also developed templates for decompilation of branching 
operations. Practical relevance: We implemented the presented algorithms in Python as a tool called OpenCLDecompiler, which 
supports a large subset of AMD GCN instructions. This tool automatically converts disassembled GPGPU code into the equivalent 
OpenCL code, which reduces the effort required to analyze assembly code. 

Keywords — decompiler, disassembler, OpenCL, AMD GCN, GPGPU, control flow graph, reverse engineering. 
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Introduction

OpenCL [1] is a widespread standard for high 
performance computing. It is supported by all of the 
modern graphics processing unit (GPU) and central 
processing unit (CPU) vendors in contrast to ven-
dor locked Compute Unified Device Architecture 
(CUDA) [2]. In particular, both Nvidia and AMD 
GPU support OpenCL. There are great gener-
al-purpose computing on graphics processing units 
(GPGPU) development tools in the Nvidia ecosys-
tem, but AMD development tools have fallen behind 
the Nvidia ecosystem. Sometimes developers need 
to analyze assembly code for implementing better 
optimizations or reverse engineering. Nevertheless, 
there is no public decompilation tool for AMD GPU 
assembly. Decompiler also allows supporting pro-
grams without source code and checking for undoc-
umented functions and backdoors. [3, 4]

OpenCL is designed to unleash the power of 
massively parallel processors. The OpenCL plat-
form consist of a host (typically a CPU) and a set of 
compute devices (or, simply, devices). In this paper, 
devices are AMD GPUs. To avoid confusion, we de-
note by program the code executed on the host and 
by kernel, the code executed on the device. Each 
compute device consists of a set of compute units. 
Each compute unit consists of a set of processing el-
ements.

Massive parallelism means a large number 
of launched processes. The process index space 
could be one-, two-, or three-dimensional. The set 
of launched process indices is called NDRange [5]. 

NDRange is divided by equal-sized work-groups 
(Fig. 1). NDRange size must be divisible by work-
group size on each dimension. Otherwise NDRange 
size is automatically increased on each dimension 
to fulfill this requirement. The single process is 
called work-item. Each work-item has a unique iden-
tifier (ID) in NDRange index space (global id) and 
a unique ID in its work-group (local id). Each work-
group also has a unique ID (work-group ID).

OpenCL defines four types of memory:
— global memory — a memory accessible to 

read and write to host and all work-items in the 
NDRange space;

— constant memory — a region of host-allocat-
ed global memory that is not changed during kernel 
execution;

— local memory — a memory accessible to work-
items in a single work-group;

— private memory — a memory accessible to a 
single work-item.

The AMD GCN architecture

The AMD GCN architecture [6] is related to 
OpenCL platform model. A GPU device consists 
of several compute units. Each compute unit has 
four single instruction, multiple data (SIMD) 
Vector Units for computing and one SIMD Scalar 
Unit for flow control. Each SIMD Unit has 16 pro-
cessing elements. One processing element con-
tains one arithmetic logic unit (ALU) and can 
execute a single OpenCL work-item. Thus, one 
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compute unit contains 64 ALU. Compute units 
work independently. 

GCN devices have two-level data cache hierar-
chy. Each compute unit has L1 data cache and an 
entire GPU device has L2 data cache. Also they 
have 32 KiB instruction cache. If kernel does not 
fit in instruction cache, it has significant per-
formance decrease. This fact encourages GPGPU 
developers to decompose a compute task between 
small kernels.

AMD GCN devices have an equivalent to each 
type of OpenCL memory. Global and constant mem-
ories from OpenCL are represented by video ran-
dom access memory (VRAM). The equivalent of 
OpenCL local memory is Local Data Share (LDS). 
Data access in LDS is orders of magnitude faster 
than that of a VRAM. Private memory is stored 
in registers. Data access in registers is orders of 
magnitude faster than LDS. If there are not enough 
registers, a region in VRAM is allocated for private 
memory. These additional “registers” are named 
scratch registers. Usually scratch registers are in 
data cache and decrease performance by not real-
ly much. Registers are 32-bit but they can be com-
bined into pairs for 64-bit instructions. Registers 
are the most expensive and valuable memory re-
source. Each work item can have at most 256 vector 
registers (VGPR) and 104 scalar registers (SGPR). 
Moreover, a compute unit has only 2048 registers 
for 64 ALU.

The lowest group of work-items that flow control 
can affect is named wavefront. This means that all 
the work-items in a single wavefront have the same 
program counter. All the work-items in a wavefront 
execute all branching paths (with the exception of a 
case when all the work-items choose the same condi-
tional jump). Irrelevant branch paths are executed 
without any effect. Each SIMD Vector Unit can run 
from one to ten wavefronts depending on the used 
VGPRs, SGPRs and LDS.

AMD GCN has two different application bina-
ry interfaces (ABI) [7]. The first one comes with 
Windows Adrenaline or Linux AMDGPU-Pro driv-
er. The second one comes with Linux-only ROCm 
driver. In this paper the first one is considered. 
ABI defines data and kernel parameters’ location 
in memory. Some parameters are stored in regis-
ters, others are in VRAM. More detailed location 
of parameters will be considered in the next sec-
tions.

Statement of the problem 

The purpose of this work is to create a decom-
piler for GCN assembly. It takes a disassembled 
file as input and translates it into its equivalent in 
OpenCL. Since there are no OpenCL decompilers for 

AMD GPUs, the following state-of-the-art theoreti-
cal [8–18] and instrumental [19, 20] solutions for C 
and C++ were considered as a basis:

— Ida Pro (Hex-Rays plugin): Intel x86 / x64, 
ARM;

— GHIDRA: Intel x86, ARM, AVR, MIPS, PIC, 
PowerPC;

— RetDec: Intel x86 / x64, ARM, MIPS, PIC32, 
PowerPC;

— Hopper: Intel x86 / x64, ARM, PowerPC;
— Snowman: Intel x86, AMD64, ARM.
As a result of research to achieve this goal, the 

following tasks were formulated:
1) extraction of the body of the program and da-

ta of the CPU module;
2) search for memory accesses;
3) search for control structures;
4) data type recovery.
The result of solving these tasks is a translation 

assembly code to an OpenCL code. Out method con-
sists of the following steps:

1. Separation of program body, configuration 
part and kernel name.

2. Initialization of registers and kernel parame-
ters using application binary interface.

3. Assembly instructions processing: control 
flow graph construction and determination of 
stored in registers data types.

4. Transformation control flow graph into re-
gion graph and its further processing (determina-
tion of flow-control instructions).

5. OpenCL code generation using processed re-
gion graph.

The body extraction 

Extracting the body of the program is a small, 
but quite important task, serving as a preparatory 
stage for further decompilation. In addition, here 
we parse config section with work group size, num-
ber of index range dimensions, and other kernel 
properties. An example of the structure of the pro-
gram body is shown in Listing 1.

Listing 1. An example of the structure of the 
program body
.kernel [kernel name]
      .config
 dims xyz
 .cws 8, 8, 2 
  [other kernel configuration]
       .text
  [program body]
  s_endpgm <- end of program

This config means 3D index range with work-
group size 8 8 2 (128 threads in total).
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The algorithm of body extraction is presented in 
listing 2. 

Listing 2. The algorithm of body extraction
parse_status = “start”
instruction_set = []
config_set = []
program_name = “”
for current_row in bode_of_file:
   if current_row contains “.kernel”
        if parse_status == “instruction”:
 parse_status = “kernel”
 process_data(program_name, config_set, 
instruction_set)
 instruction_set = []
 config_set = []
         program_name = current_row.split()[1] // take the 
second word.
   if current_row == “.config”:
 parse_status = “config
   elif current_row == “.text”:
 parse_status = “instruction”
   elif current_row == “instruction”:
 instruction_set += current_row
   elif current_row == “config”:
 config_set += current_row
   else:
 continue
process_data(program_name, config_set, instruction_set)

The program body consists of a sequence of as-
sembly instructions. Most of GCN assembly in-
struction names consist of three parts delimited by 
symbol “_”. In this paper they are called prefix, root 
and suffix. 

Prefix means one of the following instruction 
types:

— Scalar instructions. Operands are mostly 
SGPRs. These instructions are used to control flow 
instructions, VRAM access, thread synchroniza-
tion, atomic operations and others. The prefix is 
“s”.

— Vector instructions. Operands are mostly 
VGPRs. These instructions are used for computing. 
The prefix is “v”.

— Data share operations. Instructions for ma-
nipulating with LDS. The prefix is “ds”.

— FLAT instructions. Operands are mostly 
pairs of VGPRs that hold 64-bit address. These in-
structions are used to access to VRAM, LDS and 
scratch buffer. The prefix is “flat”.

Suffix (if present) means data type and size. 
Supported data types are indicated by the following 
suffixes:

i — signed integer;
u — unsigned integer;
f — floating-point;

b — binary (for bitwise operations).
The data type size can be 8, 16, 24, 32 and 64. 

Some instructions contain double suffix. For exam-
ple, V_MUL_HI instruction family (V_MUL_HI_
I32_I24, V_MUL_HI_U32_U24).

The rest of command name defines the oper-
ation. Some operations do not have direct equiva-
lents in OpenCL. Such operations are decompiled 
to several OpenCL instructions. Otherwise, some 
assembly instructions are grouped and decompiled 
into a single OpenCL instruction.

AMD GCN devices do not have a call stack. 
Consequently, all the function calls are inlined 
into a kernel. Therefore, assembly code does not 
have any information about functions. We can on-
ly guess that there was a function if we discovered 
identical code fragments (ignore register renam-
ing). But such an analysis is not considered in this 
paper.

Search for memory accesses 

Assembly instructions processing starts from 
searching for memory accesses. The basic data 
structure used in the following algorithms is called 
Register. It holds the information about a single 
register and contains the following fields: version, 
type, integrity. Integrity can hold one of these val-
ues: {entire, high_part, low_part}. Entire means 
the register holds the whole 32 (or less) bit varia-
ble. Other values mean the register holds a part of 
64 bit variable.

AMD ABI documentation contains description 
for OpenCL work-item built-in functions.

At this stage, the following functions are sup-
ported:

get_global_id(uint dimindx);
get_global_offset(uint dimindx);
get_local_id(uint dimindx);
get_global_size(uint dimindx);
get_local_size(uint dimindx);
get_group_id(uint dimindx);
get_num_groups(uint dimindx);
get_work_dim().
The result of these functions is stored to specific 

addresses. Therefore, if such an address is loaded 
into a register, then further access to that register 
means a call to this function. 

The get_global_id(dim) function returns a global 
thread identifier that is unique in the entire task 
space. dim can take possible values of   0, 1 or 2. 
Since the thread numbering can be shifted in ker-
nels, in order to get a thread index starting from 
zero, there is the following idiom: 

uint idx0 = get_global_id(0) – 
get_global_offset(0); 
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This thread index is often used to refer to an ar-
ray. We parse this index and get_global_id in the 
following steps:

In the first step, we detect get_global_offset(uint 
dimindx). The value of this function is stored 
in global memory by address s[4:5]. So instruc-
tion s_load_dwordx2 s[2:3] s[4:5] 0x0 means 
get_global_offset(0) stored in register pair s2, s3.

The second step is determining the local ID: get_
local_id(0). Local ID is stored in register v0 before 
the program starts executing, and in case of 2D or 
3D index range get_local_id(1) and get_local_id(2)
are stored in v1 and v2, respectively. Therefore 
the field type of these registers data is filled be-
fore the instruction processing (it corresponds to 
get_local_id(uint dimindx)). 

The third step is identifying the work-group ID: 
get_group_id(uint dimindx) . The result of calling 
this function is also compile-time constant and 
stored before the program execution. If “useargs”
is used by the kernel in the configuration, 
get_group_id(0) is stored in register s6, and (in 
case of 2D and 3D index range) get_group_id(1) and 
get_group_id(2), are stored in s7 and s8, respective-
ly. This instruction is processed like the previous 
one. The registers fields type are filled with corre-
sponding values before the instruction processing. 

The fourth step is discovering the work-group 
size. In OpenCL this value can be retrieved using 
get_local_size function. It is impossible to deter-
mine the call to this function from the assembly 
code. This is because the value of this function call 
is replaced by numeric constant. Therefore, we have 
no semantic information about this number in the 
assembly code. However, we have obtained work-
group size in the previous section.

The last step is multiplying the work-group ID by 
the work-group size, and then the local thread ID.

Function get_global_id(uint dimindx)is decon-
structed in similar way but with the addition of the 
offset value.

The result of a function that returns the 
size of the workspace in a given dimension, 
get_global_size(uint dimindx), is stored in glob-
al memory by address s[4:5]+ 0xc, 0x10 or 0x14
depending on the dimension. Processing of this 
instruction is same with get_global_offset: da-
ta type inference is done using instruction 
s_load_dword with offsets (0xc, 0x10, 0x14). 

Next, consider a function that returns the num-
ber of work-groups that will run the kernel for a 
given dimension, get_num_groups(uint dimindx). 
The value is obtained by dividing the size of the 
workspace by the size of the work-group for a given 
dimension.

The last function to consider is get_work_dim(). 
It returns the number of dimensions used. The val-
ue is obtained when dword is loaded from the reg-

isters storing a pointer to kernel settings — s[4:5], 
with an offset of 0x20010. Processing of this in-
struction is the same with get_global_offset и 
get_global_size. 

The result of matching with the presented tem-
plates is a restoration of work-item built-in func-
tions.

Also, calls to array elements and simple arith-
metic operations were supported.

Search for control structures 

The decompiler was implemented using an al-
gorithm based on structural analysis [21]. At first 
step, we construct the control flow graph [22]. After 
that, we transform it to region graph. Initially, each 
instruction represents one region. 

The analysis process in based on depth-first 
search. Each node is checked whether it is a header 
of one of known templates. If the template is deter-
mined, all the nodes corresponding to this template 
are merged into a single node. This process is iter-
ated until the single node remains.

Our decompiler supports the if construction. The 
template presented for it in Fig. 2, corresponds to 
the one described in theoretical solutions, and does 
not require any additional transformations for de-
tection and decompilation.

The region graph processing algorithm is illus-
trated by the example shown in Fig. 3. The algo-
rithm consists of the following steps:

1. Regions ##1–3 are not beginning of any 
known templates. Region #4 in conjunction with 
regions #5 and #6 constitute an if template. 
However, region #6 is connected with another re-
gions. So, we merge only regions #4 and #5 into a 
new region #7.

2. Regions #1 and #2 are not beginning of any 
known templates. Regions #3 and #7 constitute a 
linear region. Merge them into a new region #8.

3. Region #1 is not beginning of any known tem-
plates. Regions #2, #8 and #6 constitute an if tem-
plate. Region #6 is connected with another region 
(region #1), so merge only regions #2 and #8 into a 
new region #9.

Checked 
condition

Label

Body if condition

 Fig. 2. Template for if statement
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4. Regions #1, #9 and #6 constitute an if tem-
plate. Merge them into a new region #10.

5. There is a single region now. So, we extracted 
all flow-control information from the region graph 
and can now generate OpenCL code.

The main difference with CPU if-else template 
is the presence of a 64-bit mask, which is respon-
sible for the execution of threads. This is because 
64 threads have the same instruction pointer. AMD 
compiler generates if-else construction in several 
forms. We demote the most frequent form as the 
first form. The first form is shown in Fig. 4, a. For 
more convenient processing, this template was re-
duced to the form shown in Fig. 4, b (standard 
form). 

In this paper we also consider another two fre-
quent forms. We denote them as the second form
and the third form. The second form is shown in 
Fig. 5, a. The third form is shown in Fig. 5, b. The 
reduction the second form of if-else template to 
the standard form (see Fig. 4, b) consists of two 
steps:

1. Transformation to the first form of if-else tem-
plate.

2. Reduction to standard form.
The second form of if-else template looks like the 

if template. But the main difference is the second 
change exec mask and else condition body before 
restoration of exec mask. The main difference be-
tween the first form and the second form is a quan-
tity of “goto” labels.

The transformation of the second form to the 
first form is made by fake insertion of the second la-
bel after the else condition body and condition jump 
to the second label before it. The transformation of 
the third form is made similarly.

The processing of nested structures is the fol-
lowing. Firstly, the most nested structures are 
detected using control instruction templates. 
Detected structures are combined in the region 

graph. After that, the most nested of the remain-
ing structures can be detected. The processing is 
continued until the root structure is combined in 
the region graph.

When processing branches, it was taken into 
account that at a vertex that has several ances-
tors, the values of registers can be determined 
ambiguously. And if in the future some of these 
registers were used, then variables were created 
for them. In the implementation, this was done by 
assigning versions to registers and working with 
them [23, 24].

The last considered in this paper control struc-
ture is the ternary operator. It is represented in the 
assembly code of one instruction and does not re-
quire overlapping templates.

1

2

3

4

5

6

Step 1

1

2

3

7

6

Step 2

1

2

8

6

Step 3

1

9

6

Step 4 Step 5

10

 Fig. 3. Example of region graph handling

Check condition
in if part

Label

Body if 
condition

Body else 
condition

Change exec
mask

Check jump to 
label 1

Label 1

Body if condition

Check jump to 
label 2

Label 2

Body else
condition

Save and 
change exec

mask

Restore exec
mask

a)

b)

 Fig. 4. Templates for if-else conditions part 1: a — 
with two labels; b — standard form 
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Data type recovery

Two ways of data type recovery were imple-
mented: from the .config section of kernel and 
using assembly instructions. The .config section 
contains data types for kernel arguments. For ex-
ample, the .config section of kernel with signature 
void copy(__global int *data, int x) is shown 
in Listing 2. As can be seen from Listing 2, 
data type for kernel arguments can be restored un-
ambiguously.

Listing 3. Kernel arguments

.kernel copy
   .config

      .dims x
      .cws 64, 1, 1
      .sgprsnum 13
      .vgprsnum 3
      .floatmode 0xc0
      .pgmrsrc1 0x00ac0040
      .pgmrsrc2 0x0000008c
      .dx10clamp
      .ieeemode
      .useargs
      .priority 0
      .arg_.global_offset_0, “size_t”, long
      .arg_.global_offset_1, “size_t”, long
      .arg_.global_offset_2, “size_t”, long
      .arg _.printf_buffer, “size_t”, void*, global, , rdonly
    .arg_.vqueue_pointer,”size_t”, long
    .arg_.aqlwrap_pointer,”size_t”, long

    .arg data, “int*”, int*, global, 
    .arg x, “int”, int

Data type determination using assembly in-
structions is based on instruction suffixes. For ex-
ample, instruction

s_add_u32 s0, s4, s0

means sum of two unsigned 32-bit integers.

Practical implementation

As a practical implementation of this research, 
the OpenCL Decompiler tool was developed. At this 
moment, it supports only a reduced set of AMD 
GCN ISA.

The OpenCL Decompiler was implemented in 
Python 3. It requires an assembly file compatible 
with CLRX Disassembler [25] output or CodeXL as-
sembly listing as input data.

The output of the OpenCL Decompiler is a valid 
OpenCL file. All decompiled kernels can be com-
piled and executed on AMD GPUs. The exception is 
case when the decompiler gets an unsupported in-
struction. In this case decompiler lefts unsupport-
ed assembly code as is in inline assembly (inline 
assembly is not supported by AMDGPU-Pro driver 
and cannot be compiled). 

The source code is available at https://
github.com/sudo-team-company/OpenCLDecom-
piler. 

Change exec 
mask

Check jump to 
label 1

Label 1

Body if condition

Body else 
condition

Save and 
change exec 

mask

Restore exec 
mask

Change exec 
mask

Body if condition

Check jump to 
label 2

Label 2

Body else 
condition

Save and 
change exec 

mask

Restore exec 
mask

a) b)

 Fig. 5. Templates for if-else conditions part 2: a — with label in the if part; b — with label in the else part 
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The repository has about 931 synthetic tests and 
real free open-source kernels. Decompiler passes all 
the tests in the repository, which confirms correct-
ness described functionality.

The examples of the real kernels are mask_kernel 
and weighted_sum_kernel (https://github.com/ga-
nyc717/Darknet-On-OpenCL/blob/master/darknet_
cl/cl_kernels/blas_kernels_1.cl). The result of their 
decompilation is in folder real_tests (https://github.
com/sudo-team-company/OpenCLDecompiler/tree/
master/tests/real_kernels).

These tests confirm the compliance of the theo-
retical considerations and practical results.

Conclusion

In this paper, a decompiling method for AMD 
GPU assembly was described. It has an implementa-
tion called OpenCLDecompiler and was introduced 
into Sudo Ltd. The OpenCLDecompiler tool was 
demonstrated on real open-source projects. All of 
this reveals the practical applicability of described 
method.

The described method is based on standard tech-
niques for CPU decompilers but some techniques 
required significant modification for massive par-
allel architecture.

Decompiler works with any valid assembly code. 
However, restoration of some complicated loop con-
structions and some instructions is not implement-
ed. In this case all supported assembly instructions 
are decompiled into a pseudo-code in accordance 
with their documentation. Unsupported instruc-
tions are remained unchanged. This approach does 
not provide full-fledged OpenCL code but signifi-
cantly facilitate further manual code analysis.

It is further planned to extend the set of sup-
ported instructions and support the new RDNA ar-
chitecture [26] and processing of more complicated 
flow control instructions.
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Введение: декомпиляторы являются удобным инструментом для анализа и поддержки программ при отсутствии исходного ко-
да. Существуют декомпиляторы для многих архитектур и языков программирования, но для графических процессоров семейств 
AMD GCN и RDNA такого инструмента в настоящее время нет. Цель: разработать декомпилятор ассемблерного кода AMD GPU 
в язык программирования OpenCL, широко используемый для программирования на устройствах класса GPGPU. Результаты: 
определены алгоритмы первичной обработки ассемблерного кода: выделение названия программы, параметров и тела програм-
мы; поиска обращений к данным и к элементам массивов; извлечения системных значений; поиска и декомпиляции некоторых 
арифметических операций. Также выработан метод восстановления типов и для работы с локальной памятью. Разработаны ша-
блоны для определения управляющих конструкций. Практическая значимость: предложенные алгоритмы и метод реализованы 



ИНФОРМАЦИОННО
УПРАВЛЯЮЩИЕ СИСТЕМЫ № 2, 202142

ПРОГРАММНЫЕ И АППАРАТНЫЕ СРЕДСТВА

на языке Python в виде инструмента OpenCLDecompiler, поддерживающего достаточно большое подмножество команд архитек-
туры AMD GCN. Разработанный инструмент производит декомпиляцию ассемблерного кода, полученного в результате дизассем-
блирования исполняемого файла, в код на языке OpenCL, что позволяет сократить трудозатраты на анализ ассемблерного кода.
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Introduction: Development of practical post-quantum signature schemes is a current challenge in the applied cryptography. 
Recently, several different forms of the hidden discrete logarithm problem were proposed as primitive of signature schemes 
resistant to quantum attacks. Purpose: Development of a new form of the hidden discrete logarithm problem set in finite 
commutative groups possessing multi-dimensional cyclicity, and a method for designing post-quantum signature schemes. 
Results: A new form of the hidden discrete logarithm problem is introduced as the base primitive of practical post-quantum 
digital signature algorithms. Two new four-dimensional finite commutative associative algebras have been proposed as algebraic 
support for the introduced computationally complex problem. A method for designing signature schemes on the base of the latter 
problem is developed. The method consists in using a doubled public key and two similar equations for the verification of the 
same signature. To generate a pair of public keys, two secret minimum generator systems <G, Q> and <H, V> of two different finite 
groups Γ<G, Q> and Γ<H, V> possessing two-dimensional cyclicity are selected at random. The first public key (Y, Z, U) is computed 
as follows: Y = Gy1Qy2, Z = Gz1Qz2β, U = Gu1Qu2, where the set of integers (y1, y2, α, z1, z2, β, u1, u2, γ) is a private key. The second 
public key (Y′, Z′, U′) is computed as follows: Y′ = Hy1Vy2, Z′ = Hz1Vz2β, U′ = Hu1Vu2γ. Using the same parameters to calculate 
the corresponding elements belonging to different public keys makes it possible to calculate a single signature which satisfies 
two similar verification equations specified in different finite commutative associative algebras. Practical relevance: Due to a 
smaller size of the public key, private key and signature, as well as approximately equal performance as compared to the known 
analogues, the proposed digital signature scheme can be used in the development of post-quantum signature algorithms.

Keywords  — post-quantum cryptoschemes, computer security, digital signature, discrete logarithm problem, finite 
commutative groups, associative algebras, multi-dimensional cyclicity.
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Introduction

Currently the most widely used public-key cryp-
toschemes exploit the computational complexity of 
the factoring problem (FP) [1, 2] and the discrete log-
arithm problem (DLP) [3, 4]. However, the expected 
breakthrough in quantum computing technology in 
the near future makes it extremely urgent to devel-
op cryptosystems that are resistant to attacks using 
quantum computers. Post-quantum public-key cryp-
tosystems should be based on computationally diffi-
cult problems other than FP and DLP, since efficient 
polynomial algorithms for solving FP and DLP on a 
quantum computer are known [5–7].

In the current field of development of public-key 
post-quantum cryptoschemes, considerable atten-
tion of the cryptographers is paid to the development 
of cryptoschemes on algebras [8, 9], on boolean func-
tions [10, 11], and on linear codes [12, 13].

One of attractive post-quantum primitives is the 
hidden discrete logarithm problem (HDLP) defined 
usually in non-commutative finite associative al-
gebras (FAAs). Different forms of the HDLP were 
proposed to develop signature schemes on non-com-

mutative FAAs [9, 14, 15]. For the first time, a 
signature scheme on a commutative FAA was pro-
posed in [16]. The interest in the HDLP problem is 
related to the fact that the HDLP-based signature 
schemes have relatively small sizes of the public key 
and signature. This area of research is quite new, 
and for a deeper and more complete understanding 
of the possibilities for the development of practical 
post-quantum HDLP-based, it is of significant in-
terest to search for new forms, especially for the 
case of using commutative FAAs as a carrier of the 
HDLP. 

In this paper, we propose a new form of setting 
the HDLP in commutative FAAs characterized in 
that the multiplicative group of the algebras pos-
sesses four-dimentional cyclicity in terms of the 
paper [17]: a finite commutative group whose min-
imum generator system includes  (2) elements 
that have the same order is called group with -di-
mensional cyclicity. The method of setting the pro-
posed form of the HDLP is fundamentally different 
from the method introduced earlier in the paper 
[16] for development of the HDLP-based signature 
on a commutative algebra. 
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Two commutative FAAs used 
as algebraic support

A finite m-dimensional vector space over the fi-
nite ground field GF(p), in which a vector multipli-
cation operation is defined additionally to the sca-
lar multiplication and addition operations, is called 
m-dimensional algebra, if the vector multiplication 
is distributive at the left and at the right relatively 
the addition. A vector A is presented as an ordered 
set of its coordinates: A  (a0, a1, …, am1) or as a sum 
of its components: A  a0e0 + a1e1 + … + am1em1, 
where ei (i  0, 1, …, m  1) are formal basis vectors. 
Defining additionally the operation of vector multi-
plication () possessing the property of the two-sid-
ed distributivity relatively the addition operation, 
one gets the finite m-dimensional algebra. 

Usually, the multiplication of two vectors 
1

0
m

i ii a
A e  and 

1
0

m
j jj b

B e  is defined by the 

followi ng formula: 
1 1

0 0 ,m m
i j i jj j a b 

  A B e e   

where the coordinates ai and bi are multiplied as 
elements of the field GF(p) and every the product 
of two formal basis vectors is to be replaced by an 
one-component vector indicated in a cell at the in-
tersection of the i-th row and j-th column of so called 
basis vector multiplication table, for example, see 
Table 1 [16]. Each of these tables defines a four-di-
mensional commutative FAA, multiplicative group 
of which has order  that can be computed as num-
ber of invertible vectors. Consider, for example, the 
algebra defined by Table 1. 

The unit element of this commutative FAA is the 
vector E  (0, 0, 1, 0). If for some vector A the vector 
equation 

 AX  E  (1)

has a unique solution, then the vector A is called 
invertible. For a fixed invertible vector A the 
vector equation AX  E has a unique solution 
denoted as A1 (called inverses of A). Evidently, 
AA1  A1A  E. An invertibility condition can 
be derived from equation (1) that can be reduced 

to the following system of four linear equations, 
where the unknowns are coordinates of the vector 
X  (x0, x1, x2, x3):

 

2 0 3 1 0 2 1 3

3 0 2 1 1 2 0 3

0 0 1 1 2 2 3 3

1 0 0 1 3 2 2 3

1
0
0

0

.

a x a x a x a x

a x a x a x a x

a x a x a x a x

a x a x a x a x

   
     
     
    

  (2)

The main determinant of the system (2) is

 
   

 

2 3 0 1
2 1 0

3 2 1 0
2 1 2 3

0 1 2 3
0 3 2

1 0 3 2

3 1 0 3 2 0

3 0 2 3 0 0 1 3

1 3 2 1 0 2

3 2 1
2 2

1 0 1 2 2 2 2 3

1 0 3

1 1 2 0 3 0 1 3 0 2

2 2
3 3 2 3 1 0 2
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a a a a
a a a a

a a a a
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a a a a a a
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2 2
2 0 2 1 3 0 0 1

1 3 1 3 0 2 2 0 3 1 2

22 2 2 2 2 2 2
1 0 1 0 3 0 3

22 2 2 2 2 2 2 2
1 2 0 3 0 3 1 2

22 2 2 2
0 1 2 3 0 1 2 3

4

4 2
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 20 3 1 24 .a a a a  

The case   0 defines the following invertibility 
condition:

 
   

2 22 2 2 2
0 1 2 3 0 3 1 24 0.a a a a a a a a        

 
 (3)

The case   0 defines the following non-inverti-
bility condition:

 
   

2 22 2 2 2
0 1 2 3 0 3 1 24 .a a a a a a a a          (4)

Proposition 1. Suppose the structural constant 
 is a quadratic non-residue in GF(p). Then the 
number of different non-invertible vectors in the 

  Table 1. Setting the multiplication operation in the 
first used FAA multiplicative group of which possesses 
multi-dimensional cyclicity (  0)

 e0 e1 e2 e3

e0 e2 e3 e0 e1

e1 e3 e2 e1 e0

e2 e0 e1 e2 e3

e3 e1 e0 e3 e2
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four-dimensional FAA set by Table 1 is equal to 
  2p2  1. 

Proof: The non-invertibility condition (4) sets 
the following two cases:

i) 2 2 2 2
0 1 2 3 0 3 1 22 2a a a a a a a a        

   2 2
0 3 1 2 ;a a a a   

ii) 2 2 2 2
0 1 2 3 0 3 1 22 2a a a a a a a a         

   2 2
0 3 1 2 .a a a a   

If the structural constant  is a quadratic 
non-residue modulo p, then for the first case the 

equality holds true only if    2 2
0 3 1 2 0.a a a a     

This gives p different sets of coordinates a0 and a1 
and p different sets of coordinates a2 and a3, in-
cluding the zero vector (0, 0, 0, 0). Totally, in the 
first case we have p2  1 non-inverible vectors. 
In the second case the equality holds true only if 

   2 2
0 3 1 2 0.a a a a     This defines other p2 

sets of coordinates a0, a1, a2, and a3, including 
(0, 0, 0, 0). Therefore we have   2p2  1. Proposition 1 
is proven.

Proposition 2. Suppose the structural constant 
 is a quadratic non-residue in GF(p). Then the or-
der of the multiplicative group of the FAA set by the 
Table 1 is equal to   (p2  1)2.

Proof: Among p4 different vectors of the algebra 
you have   2p2  1 non-invertible ones, therefore 
  p4    (p2  1)2. Proposition 2 is proven.

Proposition 3. Suppose the structural constant  
is a quadratic residue in GF(p). Then the number of 
non-invertible vectors in the four-dimensional FFA 
set by Table 1 is equal to   4p3  6p2 + 4p2  1. 

Proof: Since the structural constant  is a quad-
ratic residue, formula (4) defines the following two 
cases:

i)    
2 2

0 3 1 2 0 3a a a a a a         

 1 2 ;a a  

ii)    
2 2

0 3 1 2 0 3a a a a a a         

 1 2 .a a  

Sets of coordinates (a0, a1, a2, a3) satisfying one 
of four conditions defined by the said two cases rep-
resent non-invertible vectors. The following Table 2 
shows the number of vectors coordinates of which 
satisfy a condition indicated in the left column. 

Totally, we have

   2 22 2

3 2

2 1 2 1

4 6 4 1.

p p p p p p

p p p

       

   

Proposition 3 is proven.

Proposition 4. Suppose the structural constant  
is a quadratic residue in GF(p). Then the order of the 
multiplicative group of the FAA set by the Table 1 is 
equal to   (p  1)4.

Proof: Among p4 different vectors of the algebra 
you have   4p3  6p2 + 4p2  1 non-invertible ones, 
therefore   p4    p4  (4p3  6p2 + 4p2  1) 
 (p  1)4. Proposition 4 is proven.

Thus, if the structural constant  is equal to a 
quadratic residue modulo p, then the multiplicative 
group of the considered algebra has order (p  1)4 
and possesses four-dimensional cyclicity [16]. If 
the structural constant  is equal to a quadratic 
non-residue modulo p, then the multiplicative group 
of the considered algebra has order (p2  1)2 and 
possesses two-dimensional cyclicity [16]. 

In the developed signature scheme, it is assumed 
that the first commutative FAA is set by Table 1, 
where  is equal to a quadratic residue, and the char-
acteristic of the field GF(p) is a prime having the 
following structure p 2q + 1 with 256-bit prime q. 
In this case the integer q divides p  1 and one can 
generate a minimum generator system <G, Q>, 
where G and Q are vectors of the order q, which sets 
a two-dimensional cyclicity subgroup of order q2. 

We also use another commutative FAA possess-
ing the properties similar to that of the algebra set 
by Table 1. The second used commutative FAA is 
set by basis vector multiplication table represent-
ed as Table 3, where  is equal to a quadratic res-
idue, and includes the unit vector E  (0, 0, 0, 1). 
Consideration of the number of invertible vectors 
in the second commutative FAA shows that for the 
latter the Propositions 1 to 4 are also true. Thus, we 
have two different commutative FAAs multiplica-
tive group each of which possesses four-dimension-
al cyclicity. The latter group contains a large num-

  Table 2. Number of non-invertible vectors relating to 
different subsets for the case when  is a quadratic 
residue

Condition

# of different combinations 

of coordinates (a0, a1, a2, a3) 

satisfying the condition 

at the left

0 3 1 2 0a a a a      p2 including (0, 0, 0, 0)

0 3 1 2 0a a a a      p2 including (0, 0, 0, 0)

 0 3 1 2 0a a a a       2p(p  1)2

 0 3 1 2 0a a a a       2p(p  1)2
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ber of two-dimensional cyclicity subgroups of the 
order q2. 

Example 1. In the case of the first FAA with 
p 2q + 1  307771779467 (prime q  153885889733) 
and   3 (quadratic residue) one can select the fol-
lowing minimum generator system <G, Q, H, V> 
setting a primary group <G,Q,H,V> of the order 
<G,Q,H,V>  q4  5607834646621019342722268060
80639851841841521:

G  (0, 0, 3, 0); Q  (0, 2, 5, 0); H  (2, 7, 3, 0); 

V  (13, 12, 10, 17).

For   2 (quadratic non-residue) one can se-
lect the following minimum generator system 
<G, Q> setting a primary group <G,Q> of the order 
<G,Q>  q2 94723468236283682804089: 

G  (0, 0, 3, 0) and Q  (0, 1, 2, 0).

Example 2. In the case of the second FAA 
with p 2q + 1  273413518347119 (prime q 
 136706759173559) and   2 (quadratic residue) one 
can select the following minimum generator system 
<G, Q, H, V> setting a primary group <G,Q,H,V> of 
the order <G,Q,H,V>  q4  34926892817234073926
007473842204106 8655028853953782643361:

G  (0, 0, 0, 2); Q  (0, 0, 1, 2); H  (0, 1, 4, 7); 

V  (1, 3, 7, 10).

For   13 (quadratic non-residue) one can se-
lect the following minimum generator system 
<G, Q> setting a primary group <G,Q> of the order 
<G,Q>  q2  18688738003737457800684726481: 

G  (0, 189, 0, 222) and Q  (0, 0, 0, 2).

Consider a method for generating a minimun 
generator system of a two-dimensional cyclicity 
subgroup of order q2. The following procedure out-
puts a random vector of the order q: 

1. Generate a random vector R and compute the 
vector Q  R2.

2. If Q  E, then output Q. Else go to step 1.

The next probabilistic procedure outputs the 
minimum generator system:

1. Generate a uniformly random vector G of 
prime order q.

2. Generate a uniformly random vector Q of or-
der q.

The multiplicative group of the algebra con-
tains q4  1 vectors of order q. The cyclic group 
generated by the vector G includes q  1 vectors 
of order q, therefore, probability that the vector 
Q is an element of the cyclic group generated by 
the vector G is equal approximately to q3. In an-
other case the pair of vectors <G, Q> represents a 
minimum generator system of a primary subgroup 
of order q2 that is contained in the multiplicative 
group of the algebra. For the case of 256-bit prime 
q the probability q3 that the latter procedure fails 
is negligible.

A new HDLP-based signature scheme

In the developed signature scheme a 256-bit col-
lision-resistant hash function fH is assumed to be 
used. Computation of the public key is proposed as 
the following procedure.

Public-key generation algorithm.
1. Generate at random a minimum generator 

system <G, Q> of the group of order q2, which is 
contained in the first commutative FAA.

2. Generate at random integers y1 < q, y2 < q, and 
 < p, where  is a primitive element in GF(p). Then 
calculate the vector Y  Gy1Qy2.

3. Generate at random integers z1 < q, z2 < q, and 
 < p, where  is a primitive element in GF(p). Then 
calculate the vector Z  Gz1Qz2.

4. Generate at random integers  < p, u1 < q, and 
u2 < q, such that non-equality z1u2  z2u1 holds true 
and  is a primitive element in GF(p). Then calculate 
the vector U  Gu1Qu2.

5. Generate at random a minimum generator 
system <H, V> of the group of order q2, which is 
contained in the second commutative FAA.

6. Calculate the vectors Y  Hy1Vy2, Z  Hz1Vz2, 
and U  Hu1Vu2.

7. Output the public key in the form of two tri-
ples of vectors: (Y, Z, U) and (Y, Z, U).

In the developed signature scheme, we use the 
idea of doubling the signature verification equation 
connected with doubling the public key. Therefore, 
the triple (Y, Z, U) will be called in this paper the 
first public key. Respectively, the triple (Y, Z, U) 
will be called the second public key. Each of the 
public keys has been calculated with using the same 
private key representing nine 256-bit integers (y1, 
y2, , z1, z2, , u1, u2, ) and the same formulas. 
The first (second) public key is computed in the 
first (second) commutative FAAs. The size of each 

  Table 3. Setting the second used FAA (  0)

 e0 e1 e2 e3

e0 e3 e2 e1 e0

e1 e2 e3 e0 e1

e2 e1 e0 e3 e2

e3 e0 e1 e2 e3
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of public keys is equal to 384 bytes, and the size of 
doubled public key equals to 768 bytes.

The vectors G, Q, H, and V are secret, but the 
developed signature scheme offers the possibility 
to choose one of two signature generation proce-
dures. In the first one, only four exponentiation 
operations are executed in FAAs, however, the 
vectors G, Q, H, and V must be stored by the own-
er of the public key (the person who generated the 
public key) as additional elements of his private 
key. In this case the size of private key is equal to 
704 bytes.

In the second version of the signature generation 
procedures, six exponentiation operations are to be 
performed in FAAs, but the vectors G, Q, H, and V 
are not needed and the set of nine integers (y1, y2, 
, z1, z2, , u1, u2, ) represent the full private key 
having the size equal to 192 bytes.

Usually, finding the integer x satisfying the 
exponential equation Y  Gx, where Y and G are 
known group elements, which is set in a finite cyclic 
group is called discrete logarithm problem. If one 
of the elements Y and G or both of them is not di-
rectly given, then we have a number of problems we 
call HDLPs. Different forms of the HDLP are con-
sidered in [9, 15]. The HDLP form exploited in the 
present paper is defined as follows:

Given a triple of vectors (Y, Z, U) contained in 
the first FAA and a triple of vectors (Y, Z, U) con-
tained in the second FAA. Find the set of integer 
powers (y1, y2, z1, z2, u1, u2) and the set of scalars 
(, , ) such that equations Y  Gy1Qy2, Z  Gz1Qz2, 
U  Gu1Qu2 (in the first FAA), Y  Hy1Vy2, 
Z  Hz1Vz2, and U  Hu1Vu2 (in the second FAA) 
hold true for i) some secret vectors G and Q generat-
ing two different cyclic groups of prime order q in 
the first FAA; ii) some secret vectors H and V gen-
erating two different cyclic groups of prime order q 
in the second FAA. 

One can easily show that, due to using random 
vectors G and Q (H and V) and scalar multiplica-
tions, the vectors Y, Z, and U (Y, Z and U) com-
pose a basis of a three-dimensional cyclicity group 
in the first (second) FAA. Therefore the vector Y 
(Y) cannot be represented as a product of some pow-
ers of the vectors Z and U (Z and U) and a periodic 
function set on the base of the known parameters 
has periods defined by the order of the public key 
elements, i. e., by the prime q. The latter means that 
the Shor quantum algorithm [5] is not applicable to 
find one of the values y1, y2, z1, z2, u1, and u2.

The said computationally complex problem un-
derlying the developed signature scheme is a new 
one and currently the authors have no proposal for 
solving it (except exhaustive search). However, 
the importance of finding effective solutions al-
lows us to hope that this article will stimulate 
independent researchers to address this issue. 

At the moment, the authors expect that choosing 
a 256-bit prime number q will provide a 128-bit 
level of security for the proposed signature algo-
rithm. 

The first signature generation algorithm.
1. Generate three uniformly random integers 

k < q, t < q, and  < p.
2. Calculate the vector R  GkQt.
3. Calculate the vector R  HkVt.
4. Compute the first signature element e that is a 

hash-function value calculated from the document 
M to be signed, to which the vectors R and R are 
concatenated: e  fH(M, R, R).

5. Interpreting the hash value as a 256-bit bina-
ry number e, calculate the second s and third d sig-
nature elements, which represent the solution of the 
following system of two linear equations:

 

1 1 1

2 2 2

mod
.

mod
z s u d k ey q

z s u d t ey q

  
   

  (5)

It is easy to get the following formulas for com-
putation of the second and third signature elements:

 

   2 1 1 2

1 2 2 1
mod ;

u k ey u t ey
s q

z u z u

  



  (6)

 

   1 2 2 1

1 2 2 1
mod .

z t ey z k ey
d q

z u z u

  



  (7)

6. Compute the fourth signature element  
esd.

The output signature is four 256-bit numbers 
(e, s, d, ) with total size equal to 128 bytes.

The second signature generation algorithm.
1. Generate four uniformly random integers 

a < q, b < q, c < q, and  < p.
2. Calculate the vector R  YaZbUc.
3. Calculate the vector R  YaZbUc.
4. Compute the first signature element e that is a 

hash-function value calculated from the document 
M to be signed, to which the vectors R and R are 
concatenated: e  fH(M, R, R).

5. Interpreting the hash value as a 256-bit bina-
ry number e, calculate the second s and third d sig-
nature elements, which represent the solution of the 
system (5) and can be computed by formulas (6) and 
(7), substituting the following values of the rand-
omization integers k and t:

k  ay1 + bz1 + cu1 mod q and 

t  ay2 + bz2 + cu2 mod q.

6. Compute the fourth signature element  
aebscd.

The main contribution to the computational 
complexity of the signature generation procedure 
is introduced by the exponentiation operations. 
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The exponentiation in each of the four-dimen-
sional FAAs takes about 6144 multiplications 
in GF(p). One exponentiation in GF(p) takes on 
the average about 384 multiplications. One can 
roughly estimate the execution time of the first 
and second signature generation procedures as 
25728 and 38016 multiplications in GF(p), corre-
spondingly.

The signature verification algorithm.
1. Calculate the vector R*  YeZsUd.
2. Calculate the vector R*  YeZsUd.
3. Compute the hash-function value from the 

document M to which the vectors R* and R*are 
concatenated: e*  fH(M, R*, R*).

4. If e*  e, then the signature is accepted as a 
genuine one, otherwise the signature is rejected as 
a false one.

One can roughly estimate the computational 
complexity (execution time) of the signature verifi-
cation procedure as six exponentiations in the used 
four-dimensional algebras or as 37248 multiplica-
tions in GF(p).

Signature scheme correctness proof.
To prove correctness of the introduced signature 

scheme, consider a signature (e, s, d, ) computed in 
full correspondence with the first signature gener-
ation procedure when using the correct signer’s pri-
vate key. When, submitting the signature (e, s, d, ) 
to the input of the verification procedure, we have 
the following proof of the correctness of the pro-
posed signature scheme with the first signature 
generation algorithm [take into account formulas 
in the system (5)]:

   

1 2 1 2 1 2

1 1 1 2 2 2

1 1 2 2

;

* e s d

ey ey e sz sz s du du d

ey sz du ey sz du e s d

ey k ey ey t ey e s d e s d

k t

   

      

  

     

     

       

  

R Y Z U

G Q G Q G Q

G Q

G Q

G Q R

   

 

1 2 1 2 1 2

1 1 1 2 2 2

1 1 2 2V

V ;

;

*

* * * .

e s d

ey ey e sz sz s du du d

ey sz du ey sz du e s d

ey k ey ey t ey e s d e s d

k t

e e

   

      

     

     

     

       

  

    

R Y Z U

H V H V H V

H V

H

H R

R R R R

The final equality means the input signature 
passes the verification procedure as a genuine 
signature, i. e., the signature scheme performs 
correctly. The correctness proof of the signature 
scheme with the second signature generation algo-
rithm is similar to the presented one. 

Discussion

The fact that the same signature satisfies two 
similar, but different, verification equations is en-
sured by the same pairs of powers (y1, y2), (z1, z2), 
and (u1, u2) and the same multipliers , , and , 
which are used to compute the corresponding ele-
ments of the first (Y, Z, U) and second (Y, Z, U) 
public keys. The public keys are computed after se-
lection random minimum generator systems <G, Q> 
(in the first FAA) and <H, V> (in the second FAA) 
which are secret. Every of the element of the first 
(second) public key is calculated as an element of 
the two-dimensional cyclicity group <G,Q> (<H,V>), 
which is multiplied by a random scalar. After sca-
lar multiplication we get with a high probability a 
vector outside the group <G,Q> (<H,V>). Thus, the 
elements of the first (second) public key are not ele-
ments of the group <G,Q> (<H,V>).

Suppose a vector W is an element of the group 
<G,Q>. The problem of finding the powers w1 and 
w2 such that W  Gw1Qw2 is called discrete loga-
rithm problem in a two-dimensional cyclicity group 
<G,Q>. In this paper we assume that a potential 
signature forger can efficiently solve this problem, 
i. e., if a minimum generator system is given, then a 
forger can efficiently express any group element as 
product of some powers of two generators. 

Consider an arbitrary minimum generator sys-
tem <Gi, Qi> of the primary group of order q2 in 
the first algebra. The forger can generate random 
integers i, i, i and efficiently compute the values 
(yi1, yi2, zi1, zi2, ui1, ui2) such that Yi

1  Gi
yi1Qi

yi2, 
Zi

1  Gi
zi1Qi

zi2, and Ui
1  Gi

ui1Qi
ui2. Then, using 

the formulas (6) and (7), he can compute a signature 
satisfying the first verification equation. However, 
this signature will satisfy the second verification 
equation only if the primary group of order q2 of 
the second algebra contains a minimum genera-
tor system <Hi, Vi> such that Yi

1  Hi
yi1Vi

yi2, 
Zi

1  Hi
zi1Vzi2, and Ui

1  Hi
ui1Vi

ui2. However, in 
fact, the fixed four values (yi1, yi2, zi1, zi2) define 
one minimum generator system <Hi, Vi> (that can 
be supposedly computed) such that Yi

1  Hi
yi1Vi

yi2 
and Zi

1  Hi
zi1Vi

zi2. For the fixed values of the vec-
tors Hi and Vi one will get Ui

1  Hi
ui1Vi

ui2, where 
the values ui1 and ui2 are random. Since the first 
and second commutative FAAs are independent, 
the equalities ui1  ui1 and ui2  ui2 of two pairs of 
256-bit numbers can take place only at random with 
probability about 2512. 

Therefore, we expect that the signature forger is 
unable to find efficiently the required alternative 
pair of vectors <Gi, Qi> or to guess the secret ele-
ments <G, Q>. A quantum computer will not pro-
vide much help to the forger, since the discrete log-
arithm problem that arises is hidden (the “bases” of 
logarithms, i. e., <G, Q> and <H, V> are unknown). 
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In fact, breaking the proposed signature scheme is 
to find two minimum generator systems of two dif-
ferent two-dimensional cyclicity groups (contained 
in two different FAAs) which are consistent with 
each other. These two minimum generator systems 
are connected by the mechanism of doubling the 
verification equation, i. e., by a single digital signa-
ture, which must satisfy the verification equation 
given in two different independent commutative 
FAAs.

One can note, that the method [18, 19] of the re-
ductionist security proof that was applied to the 
Schnorr signature algorithm [20] can be also ap-
plied to the proposed signature scheme. Indeed, an 
assumption that a signature forger is able to calcu-
late a signature equally well for six different hash 
functions leads to potential possibility to compute 
the private key (y1, y2, , z1, z2, , u1, u2, ). 

Indeed, like in [19], suppose a potential signa-
ture forger can compute signatures for different 
hash functions, when the values of the randomiza-
tion parameters are k, t, and  are fixed. For four 
different hash functions he computes the signa-
tures (e1, s1, d1, 1), (e2, s2, d2, 2), (e3, s3, d3, 3), 
and (e4, s4, d4, 4). Then the signature forger com-
poses the following system of eight linear equations 
with eight unknowns y1, y2, z1, z2, u1, u2, k, and t 
[see (5)]:

1 1 1 1 1 1

2 1 2 1 1 2

1 2 1 2 2 1

2 2 2 2 2 2

1 3 1 3 3 1

2 3 2 3 3 2

1 4 1 4 4 1

2 4 2 4 4 2

mod
mod
mod
mod

.
mod
mod
mod
mod

z s u d k e y q

z s u d t e y q

z s u d k e y q

z s u d t e y q

z s u d k e y q

z s u d t e y q

z s u d k e y q

z s u d t e y q

  
   
   


  
   
   


  
   

Note,  the probability that the main determinant 
of his system of equations equals to zero is negli-
gibly small (q1). Solving the latter system one can 
get the values of y1, y2, z1, z2, u1, and u2. It easy 
to show that, using the formulas i  eisidi for 
i  1, 2, 3, 4 (see step 6 in the first signature gen-
eration algorithm) and finding roots from different 
ratio values i/j in GF(p), one can calculate the val-
ues of scalars , , and . Thus, taking into account 
that operations of finding roots in GF(p), where 
p 2q + 1, have polynomial computational complex-
ity, one can conclude that a polynomial algorithm 
for forging a signature is reducible to a polynomial 
algorithm of solving the HDLP underlying the in-
troduced signature scheme.

The above provides a general idea for construct-
ing a signature scheme and a general justification 
for its resistance to attacks using conventional and 

quantum computers. Detailed consideration of the 
security issue and obtaining detailed estimates is a 
separate independent task for the new study.

It is important that the proposed fundamen-
tally new method for setting the HDLP can be im-
plemented in numerous different ways. The most 
obvious is the use of different pairs of finite asso-
ciative algebras. In particular, pairs of algebras of 
different orders, different types and structures can 
be used. In particular, is interesting to consider the 
following versions:

i) one algebra is commutative and the other one 
is non-commutative;

ii) one algebra is defined over a ground finite 
field GF(p), and the other one is defined over a finite 
extension of the binary field GF(2s).

The introduced design method opens up quite 
wide possibilities for implementing various design 
variants of digital signature schemes. The intro-
duced signature scheme suites well for software 
implementation, since it uses only additions, mul-
tiplications, exponentiations and inversions (mod p 
and mod q). 

Currently, the NIST competition [21] for the 
development of post-quantum public-key crypto-
systems has entered the final stage [22]. The final-
ists in the category of post-quantum signatures 
were Falcon [23] and Crystals-Dilithium [24], and 
Rainbow [25]. It is interesting to compare the pro-
posed signature scheme with the finalists and with 
other HDLP-based signatures. A rough comparison 
is presented in Table 4.

Conclusion

A new design method and a practical HDLP-
based post-quantum signature scheme have been 
introduced. The proposed method is quite simple to 
understand and has fundamental differences from 

  Table 4. Comparison with some known post-quantum 
signature schemes

Signature

scheme 

Signa-

ture size, 

byte

Public 

key size, 

byte

Rate of 

signature 

generation, 

arb. un.

Rate of 

signature 

verification, 

arb. un.

Falcon 1280 1793 50 25

Crystals-

Dilithium
2701 1472 15 2

Rainbow 64 150 000 – –

[15] 192 768 50 80

[16] 192 512 40 80

Proposed 128 768 70 80
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other known methods of designing post-quantum 
digital signature schemes. This reduces the com-
plexity of the further stage of a detailed study of 
the security of the developed signature scheme. 
Another important advantage of the proposed 
method is that it opens up the possibility of devel-

oping a new class of practical post-quantum cryp-
tosystems. The latter is of particular importance 
in the light of the widely conducted researches on 
the development of post-quantum digital signature 
standards.
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Введение: разработка практичных постквантовых схем подписи является одним из вызовов прикладной криптографии. Не-
сколько различных форм скрытой задачи дискретного логарифмирования были предложены недавно в качестве примитива схем 
подписи, стойких к квантовым атакам. Цель: разработка новой формы скрытой задачи дискретного логарифмирования, заданной 
в коммутативной группе, обладающей многомерной цикличностью, и метода построения постквантовых схем подписи. Резуль-
таты: предложена новая форма скрытой задачи дискретного логарифмирования в качестве базового примитива для практичных 
постквантовых алгоритмов цифровой подписи. Представлены две новые четырехмерные конечные коммутативные ассоциатив-
ные алгебры в качестве алгебраического носителя предложенной новой вычислительно трудной задачи. Разработан метод постро-
ения схем подписи на основе последней. Суть метода состоит в использовании удвоенного открытого ключа и двух одинаковых 
уравнений для проверки подлинности одной и той же подписи. Для генерации пары открытых ключей выбираются случайным 
образом два базиса <G, Q> и <H, V> двух различных конечных групп <G, Q> и <H, V>, обладающих двумерной цикличностью. 

Первый открытый ключ (Y, Z, U) вычисляется следующим образом: Y  Gy1Qy2, Z  Gz1Qz2, U  Gu1Qu2, где набор целых чисел 
(y1, y2, , z1, z2, , u1, u2, ) является секретным ключом. Второй открытый ключ (Y, Z, U) вычисляется следующим образом: 
Y  Hy1Vy2, Z  Hz1Vz2, U  Hu1Vu2. Использование одинаковых параметров для вычисления соответствующих друг другу эле-
ментов, принадлежащих разным открытым ключам, обеспечивает возможность вычисления единой подписи, удовлетворяющей 
двум сходным проверочным уравнениям, заданным в различных конечных коммутативных ассоциативных алгебрах. Практи-
ческая значимость: предложенная схема цифровой подписи представляет практический интерес для разработки постквантовых 
алгоритмов подписи, обладающих сравнительно малыми размерами подписи, открытого и секретного ключей.

Ключевые слова — постквантовые криптосхемы, компьютерная безопасность, электронная цифровая подпись, задача дис-
кретного логарифмирования, конечные коммутативные группы, ассоциативные алгебры, многомерная цикличность.
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Introduction: The proliferation of services and applications requiring ultra-low latency and high reliability of data 
transmission in communication networks leads to creating new approaches and architectures in order to ensure the 
simultaneous transmission of Enhanced Mobile Broadband (eMBB) and Ultra-Reliable and Low Latency Communication 
(URLLC) traffic. Providing efficient eMBB and URLLC multiplexing schemes with preset key performance indicators for each 
stream is the most challenging problem in wireless network development. Purpose: To provide a simultaneous transmission 
of eMBB and URLLC streams without reducing the user experience of eMBB services by developing a multiplexing scheme and 
the coherent architecture of physical (PHY) and media access control (MAC) layers in the downlink channel. Results: An eMBB 
and URLLC multiplexing scheme has been proposed, along with a coherent architecture for PHY and MAC layers, ensuring the 
given wireless network key performance indicators. The proposed solution performance has been estimated by simulation. The 
multiplexing scheme outperforms the baseline solution in Bit Error Rate and Frame Error Rate metrics. The coherent PHY and 
MAC layers architecture provides transmission with an arrival rate of 400 messages per millisecond and 99% message delivery 
probability in one millisecond. Practical relevance: The obtained results allow communication system developers to deploy 
centralized wireless networks at industrial objects. 

Keywords — URLLC, eMBB, multiplexing, radio resource management, centralized wireless networks, trellis-coded 
modulation, LDPC.
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Introduction 

In just a few decades, wireless technology has 
undergone rapid growth from its original concept 
to ubiquitous penetration, which has changed our 
daily lives and thinking. Wireless connection has 
become an essential link between people and infor-
mation networks. The growing density of user de-
vices triggered an increasing demand for higher 
capacity and network reliability. The constant in-
crease in traffic leads to congestion of base stations 
and a decrease in service level quality.

An attractive solution to this problem is the mul-
tiplexing of data streams in the downlink. A sub-
stantial amount of in-depth research has been dedi-
cated to this topic. 

In [1], authors consider various models for the 
Enhanced Mobile Broadband (eMBB) rate loss as-
sociated with Ultra-Reliable and Low Latency 
Communication (URLLC) superposition/punctur-
ing, for which we characterize the associated fea-
sible throughput regions and online joint schedul-
ing algorithms. The first model considered by the 
authors is the linear model. When the rate loss to 
eMBB is directly proportional to the fraction of su-
perposed/punctured mini-slot. The second model 
considered was the convex model, where the rate 
loss can be modeled through a convex function. And 

the last model considered was the threshold model 
where eMBB traffic is unaffected by puncturing 
until a threshold. Beyond this threshold, it suffers 
complete throughput loss.

There are also several papers describing a spe-
cific scheme for the coexistence of multiple data 
streams. So, in [2], the authors introduced an ap-
proach for coexisting URLLC [3] and eMBB [4] 
traffic in the same radio resource for enabling 5G 
wireless systems. They have expressed the coexist-
ing dilemma as a maximizing problem of the min-
imum expected achieved rate value of eMBB user 
equipment (UEs) meanwhile attending the URLLC 
traffic. 

Also, they presented a heuristic algorithm for 
the efficient scheduling of resource blocks among 
eMBB UEs. In [5], the authors considered approach-
es to data multiplexing based on machine learning. 
In their work, they proposed an optimization-aid-
ed deep reinforcement learning-based algorithm, 
which proposed to distribute the incoming URLLC 
traffic among eMBB users intelligently. In [6], the 
authors consider the optimization problem of maxi-
mizing the transmission rate of eMBB traffic, sub-
ject to URLLC requirements. To study the impact 
of puncturing eMBB resources to accommodate 
URLLC transmission, the authors in [7] investi-
gated the problem of joint planning of eMBB and 
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URLLC data transmission according to linear, con-
vex, and threshold velocity stall models by eMBB 
associated with the drilling of the eMBB resource. 
In [8], a risk-sensitive approach was introduced to 
mitigate the risk of puncturing into eMBB resourc-
es. A resource allocation planner was proposed in 
[9], where the formulated problem considered the 
overhead associated with URLLC load segmenta-
tion while maximizing speed utility. In [10], a null 
space-based spatial perforation scheduler for joint 
URLLC / eMBB traffic has been proposed. The au-
thors in [11] formulated a URLLC traffic alloca-
tion problem by adopting an overlay or perforation 
scheme. In practice, when the URLLC service is 
started in the middle of the eMBB transport block, 
part of the eMBB symbols are replaced and/or over-
lapped with the symbols in the URLLC packet. As a 
result, the reception quality of eMBB services can 
be significantly reduced.

In [12], the authors also study the orthogonal 
and non-orthogonal slicing of radio resources for 
eMBB and URLLC using a maximum matching di-
versity (MMD) algorithm to locate frequency chan-
nels of eMBB users. In [13], the authors adopted a 
time/frequency resource block approach to address 
the problem of maximizing the sum rate subject to 
latency and cutoff isolation constraints while en-
suring the reliability requirements using adaptive 
modulation coding. In [14], the authors studied a 
multi-cell scenario with a single-cell base stations 
for an Ultra-Narrow Band and Low Power Wide 
Area Network. Article [15] analyzes the use of 
non-orthogonal multiple accesses (NOMA) for dif-
ferent URLLC devices. To achieve this, the authors 
propose a NOMA sharing approach, successive in-
terference cancellation, and frequency diversity as 
a solution to increase the number of URLLC de-vic-
es that can be connected to the same base station. 
In [16], a new class of NOMA has been proposed, 
namely bits similarity NOMA. It has been shown 
that without a perfect successive interference can-
cellation, bit similarity NOMA can achieve better 
efficiency between users than traditional NOMA 
techniques.

Another approach to multiplexing URLLC and 
eMBB traffic is Trellis- and Network-coded modula-
tion (TC-NCM) [17]. Based the Ungerboeck’s scheme 
[18] and the general type of coset coding advocated 
by Goldsmith in [19] and Chapter 8 of [20], the au-
thors propose adaptive TC-NCM structure, where 
the transmitter adapts the coding rate and modu-
lation mode according to the channel estimates fed 
back via feedback channels. The main disadvantage 
of this method is the lack of encoding of the URLLC 
stream, which negatively affects the reliability and 
transmission rate of URLLC messages. This work’s 
main task is to propose a Trellis-Coded Modulation 
(TCM) scheme for multiplexing streams and define 
the loss function for it. The remainder of this paper 
is organized as follows. We commence by describing 
the system model along with a system of assump-
tions. We then conceive our generic structure of 
the multiplexing scheme, where the motivation, the 
transmitter design, and the data flow are detailed. 
Finally, we present some modeling results and con-
clusions.

Baseline system model

In this article, we discuss the development of the 
model proposed in [21] generalized to the physical 
layer of wireless centralized systems. As before, the 
baseline scenario will be the case when only 1 data 
stream is transmitted. However, in contrast to the 
previous work [21], we will consider the Viterbi de-
coder’s quantized output — the general scheme for 
basic scenarios presented in Fig. 1.

In the case of a multiplexing scenario, the net-
work contains a base station, as well as users receiv-
ing eMBB and URLLC traffic from the base station, 
respectively. As in the previous article, the simulta-
neous transmission is considered data for different 
recipients from one sender. Each data stream has its 
own scheduler. The scheduler for eMBB traffic uses 
time division multiplexing (TDM/TDMA), and the 
scheduler for URLLC uses (OFDM/OFDMA) (Fig. 2).
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  Fig. 1. Baseline scenario 
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After the allocation of the radio resource by the 
schedulers, a multiplexing scheme is used, after 
which the information bits of different streams are 
located in the combined resource block for further 
transmission over the channel (Fig. 3).

Assumptions

Having outlined the transmission model, next 
we list all of our operating assumptions used 
throughout this paper.

1. Channel state information is always available 
on the sender. Assume that the feedback path does 
not introduce any errors, which can be approxi-
mately satisfied, provided that sufficiently power-
ful error correction and detection codes are used on 
the feedback path.

2. We are considering a channel with additive 
white Gaussian noise.

3. We consider the downlink in TDMA mode for 
eMBB data stream and OFDMA for URLLC data 
stream.

4. We know on the receiving side of the URLLC 
traffic transmission position for the user.

5. EMBB users are not aware of the existence of 
URLLC traffic and do not decode it.

Multiplexing algorithm

It is known that the Ungerboeck scheme [18] 
combines encoding and modulation by expanding 
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the Euclidean distance between codewords and ab-
sorbs parity bits without bandwidth expansion by 
doubling the number of points in the constellation 
due to increasing the number of bits / symbols by 
one. This design jointly optimizes both channel en-
coding and modulation, hence again, resulting in 
significant encoding gains without any bandwidth 
expansion. Based on these ideas, our adaptive 
stream multiplexing scheme was developed.

Generic multiplexing scheme

At some point in time, an eMBB message and 
several URLLC messages appear on this station. 
Then the algorithm for multiplexing and transmit-
ting messages is as follows (Fig. 4):

1. A checksum is added to all messages.
2. Messages are fed to the LDPC encoding unit. 

For eMBB traffic the code rate is 8/9, and for 
URLLC traffic it is 1/2. This choice is due to the 
fact that URLLC messages are shorter and more de-
manding on the reliability of transmission.

3. After LDPC encoding, the messages are com-
bined into one using an interleaver.

4. The general message is fed to the input of the 
TCM, which selects the modulation dimension re-
quired to transmit (l + r) symbols, where l — mes-
sage length; r — redundancy of the applied convo-
lutional code.

5. Then the message is transmitted over the 
communication channel and enters the input of the 
decoder, which is a soft output Viterbi algorithm.

6. The message is quantized according to the 
following rule: the most significant log2(Q) bits of 
the Log-Likelihood Ratio are stored, where Q is the 
number of quantization levels. 

7. The codewords of each stream passes the 
deinterleaver and LDPC decoder.

8. The checksum is checked, and a decision is 
made on the correctness of the received message.

Key performance indicators of the system

To assess the quality of the proposed multiplex-
ing algorithm, it is necessary to introduce indica-
tors of efficiency. This article discusses the follow-
ing key performance parameters:

1) frame error rate (FER) for URLLC and eMBB 
streams;

2) bit error rate (BER) for eMBB stream;
3) channel capacity for URLLC stream;
4) complexity of separating eMBB and URLLC 

streams.
To evaluate the first two performance criteria, 

we introduce the following notation Aber and Bber — 
functions for the considered scenarios that return 
the SNR (signal-to-noise ratio) value to achieve the 
required BER value. Afer and Bfer — return SNR 
value to achieve the required FER respectively. 
Thus, we consider that system B is not inferior to 
system A if:

Bber(10–7) <= Afer(10–7);

Bfer(10–4) <= Afer(10–4);

frequency bands of A and B are the same.
The channel capacity here means the ability to 

transmit all URLLC messages in one time slot. The 
following algorithm was used to calculate the chan-
nel capacity for the URLLC stream:

1. A set of messages is generated according to 
the Poisson distribution.
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  Fig. 4. General scheme of the multiplexing algorithm
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2. The generated messages occupy slots in the 
current time slot.

3. Messages that did not get free resource blocks 
or were incompletely allocated are discarded and 
replenished the message buffer that was refused 
transmission.

4. Based on the number of discarded messages 
and the total number, the probability is calculated 
that the message will not be transmitted in 1 time 
slot.

Stream splitting algorithm consists of two 
parts: Soft-Output Viterbi Algorithm (SOVA) and 
deinterleaver. The time complexity of the Viterbi 
algorithm can be expressed as O(NS2), where N is 
a length of message in bits, and S is a number of 
states in a hidden Markov model.

The complexity of deinterleaving is equal to the 
size of the message, so the overall complexity of 
streaming can be considered equal to the complexi-
ty of decoding using the Viterbi algorithm.

System parameters

The 5G-NR standard implies the use of a differ-
ent number of templates with different network pa-
rameters (Table 1). 

Each template allows you to adaptively configure 
the physical layers of the system. Such templates 
are called numerology, and, in this paper, we use 
the numerology parameters under number 3 (see 
Table 1). The structure of the frame is presented 
in Fig. 5. This article considers the mm-Wave sce-
nario with 50 MHz cell and numerology 3. All-time 
divided by subframes 1ms duration each. By numer-
ology 3, each subframe is divided into eight slots, 
0.125 ms each. Thus, we can calculate the number 
of available OFDM symbols for multiplexing in each 
slot and subframe.

LDPC codes in the 5G-NR standard also have 
many different parameters. The parameters used 
in our system are shown in Table 2.

The main parameter of TCM is the use of convo-
lutional polynomial coding. In our work, we use the 
polynomial presented by William G. Chambers [10] 
(Fig. 6), since it provides the maximal possible free 

  Table 1. 5G-NR numerology

Parameter
Numerology values

0 1 2 3 4

Subcarrier width, 

kHz
15 30 60 120 240

Num of slot in 

subframe
1 2 4 8 16

Slot duration, ms 1 0.5 0.25 0.125 0.0625

Guard interval

Guard interval

Bandwidth
50 MHz

Subframe  1 ms

0.125 ms

0 1 2 3 4 5 6 7 8 9

...

... Slot

Subframe

Frame

10 ms

OFDM symbol

1 slot

1 subframe

  Fig. 5. 5G-NR Numerology 3 frame structure

  Table 2. LDPC parameters

Stream Code rate Reduncity level nlayers

eMBB 8/9 0 3

URLLC 1/2 0 3

  Table 3. TCM parameters

 Octets Memory df
Code 

rate
Modulation

Mapping

rule 

117 155 6 10 1/2 QAM-16
Gray 

mapping
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distance (df) and so the maximal asymptotic coding 
gain. The parameters of the selected polynomial are 
shown in Table 3.

Simulation results

Using the parameters described above, the FER 
versus SNR plots were obtained using simulation 
for both data streams (Fig. 7, a and b).

It can be seen from the figures above that due 
to the complication of the decoding procedure when 
multiplexing streams, the FER values   for all quan-
tization levels exceed the FER values   for the base-
line scenario. 

Let us consider the efficiency of the multiplexing 
algorithm in terms of BER for the eMBB stream. 
Fig. 8 shows a plot of BER versus SNR for different 
quantization levels.

Table 4 shows the gain in dB when using 
multiplexing for different quantization levels.

URLLC stream capacity

Since the URLLC stream must fulfill the re-
quirements of immediate transmission, we will as-
sume that if the message was not transmitted per 
1ms subframe, then it loses its relevance for the end 
user. Fig. 9 shows the probability of non-transfer 
URLLC messages with a length of 100 bits per 1 ms 
subframe for the considered multiplexing scenar-
io (see simulation details in [21]). We can conclude 
that the probability of sending a URLLC message in 
one mini-slot more than 99% for an incoming rate 
of up to 400 messages per slot.

Thus, the proposed downlink multiplexing 
scheme using TCM allows to obtain a lower error 
probability in the channel for eMBB traffic, as well 
as to preserve the key parameters of the efficien-
cy applied to URLLC traffic. The proposed scheme 

X 6 5 4 3 2 1 0

1 1 1 1 100

1 01 1 1 10
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  Fig. 6. Convolutional code

10–4

10–3

10–2

10–1

100

 5  6  7  8 9  10  11  12

F
E

R

SNR, dB

Multiplexing, Q 256
Base Scenario, Q 256
Multiplexing, Q 8
Base Scenario, Q 8

Multiplexing, Q 4
Base Scenario, Q 4
Multiplexing, Q 2
Base Scenario, Q 2

10–6

10–5

10–4

10–3

10–2

10–1

100

 3  4  5  6  7 8 9

F
E

R

SNR, dB

Multiplexing, Q 256
Base Scenario, Q 256

а) b)

  Fig. 7. FER versus SNR for eMBB (a) and URLLC (b) stream

  Table 4. Coding gain

Stream Q = 2 Q = 4 Q = 16 Q = 256

eMBB, FER = 10–2 2.5 0.8 0.7 0.3

eMBB, FER = 10–4 2.6 0.5 0.5 0.3

URLLC, FER = 10–5 – – – –0.5

URLLC, FER = 10–6 – – – 0.5
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  Fig. 8. BER versus SNR for eMBB stream, Q is a num-
ber of quantization levels

 0

 0.001

 0.002

 0.003

 0.004

 0.005

 0.006

 0.007

 0.008

 0.009

 0.01

 0  200  400  600  800  1000  1200  1400

T
ra

n
sm

it
ti

on
 F

a
il

u
re

 R
at

e

Messages per subframe, 1/ms

1 bit/sym 2 bit/sym 3 bit/sym

  Fig. 9. Denial of service rate

can be classified as a threshold model by [1], and all 
known results can be applied to ours.

Conclusion

This article proposed an algorithm for multiplex-
ing data streams in the downlink communication of 
centralized wireless networks. This algorithm fits 
the threshold model proposed by Veciana G. Then, 
a general scheme based on TCM was considered and 
applied to 5G-NR Numerology 3 networks. Our sim-
ulation results show that the proposed algorithm 
achieves better BER and FER performance for the 
eMBB stream compared to the baseline scenario 

without multiplexing. We also presented graphs 
of the channel throughput for the URLLC stream, 
from which it can be seen that this scheme allows 
providing the probability of sending a URLLC mes-
sage in one mini-slot more than 99% for an incom-
ing rate of up to 400 messages per slot. For promis-
ing future research, an attractive direction is the 
study of achievable improvement in constellation 
formation, improving system performance.
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О мультиплексировании потоков данных с использованием решетчатого кодирования в централизованных 
беспроводных сетях

Н. А. Янковскийа, студент, orcid.org/0000-0001-5783-8304

И. А. Пастушока, канд. техн. наук, доцент, orcid.org/0000-0002-3296-562X, igpastushok@gmail.com
aСанкт-Петербургский государственный университет аэрокосмического приборостроения, Б. Морская ул., 67, 

Санкт-Петербург, 190000, РФ

Введение: распространение сервисов и приложений, требующих сверхнизкой задержки и высокой надежности передачи дан-
ных в сетях связи, приводит к необходимости создания новых подходов и архитектур для обеспечения одновременной передачи 
разнородного трафика улучшенной широкополосной связи (eMBB) и сверхнадежной связи с низкими задержками (URLLC). Од-
ной из самых актуальных задач в области разработки стандартов беспроводной связи является обеспечение мультиплексирования 
потоков eMBB и URLLC с требуемыми показателями производительности передачи каждого потока. Цель: обеспечить одновре-
менную передачу потоков eMBB и URLLC без потерь пользовательского опыта сервисов eMBB путем создания метода мультиплек-
сирования потоков данных на основе решетчатого кодирования и модуляции сигнала, а также соответствующую настоящему 
методу архитектуру физического и канального уровней беспроводных централизованных сетей связи. Результат: предложены 
метод мультиплексирования потоков данных eMBB и URLLC в нисходящем канале связи, а также согласованная с ним архитек-
тура физического и канального уровней сетей, позволяющие обеспечить заданные требования функционирования беспроводной 
сети. Оценка эффективности представленного решения путем имитационного моделирования дает возможность сделать следую-
щие утверждения. Разработанный метод мультиплексирования обеспечивает лучшие значения вероятностей ошибки на бит и на 
кодовое слово в сравнении с опорным сценарием на физическом уровне. Предложенная архитектура канального уровня позво-
ляет обеспечить передачу потока URLLC c интенсивностью 400 сообщений в миллисекунду с вероятностью доставки сообщения, 
равной 99%, в течение одной миллисекунды. Практическая значимость: полученные результаты помогут разработчикам систем 
связи планировать развертывания беспроводных централизованных сетей в промышленности. 

Ключевые слова — URLLC, eMBB, мультиплексирование, планирование, беспроводные централизованные сети, решетчатое 
кодирование и модуляция, LDPC.
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Introduction: Magnetic stations are one of the main tools for observing the geomagnetic field. However, gaps and anomalies 
in time series of geomagnetic data, which often exceed 30% of the number of recorded values, negatively affect the effectiveness 
of the implemented approach and complicate the application of mathematical tools which require that the information signal 
is continuous. Besides, the missing values add extra uncertainty in computer simulation of dynamic spatial distribution of 
geomagnetic variations and related parameters. Purpose: To develop a methodology for improving the efficiency of technical 
means for observing the geomagnetic field. Method: Creation of problem-oriented digital twins of magnetic stations, and their 
integration into the collection and preprocessing of geomagnetic data, in order to simulate the functioning of their physical 
prototypes with a certain accuracy. Results: Using Kilpisjärvi magnetic station (Finland) as an example, it is shown that the use of 
digital twins, whose information environment is made up of geomagnetic data from adjacent stations, can provide the opportunity 
for reconstruction (retrospective forecast) of geomagnetic variation parameters with a mean square error in the auroral zone of up 
to 11.5 nT. The integration of problem-oriented digital twins of magnetic stations into the processes of collecting and registering 
geomagnetic data can provide automatic identification and replacement of missing and abnormal values, increasing, due to the 
redundancy effect, the fault tolerance of the magnetic station as a data source object. For example, the digital twin of Kilpisjärvi 
station recovers 99.55% of annual information, and 86.73% of it has an error not exceeding 12 nT. Discussion: Due to the spatial 
anisotropy of geomagnetic field parameters, the error at the digital twin output will be different in each specific case, depending on 
the geographic location of the magnetic station, as well as on the number of the surrounding magnetic stations and the distance to 
them. However, this problem can be minimized by integrating geomagnetic data from satellites into the information environment 
of the digital twin. Practical relevance: The proposed methodology provides the opportunity for automated diagnostics of time 
series of geomagnetic data for outliers and anomalies, as well as restoration of missing values and identification of small-scale 
disturbances.

Keywords — digital twins, time series reconstruction, statistical analysis, geomagnetic data, magnetic stations.
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Introduction

Today, magnetic observatories and variation 
stations are among the main instruments for ob-
serving the geomagnetic field (GMF) and its vari-
ations. There are more than 300 ground magnetic 
stations that record the parameters of the GMF in 
real time mode. Usually, these magnetic stations 
are integrated into networks, which for the da-
ta consumers are represented as the specialized 
web-services that provide access to geomagnet-
ic data and have the functionality necessary for 
their search, preview and download. By the end 
of 2020, more than 20 such networks of magnet-
ic stations are known, the largest of which are 
INTERMAGNET, IMAGE, CARISMA, MACCS, 
MAGDAS, etc. 

Outliers, gaps in time series, noise and other 
anomalies are widespread and still not having a fi-
nal solution to the problem on the way of process-
ing the received geophysical information. Even for 
magnetic observatories of the INTERMAGNET 
network [1, 2], which maintains the highest quality 
standard, the lengths of the missing fragments oc-
cupy a fairly wide range and vary both in time and 
from station to station. For example, in 2015 the 
quantity of missing values for station AlmaAta was 
36% of the annual operating time, for station Dalat 
it was more than 12%, for station Sodankyla it was 
0.4%, etc. [3].

Multiple anomalies in time series (occurring 
as a result of measurement errors, registration 
or noisy information signal), in addition to nega-
tively affecting the efficiency of the implemented 
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approach to monitoring GMF, also complicate the 
use of software elements that require compliance 
with the condition of information signal continuity 
(calculation of the derivative, Fourier transform, 
wavelet transform, etc.). In addition, the missing 
values complicate the problems of computer mod-
eling of the dynamics of the spatial distribution 
of GMF variations [4, 5] and associated high-level 
experimental information (indices of geomagnetic 
activity, perturbation maps, magnetic keograms, 
etc.) [6].

Until recently, the reconstruction of the GMF 
observations results was provided by using a linear 
interpolation or a cubic spline, which is generally 
acceptable to recover the single gaps, but absolute-
ly unsuitable for imputing long-term fragments. 
Today more complex approaches to the reconstruc-
tion of this type of time series are known. They are 
based mainly on analytical processing of data in 
the vicinity of missing fragments, analysis of peri-
odic and seasonal components, as well as the study 
of Fourier and wavelet spectra of the information 
signal [7–11]. Usually all of them can be used to re-
construct the missing fragments, which size does 
not exceed several tens of minutes. The methods 
provide a methodological error within 15%, require 
significant computing power, direct human partic-
ipation and, as a result, are not applicable to large 
amounts of data. Thus, the existing practice of 
collecting and registering geomagnetic data using 
ground magnetic stations is connected with a num-
ber of difficulties and limitations, which largely 
impede the effective conduct of geophysical/helio-
geophysical research.

A promising approach to solving the prob-
lem can be the creation and integration the prob-
lem-oriented digital twins (DT) of magnetic sta-
tions into the process of collecting geomagnetic 
data. The DT allow with a certain accuracy (at the 
data consumer level) to simulate the work of their 
physical prototypes [12, 13]. The implementation 
and development of the proposed concept can sig-
nificantly increase the efficiency of the operation 
of separate magnetic stations, as well as reduce 
the labor intensity of preliminary processing of 
geomagnetic data.

Analysis of gaps in time series 
of geomagnetic data and assessment 
of reliability indicators of ground 
magnetic stations

An experimental set is provided by the minute 
data of the IMAGE magnetometer network (https://
space.fmi.fi/image/) [14] for 2015, that is the peri-
od corresponding to the maximum activity of the 
24th solar cycle (January 2009–May 2020).

Table 1 describes the results of assessing the 
completeness of the time series of 36 stations, where 
the appearance of a missing value is regarded as 
a failure of a technical object, i. e., its transition 
to an inoperative state (State Standard 27.002-
2015). Hence, the total idle time TF of the station, 
corresponding to the number of missing values in 
the time series, is determined as follows:

 
,F WT T T    (1)

where T is an operating time; TW is a number of 
informative values (total uptime) for a time pe-
riod T.

The average time to recover the operating state 
(equivalent to the mathematical expectation of the 
missing fragment size) and the average time to fail-
ure of the system (equivalent to the average size of 
the fragment without gaps) can be determined from 
next expressions:
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where T2Ri and T2Fi are the time until the i-th 
system recovery after a failure and the time 
before the i-th system failure, respectively; NF 
and NW are the number of system failures and the 
number of failover recoveries, respectively; k 1 
or k 0, if at the moment of observation beginning 
the system was in a working or inoperative state, 
respectively.

The analysis of gaps in the IMAGE network time 
series demonstrated that in 50% of magnetic sta-
tions the expected value of the missing fragment 
size exceeds 58.5 min. The averaged (over all sta-
tions) non-operational time is 1066 min/year. The 
expected value of the number of failures with re-
covery for all stations exceeds 45 per year. At the 
same time, 50% of stations experience more than 
17 failures per year. In extreme cases, the total vol-
ume of missing fragments of one station can exceed 
11.2% (more than 41 days) of the total size of the 
annual sample, while the average recovery time can 
reach 10 days or more.

The results indicate that the application of well-
known approaches to the reconstruction of time 
series (linear interpolation, interpolation by cubic 
splines, as well as the methods described in [7–11]) 
for most fragments of the missing values of the 
sources considered here (mainly due to the size 
missing fragment) is ineffective. In addition, if we 
are talking about large amounts of information (the 
results of observing the parameters of the GMF 
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  Table 1. Assessment of reliability indicators of magnetic stations of the IMAGE network

IAGA

code

Coordinates, degr.
TW TF

NF
<T2R>,

min

<T2F>,

min
GEO CGM

LAT LON LAT LON min % min %

NAL 78.92 11.95 76.57 109.96 509551 96.947 16049 3.053 20 802.45 25477.55

LYR 78.20 15.82 75.64 111.03 506314 96.331 19286 3.669 11 1753.27 46028.55

HOR 77.00 15.60 74.52 108.72 466554 88.766 59046 11.234 4 14761.5 116638.5

HOP 76.51 25.01 73.53 114.59 492524 93.707 33076 6.293 49 675.02 10051.51

BJN 74.50 19.20 71.89 107.71 525523 99.985 77 0.015 7 11 75074.71

NOR 71.09 25.79 68.19 109.28 519087 98.761 6513 1.239 144 45.23 3604.77

SOR 70.54 22.22 67.80 106.04 523740 99.646 1860 0.354 43 43.26 12180.0

KEV 69.76 27.01 66.82 109.22 525569 99.994 31 0.006 11 2.82 47779.0

TRO 69.66 18.94 67.07 102.77 524713 99.831 887 0.169 15 59.13 34980.87

MAS 69.46 23.70 66.65 106.36 524144 99.723 1456 0.277 73 19.95 7180.05

AND 69.30 16.03 66.86 100.22 525284 99.94 316 0.06 6 52.67 87547.33

KIL 69.06 20.77 66.37 103.75 523732 99.645 1868 0.355 33 56.61 15870.67

IVA 68.56 27.29 65.60 108.61 486940 92.645 38660 7.355 6 6443.33 81156.67

ABK 68.35 18.82 65.74 101.70 525600 100 0 0 0 – –

MUO 68.02 23.53 65.19 105.23 492390 93.682 33210 6.318 359 92.51 1371.56

KIR 67.84 20.42 65.14 102.62 525577 99.996 23 0.004 13 1.77 40429.0

SOD 67.37 26.63 64.41 107.33 524905 99.868 695 0.132 12 57.92 43742.08

PEL 66.90 24.08 64.03 104.97 491992 93.606 33608 6.394 8 4201.0 61499.0

JCK 66.40 16.98 63.82 98.94 516366 98.243 9234 1.757 36 256.5 14343.5

DON 66.11 12.50 63.75 95.19 511710 97.357 13890 2.643 19 731.05 26932.11

RAN 65.90 26.41 62.92 106.30 519118 98.767 6482 1.233 130 49.86 3993.22

RVK 64.94 10.98 62.61 93.27 513440 97.686 12160 2.314 61 199.34 8417.05

LYC 64.61 18.75 61.87 99.33 525600 100 0 0 0 – –

OUJ 64.52 27.23 61.47 106.27 525304 99.944 296 0.056 11 26.91 47754.91

MEK 62.77 30.97 59.57 108.66 511795 97.373 13805 2.627 23 600.22 22251.96

HAN 62.25 26.60 59.12 104.72 520619 99.052 4981 0.948 381 13.07 1366.45

DOB 62.07 9.11 59.64 90.19 524128 99.72 1472 0.28 19 77.47 27585.68

SOL 61.08 4.84 58.82 86.25 512471 97.502 13129 2.498 31 423.52 16531.32

NUR 60.50 24.65 57.32 102.35 525540 99.989 60 0.011 2 30.0 262770.0

UPS 59.90 17.35 56.88 95.95 525600 100 0 0 0 – –

KAR 59.21 5.24 56.70 85.69 524637 99.817 963 0.183 41 23.49 12796.02

TAR 58.26 26.46 54.88 103.11 525137 99.912 463 0.088 12 38.58 43761.42

BRZ 56.17 24.86 52.66 100.97 523584 99.616 2016 0.384 3 672.0 174528.0

SUW 54.01 23.18 50.21 98.95 487904 92.828 37696 7.172 20 1884.8 24395.2

WNG 53.74 9.07 50.15 86.75 525577 99.996 23 0.004 19 1.21 27661.95

NGK 52.07 12.68 48.03 89.28 525600 100 0 0 0 – –

Note: GEO is a geographic coordinate system; CGM (Corrected GeoMagnetic) is a geomagnetic coordinate system; the 

magnetic stations of the auroral cluster are highlighted in gray.
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for one year or more), then the application of meth-
ods, in the algorithms of which the participation of 
a person is provided, also becomes very complicated.

Synthesis, modification and validation 
of digital twin models

The physical prototype of DT is considered as a 
magnetometric module that registers the northern 
component (X-component) of the GMF vector at the 
Kilpisjärvi (KIL) station. The research here is con-
sidered with spatial clustering of the entire set of 
magnetic stations in order to identify the reference 
data sources for subsequent modeling of the param-
eter.

Assessment of the spatial homogeneity of ge-
ographic objects based on the Moran’s index for 
geographic proximity according to the metric [15] 
revealed between a number of stations located in 
the range of 66–71 N (see Table 1), the presence of 
a positive spatial autocorrelation, which indicates 
that these stations belong to the same spatial clus-
ter with KIL (hereinafter referred to as the “auro-
ral cluster”).

A comparative analysis of the correlations of 
the northern (X) component of the geomagnetic 
disturbance vector of the KIL station with similar 
parameters of other stations of the auroral cluster 
(Table 2), as well as a number of additional studies 
[16, 17] confirmed the validity of the assumption 
and indicate the possibility of using these data as 
predicates (features) for modeling the parameter 
XKIL.

Estimation of the coefficient of determination 
(R2 0.999) demonstrated that for the problem be-
ing solved, the approach based on the method of 
multiple linear regression is the best. Linear re-
gression equation that allows to restore the value of 

the desired parameter f(x, ) from the known values 
x1, …, xk has the form:

  T
1 1 2 2

1
 , ... ,

k

k k j j
j

f x x x x x


          x

 

(4)

where xT (x1, x2, ..., xk) is a vector of regressors; 

 T1 2   ˆ , , ..., k     is a vector column of coeffi-
cients; k is a number of model features.

Taking into account the data in Table 2, it is pos-
sible to define the expression (4) as follows:

 

KIL 1 NOR 2 NOR 3 NOR

4 NOR 5 MAS 6 AND 7 IVA

8 ABK 9 MUO 10 KIR

11 SOD 12 PEL 13 JCK 14 DON

+*

,

X X X X

X X X X

X X X

X X X X

     
     

    
    

 

 (5)

where  418 nT is an ordinate offset; 1, 2, 
..., 14 are the coefficients calculated by the least 
squares method: 1 –0.0511992; 2 –0.0791793; 
3 0.011932; 4 0.5858979; 5 –0.2199333; 
6 –0.203925; 7 0.1138129; 8 0.6873423; 
9 0.0020214; 10 –0.2845333; 11 0.0170759; 
12 0.0152406; 13 0.0037965; 14 –0.0263773. 

Mean squared error (MSE) of model (5), which 
is calculated using the cross-validation procedure, 
was 11.5 nT. This MSE corresponds to 0.51% of the 
range of XKIL parameter values for 2015. Pearson’s 
correlation coefficient (r 0.999) and the results of 
Student’s t-test (statistical criterion  0, p-value  1) 
indicate that the original (XKIL) and synthesized 
(X*

KIL) data are statistically indistinguishable and 
belong to the same sample. However, the probabil-
ity of failure-free operation of model (5) is limited 
by the probability of failure of at least one of the 
stations included in the auroral cluster (see Table 1) 
and, according to the available data, is 77.4%.

  Table 2. Correlations between XKIL and a similar parameter of other stations

Magnetic stations included in the auroral cluster Magnetic stations not included in the auroral cluster

Code r Code r Code r Code r Code r

NOR 0.872 ABK 0.986 NAL –0.164 LYC 0.642 UPS 0.218

SOR 0.933 MUO 0.957 LYR –0.129 OUJ 0.617 KAR 0.142

KEV 0.978 KIR 0.958 HOR 0.015 MEK 0.432 TAR 0.176

TRO 0.985 SOD 0.909 HOP 0.015 HAN 0.384 BRZ 0.098

MAS 0.99 PEL 0.875 BJN 0.427 DOB 0.363 SUW –0.045

AND 0.987 JCK 0.845 RAN 0.053 SOL 0.262 WNG –0.017

IVA 0.975 DON 0.820 RVK 0.694 NUR 0.274 NGK –0.044
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It is possible to increase the reliability of the DT 
by modifying the model (5), for example, by using 
the LASSO method [18, 19]. The method is con-
cerned with identifying the constraints of norm 
of a vector of coefficients of the model, which will 
lead to zero of some of its coefficients, i. e., in fact, 
the exclusion of one or more stations from expres-
sion (5). Also, an important positive effect arising 
from the use of the LASSO method is an increase 
in the stability and interpretability of the model, 
since, as a result, the features that have the great-
est influence on the response vector are selected. In 
other word, at a zero value of the regularization pa-
rameter , the LASSO regression is reduced to the 
least squares (LS) method, and with its increase, 
the formed model becomes more and more “laconic” 
until it degenerates into the so-called null model, 
which gives the same output for all possible inputs 
[20]. This can be seen from the expression

 

2

LASSO
1 1

ˆ argmin ,
n k

i j ij
i j

y x
  

              
    (6)

where y is an expected model response.
At  1, it is possible to reduce expression (5) 

to 3 terms (3, 9, 12 0), thereby increasing the 
probability of the model triggering to 86.3%, while 
practically without losing accuracy (MSE ~ 12 nT) 
and maintaining the correlation parameters and 
the statistical homogeneity of the original and syn-
thesized samples at the model level (5). It is even 
more significant to increase the probability of the 
model triggering, possibly excluding the maximum 
number of terms from expression (5), while con-
trolling the constancy of the correlation parameter 
and the Student’s t-test results, as well as keeping 
the MSE in some acceptable range, for example, 
MSE  30 nT.

However, according to previous experience, the 
implementation of this operation by simply increas-
ing the parameter  is ineffective and leads to a 
significant increase in the simulation error with a 
relatively small decrease in the number of its terms. 
In other words, further application of machine op-
timization methods (including ridge regression and 
Elastic Net [21]) is impractical, and the subsequent 
minimization of the number of features should be 
done manually, for example, by pairwise compar-
ative analysis of the statistics of available pred-
icates. For this purpose, we exclude the baseline 
from the time series of each station, normalize the 
histogram and on the basis of by Kolmogorov — 
Smirnov criteria select for the obtained samples 
|X| the function that best approximates the distri-
bution of its values. The function, in turn, in addi-
tion to the homogeneity of general samples, may in-
dicate the homogeneity of the physical mechanisms 

responsible for the appearance of disturbances at 
the points of their observation [16]:

 
 Me ,ij ij jX X X     (7)

where Xij is the i-th value for j-th day of X-component 
at the station; Ме(Xj) is a sample median X for j-th 
day; i and j correspond to the ordinal numbers of a 
minute in a day (from 1 to 1440) and a day in a year 
(from 1 to 365), respectively.

Analysis of the disturbed (i. e., in this case, 
excluding the daily variations of the GMF) 
X-components of the GMF at the KIL station 
(|X|KIL) absolute values distribution demonstrat-
ed that most of the sample values are distributed 
according to the lognormal law (Fig. 1). However, 
starting from the 95th percentile, an exponential 
tail is observed, indicating that the variance of the 
studied value is determined mainly by rare intense 
(rather than frequent small) deviations, apparently 
in this case due to substorm activity. Further re-
search demonstrated that the samples statistically 
closest to |X|KIL are |X|TRO, |X|MAS and |X|ABK, 
which are the absolute values of the disturbed 
components of the GMF X-component at stations 
Tromsø (TRO), Masi (MAS) and Abisko (ABK). In 
this case, almost the only difference is the sample 
percentile corresponding to the beginning of the 
exponential tail, which is apparently determined by 
the latitudinal location of a particular station (see 
Fig. 1, Table 1).

In addition, analysis of correlation between the 
regional IL-index (the intensity of the western au-
roral electrojet, i. e., the horizontal current flow-
ing in the auroral region of the ionosphere) and the 
X-component of the four stations identified (see Fig. 1) 
revealed the proportionality of these correlations 
(in each case, the Pearson correlation coefficient is 
~0.7), which again indicates that the stations un-
der consideration are equally affected by the same 
external factors. Thus, datasets including data of 
TRO, MAS and ABK stations, are best suited for 
modeling the desired parameter. In this case, ob-
viously, the minimum set of data sources can only 
consist of these stations. Taking this into account, 
expression (5) can be reduced to the following:

 KIL 4 NOR 5 MAS 8 ABK
* ,X X X X       (8)

where  248.719 nT; 4 0.2914795; 5 0.286204; 
8 0.4405047.

Figure 2, а represents the magnetograms of the 
initial time series and time series reconstructed on 
the basis of the regression model (8), which includes 
one of the most powerful magnetic storms over the 
past few years of observations. The dispersion of 
the simulation results can be estimated from the 
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scattering diagram is demonstrated in Fig. 2, b. The 
probability of triggering a DT based on model (8) 
is 99.5%, and MSE < 30 nT (Table 3).

It should be noted that methods based on geospa-
tial interpolation may be a possible alternative, and 
in some situations the only approach to creating a 
DT. For example, according to the Inverse Distance 

Weighting (IDW) method [22], the interpolated val-
ue of the parameter at a given geographical point 
is determined by the weighted average sum of de-
terministic values in its vicinity. In the case of 
Shepard’s modification [22], the level of influence 
of the deterministic point on the desired value is set 
by the exponent p and with distance from the top of 
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  Fig. 1. Statistics of the disturbed geomagnetic variations: red and blue solid (dashed) lines correspond to the proba-
bility density functions (survival) of the lognormal and exponential distribution laws, respectively; black solid line — 
empirical survival function; PDF — probability density function
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  Fig. 2. Verification of the digital twin of the station KIL: a — magnetograms of the initial time series; b — magneto-
grams of the time series reconstructed on the basis of the regression model
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the polygon, including the reference data sources, 
its influence on the interpolated value weakens. For 
the case under consideration, the ratio of the IDW 
method is as follows:

 

KIL
1 1

1 1* / ,
m m

ip p
i ii i

X X
d d 

     (9)

where m is a number of stations in the auroral 
cluster; d is a distance between the KIL station and 
the i-th station of the auroral cluster; p is a weight 
coefficient; Xi is a value of X-component of i-th 
station.

The disadvantage of the IDW method for inter-
polating geomagnetic disturbances is the assump-
tion that the disturbance field is isotropic in it. 
However, here it should be taken into account that 
latitudinal and longitudinal scales of most geomag-
netic disturbances differ significantly. Research 
results have shown that in relation to the problem 
under consideration, the MSE of the DT model built 
on the basis of the IDW method monotonically in-
creases with decreasing p, which indicates that the 
sought parameter is determined mainly by the data 

of the stations closest to the modeled object. As a re-
sult, the modeling error by means of expression (9) 
will be slightly higher than the MSE of the regres-
sion models (see Table 3). However, despite this, the 
geospatial interpolation method can be useful in the 
absence of a response vector, i. e., in the situation 
when there is no physical prototype of the station.

Digital twin verification in frequency domain

Although variations in the GMF in the range of 
periods of 2–12 min significantly inferior in inten-
sity to global geomagnetic disturbances — magnet-
ic storms and substorms — they are still extremely 
important. 

Disturbances in this frequency range (Pi3 / 
Ps6 pulsations, Pc5 waves, the beginnings of sub-
storms) lead to the most powerful bursts of geoin-
duced currents in power lines. Therefore, an im-
portant aspect in the functioning of the DT is the 
identification and storage of information about 
these disturbances. Let us select by means of the 
Butterworth high-pass filter in the XKIL and X*

KIL 

  Table 3. KIL station digital twin model validation parameters

Model
MSE, 

nT
MSE, % r

Student’s t-test

TW, min TF, min PW, %

Statistic p-value

Expr. (5), LS 11.5 0.51 0.999 ~0 ~1 406936 118664 77.423

Expr. (5), LASSO 12.0 0.54 0.999 ~0 ~1 453819 71781 86.343

Expr. (8), LASSO 28.9 1.25 0.999 ~0 ~1 523257 2343 99.554

Expr. (9), IDW (p3) 114.1 4.94 0.995 ~0 ~1 406936 118664 77.423

Note: PW is the expected probability of the model being triggered.
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  Fig. 3. Verification of the digital twin of the magnetic station KIL in the frequency range of 1–7 mHz: wavelet scalo-
gram of original (a) and recovered (b) time series 
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Thus, from Fig. 3, a and b as well as from a num-
ber of similar tests for other fragments of the time 
series, it follows that in the region of ultra-low fre-
quencies (with periods of 2–12 min), insignificant 
(within the limits of the error stated in Table 3) de-
viations of the amplitude are observed, while the 
spatial localization of frequency packets remains 
practically unchanged.

Integration of the digital twin into the 
process of collecting geomagnetic data

Figure 4 schematically demonstrates the model 
of integration of the DT of magnetic station into the 
processes of collecting and registering geomagnet-
ic data. So, according to the proposed scheme, the 
disturbing effect x(t) extends to the physical pro-
totype of the magnetic station (1) and a number of 
reference data sources (2), involved in the base of 
the DT models (3).

Depending on the number m of stations availa-
ble at the time ti, a model that provides the mini-
mum error is selected, by means of which the DT of 
the magnetic station (1) generates the correspond-
ing value y1(ti). Further, the data corresponding to 
the state of the GMF at the i-th moment of time, 
from the output of the DT and its physical proto-
type, are sent to the comparison device, which, by 
comparing these values, makes a decision on reg-
istration as a measurement result or data from a 
magnetic station, for example, based on the fulfill-
ment of the condition (10), or its DT (in cases of 
its failure), while the value of the magnetic station 
is also saved, however, it is marked as anomalous. 
If there is no output signal from the magnetic sta-
tion, then the DC value is recorded as the measure-
ment result. The verified values stored in the geo-
magnetic database (4) are structured in the form 
of response vectors and regressors and are used to 
update and adjust the vectors of coefficients of the 
DT models (5).
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where  is a standard deviation; xi* and xi are the 
values of the digital twin and its physical prototype, 
respectively, at the i-th moment of time t. 

Figure 5 on the example of the KIL station 
demonstrates an algorithm that explains the dia-
gram shown in Fig. 4.

Thus, the application of the proposed scheme 
and algorithm in the case of the KIL station makes 
it possible to recover 99.55% of the data for 2015, 
while the MSE of 86.73% of the recovered values 
does not exceed 12 nT. As follows from the algo-
rithm (see Fig. 5), the state of failure of the entire 
local system for collecting and registering geomag-
netic data occurs with the simultaneous absence of 
a signal at the output of the magnetic station and its 
DT. For the KIL station, the calculated value of the 
probability of such an event occurring is less than 
0.0016%, which corresponds to eight missing val-
ues per year, which, in turn, can be restored using 
linear interpolation methods.

Discussion of the results and prospects 
for their application

As has been shown, the introduction of magnetic 
station DT into the processes of collecting and reg-
istering geomagnetic data due to the redundancy 
effect can (at the data consumer level) significantly 
increase the reliability and fault tolerance of indi-
vidual magnetometers, as well as reduce the labor 
intensity of preprocessing of geomagnetic data, for 
example, such as search and identification of outli-
ers in time series.

However, when implementing the approach, it 
is necessary to take into account the limitations 
of its effective application, which are determined, 
first of all, by the spatial anisotropy of the GMF pa-
rameters. Thus, the MSE of the DT for each specific 
case (magnetic station) will differ, depending on the 
geographic location of this physical prototype, as 
well as the number and distance of the surrounding 
magnetic stations. At the same time, the general 
methodology for selecting reference stations, syn-
thesis and optimization of regression models will 
practically not change.

A perspective in the development of virtual mag-
netic stations is the integration of GMF satellite ob-
servation data (for example, SWARM, CHAMP mis-
sions, etc.) into the information environment of the 
DT. It can be assumed that the implementation of 
the approach, in addition to the aggregation of ad-
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  Fig. 4. Model of digital twin integration into the pro-
cesses of collection and registration of geomagnetic data: 
1 — magnetic station; 2 — reference magnetic stations; 
3 — digital twin of the magnetic station; 4 — data base; 
5 — machine learning system
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ditional data required for the calibration (settings 
of models) of the DT of magnetic stations, can also 
weaken a number of methodological limitations of 
the effective use of the DTs, associated, for exam-
ple, with the absence of nearby magnetic stations.

Speaking about the prospects of using the DT of 
magnetic stations, the following tasks should main-
ly be highlighted: 

— reconstruction of geomagnetic data time se-
ries;

No Yes

Start

Collecting information about...

Geomagnetic 
database

Reference...

Application of...

Registration of data from DT...

Stop

|X – X*| < 3

Missing TRO, MAS, ABK NOR, SOR, KEV, TRO, MAS, AND, IVA,...

No Yes

DT failure?

Geomagnetic 
database

Requesting physical prototype...

Data 
available?
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Registration of DT data Registration of the failure i...

No

YesUpdate 
models?Writing to the database

Implement

  Fig. 5. Algorithm of the process of geomagnetic data collecting and registering with the implementation of the digital 
twin on the example of the KIL magnetic station

— automated search and identification of outli-
ers in geomagnetic data time series; 

— collection of geomagnetic data in condi-
tions where the use of physical magnetic stations 
is unacceptable or ineffective, for example, in the 
immediate vicinity of objects that have a strong 
noisy effect on magnetic sensors and primary 
measuring transducers (trunk pipelines, power 
lines, railway and oil and gas infrastructure fa-
cilities, etc.).
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— information support of the processes of direc-
tional drilling of deep wells in the Arctic zone of the 
Russian Federation [23, 24].

Also, it should be noted here that DTs have the 
potential to be used in problems of machine search 
and identification of localized GMF disturbances, 
for example, such as MPE (magnetic perturbation 
events), which are isolated bursts of field inten-
sity with a duration of 5–15 min at night [25] and 
can be responsible for intense bursts of geoinduced 
currents in power lines [26]. The horizontal scale 
of such disturbances is ~200–300 km, and they are 
recorded, as a rule, at 1–2 stations of the network. 
Thus, DTs are able to automate this process by iso-
lating disturbances that sharply differ from the 
model values.

Conclusion

In this paper (using the KIL magnetic station as 
an example), it is shown that the DTs of magnetic 
stations built on the basis of LASSO regression are 
capable of providing retrospective forecast and res-
toration of the X-component of the GMF vector in 
the auroral zone with a mean square error from 11.5 
(in 77.4% of cases) to 29 nT (in 99.6% of cases) de-
pending on the number of reference stations used.

Comparative analysis of wavelet spectrograms 
of data from the magnetic station DT and its phys-
ical prototype in the frequency range with periods 
of 2–12 min (Pi3 / Ps6 pulsations, Pc5 waves, the 
onset of substorms) showed that in the amplitude 
region of the information signal there may be mi-
nor differences commensurate with modeling error, 
however, the spatial localization of frequency pack-
ets remains practically unchanged.

In the absence of a physical prototype of the 
magnetic station (the response vector of the train-

ing sample), the implementation of the DT is pos-
sible on the basis of spatial interpolation methods, 
but here one should expect a slightly larger (com-
pared to the regression approach) modeling error.

The main factors limiting the effectiveness of 
the proposed approach are the specifics of the ge-
ographic location of a particular physical proto-
type, as well as the number and distance of nearby 
magnetic stations. It is possible to minimize the 
influence of these factors by expanding the infor-
mation environment of the DT, for example, by ag-
gregating data from satellite observations of the 
GMF. 
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Введение: магнитные станции являются одним из основных инструментов наблюдения геомагнитного поля, однако пропуски 
и аномалии во временных рядах геомагнитных данных, нередко превышающие 30 % от числа зарегистрированных значений, 
негативно отражаются на эффективности реализуемого подхода и затрудняют применение элементов математического обеспече-
ния, требующих соблюдения условия непрерывности информационного сигнала. Кроме этого, отсутствующие значения вносят 
дополнительную неопределенность в задачах компьютерного моделирования динамики пространственного распределения пара-
метров геомагнитных вариаций. Цель: разработать методологию повышения эффективности технических средств наблюдения 
геомагнитного поля. Метод: создание и интеграция в процессы сбора и предварительной обработки геомагнитных данных про-
блемно-ориентированных цифровых двойников магнитных станций, позволяющих с известной точностью имитировать функцио-
нирование их физических прототипов. Результаты: на примере магнитной станции Kilpisjärvi (Финляндия) показано, что исполь-
зование цифровых двойников, информационную среду которых составляют геомагнитные данные окрестных станций, позволяет 
провести восстановление (ретроспективный прогноз) параметров геомагнитных вариаций со среднеквадратической ошибкой в 
авроральной зоне до 11,5 нТл. Интеграция проблемно-ориентированных цифровых двойников магнитных станций в процессы 
сбора и регистрации геомагнитных данных способна обеспечить автоматическую идентификацию и замещение отсутствующих и 
аномальных значений, повышая за счет эффекта резервирования отказоустойчивость магнитной станции как объекта-источника 
данных. Так, например, цифровой двойник станции Kilpisjärvi реализует восстановление 99,55 % годовой информации, из них 
86,73 % с ошибкой, не превышающей 12 нТл. Обсуждение: по причине пространственной анизотропии параметров геомагнитного 
поля ошибка на выходе цифрового двойника для каждого конкретного случая будет отличаться в зависимости от географического 
местоположения магнитной станции, а также числа и удаленности окрестных магнитных станций. Однако данную проблему воз-
можно минимизировать, интегрируя в информационную среду цифрового двойника геомагнитные данные спутниковых наблюде-
ний. Практическая значимость: применение предложенной методологии делает возможными автоматизированную диагностику 
временных рядов геомагнитных данных на предмет выбросов и аномалий, а также восстановление отсутствующих значений и 
идентификацию мелкомасштабных возмущений. 

Ключевые слова — цифровые двойники, восстановление временных рядов, статистический анализ, геомагнитные данные, 
магнитные станции.
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Университета ИТМО, Санкт-
Петербург.
В 2009 году окончил  Санкт-
Петербургский государственный 
университет информационных 
технологий, механики и оптики 
по специальности «Прикладная 
математика и информатика».
В 2014 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук.
Является автором 13 научных 
публикаций.
Область научных интересов — 
верификация программного обе-
спечения, статические анализа-
торы кода.
Эл. адрес: 
lukinma@gmail.com 
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МИХАЙЛЕНКО
Кристина
Игоревна

Магистрант кафедры компью-
терных технологий Университе-
та ИТМО, Санкт-Петербург.
В 2020 году окончила бакалаври-
ат Университета ИТМО по специ-
альности «Прикладная матема-
тика и информатика».
Область научных интересов — 
методы декомпиляции, статиче-
ский анализ.
Эл. адрес: 
Kristina.Mihajlenko@gmail.com 

МОЛДОВЯН 
Дмитрий 
Николаевич

Научный сотрудник лаборатории 
кибербезопасности и посткванто-
вых криптосистем Санкт-Петер-
бургского института информати-
ки и автоматизации РАН.
В 2009 году окончил Ленинград-
ский электротехнический инсти-
тут им. В. И. Ульянова (Ленина) 
по специальности «Компьютер-
ная безопасность».
В 2012 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук. 
Является автором 79 научных 
публикаций и шести патентов на 
изобретения.
Область научных интересов — 
информационная безопасность, 
защита информации, криптоси-
стемы с открытым ключом, пост-
квантовая криптография, конеч-
ные некоммутативные алгебры.
Эл. адрес: mdn.spectr@mail.ru

МОЛДОВЯН
Николай 
Андреевич

Профессор, заведующий научно-
исследовательским отделом про-
блем информационной безопас-
ности Санкт-Петербургского 
института информатики и авто-
матизации РАН, заслуженный 
изобретатель РФ.
В 1975 году окончил Кишинев-
ский политехнический институт 
по специальности «Полупровод-
никовые приборы». 
В 2001 году защитил диссерта-
цию на соискание ученой степе-
ни доктора технических наук.
Является автором более 250 на-
учных публикаций и 60 патен-
тов на изобретения.
Область научных интересов — 
информационная безопасность, 
криптография, электронная 
цифровая подпись, блочные 
шифры.
Эл. адрес: nmold@mail.ru

НГУЕН 
Тхань Конг

Эксперт департамента науки, 
технологий и международного 
сотрудничества Данангского 
университета науки и техноло-
гий, Данангский университет, 
Дананг, Вьетнам.
В 2013 году окончил магистрату-
ру Университета Юань Цзе, Тай-
вань, по специальности «Маши-
ностроение».
Область научных интересов — 
обработка изображений.
Эл. адрес: nthcongbk@dut.udn.vn

ПАСТУШОК
Игорь
Анатольевич

Доцент кафедры инфокоммуни-
кационных систем Санкт-
Петербургского государственно-
го университета аэрокосмиче-
ского приборостроения.
В 2014 году окончил Санкт-
Петербургский государственный 
университет аэрокосмического 
приборостроения по специально-
сти «Комплексная защита объек-
тов информатизации». 
В 2018 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук.
Является автором 24 научных 
публикаций. 
Область научных интересов — 
математическая оптимизация, 
беспроводные сети, алгоритмы 
распределения ресурсов, теория 
вероятности, имитационное мо-
делирование.
Эл. адрес: i.pastushok@vu.spb.ru

ПИЛИПЕНКО
Вячеслав
Анатольевич

Главный научный сотрудник 
Геофизического центра РАН, за-
ведующий лабораторией физики 
околоземного пространства Ин-
ститута физики Земли РАН, 
Москва.
В 1973 году окончил Московский 
государственный университет 
им. М. В. Ломоносова по специ-
альности «Физик».
В 2000 году защитил диссерта-
цию на соискание ученой степе-
ни доктора физико-математиче-
ских наук.
Является автором более 300 на-
учных публикаций.
Область научных интересов — 
космическая физика, геомагнит-
ные вариации, космическая по-
года, солнечно-земная физика. 
Эл. адрес: pilipenko_va@mail.ru
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РОЯК
Михаил
Эммануилович

Профессор кафедры прикладной 
математики, директор Институ-
та дистанционного обучения Но-
восибирского государственного 
технического университета.
В 1989 году окончил Новосибир-
ский электротехнический инсти-
тут по специальности «Инженер-
математик».
В 2008 году защитил диссерта-
цию на соискание ученой степе-
ни доктора технических наук.
Является автором более 100 на-
учных публикаций.
Область научных интересов — 
математическое моделирование 
электромагнитных процессов.
Эл. адрес: royak@corp.nstu.ru 

СИВАК
Сергей
Андреевич

Аспирант кафедры прикладной 
математики и информатики, 
младший научный сотрудник 
научно-образовательного центра 
«Моделирование наукоемких 
технологий» Новосибирского го-
сударственного технического 
университета.
В 2013 году окончил магистрату-
ру Новосибирского государствен-
ного технического университета 
по специальности «Прикладная 
математика и информатика».
Является автором четырех науч-
ных публикаций.
Область научных интересов — 
метод конечных элементов, ме-
тод граничных элементов.
Эл. адрес: siwakserg@yandex.ru 

СТАНКЕВИЧ
Андрей
Сергеевич

Доцент факультета информаци-
онных технологий и программи-
рования Университета ИТМО, 
Санкт-Петербург.
В 2004 году окончил Санкт-
Петербургский государственный 
университет информационных 
технологий, механики и оптики 
по специальности «Прикладная 
математика и информатика».
В 2011 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук.
Является автором 13 научных 
публикаций.
Область научных интересов — 
формальные языки, теория 
сложности, алгоритмы и струк-
туры данных.
Эл. адрес: stankev@itmo.ru

СТУПАКОВ
Илья
Михайлович

Доцент кафедры прикладной ма-
тематики Новосибирского госу-
дарственного технического уни-
верситета.
В 2009 году окончил магистрату-
ру Новосибирского государствен-
ного технического университета 
по специальности «Прикладная 
математика и информатика».
В 2016 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук.
Является автором более 30 науч-
ных публикаций. 
Область научных интересов — 
метод конечных элементов, ме-
тод граничных элементов, мате-
матическое моделирование элек-
тромагнитных полей.
Эл. адрес: istupakov@gmail.com 

ТСИЛИКА
Кириаки
Димитрос

Ассистент кафедры экономики 
Университета Фессалии, препо-
даватель Школы социальных 
наук Греческого открытого уни-
верситета, Волос, Греция.
В 1995 году окончила математи-
ческий факультет Университета 
Аристотеля в Салониках, Греция. 
В 1999 году защитила диссерта-
цию на соискание ученой степе-
ни (PhD) по прикладной матема-
тике. 
Является автором 68 научных 
публикаций. 
Область научных интересов — 
вычислительная математика, 
символические вычисления, си-
стемы компьютерной алгебры, 
теория и методы оптимизации, 
невыпуклый негладкий анализ, 
хеми-вариационные неравенства, 
визуализация данных, теория 
графов, экономические сети и др.
Эл. адрес: ktsilika@teilar.gr

ФАМ
Конг Тханг

Преподаватель факультета ин-
формационных технологий Да-
нангского университета науки и 
технологий, Дананг, Вьетнам.
В 2013 году окончил Тульский 
государственный университет по 
специальности «Вычислитель-
ные машины, комплексы, систе-
мы и сети».
В 2016 году защитил диссерта-
цию на соискание ученой степе-
ни кандидата технических наук 
в Тульском государственном 
университете.
Является автором 20 научных 
публикаций.
Область научных интересов — 
обработка изображений, машин-
ное обучение, наука о данных.
Эл. адрес: pcthang@dut.udn.vn 
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ХРИСТОДУЛО
Ольга
Игоревна

Заведующая кафедрой геоин-
формационных систем Уфимско-
го государственного авиационно-
го технического университета.
В 1991 году окончила Уфимский 
государственный авиационный 
технический университет по спе-
циальности «Автоматизация и 
механизация процессов обработ-
ки и выдачи информации».
В 2012 году защитила диссерта-
цию на соискание ученой степе-
ни доктора технических наук.
Является автором более 100 на-
учных публикаций.
Область научных интересов — 
обработка и хранение простран-
ственных данных.
Эл. адрес: o-hristodulo@mail.ru

ЧАН
Тхи Тху Тхао

Преподаватель факультета ста-
тистики и информатики Эконо-
мического университета, Да-
нангский университет, Дананг, 
Вьетнам.
В 2018 году окончила магистра-
туру Тульского государственного 
университета по специальности 
«Прикладная математика и ин-
форматика».
Является автором десяти науч-
ных публикаций.
Область научных интересов — 
обработка изображений, машин-
ное обучение.
Эл. адрес: thaotran@due.udn.vn 

ЯНКОВСКИЙ
Никита
Андреевич

Магистрант кафедры информа-
ционной безопасности Санкт-
Петербургского государственно-
го университета аэрокосмиче-
ского приборостроения.
Является автором четырех науч-
ных публикаций.
Область научных интересов — 
математическая оптимизация, 
беспроводные сети, алгоритмы 
распределения ресурсов, теория 
вероятностей, имитационное мо-
делирование.
Эл. адрес: yannik98@yandex.ru


