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Introduction: Security assessment of modern information systems is a challenging task. These systems incorporate heterogeneous
objects, things, subjects and connections between them. They are continuously changing and generate a lot of events. As a result, the
system security state is constantly changing. Purpose: To develop an approach for security assessment of the heterogeneous informa-
tion systems. Results: We develop and present an approach to security assessment. It incorporates data gathering from various sources,
log preprocessing, security incidents detection, mapping the security incidents to the nodes of the attack graph, security assessment
and forecasting, and results representation. The novelty of the proposed approach is in the technique for mapping the detected incidents
to the stages of the targeted cyber attacks. This technique uses the Emerging Threats correlation rules to output the security incidents
based on the detected events. It also uses the Targeted Attack Analyzer (Indicators of Attack) rules that describe security incidents
(signatures) using Sigma language to map the detected security incidents to the attack patterns from the MITRE ATT & CK database.
Thus, the proposed technique allows one to map the detected events to the attack graph nodes and assess and forecast the targeted
cyber attacks. The attack graph is generated using MITRE ATT & CK attack patterns and vulnerabilities from the National Vulnerability
Database. The approach is implemented in the Python language. The test environment is deployed to test the mapping of the detected
security incidents to the known attack patterns. Practical relevance: The investigation results can be used in the construction of security
assessment systems that are aimed at strengthening cyber security of heterogeneous information systems.
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Introduction

Currently, digitalization covers more and more
areas of human life. Along with advantages, it leads
to new threats. Thus, supporting information tech-
nology infrastructure is vulnerable to cyber threats.
Their successful implementation can lead to such
consequences as power outage that is uncomfortable
for people and crucial for the industry, for example,
water treatment, medical infrastructures, etc.

Modern information technology infrastructures
are characterized by a high level of complexity and
heterogeneity. Security information and event man-
agement systems (SIEM) were introduced to moni-
tor the system’s processes and to detect malicious
ones. These systems allow early attack detection
and forecasting and provide security incident foren-
sics utilities. SIEM systems collect events from dif-
ferent sources and implement their correlation anal-
ysis to support these tasks. The event correlation in

information security allows revealing the dependen-
cies between the events relating to the same cyber
security incident [1]. It incorporates the following
stages: normalization, preprocessing, anonymiza-
tion, aggregation, filtering, correlation itself, and
prioritization [1]. The event correlation results are
the cyber security incidents. They are used by the
researchers to attribute the attacker [2—-4], forecast
the attack development, and select measures for
countering cyber attacks.

In this paper, the authors focus on the targeted
cyber attacks as multi-step and hard-to-detect at-
tacks. A targeted attack is a type of cyber attack
that is aimed at compromising a specific system or
object. Such attacks can have different development
vectors (techniques). They incorporate the following
standard stages: reconnaissance, resource develop-
ment, initial access, execution, persistence, privi-
lege escalation, defense, evasion, credential access,
and discovery. The stages may vary depending on
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the object under attack. The consequences of the
targeted cyber attack can be crucial. Detection of
cyber attack at an early stage can help avoid consid-
erable damage. Both attack detection and preven-
tion require event correlation. It allows detection of
the cyber security incident and mapping it to the
appropriate attack stage and technique for further
prevention.

The researchers proposed various event correla-
tion techniques for the SIEM systems based on the
manual [5], supervised [6], and unsupervised meth-
ods [7, 8]. Existing information security monitor-
ing tools implement these techniques. At the same
time, while most security monitoring tools allow
detecting cyber security incidents using correlation
techniques, they do not allow mapping the detected
security incidents to the targeted cyber attack stag-
es. To fill the gap, the paper [9] introduced the tech-
nique based on the set of Emerging Threats (https://
rules.emergingthreats.net/open/suricata-5.0/
rules/) correlation rules and on the set of Targeted
Attack Analyzer (Indicators of Attack) (TAA (IOA))
rules (https://support.kaspersky.com/KATA/3.7.1/
en-US/194907.htm). The set of Emerging Threats
correlation rules is applied for events correlation to
output cyber security incidents. The set of TAA (I0A)
rules is used to map the detected security incidents
to the stages of the targeted cyber attacks. The TAA
(IOA) rules describe behavior in the system (signa-
ture) that could indicate a targeted attack (security
incident) and can be validated in real time [10, 11].
The authors [9] use the open dataset of the TAA
(IOA) rules specified in Sigma language (https://
github.com/SigmaHQ/sigma/tree/master/rules) and
integrated with the MITRE ATT & CK database
(https://attack.mitre.org/). The IOA allows mapping
the security incidents (signatures) to the attack
stages from the MITRE ATT & CK database, name-
ly, reconnaissance, resource development, initial
access, execution, persistence, privilege escalation,
defense, evasion, credential access, and discovery.
The technique proposed in [9] allows detecting the
security incidents based on the security events and
mapping them to the IOA mapped to the MITRE
ATT & CK tactics and techniques. The research
was presented at the 5th International Workshop
on Attacks and Defenses for the Internet-of-Things
(ADIoT 2022).

In this paper, the authors describe the common
approach to security assessment based on attack
graphs using the National Vulnerability Database
(NVD, https://nvd.nist.gov/) and MITRE ATT & CK
database that incorporates the technique present-
ed in [9] as one of the stages. The authors also in-
troduce a novel attack graph model that integrates
attack stages represented using MITRE ATT & CK
objects and attack actions represented using the
vulnerabilities from the NVD, and security assess-

ment technique based on the proposed attack graph
and mapping of the security incidents to this graph.
The proposed approach allows forecasting of the
next attack steps, and in prospect, it will allow time-
ly responses against cyber attacks.

The main contributions of the paper are as fol-
lows:

— the approach to security assessment of the
information systems using NVD and MITRE
ATT & CK database. It is based on attack graphs.
The developed approach uses the technique for de-
tecting and mapping the cyber security incidents
presented in [9] as one of the stages;

— a novel attack model in the form of the attack
graph, constructed considering cyber attack stages
and vulnerabilities of the system under analysis;

— the security assessment technique. It is based
on the developed attack graph and the mapping of
the security incidents to the generated graph.

The novelty of the proposed solution is as follows:

— the comprehensive approach to the securi-
ty assessment using NVD and MITRE ATT & CK
and considering mapping of the security incidents
to the cyber attack stages. It uses the technique for
detecting and mapping the cyber security incidents
presented in [9] as one of the stages;

— the attack graph that differs by the joint con-
sideration of the attack stages and attack actions;

— the security assessment technique based on
the proposed attack graph and mapping of the secu-
rity incidents to the graph.

Related research

Currently, a wide variety of event correlation
techniques has been proposed [8]. They could be
classified into three main groups according to the
knowledge extraction method: manual, supervised,
and unsupervised. Rules and signature-based ap-
proaches form the first group, while the second and
third groups include corresponding machine-learn-
ing techniques and algorithms. Despite their vari-
ety, their primary goal is to generate security in-
cidents based on observed system, network, and
application events.

Such techniques are used in SIEM systems to
detect anomalous activity. Thus, Splunk Enterprise
Security (https://www.splunk.com/en_us/products/
enterprise-security.html) uses correlation based on
the trained neural network to detect anomalies in
the event stream using the trained neural network.
QRadar SIEM (https:/www.ibm.com/qradar/securi-
ty-qradar-siem), HP ArcSight Security Intelligence
(http://www.microfocus.com/en-us/cyberres/secops/
arcsight-esm), and MaxPatrol SIEM (https:/www.
ptsecurity.com/ww-en/products/mpsiem/) use rule-
based correlation methods.
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Few security solutions implement further map-
ping of the security events and accidents to the in-
dicators of attacks. This functionality is often im-
plemented as an additional component, and is based
on expert rules. For example, PT Network Attack
Discovery component (https:/mitre.ptsecurity.com/
en-US/techniques?utm_source=pt-main-en&utm_
medium=slider&utm_campaign=mitre) from
Positive Technologies implements automated map-
ping of the detected incidents to a set of the attack
techniques and tactics. SIEM QRadar from IBM in-
cludes QRadar Use Case Manager. It provides func-
tionality for the generation of rules to map the de-
tected incidents to specific tactics and techniques.

There is a public knowledge-based repository
of adversary tactics and techniques — the MITRE
ATT & CK repository. It incorporates more than
620 attack techniques for enterprise information
platforms. The provided tactics, techniques, and
procedures are classified by the attack stages.
Another recent MITRE research effort, DSFEND,
attempts to link known countermeasures to cor-
responding attack techniques. One of the most
common ways to use MITRE ATT & CK matrix is
modeling attack paths to determine missed attack
steps and appropriate countermeasures [12-14].
For example, in [14], a methodology for a system
security assessment based on the attacker’s be-
haviour modeling is presented. The attacker’s be-
haviour is represented as a sequence of techniques
specified in the MITRE ATT & CK matrix.

In [12], authors propose a new structure that
links the attack graph and attack kill chain steps.
As the attack graph is constructed for a given sys-
tem configuration, the proposed structure maps the
given system to the possible attack steps and rec-
ommended countermeasures. The mapping of the
MITRE ATT & CK techniques to the attack graph
elements is implemented using a ruleset defined
manually.

Xiong et al. developed a threat modeling lan-
guage that allows modeling attacks in the system
being analyzed [13]. It enables the specification of
the information system entities. Then the textual
descriptions of the MITRE ATT & CK techniques
are manually mapped to language structures that
link system entities, attack techniques, and coun-
termeasures, making it possible to reveal available
countermeasures for each attack step and define
missed ones.

In [15], authors focused on the problem of the
probabilistic generation of the attack steps repre-
sented by the MITRE ATT & CK tactics. They use
a hidden Markov model to represent transitions be-
tween tactics and techniques and try to calculate
transition probabilities based on the analysis of the
observable events. A set of observables is extracted
from over 25 documents and other materials relat-
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ing to the incidents in the industrial control systems.
This analysis allowed the authors to determine the
frequency of transitions between tactics and tech-
niques and to transform them in initial probabili-
ties, transition probabilities, and observable emis-
sion probabilities. The authors demonstrated that it
is possible to generate different attack scenarios by
changing the probabilities.

In [16-18] MITRE ATT & CK matrix serves as a
basis for stating and validating hypotheses about at-
tacks and their paths based on observations revealed
by an analyst and historical data about attacks and
threat actions. For example, in [16] the authors con-
struct a graph of attack tactics and evaluate differ-
ent algorithms for predicting missing graph edges
and vertices to discover missed attack steps. The
source data for constructing such an attack graph
are data about attacks that are available through
the MITRE ATT & CK STIX repository. Al-Shaer et
al. investigated the problem of the similarity of dif-
ferent attack scenarios to reveal inter-dependencies
between techniques and tactics. They demonstrat-
ed that certain fine-grained associations between
techniques and tactics could be used to forecast an
attacker’s behavior [18].

A. Nisioti et al. propose DISCLOSE, a frame-
work targeted to support the forensics investi-
gation and evaluate the severity of the security
breaches [17]. Similarly to [16], the authors use
the MITRE ATT & CK STIX repository to con-
struct a knowledge graph that reflects the prob-
abilistic dependencies between attack techniques
and could be used to reveal missed attack steps
and forecast attack steps. Moreover, the authors
suggest evaluating the cost and benefit of each
attack action. The benefit of the attack actions
is determined based on their properties, such as
required privileges and user interaction, using
the Common Vulnerability Scoring System Base
Score Calculator. The cost of the attack actions
is calculated based on expert assessments. Thus,
the analyst may understand the impact of the pos-
sible attack actions using numerical scores and
select appropriate countermeasures.

In [19], Kim et al. adopt the MITRE ATT & CK
matrix to implement mobile advanced persistent
threat attribution. They propose to form a vector-
ized presentation of tactics based on the results of
their similarity analysis. The authors demonstrated
that such a solution allows a reduction of the false
positive rate in task of malware author’s attribution.

The approach proposed in this paper is close
to the approach suggested in [17]. But unlike the
approach [17], the introduced approach performs
security incident mapping to attack patterns in re-
al-time mode and considers the step of the event cor-
relation and construction of the security incidents
and alerts.
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Approach for security assessment
based on attack graphs using NVD
and MITRE ATT & CK database

Cyber attack incorporates several stages that
are called kill chain. As soon as we consider enter-
prise networks, the stages are as follows: reconnais-
sance, resource development, initial access, execu-
tion, persistence, privilege escalation, defense eva-
sion, credential access, discovery, lateral movement,
collection, command and control, exfiltration, and
impact. Some of them can be missed. Besides, to im-
plement each stage several techniques can be used.

Detection of cyber attacks at the early stages of
the kill chain allows for a reduced impact on the tar-
get system. In this paper, we propose an approach to
security assessment based on attack graphs using
NVD and MITRE ATT & CK database. The goal is
to enhance the results of the security assessment
via enhancement of the targeted attack detection. It
can be specified as follows: Respy > Resp,, where
Res is defined as the number of the detected attack
stages for the proposed approach (Resp,) and exist-
ing approaches (Resg ).

The proposed approach incorporates data gath-
ering from various sources; log preprocessing; secu-
rity incidents detection using correlation analysis;
mapping the security incidents to the nodes of the
attack graph constructed considering the kill chain
using NVD and MITRE ATT & CK database; secu-
rity assessment and forecasting based on the con-
structed graph; and results representation (Fig. 1).
It takes as input the security incidents and outputs
the risk scores for the resources of the analyzed sys-
tem. The stages of the approach are detailed in the
subsections below.

Data gathering and log preprocessing

First, in the data gathering stage, the raw data
from the network log net _log and the internal log
syslog (or other) are gathered. These data enter the
preprocessing stage.

In the preprocessing stage, the raw data D, are
normalized, preprocessed, filtered, and aggregated
(Fig. 2) using the following algorithm.

Step 1. The raw data D, i. e. the set of network
and internal events, enter the normalization pro-
cess Norm. D, are converted to the normalized for-
mat in terms of length and syntax:

read
D. — Norm(len, syn),

where len — the fixed length; syn — the normalized
event syntax.

Step 2. The normalized events enter the pre-
processing Proc. The events are supplemented by
the fields essential for the correlation: time_start,
time_end, list:

read
D, — Proc(time _start, time _end, list),

where time_start — event start time; time_end —
event end time; list — event source.

Step 3. The preprocessed events enter the filter-
ing and aggregation process Filter. It is required to
remove the repeated events and aggregate similar
events:

read
D, — Filter(del _attr, meta),

. Formatted Seeurity
aw events
L events C lati Operator’s
0g orrelation Graphical User
preprocessing analysis ;] } Interface (GUI)
Sysl -
Ng;s l(; i’ Emerging
- Threats rules Attack Possible attack
indicators sequences
System analysis
objects l L Security scores
Security
Attack graph assessment
generation and attack
forecasting
Vulnerabilities
and attack
stages
B Fig. 1. The generalized scheme of the proposed approach
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Event attributes Security incidents

(Sy, Sy oorr Sp) (P, Py, ..., P,)

E— E—

Emerging Threats rules

Correlation

Preprocessed
events D

B Fig. 3. The scheme of security incident detection us-
ing log correlation analysis

where del_atr — a function for the removal of
repeated events; mefa — a function for aggregation
of similar events.

Limitations:

{Cl7 Cz, ceny Cn}U{Ll’ Lz, ’Lk} € D,

where C — network events; . — internal events
(events from operation system log); D — preprocessed
events.

Security incident detection using
correlation analysis

Correlation allows security incident detection. At
this stage, the Emerging Threats correlation rules
are used for events correlation (Fig. 3).

The authors specify the correlation rule as the
following mathematical object:

impact
< Rule _type > [< TriG > (S;, Sg, ..., S;) —
display
(P, By, ... P) — <Alert>, < Severity >],

where <Rule_type> — a type of the correlation
rule that depends on the event source lisi. We
outline the following types of correlation rules:
App-layer, Decoder, Dhcp, Dnp3, DNS, Files,
http2, http, Ipsec, Kerberos, Modbus, Mqtt, Nfs,
Smb, Tls; <TriG> — the security incidents
signatures, several signatures can exist for
the same type of correlation rule; (S, Sy, ...,
S,) — event attributes indicating the security
incidents; (P, Py, ..., P,) — detected security

incidents; <Alert> — alert for the cyber security
incident; <Severity> — severity of the alert (low,
medium, or high).

This is the production model that uses IFF-THEN
rules to represent an operation. The preprocessed
events D enter the correlation analysis (see Fig. 3).
The event source list is used to select the correla-
tion rule. The event attributes S trigger alert Alert
if they correspond to one or several signatures
TriG of the security incidents P. The severity of the
alert depends on the number of security incidents.
The algorithm for correlation can be specified as
follows.

Step 1. Events D enter the correlation rule de-
pending on their source list:

read
D — Rule_type.

Step 2. The events syntax represented by the
event attributes S, is mapped to the features spec-
ified within the cyber security incident signature
TriG:

read

D — < Rule_type ><TriG > (S;, Sy, ..., S,,).
Step 3. If the events D contain at least one at-
tribute corresponding to the feature specified in the

cyber security incident signature, then the incident
is detected:

read impact

D — < Rule_type ><TriG > (S4, So, ..., S,) —
(P, Py, ..., P).

Step 4. The alert Alert is generated and sent to
the operator’s GUI together with its severity:

read impact
D — < Rule_type >[<TriG >(Sy, Sy, ..., S,) —

display
(P, B, ..., P,) — <Alert>, <Severity >].

The obtained security incidents are passed to the
attack indicators analysis stage.
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Technique for mapping the security
incidents to the nodes of the attack graph

At this stage, the security incidents obtained
using events correlation are mapped to the cy-
ber attack stages represented as an attack graph.
The graph is generated considering the MITRE
ATT & CK tactics and techniques, i. e. to the stages
of the targeted cyber attacks.

The cyber attacks model represented as an at-
tack graph, and a set of TAA (IOA) rules are used
for this goal.

The attack graph is specified considering the
analyzed system and cyber attack stages.

The analyzed system is specified based on its
objects Obj and relations between them Rel as fol-
lows:

S = {0bj, Rel}.
Each object 0bj € Obj is specified as follows:
obj = {ip_addr, type, software, hardware}.

Object type type is specified considering the sub-
matrices of the Enterprise matrix of the MITRE
ATT & CK (https:/attack.mitre.org/matrices/enter-
prise/) as follows:

type € {PRE, Windows, macOS, Linux, Cloud,
Network, Containers}.

It is used to specify applicable attack stages and
to determine the object’s criticality.

Software software and hardware hardware are
used to detect the object’s vulnerabilities and gener-
ate attack subgraphs.

Rel specifies relations between objects.

The generalized attack graph GAG is specified
as the set of attack subgraphs ASG and connections
Con between them:

GAG = {ASG, Con}.

Each subgraph ASG is specified depending on
the type type of the system object Ob; under attack
as the set of the attack stage nodes stage:

ASG = U?:l stage;,

where n — is the number of the attack stages that
depend on type. For example, for the type = Win-
dows (https://attack.mitre.org/matrices/enterprise/
windows/), ASG = {Initial Access, Execution, Per-
sistence, Privilege Escalation, Defense, Evasion, Cre-
dential Access, Discovery, Lateral Movement, Collec-
tion, Command and Control, Exfiltration, Impact},
while for the ¢ype = PRE (https://attack.mitre.org/

matrices/enterprise/pre/), ASG = {Reconnaissance,
Resource, Development}.

Each stage stage is specified as a stage attack
subgraph considering type:

stage = {N, Con, Pr},

where N — the set of stage attack graph nodes;
Con — the set of connections between them; Pr —
probability of successful stage implementation.

Each node n € N represents an attack action. It
is specified as follows:

n = {V, Pr},

where V — the set of vulnerabilities that can be used
to implement the attack action; Pr — probability of
successful attack action implementation.

The set of vulnerabilities is specified consid-
ering the type of the system obj, its hardware,
and software. The vulnerabilities are related to
attack stages if an appropriate connection exists
in the MITRE ATT & CK database. Analysis of
the MITRE ATT & CK databases demonstrated
the low connectivity between this database and
vulnerability databases (such as NVD). Thus,
this research proposes using the technique for
classification of the vulnerabilities by the MITRE
ATT & CK stages using machine learning meth-
ods.

The TAA (IOA) rules describe security incidents
(signatures) using Sigma language. The IOA allows
mapping the security incidents to the attack stages
from the MITRE ATT & CK database, for example,
reconnaissance, resource development, initial ac-
cess, execution, persistence, privilege escalation, de-
fense, evasion, credential access, and discovery. The
mapping is specified as follows:

display
P) —

>],

< Sign > [< attack > (P, Py, ...,

<0,1>, <R, MITREObj

where (Sign) — TAA (I0OA) signatures of the securi-
ty incidents; (attack) — attack techniques according
to the MITRE ATT & CK. For example, it can take
the following values: Ddos_attack, Malv_attack,
Scan_attack, Web_attack, Sql_attack, XSS _attack,
Shell_attack, Dos_attack, Brut_attack, Pass_attack,
Inject_attack; (P, Py, ..., P,) — cyber security in-
cidents corresponding to the attack technique; <0,
1> — the result of mapping of the security incidents
(Py, Py, ..., P,) to the MITRE ATT & CK techniques
(attack) based on the signature (Sign): 0 — the set
of the detected incidents (P;, P, ..., P,) do not cor-
respond to the (Sign), 1 — the set of the detected
incidents (P, Py, ..., P,) correspond to the (Sign);
MITREObJ- — attack description, its stage, possible
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next steps, and attack responses according to the
MITRE ATT & CK.

This process can be briefly described as follows.
The signatures of the security incidents detected on
the correlation stage are compared with the TAA
(IOA) signatures of the same incidents. The targeted
attack represented using MITRE ATT & CK tech-
niques is detected if they match. Otherwise, the de-
tected incident can’t be mapped to the multi-step tar-
geted attack represented with the path of the attack
graph GAG. The attack responses depend on the at-
tack stage and used tactics and techniques. Mapping
the security incidents to the attack stages allows for
assessing security, attack forecasting, and, in the fu-
ture, selection of efficient attack responses.

The corresponding algorithm is as follows.

Step 1. Comparison of the signatures of the se-
curity incidents P, P,, ..., P, obtained from the D
attributes using the Emerging Threats correlation
rules with TAA (IOA) signatures. The TAA (I0A)
signatures Sign of the incidents P,, P,, ..., P, cor-
respond to the tactics, techniques and procedures
attack from the MITRE ATT & CK database. The
comparison is specified as follows:

compare

DR, P, ...P) —
< Sign >< attack > (P, B, ..., P,).

s dp

Step 2. Displaying the MITREObj if the signa-
tures match:

compare
D(Pl’P2"“’Pk) —>
display
< Sign > [< attack > (P, B, ..., P,) —

<1l> , < MITREObJ

>],
where 1 indicates that the set of the detected
incidents P, P,, ..., P, correspond to the Sign. Go to
Step 3. Otherwise, go to Step 4.
Step 3. Starting security assessment process.
Step 4. The security incident can not be mapped
to the MITRE ATT & CK stages.

Security assessment

This research proposes a hierarchical securi-
ty assessment process using a security risk score.
A security risk score is calculated considering the
probability of the security incident and the impact
of the incident. It incorporates the following levels of
hierarchy (from the lowest to the highest): 1) stage
stage attack subgraph level — incorporates security
risk scores for the stage attack subgraph nodes that
are represented with attack actions n implemented
using vulnerabilities; 2) ASG level — incorporates

\ 3ALUTA UHOOPMALMK N\

security risk scores for the ASG nodes that are rep-
resented with kill chain stages stage; 3) GAG lev-
el — incorporates security risk scores for the nodes
of the GAG that are represented with ASG.

On the attack subgraph level, the approach de-
scribed in [1] is used to calculate probabilities of
successful attack actions Pr. The probability of at-
tack is calculated using the equation for the uncon-
ditional probability:

k
Pr(nk) = HPC(ni | Pa[ni])7
=1

where n, — the successful implementation of the
k-th attack action represented using the attack
graph node; Pc — local conditional probability dis-
tributions, i. e. the probability of compromise of a
node considering the states of its parents; Paln,] —
all parents of node n,,.

The graph traversal is used to calculate Pr.

Calculation of the unconditional probability re-
quires the local conditional probability. To calculate
local conditional probability distributions Pec, the
approach proposed in [20] is used (the first equation
for OR relations, the second equation — for AND
relations):

0if Vn; € Paln,]|n; =
k-1
=0and | 1- [ [ (1 - Pc(n;)) | otherwise
i=1
0if In; € Pa[n,]|n; =
k-1

=0 and [H (Pe(n; ))J otherwise

=1

Pc(ny,) =

b

where n; = 0 means that attack action is not suc-
cessful.

OR relations of the graph nodes (i. e. attack ac-
tions) represent the case when the successful im-
plementation of the attack action requires the suc-
cessful implementation of at least one of its parent
nodes. AND relations of the graph nodes represent
the case when the successful implementation of the
attack action requires the successful implementa-
tion of all its parent nodes.

For the root node of the graph Pc is calculated
using local probability p(n) for this node:

p(n) for successful attack action
Pc(n) = 0 .

otherwise

The reverse depth-first traversal is used to cal-
culate conditional probability distributions for all
nodes.

The approach based on Common Vulnerability
Scoring System metrics is used to calculate local
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probabilities for the attack graph nodes and impact
scores [1].

On the ASG level, the same approach is used but
nodes are represented with kill chain stages stage.
The local probabilities for the stage are calculated
as probabilities Pr for the leaf nodes of the stage
attack subgraph if it exists. If there is no stage at-
tack subgraph for the stage (no corresponding vul-
nerabilities) then the local probability is calculated
considering the complexity of the stage implemen-
tation according to the MITRE ATT & CK. Impact
on this level is calculated as the maximum impact
from the stage attack subgraph.

On the GAG level, the nodes are represented
as ASG. Thus local probabilities are calculated
as probabilities Pr for the leaf nodes of the ASG.
Impacts are calculated considering the criticalities
of the objects Obj.

In the case of security incidents, the probabilities
for the nodes on all levels are recalculated consider-
ing Bayes’ theorem.

Experiments

The authors implemented the proposed ap-
proach in Python programming language using the
Flask framework (https://flask.palletsprojects.com/
en/2.1.x/). Figure 4 provides the general architec-
ture of the developed prototype.

The authors deployed the testing environment
for the experiments. As the test case the small frag-
ment of computer network was selected that can
be the part of any supporting information technol-
ogy infrastructure of power generation system. It

is represented in Fig. 5. The developed prototype
and the tested SIEM tools were installed on the
Administrator’s workstation.

The attacks were conducted against the user’s
workstation using internal tools of the Kali Linux
operation system (https:/www.kali.org/). The con-
ducted attacks are provided in Table 1.

The Scan_attack is the first stage of the following
attacks sequence (TestSequence): Reconnaissance
(Scan_attack), Resource Development (Develop
Capabilities), Initial Access (Exploit Public-Facing
Application), Execution (Command and Scripting
Interpreter), Persistence (Account Manipulation),
Privilege Escalation (Scheduled Task), Defense
Evasion (BITS dJobs), and Credential Access
(Account Manipulation).

Table 2 contains the results of the experiments.
It represents the following characteristics:

— the target IP-address;

— the conducted attacks;

— the types of events corresponding to the at-
tacks (C — network events, L. — operation system’s
log events);

— the TAA signatures corresponding to the at-
tacks;

— the administrator IP-address;

— if the attack was detected and mapped.

Table 3 details the detected techniques for each
attack according to the MITRE ATT & CK.

After detection and mapping of the attack to the
attack sequence on the attack graph, the security
risks are recalculated. Thus, the security risks for
the TestSequence are provided in Fig. 6, where red
color indicates high risk, yellow color — medium
risk, and green color — low risk.

Data preprocessing

MITRE ATT&CK
NVD
Output data
Security assessment .
Attack graph and attack Cyber security
Log preprocessing — g;;g?;r; —-» forecasting \A incidents
Input data component R MITRE ATT&CK
Syslog Correlation analysis Attack indicator Y| | Attack paths and
Net_log G P P . .
- Filtering component analysis component security scores
aggregation \—/—\
N

Correlation rules
(Emergency
threat)

B Fig. 4. General architecture of the developed prototype

TAA (I0A)
signatures
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User
“.. 192.168.0.108

Attacker
192.168.0.104

B Fig. 5. Deployed test environment
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B Table 3. The detected techniques of the conducted cyber
attacks

Attack Techniques according to the MITRE
ATT & CK
Dos_impact T1499.001, T1499.002, T1499.003,
T1499.004

T1505.001, T1505.002, T1505.003
T1595.001, T1595.002

Shell_impact

Scan_impact

B Table 1. The cyber attacks conducted within the test
environment

info

technique

192.168.0.108 BITS Jobs 667205

Security recor

B Fig. 6. The security risks for the TestSequence

Source Target

Attack IP-address IP-address Success

Dos_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Shell impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Scan_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Inject_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Brut_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

B Table 2. Successfully detected and mapped attacks

Adminis-
Attack Event . TAA User IP-address trator
type |signature

IP-address
Dos_ C Dos_ | 192.168.0.108 | 127.0.0.1
impact attack (User)
Shell L Shell _at-| 192.168.0.108 | 127.0.0.1
impact tack (User)
Scan_ C Scan_at-| 192.168.0.108 | 127.0.0.1
impact tack (User)
Inject_ L Inject_ | 192.168.0.108 | 127.0.0.1
impact attack (User)
Brut_ | C & L |Brut_at-| 192.168.0.108 | 127.0.0.1
impact tack (User)

Discussion and conclusion

The authors analyzed the modern SIEM systems
and found out that they do not provide the func-
tionality of the accurate mapping of the detected
incidents to the attack stage for further security as-
sessment and attack prevention. To fill this gap, the
authors proposed a new approach to the security as-
sessment incorporating a comprehensive technique
for correlating the raw events into the security inci-
dents and mapping the incidents to the attacks and
attack stages. The information on the detected and
mapped security incidents is further used in the
scope of the security assessment technique. In the
research, the authors used open source tools. The
Emerging Threats correlation rules were used for
event correlation. Mapping of the security incidents
to the attack stages was implemented using the
TAA (IOA) integrated with the MITRE ATT & CK
database. NVD and MITRE ATT & CK databases
were used for attack model generation. The authors
developed their models and algorithms based on
production rules, graph theory, probability theory,
and machine learning. The developed approach was
implemented using Python language. The testing
environment was deployed for the experiments. The
experiments proved that the developed tool allows
the detection of security incidents and mapping
them to the attack stages.

Besides, the authors compared the proposed
tool with existing open solutions, namely, Splunk
Enterprise Security, IBM QRadar SIEM, and HP
ArcSight Security Intelligence. The comparison re-
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SIEMs
Tool Dos_attack | Scan_attack | Shell attack
Attack detected
Developed + + +
tool
Other tools + + +
Attack mapped
Developed | T1499.001! | T1595.001° | T1505.0017
tool T1499.0022 | T1595.0026 | T1505.0028
T1499.0033 T1505.003°
T1499.0044
Other tools - - -

Lhttps://attack.mitre.org/techniques/T1499/001/
2 https://attack.mitre.org/techniques/T1499/002/
3 https://attack.mitre.org/techniques/T1499/003/
4 https://attack.mitre.org/techniques/T1499/004/
5 https://attack.mitre.org/techniques/T1595/001/
6 https:/attack.mitre.org/techniques/T1595/002/
7 https://attack.mitre.org/techniques/T1505/001/
8 https://attack.mitre.org/techniques/T1505/002/
9 https://attack.mitre.org/techniques/T1505/003/

7

sults are given in Table 4. Existing tools as well as
the developed tool can detect all the conducted at-
tacks. But unlike existing tools that are not able to
map the detected attacks to the MITRE ATT & CK
techniques and tactics, the developed tool is also
able to detect techniques and tactics corresponding
to the detected incident according to the MITRE
ATT & CK. Thus, Resps > Resp,, and the goal of
the research is accomplished.

There are some limitations of the approach. Thus,
the event correlation stage requires the correlation
rules. We used the Emerging Threats correlation
rules. If the rule for the security incident doesn’t ex-

ist, the proposed solution won’t detect the security
incident. The same limitation exists for the incident
mapping functionality. We implement mapping to
the MITRE ATT & CK tactics and techniques us-
ing the TAA (IOA) rules. If the rule for the MITRE
ATT & CK tactics or techniques doesn’t exist, the
proposed solution won’t map the detected security in-
cident to the attack sequence. Besides, there are some
performance limitations. Thus, for the attack graph
generation and probability calculation within the se-
curity assessment the resource consuming traversal
algorithms are used. As soon as the attack graph is
generated in the static mode before the system oper-
ation, this is not a drawback. To solve the probability
calculation challenge in the real time mode we limit
the number of the processed graph nodes.

Detection of the attack stage requires addition-
al time and resources as well. However, automation
of the cyber incident analysis will allow for saving
the resources in future. Thus, this is essential for
prevention of the targeted multi-step attacks. Their
detection at an early stage, further assessment, and
correct forecasting of the attack goal allow avoid
the attack’s success and impact from its successful
implementation. The proposed solution can be im-
plemented to protect heterogeneous infrastructures
from cyber attacks.

In further research, the authors plan to enhance
the proposed approach and corresponding tool in
the following aspects:

— extending covered cyber attack scenarios us-
ing more complex correlation rules for the detection
of cyber security incidents;

— considering attack scenarios that are not in-
cluded to the MITRE ATT & CK database, such as
generating targeted attacks using artificial neural
networks;

— conducting other types of attacks to map oth-
er types of cyber security incidents to the MITRE
ATT & CK tactics and techniques;

— adding the technique for the prospective coun-
termeasures selection to the developed approach.
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y 4 3ALUTA UHOOPMALMK V4

BBeneHnue: oneHuBaHue 3aIUIEHHOCTH COBPEMEHHbBIX HH()OPMAIIMOHHBIX CHCTEM SBIISETCH HETPHBHAIBHOMU 3anadeil. Taxkue cucTeMbl
00BbEeJUHAIOT PA3INYHbIE 0OBEKTHI, «BEIIH», CYyObEKTHI M CBA3H MEKAY HHUMH, IIPH 9TOM OHH IIOCTOSHHO MEHAIOTCA M FeHEPUPYIOT 60IIbIIoe
KOJIMYECTBO coObITHI. B pesynprare IoCTOSHHO MEHSAETCA COCTOIHHE 3aluinenHocty cucreMbl. Ileas: paspaboraTs moaxos k OIeHKe 3alu-
L[EHHOCTH TeTePOreHHbIX HH(POPMAIHOHHBIX cucreM. PesyabTarsr: paspaboTaH Moaxox K OIeHHBAHUIO 3aIUIIIEHHOCTH, KOTOPBIH BKII0YAeT
cOOp MaHHBIX U3 PA3TUYHBIX OTKPHITHIX HCTOYHUKOB, IPEI00paboTKy KyPHAIOB COOBITHIA, 0OHAPYKeHHEe HHITUIEHTOB 6€30I1acHOCTH, 0TOOpa-
JKeHMe MHIIUIEHTOB 6e3011aCHOCTH Ha y3JIbI rpada aTak, OlleHUBaHue U IPOTHO3UPOBAHNE YPOBHS 3aIHIEHHOCTH U IIPe/ICTaBIeHNe Pe3yIb-
raroB. HoBusHa mpeiokeHHOro moAX01a 3aKI04aeTcs B paspaboTaHHON MeTOANKe 0TOOpasKeHNs MHIMIEHTOB HA TAIBI IIeJIeBbIX KHOep-
aTak. JTa METOIHUKA UCIOIb3yeT npasmia Koppemsanun Emerging Threats qyst o6napy:xenus naimaenTos 6e3onacuoctn. J[ist orobpaskeHst
00Hapy:KEeHHbIX HHIUIEHTOB Oe3omnacHocTy Ha mabaous! arak u3 6asbl gaHHbix MITRE ATT & CK meropuxka ucnomnssyer npasuia Targeted
Attack Analyzer (Indicators of Attack), koTopble OmuCHIBAIOT HHIHEHTHI 6€30IIACHOCTH (CUTHATYPBI) C HCIIOIb30BaHUEM A3bIKa Sigma. Me-
TOJMKA [T03BOJIAET 0TOOPA3ZUTH OOHAPYKEHHbIE COOBITUA Ha rpad aTak U OIEHUTH U CIIPOTHO3UPOBATH IlejleBble Kubeparaku. J{ia renepanun
rpada arak npesmnaraercs ucronab3oBarh mabnonsl arak u3 MITRE ATT & CK u ysssumocru u3 National Vulnerability Database (Ha-
IMOHATBHOM 0a3bl JaHHBIX ysa3BHMOCTeH). [IpeoxKeHHbIH TOAX0/] peaTn3oBaH B paMKax MPOrpaMMHOTO CPeJCTBA, HAIMCAHHOTO Ha A3bIKe
Python. Jlna recrupoBanusa orobpaxeHus 00HAPYKEHHBIX WHIIMIEHTOB 6€30IIaCHOCTH Ha M3BECTHBIE I1A0JI0HBI aTak PasBepHyTa TeCTOBasd
cpeza. IIpakTHdyeckas 3HAYUMOCTD: PE3yIbTaThl HCCAEJOBAHUA MOTYT OBITH MCIIOJb30BAHBI IIPH ITOCTPOEHUH CHCTEM OI[EHUBAHMUS 3all[H-
LEHHOCTH, KOTOPbIE HAIIPABJIEHbI HA IIOBBIIIEHHE 3al[UIIIeHHOCTH TeTePOreHHbIX HH(OPMAIIHOHHBIX CHCTEM OT Kubeparax.

KiaroueBnie cioBa — OlleHMBAHUE 3AIUIIEHHOCTH, UHIUAEHTHI KHOepOEe30acHOCTH, KOPPEIaIusa COObITHIA, CUTHATYpa, Kubeparaka,
rpad arax, MITRE ATT & CK, National Vulnerability Database, ananusarop 1ieneBbIx arak, HHIUKATOPHI aTaKu, KHOEpyrposa.
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YBAXXAEMbIE ABTOPbDI!

Hayunasa snektponHas 6ubamorexa (HOB) mpomoskaer paboTy mo peaimsanuuy IPOEKTa
SCIENCE INDEX. Ilocne Toro kax Bwr saperucrpupyerechk Ha caitte HOB (http://elibrary.ru/
defaultx.asp), 6yzer cosmana Bara tuunasi CTpaHUYKA, COAEPIKAaHMEe KOTOPOI COCTABAT HE TOJIBKO
Bairu nepconasibHbIE JaHHBIE, HO U [IePEeUYEHDb BCceX BaIllmx mevaTHBIX TPYIOB, MMEIOIIUXCS B 6ase
maHubIx HOB, BKIOUAs quccepTaIium, IaTEHThI U TE3UCHI K KOH(DEPEHIIUAM, a TAKKe CPABHUTE I b-
Hble nHAeKchHl rutupoauusi: PUHIL (Poccuiickuil mHAEKC HAyYHOrO IUTUPOBAHUS), h (MuHIEKC
Xwupia) or Web of Science u h ot Scopus. Ilocie cosmanmusa 6azoBoro BapuauTa Baiiei mepcoHa b-
HOI cTpaHUIlbI BBI MOoyunTe KO JOCTYIA, KOTOPBIXA MO3BOJIUT BaM peakTUPOBaTh HH(pOPMAIIHIO,
moMorasi co3aBaTh MaKCHUMAJbHO O0BbeKTUBHYIO KapTUHY Barreii HayYHO#l aKTUBHOCTU U I[UTHU-
poBanus Bamiux Tpymos.
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