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Introduction: One of the side effects of introducing modern information technologies in the management of economic, social,
organizational and technical systems is the stronger dependence of the management quality on intentional or accidental destruc-
tive influences which violate the integrity, confidentiality and availability of the information used. This determines the relevance
of developing appropriate information security systems. The substantiation of the development of such systems requires solving
the problems of comparative assessment of the destructive impact risks and the cost of their prevention. Purpose: Predicting the
danger of a destructive impact on information processes in control systems. Method: The prediction is based on representing
the destructive effects in the form of a random sequence of events which lead to disruptions in the information processes. The
consequences of failures are also represented by certain random variables. Results: Methodical approaches are proposed in order
to build models for predicting temporal and volumetric characteristics of damage from destructive influences on information pro-
cesses in the management of economic, social, organizational and technical systems. In these models, we suggest to assess the
danger of destructive impacts by the probability of the onset of a destructive event at a certain time moment, and by the amount
of damage caused by it. The basis for the construction of prediction models is the presentation of damage indicators in the form
of step functions of time. The constructive representation of these functions is based on the conditional deterministic approach.
The completeness of a priori information usage in determining specific parameters of the damage functions is ensured by ap-
plying the maximum uncertainty principle. The measure for the uncertainty is entropy. The conditional deterministic approach
for higher uncertainty levels was developed in a stochastic approach. On its basis, classes of stochastic models were proposed,
corresponding to various information situations. These models allow you to estimate not only the expected values of damage
indicators due to the failure in taking measures to ensure information security while managing targeted systems, but also their
probabilistic characteristics. Practical relevance: The proposed approaches are the basis for the creation of particular models and
techniques in the interests of well substantiated decisions on the formation of the structure of the organization and management
of information security subsystems.
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Introduction

The functional success of different goal-orient-
ed systems (economic, social, organizational, tech-
nical ones) is defined by the effectiveness of their
management. The extent to which the potential re-
sources of these systems are used to achieve goals
reflects the effectiveness of their management. It
depends on the completeness, reliability and time-
liness of information about the current state of
a goal-oriented system and the external environ-
ment, as well as on the ability of control subsys-
tems to form and realize effective control actions.
Therefore, currently information technology is be-
ing widely implemented in order to manage these
systems effectively.

With modern information technology intro-
duced to the management of economic, social, or-

ganizational and technical systems, the quality of
management is becoming increasingly dependent
on intentional and accidental destructive influenc-
es, which violate the integrity, confidentiality and
availability of information used [1-6]. So appropri-
ate information security subsystems are created.
In order to justify the decisions on the composition
of the organization’s structure and the operation
of such subsystems, the risk must be assessed con-
cerning various destructive influences that affect
information processes in the corresponding man-
agement systems. The basis of the assessment is
projecting the temporal and quantitative character-
istics of the damage. This paper proposes methodo-
logical approaches which can be used to build con-
ditionally deterministic and stochastic models in-
tended for forecasting these characteristics based
on the representation of damage indicators in the
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form of jump functions of time. To ensure the most
complete use of a priori information when deter-
mining the specific parameters of these functions,
it is proposed to be guided by the requirements of
the maximum uncertainty principle.

Methodical approach to building
conditionally determined models
for forecasting the risk

of destructive influences

When applying the conditionally deterministic
approach, the dynamics of damages from the de-
structive influences exerted on information pro-
cesses of management systems are simulated using
the following relations:

x(t)=) a;n(t—t;), (1)
j=1

where x(¢) is the expected value of the selected
damage indicator by time ¢; j is the identifier of
the destructive event; n is the number of possible
destructive events; a; is the expected magnitude of
the increase in the damage value associated with
the destructive event; tj is the expected time when
the destructive event occurs;

n( _j)_ O,lf(t—t])go,]_ 5 Ly eeey 1. ()

Constructive representation of relations (1) re-
quires the definition of the type and specific pa-
rameters of functions

a; = h()); 3)
t; = f()- @

The initial information for solving this problem
is a set of data on the values of Xp b accumulated
during the period preceding the forecast, as well
as a priori data on the possible nature of the fore-
casted processes, obtained on the basis of expert as-
sessments and (or) management experience of sim-
ilar economic, social, organizational and technical
systems [7-10].

If the principle of maximum uncertainty is ap-
plied, it ensures the completeness of the used infor-
mation in determining specific parameters of the
functions (3), (4). This principle postulates that the
least dubious representation of these functions will
be one that takes into account all given information
and maximizes uncertainty [11].

Such an approach to the construction of the given
functions allows us to minimize the impact of sub-
jective assessments and at the same time take into

full account the available objective information on
the conditions of implementation and the character-
istics of damage from the destructive influence on
information processes in the management systems
we study.

The experience of managing various economic,
social, organizational and technical systems shows
that as they develop and consolidate, the jumps in
the values of damage indicators increase due to the
occurrence of subsequent destructive events, that
is, the following condition is true for the values of
function (3)

a, >0, 1>...>01. 5)

With regard to function (4) we can assume that,
if no measures are taken to ensure information se-
curity

>ty > >, 6)

it is a decreasing function of the integer argu-
ment j.

If relations (5) and (6) are true and the values
a; and t; are independent, the average jump in the
damage indicator over the previous operation pe-
riod of the information system equals a,, and the
average time between destructive impacts during
this period is %, the ratio (3) can be represented as
follows

a; =apF(j),j=1,2, ..., n, (7

where F,(j) is the corresponding probability func-
tions for the elements in the relation (5).
Function (4) can be represented as

tj=toFy(j), j=1, 2, ..., m, ®)

where F,(j) is the corresponding probability func-
tions for elements in the relation (6).

The implementation of the maximum uncertain-
ty principle in the definition of functions F(j), Fy(j)
is ensured by the use of appropriate conditional op-
timization models [12, 13]. At the same time, in the
information situation we consider, it is appropriate
to use the second-order entropy to estimate the level
of uncertainty

Hy(B)=[[E (). 9)
j=1

Then the problem model for determining the
probability function Fy(j) included in (8) takes the
following form [12, 13]:
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> Fy(j)=1. (11)

i=1

Solving this problem with regard to condition
(6), we obtain

n—j+2

Fy(j)= i=1,2, ..., n. (12)

n-2/ ’

The functions Fy(j) included in (7) are deter-
mined by the relation

h()=1-F(),i=12, ..., n (13)

If the assumptions about the mandatory increase
in the magnitude of jumps in damage indicators for
destructive influences can be weakened, then rela-
tion (5) takes the form

a,2a, 12...20q. (14)

Then the maximum entropy function of the ele-
ments probabilities for the variational series (7) has
the form

F()=1-2""1"L iy 9 n (15)
n(n+1)

If it is appropriate to weaken the assumption
that the intensity of destructive influences increas-
es, relation (6) can be represented as

>ty 2.2t (16)

Then the maximum entropy function Fy(j) is de-
termined by the relation
. 2n—j+1 .
E(j)=1-——,j=12, ..., n. 17
2(/) nn+ 1) i 17)

Relations (12), (15), (17) were obtained for the
first time in [12].

In general, relations (1)—(4), (7), (8), (12), (13)
represent a class of conditionally determined fore-
casting models of jumps in the values of estimated
damage indicators from destructive influences ex-
erted on information processes in control systems
under the assumptions about the nature of the pro-
cesses given by relations (5), (6).

Relations (1)—(4), (7), (8), (15), (16) represent a class
of conditionally determined forecasting models of
jumps in the values of estimated damage indicators
from destructive influences on information processes
in control systems under the assumptions about the
nature of the processes given by relations (5), (14).

Relations (1)—(4), (15), (17) represent a class of con-
ditionally determined forecasting models of jumps in

the values of estimated damage indicators under the
assumptions set by the relations (14), (16)

Methodical approach to building stochastic
forecasting models for the risk
of destructive influences

‘We should note that the conditionally determin-
istic approach to building forecasting models does
not take into account to a full extent the random na-
ture of the results of destructive influence exerted
on information processes in management systems.
Therefore, along with these models, in some cases it
is reasonable to use stochastic models, which allow
us to estimate not only the expected values of the
corresponding damage indicators, but also their
probabilistic characteristics.

In order to build stochastic forecasting models
of the danger of destructive influences, the set of
values x;, t;, which was determined during the peri-
od preceding the forecast, should be considered as
a sample

X1, B3 X9, Loy oo Xy, By, (18)
of random values of jumps X of the estimated dam-
age indicator and frequency T of their appearance
governed by the law of two-dimensional distribu-
tion Q(x, t) of the population. The possibilities of
building various stochastic models are determined
by the size of this sample. If the sample size is suffi-
cient to determine only average time ¢ between de-
structive influences

t:

1

t=1=1 (19)
n

M=

and average damage X , due to these influences

n
2 %i
X = ifl . (20)

Then in such an informational situation there
are no objective grounds for assuming random var-
iables T and X to be dependent, and the function of
their joint distribution is determined by the rela-
tion

Q(x, 1) = W1 (x)Wy(2) e2Y)

and the density function of this distribution is
determined by the ratio

W ()W (t)

22
Oxot (22)

Q(x7 t) =
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In relations (21), (22) W, (x), W,(t) are the particular
(marginal) distribution functions of the random var-
iables X and T, respectively. At the same time, based
on the principle of “maximum uncertainty” in the in-
formation situation under consideration, the distribu-
tions W, (x) and Wy(#) can be considered exponential:

1
Wy(x)=1-¢ T ; 23)

1
Wy(t)=1- et (24)

If the sample size is sufficient to determine not
only the average time ¢, between destructive influ-
ences causing damage and the average value x of
the jump in the damage indicator, but also the cor-
relation coefficient r ,:

n

D (x; - X)(t; 1)
Tt = i=1 , (25)
JZ(xi ~%)° JZ(ti ~1)?
i=1 i=1

then the two-dimensional Gumbel distribution [14]
is the model for the forecasting of jumps in the
damage indicator in accordance with the principle
of “maximum uncertainty” when measuring uncer-
tainty using the first-order entropy.

Taking into account the previously adopted no-
tation, the density function of this distribution is

x t

q(x, t):éexp(f—fj 1+p|2 % -1|/2 T -1]|. 26)
xt xt

The parameter p of function (18) is determined
by the relation

p=4r,,. @)

But if the sample size (18), along with the math-
ematical expectations ¥, ¢t , the variances oY, cs?
and the correlation coefficient r , of random vari-
ables X and T, allows determining the partial laws
W, (x), Wy(t) of their distribution, then the form of
the joint distribution function of the random vari-
ables under consideration can be refined. Since the
available objective information about their joint
distribution is only this sample, it is advisable to
accept the identity of mathematical expectations,
variances and correlation coefficient for the func-
tion ¢g(x, t) and the sample (18) as the criterion for
the compliance of the function ¢(x, ?) of the real
density function of the joint distribution of random
variables X and T. In this case, the most appropri-
ate form of function g(x, t) the presentation is the
following:

q(x, 1) =wy (D)wy (){1+7[1-2W; (x)][1-2W,(1)]}, (28)

where W;(x) is the partial density distribution
function of random variable X; W,(?) is the partial
density distribution function of random variable T’
y is the parameter of the law of joint distribution of
random variables X and T.

The density distribution function (28) is a gener-
alization of the function (26), and parameter yis the
linear function of the correlation coefficient:

V= rdo[Wh (%), Wa ()], (29)

where J,[W,(x), Wy(t)] is the functional defined by
the partial laws W,(x), Wy(t) of the distribution of
random variables X and T.

The value J,[W;(x), Wy(t)] is determined by the
ratio:

Partial Distribution parameters J
distributi Distribution density | Distribution function Jl Jo[Wi(x), Wy(d)]
1stributions Math. Exp. Variance 2
M@ 1 -2 L . 2 3%
exponentia w(x)==e ¥ Wi(x)=1-e * x x 9
0<x<ow x
4
Wy(t) o L L 1, _ — 3t
exponentia wp(t)=e ! Wy(t)=1-e T ¢ ! 2
0
Wl'(x) — 1 x a a? 2a
uniform wy =— Wi(x)=— - — ry
0<x< a 1 a 2 12 3
©<a L
Wy@) — _L, 1, _ 72 3t v
egpgr;eitlal wy(t) = ?e t Wyt)=1-e © t t 5
)
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OxO¢

TolWa(x), Wo0l= 22—,

(30)

where Jy = 2jxw1(x)W1(x)dx; Jg = ZIth &)Wy (2)de.

The values of parameters J), J;, J, for some typ-
ical partial laws of distribution of random variables
X and T are given in the table.

The integral probability distribution function
for the functions (22), (26), (28) is

t x
Q(x, t):j j q(x, t)dxdt. (31)
00

Using this function, it is possible to determine
the probability that, if no measures are taken to en-
sure information security during time ¢, there will
be damage of value x.

In general, relations (22), (26), (28), (31) repre-
sent a class of stochastic models that allow estimat-
ing not only the expected values of damage indi-
cators due to failing to take information security
measures when managing goal-oriented systems,
but also their probabilistic characteristics.

Conclusion

The widespread adoption of information technolo-
gy in the management of economic, social, organiza-
tional and technical systems and the globalization of
information systems are accompanied by the aggra-
vating problem of coping with destructive influences
that violate the integrity, confidentiality and availa-
bility of information used. Its solution involves the
creation of information security subsystems within
the framework of information and management sys-
tems. Generating informed decisions on their crea-
tion and operation is based on predicting the danger
of destructive influences on information processes
in control systems. The paper proposed methodolog-
ical approaches to the construction of models of such
a forecast. The specific feature of the approaches is
the fact that the “maximum uncertainty” principle
in the maximum entropy form is used to integrate
the available information on the nature of the fore-
casted processes. This allows us to increase the re-
liability of the forecast and thereby increase the va-
lidity of decisions on the creation and development of
the functioning of information security subsystems.
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Beegenne: ofHUM U3 MOOOUYHBIX d(D(PEKTOB BHEAPEHUS COBPEMEHHBIX NH(POPMAIIMOHHBIX TeXHOJIOTUHM B yIPaBIeHNE 9KOHOMUYECKI-
MU, COIUATBHBIMY, OPIraHU3AINOHHO-TEXHUUECKUMU U TEXHUYECKUMU CHCTEMAaMU ABJIAETCA 000CTPEHNE 3aBICUMOCTU KauecTBa yIIPaB-
JICHUS OT IpeSHAMEPEeHHBIX U CIYUYaiHbIX JeCTPYKTUBHBIX BO3JEHCTBUN, HAPYIIAIOIINX I[€JIOCTHOCTD, KOHQUIEHINATHLHOCTD U JOCTYII-
HOCTb HCIIOIb3yeMoi nHGOpMALUU. ITO ONPe/eIsdeT aKTyaIbHOCTh PA3BUTHUSA COOTBETCTBYIOIIUX CHCTEM o0ecleueHu st NHPOPMAI[MOHHOMN
6esomacuHocTr. OGOCHOBaHME ITyTel Pa3BUTHUA TAKUX CUCTEM TPeOyeT peleHns IpodIeM CPaBHUTEIbHON OI[eHKU OITACHOCTYA COOTBETCTBY-
IOIUX JeCTPYKTUBHBIX BO3AEHCTBUI 1 3aTpaT Ha UX npegorspaienue. Ileas nccaeqoBanusa: IporHo3upoBaHye OIIACHOCTY AECTPYKTUB-
HBIX BO3JefCTBUI Ha MH(GOPMAIMOHHBIE IIPOIIECCHI B CUCTEMAaX yIpaBiieHus. MeToasl: mpecTaBlIeHne JeCTPYKTUBHBIX BO3AEHCTBUI B
BUJIe CIyUalHON MTOCJIEJOBATEIBHOCTH COOBITUI, IPUBOAAIINX K c60AM MHGOPMAIMOHHBIX IIpoIeccoB. IlociencTBusa c60eB TaKKe Ipe.-
CTaBJIAIOTCS COOTBETCTBYIOIINMHY CIYyIaliHBIMY BeINUYNHAME. Pe3yabTaTsl: IpeAI0KeHbl MeTOAUYeCKHe II0JX0IbI K IIOCTPOeHUIO MOeseit
IPOrHO3UPOBAHUS BPEMEHHBIX U 00bEMHBIX XaPaKTEePUCTHUK YIEePOOB OT JeCTPYKTUBHBIX BO3LeNCTBUN Ha NHGOPMAIMOHHBIE IIPOIeCChH
B CHCTEMAaX YIPAaBJIEHUS S9KOHOMUUECKUMU, COINAIbHBIMU, OPTaHU3AIMOHHO-TEXHUUECKUMU U TeXHUUECKUMU CUCTeMaMu. B aTux mo-
JIeJISIX OTIAaCHOCTh YKAa3aHHBIX HECTPYKTUBHBIX BO3EHCTBUN IIPEAJIaraeTcs OleHUBATh BePOATHOCTHIO HACTYILJIEHUA B HEKOTOPBIH MOMEHT
BpPEMEHHU JeCTPYKTUBHOTO COOBITUA U 00YCIOBJIEHHON UM BeJIMYUHOH yirep6a. B 0CHOBY ITOCTPOeHU S MO/ieJiell IPOTHO3UPOBAHUA IIOJIOMKE-
HO IIpe/iCTaBJIeHUE ITI0KasaTesei yiiepooB B hopMe CKaUYKO0OPasHbIX (QYHKI[UI OT BpeMeHU. B OCHOBY KOHCTPYKTUBHOT'O IPEACTABIEHUS
9THX (QYHKI[UH II0JI0KEeH YCIOBHO-AeTePMUHUCTHUECKUH ToAX0x. [loHOTa NCTIOIb30BAHUA AIIPUOPHON HH(OPMAUY IPHU ONIPeJeIeHUN
KOHKPETHBIX ITapaMeTpoB PyHKIu yiiepba obecneunBaeTcs NIpruMeHeHUEM IIPUHIAIIA MaKCUMyMa HeollpeaeaeHHoCcTU. Mepoii Heompe-
[IeJIEHHOCTY IIPUHATA SHTPONUA. PasBUTHEM yCIOBHO-JETEPMUHUCTUYECKOTO OAX0/a AJA 60jiee BELICOKUX YPOBHE! HEOIIPENeJeHHOCTH
SABUJICA CTOXACTUYECKUU moxxos. Ha ero ocHoBe IpeyiosKeHBI COOTBETCTBYIOIIVE PA3IUUYHBIM NH(GOPMAIIMOHHBIM CUTYAIIUAM KJIACCHI
CTOXACTUYECKUX MOJeJieil, T03BOJIAIONINX OI[eHUBATE He TOJIBKO OKUfaeMble BeJINUNHEI II0KasaTeae yiiepOooB BCIeJCTBYIEe HEIIPUHATUS
Mep obecrieueHnA NHOOPMAIIMOHHON 0€30ITaCHOCTH IIPU YIIPABJIEHUY IieJIeHATIPABJI€HHBIMY CUCTEMAaMM, HO U UX BEPOATHOCTHBIE XapaK-
TepucTuku. IIpaKTHyecKkas 3HAYMMOCTD: IIpeajaraeMble IOAXOIbI ABIAIOTCA 0a30i AJIA CO3JaHUA KOHKPETHBIX MOZeJeil I MEeTOAUK B
uHTepecax 000CHOBAHUS PEIIeHU I 10 (POPMUPOBAHIIO COCTABA CTPYKTYPHI OPTaHU3AIUY U YIIPABIEHUA (PYHKIIMOHNPOBAHUEM IIOACUCTEM
obecrieueHnA NHPOPMAIIUOHHOMK 6€30IIaCHOCTH.

KuaroueBsie cioBa — nHGOPMAINOHHbIE CUCTEMBI, NH(POPMAIIMOHHAA 0€30IIaCHOCTD, NECTPYKTUBHLIE BO3LEHCTBUA, yIIep6, MOAeIn
IIPOTHO3UPOBaHUS yiepoa.
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YBAXXAEMbIE ABTOPbI!

Hayunsie 6asbl manubix, Baouas SCOPUS u Web of Science, o6pabaTsiBaioT JaHHBIE aBTO-
marudecku. C OgHOII CTOPOHEBI, 9TO YCKOPSIET mporecc 00paboTKM JaHHBIX, C APYTON — pasanudus
B TpaHcauTtepanuu ®@MO, HeTouHbIEe JaHHBIE O MecTe PaboThl, 00JIACTH HAYYHOTO 3HAHUSA U T. 1.
TIPUBOJAT K TOMY, UTO B 6a3aX 0Kas3bIBaeTCA HECKOJIBbKO aBTOPCKUX CTPAHUIL IJIA OJTHOTO U TOTO JKe
yeJsioBeKa. B pesysbTaTe IS BCeX II0 OTAEJIbHOCTH CUNTAIOTCA WHAEKCHI IIUTUPOBAHUS, CHUMKAA
peATHUHT yUeHOoTro.

Hns upentuduranuu aBTopoB B ceTsix Thomson Reuters mpoBoguT perucrpanuio ¢ mpucsoe-
HUeM YHUKaJabHOTO nHAeKca (ID) s KasKaoTro u3 aBTOPOB HAYUHBIX ITyOJIUKAIIHN.

IIpomeaypa monyuerus ID GecrimaTHa 1 0OUYeHDb IIPOCTA, €CTh BO3MOXKHOCTD ITPOBECTU PETHCTPAa-
o Ha 12-Tu A3BIKaX, BKJOUYAS PycCKuiil (UTOOBI BHIOPATh A3BIK, KJINKHUTE HA 3€JeHOe II0JIe
BBEPXY CIIpaBa Ha cTapToBOM cTpanuile): https://orcid.org

NeS, 2018 N\ VHDOPMALIVIOHHO-YNPABASIIOLLINE CUCTEMBbI N\ 23





