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Introduction

It is conjectured that the cyclic Legendre pairs
of odd lengths > 1 always exist. See the next sec-
tion for the definition of the Legendre pairs and
Legendre difference families (DF). It is known
that they exist for odd lengths v in the range
2 < v < 76. The smallest unresolved case is v =T7.
According to [1], there are four series of known cy-
clic Legendre pairs of odd length v > 1 (the first
three are infinite):

(i) v is a prime number;

(ii) 2v + 1 is a power of a prime number;

(iii) v + 1 is a power of 2;

(iv) v = pq, where p and ¢ are prime numbers and
g-p=2.

We refer to (i) as the classical series because
the construction is based on the sequence of the
classical Legendre symbols [1]. The case (ii) is the
Szekeres series provided by the well known series of
so called Szekeres difference sets (in fact they are
difference families) [2, 3]. The series (iii) is known
as the Galois series [4] and (iv) is the twin-prime se-
ries, see e. g. [5, Theorem 9.4].

The series (iii) and (iv) as well as (i) for
v=3 (mod 4) are obtained from the three well
known series of difference sets having the pa-
rameters (v; (v— 1)/2; (v— 3)/4). We refer to such
Legendre pairs as type 1 (see next sections).

If we start with the list of odd integers v in the
range 76 < v < 200 and remove those which satisfy
at least one of the conditions (i)—(iv) above we obtain
the list of 20 integers:

77, 85, 87, 91, 93, 115, 117, 123, 129, 133, 145,
147, 159, 161, 169, 175, 177, 185, 187, 195.

Thisisin fact thelist of all cases with v < 200 for
which the question of existence of cyclic Legendre
pairs is unresolved.

In the paper [1, p. 80] the authors list 22 odd
lengths < 200 for which they assert that the ex-
istence question of cyclic Legendre pairs is un-
resolved. However, the lengths 121 and 171
should not have been included in that list since
2.121+1=243=3> and 2 171 +1=343="T3
are prime powers. (On the other hand according to
[6, sec. 4] the number 57 should have been included.)

There are two other series of Legendre DFs in el-
ementary abelian groups which include some cyclic
cases. One of them appears in [7] and the other in
[8, Theorem 3.1]. However, while they provide new
cyclic Legendre DFs they do not give new lengths v
in the cyclic case.

Our main result is in section with new pairs,
where we give the first examples of cyclic Legendre
pairs of lengths 91, 93 and 123. Thereby we reduce
to 17 the number of the undecided cases listed above.

2 /7 VHOOPMALVIOHHO-YNPABASIOLLVE CUCTEMBI

7/  N°1,2021



\ TEOPETUYECKASI VI NIPUKAAAHASI MATEMATUKA \

According to [1], exhaustive computer search-
es for cyclic Legendre pairs where carried out for
all odd v < 48. We consider the odd integers v in
the range 48 < v < 76 and we list the new cyclic
Legendre DFs of type 2 that we constructed. Only
for v=69 and v="75 we failed to find any new
pairs.

Notation and definitions

Let G be a finite abelian group (written addi-
tively) and let v denote its order. For any function
f: G—> R its periodic auto-correlation function,
PAF;: G > R, is defined by the formula PAF(s) =
=2 ccf@)f(x + s). We refer to s as the shift variable.

Definition 1. We say that an ordered pair of
functions (f, g) mapping G — {+1, -1} is a Legendre
pair on G if PAF4(s) + PAF,(s) = -2 for all nonzero
shifts s. (For s = 0 we have PAFf(O) = PAFg(O) =0.)

Forany functionf: G — {+1, -1} wesetG;={x € G:
fx) =-1}.

Proposition. An ordered pair of functions (f,
g): G — {+1, -1} is a Legendre pair on G if and on-
ly if Gy Gy isa difference family in G with pa-
rameters (v, ky, ky, A) where k) =|G/, k,=|G,| and
h=Fk; + ky— (v + 1)/2. In particular the existence
of Legendre pairs on G implies that v must be odd.

Proof: This follows immediately from Theorems 3
and 4 of [9].

Remark. It is customary to require that the
length v of a Legendre pair is > 1. However, ac-
cording to the above definition, if G is a trivial
group then any pair of functions G — {+1, —1} is a
Legendre pair. The condition in the definition holds
by default (there are no nonzero shifts).

If we introduce the additional parameter
n=~k; + ky— A then we have v=2n— 1. By using
the well known equation ky(k; — 1) + ky(ky — 1) =
=Mv — 1) one can easily show that

v-1 v+1
O

In view of the above proposition, we shall refer
to the difference families (X, Y) in G having the pa-
rameters (v; By, ky; A) with v=2n— 1 as Legendre
DFs.

We say that a Legendre pair on a group G is cy-
clic if the group G is cyclic. In this note we deal only
with the cyclic Legendre pairs and we may assume
that G = Z, the additive group of integers modulo v.

We give a simple example to introduce the nota-
tion that we will use in the rest of this note.

. Example: v = 39. In this example v =13 - 3 and so
Z,, (the group of units of the ring Z ) is isomorphic
to Z;, x Zz% Then H ={1, 16, 22} is the unique sub-
group of Z,, of order 3. There exists an H-invariant

Legendre DF with parameter set (39; 19, 19; 18),
namely

X=H{0,1, 2,3, 4,12, 14};
Y = H{0, 2, 3, 4, 8, 14, 19},

In general, if H is a subgroup of Z: and S a
subset of Z then the product HS is defined to be
HS = {hs(mod v): h € H, s € S}. Note that H{0} =
= {0}.

Cyclic Legendre pairs of new lengths
v=91,93,123

We have constructed four pairwise nonequiva-
lent Legendre DF's (X, Y)) of length 91. For the defi-
nition of equivalence see the latest section of the
paper. Only one DF is constructed for each of the
lengths 93 and 123. Instead of Legendre pairs, we
list the corresponding difference families. In each
case, each block is a union of orbits of a fixed sub-
group (H, H, or H,) of order 3 or 5 of Z;

v=91

Four pairwise nonequivalent Legendre DFs:

(91; 45, 45; 44) H, = {1, 16, 74}, H,={1, 9, 81}

X,=H,{1, 2,7, 14, 15, 17, 19, 22, 25, 28, 38, 43,
44, 50, 55}

Y, =H,{2, 3, 10, 11, 14, 17, 20, 22, 28, 43, 44, 45,
49, 50, 55}

X,=H{1, 4, 5, 8, 9, 11, 15, 22, 27, 28, 34, 38,
43, 49, 50}

Y, =H,{8,9, 10, 11, 14, 17, 22, 25, 28, 33, 34, 38,
44, 50, 55}

X;=H,{2, 3, 5, 9, 10, 14, 15, 20, 27, 28, 33, 34,
38, 50, 55}

Y, =H,{3, 4,11, 14, 19, 25, 27, 28, 33, 34, 43, 44,
45, 50, 55}

X, = Hy{2, 5, 14, 16, 19, 20, 23, 24, 29, 30, 37, 40,
46, 48, 49}

Y, =H,{2, 4, 6, 8, 13, 14, 16, 23, 30, 37, 38, 39,
40, 46, 49}

v=93
Only one Legendre DF:
(93; 46, 46; 45) H = {1, 25, 67}
X=H{0, 1, 2, 3, 5, 8, 10, 12, 13, 16, 22, 24, 43,
44, 47, 48}
Y =H{0, 1, 3, 4, 5, 9, 11, 12, 18, 20, 22, 37, 40,
43, 44, 51}

v=123
Only one Legendre DF:
(123; 61, 61; 60) H ={1, 10, 16, 37, 100}
X =H{0,1, 3, 6,11, 13, 28, 29, 33, 35, 43, 45, 59}
Y = H{4, 5, 6, 11, 14, 15, 18, 19, 22, 28, 33, 41,
45}
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Type 1 and type 2

Let (X, Y)be a Legendre DF in Z . It is easy to see
that if X is a difference set then Y must be a differ-
ence set too. In that case we say that (X, Y) (and its
corresponding Legendre pair) is of type 1, and oth-
erwise that it is of type 2. The Legendre pairs in the
Galois and the twin-prime series as well as those in
the classical series with v a prime number = 3 (mod 4)
are of type 1. Note that two equivalent Legendre
DFs must have the same type. Hence the study of
type 1 Legendre DFs essentially reduces to the
study of difference sets. For that reason we shall
consider only the Legendre DFs of type 2.

As mentioned earlier, it is conjectured that cy-
clic Legendre DFs exist for all odd lengths v > 2.
We propose a bit stronger version.

Conjecture. Legendre DF's of type 2 exist for all
odd lengths v > 8.

One of the objectives of this note is to verify
this conjecture for v < 76. It follows from [1] that
the conjecture is true for v < 48. If v is a prime
number =1 (mod 4) then the classical Legendre
pair of length v is of type 2. One can verify that
the Legendre pairs in the Szekeres series having
length v in the interval 4 < v < 76 are of type 2.
Thus, in order to verify the above conjecture for
v < 76 it suffices to verify it in the cases v =49,
55, 57, 59, 67, 71. This will be done in the next sec-
tion.

We do not know whether all Legendre pairs of
length v > 4 in the Szekeres series are of type 2.

New Legendre DFs of type 2

We list the cyclic Legendre DFs of type 2 and
length v > 48 that we have constructed here. We
imposed the restriction v > 48 because for v < 48
exhaustive searches have been carried out [1].

v=49
The Legendre DF below is not equivalent to the
onein[1, p. 85]:
(49; 24, 24; 23) H ={1, 18, 30}
X =H{1,2,8,9, 13, 24, 26, 29}
Y=H{2,3,4,6,7,8, 12, 37}

v=>51

The two Legendre DFs below together with the
one in [1, p. 85] and another one from the Szekeres
series are pairwise nonequivalent:

(51; 25, 25; 24) H ={1, 16}

X,=H{0,1,2,4,6,8, 19, 24, 25, 28, 35, 38, 41}

Y, =H{0,2,4,5,9, 14, 15, 18, 21, 22, 25, 31, 35}

X,=H{1, 2,9, 11, 17, 18, 19, 21, 24, 25, 28, 38,
41}

Y,=H{1,3,4,5,8,9, 15,17, 18, 19, 21, 22, 31}

v=>53

All ten Legendre DFs listed below are pairwise
nonequivalent. The first five are known: the first
belongs to the classical series, the second is from
[7], the third from [8], the fourth from the Szekeres
series, and the fifth from [1, p. 85]. We have con-
structed many Legendre DFs for v =53 but we re-
corded only five of them (the last five in the list be-
low):

(563; 26, 26; 25) H ={1, 10, 13, 15, 16, 24, 28, 36,
42, 44, 46, 47, 49}

X, =H{1, 4},Y, = H{2, 5}

X,=H{1, 2},Y,=H{l1, 5}

X, =H{1, 2}, Y; = H{2, 5}

X,=1{1, 4, 5, 6, 8, 14, 16, 17, 19, 21, 22, 23, 26,
28, 29, 33, 35, 38, 40, 41, 42, 43, 44, 46, 50, 51}

Y,=1{4,8,9,10, 12, 14, 15, 18, 19, 21, 22, 23, 24,
29, 30, 31, 32, 34, 35, 38, 39, 41, 43, 44, 45, 49}

X,=15, 17,12, 13, 15, 18, 19, 24, 26, 28, 30, 33,
35, 36, 37, 38, 39, 42, 43, 44, 46, 47, 48, 50, 51, 52}

Y,=1{4,7,8,10, 11, 14, 15, 20, 21, 23, 24, 25, 26,
29, 30, 32, 37, 40, 42, 44, 47, 48, 49, 50, 51, 52}

X6=10,1,2,3,5,9,10, 11, 12, 14, 17, 24, 25, 26,
28, 29, 34, 35, 40, 44, 45, 46, 47, 48, 50, 51}

Y;=10,2,4,6,7,8, 12, 14, 17, 19, 20, 21, 22, 24,
27, 28, 30, 31, 34, 35, 40, 44, 46, 48, 49, 52}

X,=10, 2, 3, 4, 7, 10, 11, 12, 13, 16, 17, 18, 21,
23, 32, 33, 37, 38, 39, 40, 41, 42, 45, 49, 50, 52}

Y,={0, 1, 3, 6, 7, 12, 13, 15, 20, 21, 23, 24, 25,
31, 33, 35, 37, 38, 40, 42, 44, 46, 47, 48, 50, 51}

Xg=1{0,1,2,6,7,9,12, 13, 14, 15, 18, 19, 20, 24,
34, 36, 37, 38, 39, 41, 43, 45, 46, 49, 51, 52}

Y;=1{0, 1, 5, 8, 9, 11, 12, 15, 16, 20, 21, 23, 24,
25, 31, 33, 35, 38, 40, 41, 43, 44, 47, 49, 51, 52}

X,=10,6,8,9, 10, 12, 14, 15, 23, 26, 28, 30, 31,
32, 33, 36, 37, 38, 40, 41, 42, 43, 48, 49, 50, 52}

Y,=1{0,1,2,3,6,8, 10, 11, 14, 15, 16, 18, 20, 23,
29, 31, 34, 35, 38, 39, 41, 42, 45, 47, 48, 52}

X0=10,1,6,7,8, 13, 14, 15, 17, 18, 19, 21, 22,
23, 24, 26, 28, 32, 37, 38, 40, 46, 48, 49, 50, 51}

Y,0=10, 2, 6, 7, 10, 13, 14, 15, 16, 18, 19, 21, 22,
25, 26, 30, 31, 32, 33, 34, 36, 40, 43, 46, 48, 50}

V=255

The Legendre DF below is not equivalent to the
one listed in [1, p. 85]:

(55; 27, 27; 26) H ={1, 34}

X=H{1,?2,6,1,8,9, 10, 11, 15, 16, 21, 24, 27,
37, 50}

Y =H{1, 2, 3, 8, 16, 17, 19, 20, 21, 25, 27, 29, 37,
40, 42}

v=>57
In this case only two nonequivalent Legendre
DFs are known. The first one was constructed in
2007 [6] and the second one constructed very re-
cently in [10, Section 2.4]. We have constructed
the six Legendre DFs below. The first five of them,
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together with the two known DFs, are pairwise
nonequivalent. The sixth is equivalent to the one
constructed in [10]:

(57; 28, 28; 27) H = {1, 7, 49}

X, =H{0, 2, 3, 4, 8, 16, 23, 24, 30, 31}

Y, =H{0, 2, 3, 4, 6, 8, 16, 23, 24, 29}

X, =H{0, 2, 8, 10, 12, 23, 24, 29, 30, 31}

Y, =H{0, 3, 4, 5, 6, 22, 23, 24, 29, 31}

X,=H{0, 1, 3,5, 6, 10, 16, 23, 29, 30}

Y, =H{0, 1, 2, 3, 15, 16, 22, 24, 29, 31}

X, = H{o, 4, 6, 11, 15, 29, 30, 31}
, 12, 22, 23, 24, 29, 30, 31}
, 6 10, 15, 16, 29, 31}
10, 15, 16, 23, 24, 29}

1,2,
Y, = H{0, 8, 1
X, = H{0, 2, 3,
Y, = H{0, 1, 3,

X, = H{0, 2, 3, 4, 5, 11, 15, 16, 22, 30}
Ys = H{0, 1, 2, 4, 15, 16, 22, 23, 24, 30}

4
8,

v=2959

First examples of Legendre DF's of length 59 and
type 2:

(59; 29, 29; 28)

Xx,={0,1,2,3,4,5,6, 10, 12, 13, 15, 16, 19, 20,
21, 25, 27, 30, 31, 33, 37, 38, 39, 41, 43, 44, 45, 52,
56}

Y, ={0, 1, 3,4, 5,6, 7,10, 12, 13, 14, 15, 17, 18,
20, 23, 26, 27, 28, 30, 34, 35, 36, 39, 43, 45, 48, 50,
55}

X,={0,1,2,3,4,5,7,8,9,10, 12, 15, 16, 17, 22,
24, 25, 26, 28, 29, 33, 34, 38, 39, 42, 44, 48, 50, 53}

Y,={0,2,3,4,6, 7,9, 10, 12, 14, 15, 18, 19, 21,
23, 25, 29, 30, 31, 32, 33, 36, 38, 39, 43, 46, 49, 50,
51}

X;=10,1,2,38,4,5,7,8,9, 10, 14, 16, 19, 20, 21,
24, 27, 28, 30, 32, 36, 37, 38, 41, 45, 47, 48, 51, 54}

Y;=1{0, 2, 3,4,5,6,8,9, 10, 12, 14, 16, 17, 19,
24, 25, 26, 28, 29, 31, 32, 34, 39, 42, 43, 44, 50, 54,
55}

X,={0,1,2,3,4,6,9, 11, 12, 13, 15, 16, 18, 19,
20, 23, 24, 29, 30, 32, 36, 37, 38, 40, 41, 46, 47, 49,
56}

Y,={0,1,2,4,6,709, 10, 11, 13, 14, 15, 17, 21,
22, 25, 26, 28, 30, 31, 33, 35, 36, 41, 43, 45, 46, 47,
53}

X.=1{0, 1, 2, 8, 4, 6, 10, 12, 13, 14, 16, 18, 19,
21, 23, 26, 27, 28, 29, 31, 32, 36, 37, 40, 42, 43, 44,
49, 51}

Y;=1{0,1, 2,4,5,7,8, 10, 11, 13, 14, 17, 18, 20,
21, 22, 25, 26, 31, 32, 36, 37, 38, 40, 42, 44, 45, 47,
52}

={0,1,2,3,5
24, 27 28, 29, 31 3

Ys=10, 1, 2, 3, 6,
21, 24, 25, 27, 31, 3
51}

,6,7,8,9,11, 13, 15, 17, 18, 20,
38, 40, 41, 44, 45, 46, 54, 55}
7,9, 10, 12, 13, 15, 17, 19, 20,
33, 36, 40, 41, 43, 44, 46, 49,
v=61
In this case apart from the classical Legendre
DF there is another one provided by a lemma of

J. Seberry Wallis [7], see also [11, Lemma 2]. The
Legendre DF below is not equivalent to any of
them:

(61; 30, 30; 29) H ={1, 9, 20, 34, 58}

X=H{2,3,4,5,12, 26}

Y =H{3,4,5,10,12, 13}

v =063

The six new Legendre DFs below and the one
from the Szekeres series are all pairwise nonequiv-
alent:

(63, 31, 31, 30) H; =11, 4, 16}, H,={1, 25, 58},
H;=11,8,11, 23, 25, 58} X; = H,{2, 3, 6, 10, 11, 22,
23, 30, 31, 42, 47}

Y, =H{1,2,7,9,10, 11, 14, 15, 21, 31, 47}

X,=H{1, 3,9, 13, 14, 15, 21, 22, 23, 30, 47}

Y,=H,{3,5,7,9, 10, 11, 15, 21, 22, 23, 30}
X,=H1,2,3,6,9, 11, 14, 21, 22, 30, 31}
Y;=H{1,2,3,6,7,9, 11, 15, 22, 42, 47}
X,=H,{2,3,7,9, 10, 14, 15, 21, 26, 30, 43}
Y,=H,{3,6, 7,10, 11, 14, 21, 27, 30, 43, 47}
X, =H,1,3,6,7,15, 17, 20, 27, 29, 40, 42}
Y, =H,{3,5,7,8, 10, 15, 17, 21, 27, 30, 40}
X =Hs{0, 2,9, 10, 15, 19, 27}
Y, =H;{0,2,5,7,9, 15, 27}

v=65

The Legendre DF below is not equivalent to the
one in the Szekeres series:

(65; 32, 32; 31) H ={1, 16, 61}

X =H{1, 5, 6,9, 18, 20, 22, 23, 24, 26, 35, 52}

Y =H{0, 1,3, 7,11, 13, 19, 22, 23, 24, 36, 50}

V=067
The following Legendre DF gives the first exam-
ple of Legendre pairs of length 67 and type 2:
(67; 33, 33; 32) H ={1, 29, 37}
X=H{1, 3, 5, 6, 10, 16, 17, 30, 34, 41, 53}
Y=H{2,4,6,9, 12, 15, 16, 18, 25, 32, 41}

v="T1
We give the first example of a Legendre DF of
length 71 and of type 2:
(71; 35, 35; 34) H =11, 5, 25, 54, 57}
X =H{1, 2,3, 6,11, 14, 27}
Y=H{1,2,3,9, 14, 18, 42}

v="73
The Legendre DF below is not equivalent to the
one in the classical series:
(73; 36, 36; 35) H ={1, 8, 64}
X=H{2,5,6,7,9,11,12, 17, 18, 26, 35, 42}
Y=H{,2,3,7,9, 13, 18, 21, 26, 33, 35, 42}

v=111
The Legendre DF below is not equivalent to the
one belonging to the Szekeres series:
(111; 55, 55; 54) H = {1, 10, 100}
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X=H{0,1,2,3,4,7,8,9, 13, 16, 21, 22, 27, 41,
42, 44, 54, 62, 63}

Y=H{0,1,3,4,5,6,7,8, 11, 16, 17, 21, 26, 27,
52, 53, 55, 63, 64}

v=121

Note that 2v + 1 =243 =3% is a prime power
=3 (mod 4). We list below two Legendre DFs (X, Y)),
i=1, 2. The first one is equivalent to the DF in the
Szekeres series. The block X is skew and Y; is sym-
metric. We have constructed the second Legendre
DF (X,, Y,) with X, = X and verified that the two
DFs are nonequivalent. Although Y, is not symmet-
ric, the second pair still qualifies as a Szekeres dif-
ference set according to [3, Definition 5.6]:

(121; 60, 60; 59) H ={1, 3, 9, 27, 81}

X, = H{4, 10, 11, 20, 25, 26, 34, 35, 38, 40, 67, 76}

Y, =H{1,7,8, 10, 16, 20, 26, 31, 35, 38, 61, 94}

X,=X;

Y,=H{1,4,5,8, 11, 13, 17, 20, 22, 26, 34, 76}

Equivalence of Legendre pairs

To define the equivalence, we need first to de-
fine the elementary transformations on the set of
Legendre pairs on a given finite abelian group G
of odd order v. (We assume that G is written ad-
ditively.) If f is a function G —» {+1, -1} and s € G
then we say that the function G — {+1, -1} sending
x — f(s + x) is the translate of f by s.

The elementary transformations of a Legendre
pair (f, g) are the following:

(i) interchange f and g;

(ii) replace f by —f;

(iii) replace f by its translate by s € G;

(iv) replace f by f o 1, where tis the automorphism
of G sending each x € G to its inverse —x;

(v) replace (f; g) by (f © o, g © ), where o is an
automorphism of G.

Definition 2. We say that two Legendre pairs on
G are equivalent if one can be transformed to the
other by performing a finite sequence of elementary
transformations.

The effect on (G, G,) of the above elementary
transformations is as follows:

(i)’ interchange G; and Gy

(ii) replace G; by G\G;

(iii)’ replace Gy by the translate Gi—s;

(iv)’ replace Gy by —Gp;

(v) replace (G, Gp) by (a7U(G)), a1 (Gy)).

We define the equivalence of Legendre DFs on G
by using the (i)—(v)’ as elementary transformations
of pairs (G Gy. Then two Legendre pairs are equiv-
alent if and only if their Legendre DF's are equiva-
lent. We remark that because of (ii)’, two equivalent
Legendre DFs may have different parameter sets.

Financial support and acknowledgements

The research of the first author leading to these
results has received financial support of the Ministry
of Science and Higher Education of the Russian
Federation, agreement No FSRF-2020-0004. The
research of the second author was enabled in part
by support provided by SHARCNET (http://www.
sharcnet.ca) and Compute Canada (http://www.
computecanada.ca).

The authors wish to sincerely thank Tamara
Balonina for converting this note into printing for-
mat.

References

1. Fletcher R. J., Gysin M., Seberry J. Application of the
discrete Fourier transform to the search for general-
ised Legendre pairs and Hadamard matrices. Aus-
tralas. J. Combin., 2001, no. 23, pp. 75—86.

2. Szekeres G. Tournaments and Hadamard Matrices.
Enseignement Math., 1969, no. 15, pp. 269-278.

3. Seberry J. Orthogonal Designs, Hadamard matrices,
Quadratic Forms and Algebras. Springer, 2017.
476 p.

4. Schroeder M. R. (W. D.) Number Theory in Science
and Communication. Berlin; New York, Springer-Ver-
lag, 1984. Vol. 7. 350 p.

5. Moore Emily H., Pollatsek Harriet S. Difference Sets:
Connecting Algebra, Combinatorics, and Geometry.
Ser. Student Mathematical Library. AMS, 2013.
Vol. 67. 314 p.

6. Chiarandini M., Kotsireas I. S., Koukouvinos C.,
Paquete L. Heuristic algorithms for Hadamard ma-

trices with two circulant cores. Theoretical Computer
Science, 2008, vol. 407, pp. 274-2717.

7. Seberry Wallis J. Some remarks on supplementary
difference sets. Colloquia Mathematica Societatis
Janos Bolyai, 1973, no. 10, pp. 1503-1526.

8. Cunsheng Ding. Two constructions of (v, (v— 1)/2,
(v — 3)/2) difference families. J. Combin. Designs,
2008, no. 16, pp. 164-171.

9. Dbokovic Dragomir Z., Kotsireas Ilias S. Computation-
al methods for difference families in finite abelian
groups. Spec. Matrices, 2019, no. 7, pp. 127-141.

10. Arasu K. T., Bulutoglu D. A., Hollon J. R. Legendre
G-pairs and the theoretical unication of several G-ar-
ray families. Combinatorics, arXiv:2004.05608v1
[math.CO], 12 Apr 2020.

11. Pokovic Dragomir Z. Survey of cyclic (v; r; s; A) dif-
ference families with v < 50. Facta Universitatis
(Nis), Ser. Math. Inform., 1997, no. 12, pp. 1-13.

6 7 VHOOPMAUVIOHHO-YMPABASIOLLVIE CUCTEMEI

/  Ne1,2021



\ TEOPETUYECKASI VI NIPUKAAAHASI MATEMATUKA \

YK 004.438
doi:10.31799/1684-8853-2021-1-2-7

Tpl/[ HOBBI€ NJIMHBI HUKJINYECKUX Imap JIemaH,upa

Basnonun H. A.2, 1oKTop TexH. HayK, mpodeccop, orcid.org/0000-0001-7338-4920, korbendfs@mail.ru

Ixoxosuy IT. 3.5, nokTop HAyK, mpodeccop, orcid.org/0000-0002-0176-2395, djokovic@uwaterloo.ca
aCaukr-IleTepOyprecKkuii rocyapcTBEHHBIN YHUBEPCUTET a9POKOCMUUYECKOro mpubopocrpoenusa, B. Mopckas yi., 67,
Caukr-IleTepbypr, 190000, P

6Yuusepcuter BaTepsioo, Kadeapa TeopeTuueckoi MaTeMaTHKY U MHCTUTYT KBAaHTOBLIX BEIUMCIeHui, BaTepaoo, OuTa-
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Beemenmne: corsiacHo rumorese, MUKJIUNYECKNE Maphl JIesKaH pa HEUeTHOH AJUHBI > 1 Bcerga cyimecTByrOT. Taxkas mapa COCTOUT U3
nByX GYHKIUH a, b: G — Z, npuHuManInux sHadenus +1 win —1, ¢ mnepruoguiyecKuMy aBTOKOPPEIAINOHHBIMU (DYHKIIUAMY, IPUHUMA0-
UMY B CyMMe IIOCTOSSHHOe 3HaueHne —2 (MCKJII0Uasa Ha4aJIbHYI0 TOUKY). 3ech G — KOHeUHAdA [UKJINYeCcKasa IPynna, Z — KOJbI[O IeJTbIX
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MO, HEJOCTATOUHO IIOJIHO ONMCAHHON B JIUTEPAType, UTO [JeJIaeT ee UCCaeJoBaHue 0CO0eHHO aKTyaabHbIM. Ilesb: JOMOJHUTE onucanue
OUIMKJINYECKON KOHCTPYKIIMHU C JBOMHOI KaiMO#l TpeMs HOBBIMU pelleHuAME nap Jlesxkanapa. Pe3yasraTel: IJid XapaKTePUCTUKU IIap
Jlesxanapa ucmorb3oBaubl nogMHOKecTBA X = {x € G: a(x)=-1} u Y ={x € G: b(x) =—1} us G. Ectb 20 HEUETHBIX I[EJIBIX UKCEJ U, MEHb-
mux 200, 11 KOTOPBIX cylecTBOBaHue map Jleskauapa AJTUHEI U He foKa3aHo. HaumeHnsbitee us Hux — v = 77. ITocTpoens! mapsl JlexkaH-
npa gausoit 91, 93 u 123, B pe3yabTaTe KOJINUECTBO HEPEIIIEHHBIX CJIyuaeB COKpaTuioch 1o 17. IIpuBoaATCAa DIpuMephl MUKJIUNIECKUX TIap
Jleskauapa nnd quuH v < 123. IIpakTuyeckas 3HAYMMOCTH: MaTPUIBI AlaMapa NIMPOKO UCIOJIb3YIOTCA B 3aJjaU4ax IIOMEX0YCTONUNBOTO
KOIUPOBAHUSA, C2KATUS U MAaCKUPOBaHUs BugeonHdopmanuu. IIporpaMmMsel morcka MaTpuil AzamMmapa 1 6n0110TeKa IOCTPOEHHBIX MaTPUIL
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required level of technique for new generation spacecraft.

Introduction: New technologies are replacing the onboard space networks based on bus topologies. One of these technologies
is SpaceWire. New communication protocols are being developed, expanding SpaceWire functionality. The protocol developers
should provide all the required technical characteristics for data transmission and processing. Purpose: New technologies are
replacing the onboard space networks based on bus topologies. One of these technologies is SpaceWire. New communication
protocols are being developed, expanding SpaceWire functionality. The protocol developers should provide all the required technical
characteristics for data transmission and processing. Results: The analysis of the existing demands on communication protocols
resulted in a set of consolidated requirements for the physical-network layers' protocols and the transport layer protocols. The
requirements cover the speed, latencies, transmission distance, transmitted information amount, fault detection functionality,
time synchronization between the devices, quality of service, main user data types, and data transfer modes at the transport
level. The existing SpaceWire protocols are defined as a special class of protocols, possessing unique characteristics. Practical
relevance: The performed analysis can simplify the implementation of new onboard communication protocols and provide a
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Introduction

Communication technologies for onboard com-
munication networks are rapidly developing. New
standards and protocols, new principles and mech-
anisms of data transmission, new equipment that
implement these mechanisms and protocols appear
[1, 2]. The MIL-STD 1553 [3] bus has been used for
data exchange in onboard systems since the 1970s,
but the rapidly growing requirements for the func-
tionality of spacecraft make its further use impos-
sible. As a result, network topologies are replacing
the buses according to the demands of the leading
industrial companies. One of such technologies is
SpaceWire.

Open standard ECSS-E-50-12C (SpaceWire pro-
tocol) was specifically developed for space appli-
cations, so it has a low implementation cost and
complexity, high performance, and flexible archi-
tecture [4]. SpaceWire met all the requirements
for aerospace applications [5, 6] and has become
the dominant technology used for small sized
spacecraft, landing modules, etc. [7, 8]. Later, the
SpaceWire protocol was supplemented with the
GigaSpaceWire protocol [9], which provides gigabit
speeds, and in 2019, the next-generation standard
ECSS-E-ST-50-11C (SpaceFibre protocol) was re-
leased [10]. However, currently SpaceWire remains
the main protocol used in real missions.

The SpaceWire, GigaSpaceWire, and SpaceFibre
protocol specifications cover the OSI model layers

from physical to network, and a number of trans-
port protocols with different functionality and com-
plexity have been developed. These transport proto-
cols greatly extend the functionality of SpaceWire
family protocols. Transport protocols were devel-
oped for SpaceWire, but due to compatibility at the
network level, they can be used for GigaSpaceWire
and SpaceFibre. An analysis of the existing trans-
port protocols is given in the article [11]; [12] pro-
vides a detailed overview and comparison of the
standards ECSS-E-ST-50-52C (RMAP), ECSS-S-ST-
50-53C (CPTP), SMCS-ASTD-PS-001 (STUP), and
the protocols STP [13] and JRDDP [14]. Overview
shows that these transport layer protocols are not
sufficient to provide different types of quality of
service, reliable data delivery, and configuration
flexibility. Therefore, the transport layer proto-
cols continue to be improved within the missions
of various space agencies. One such development
by JAXA is the SpaceWire-R protocol [15], which
introduced guaranteed data delivery and transport
connections. ESA introduced the SpaceWire-D pro-
tocol [16], which for the first time introduced de-
terministic data delivery in the SpaceWire network
[17]. For Russian spacecraft using SpaceWire net-
works, the STP-ISS protocol was created [18]. By
that time STP-ISS provided the necessary trans-
port-level mechanisms for the Russian industry.
However, the requirements for on-board networks
are changing as the technical capabilities for imple-
menting different protocols.
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The urgent remaining task is to form a consoli-
dated set of requirements for communication pro-
tocols for onboard space networks it will further
allow analyzing existing technologies for compli-
ance and setting tasks for improving existing data
transmission standards. Thus, current paper will
consider the existing requirements for communica-
tion protocols. Based on this analysis, a set of con-
solidated requirements for the onboard space pro-
tocols will be derived. In addition, paper will show
that the SpaceWire family protocols satisfies these
requirements. The requirements for protocols pre-
sented in the article available in open sources, are
collected from leading companies of space industry,
space industry experts, real developers of onboard
space equipment.

Overview of communication protocol
requirements

The SpaceWire family of protocols can be divided
into two main categories — these are protocols that
describe the OSI (Open Systems Interconnection)
layers from physical to network: SpaceWire,
GigaSpaceWire and SpaceFibre, and many trans-
port layer protocols that provide various end-to-end
functionality (Fig. 1). Requirements for protocols
at different layers of the OSI model will also differ
and will be grouped into network-physical layer pro-
tocols and transport layer protocols.

A survey of experts from the Russian space in-
dustry conducted on the technical requirements for

communication protocols of the network-physical
layers and the streaming service of the transport
layer showed the following. Data packets should not
be delivered to the wrong destination or filtered in
the receiver. The network should be free of dead-
locks, so packets that cannot reach the destination
within a given fixed time should be dropped. The re-
quired Quality of Service (QoS) is guaranteed deliv-
ery, guaranteed bandwidth, multiple levels of prior-
ity (from fore to six). The network should provide re-
liable time synchronization — incorrect time stamps
and interrupt codes should not be delivered to recip-
ients. It should be possible to transfer high-speed
data streams (for example, video streams) over sep-
arate virtual connections, while other traffic should
continue to be transmitted over other connections.
In terms of the streaming data transmission (for
example, video data), separate requirements were
presented. It takes into account the features of the
industry standards ARINC-818-2 and CCSDS 766.1-
B-1, the characteristics of streaming video. A rela-
tively constant rate of data entry into the network
should be ensured. It could be achieved by limiting
the maximum size and intensity of packet trans-
mission to the network throughout the entire infor-
mation exchange session. An important character-
istic of streaming traffic is also the low latency for
transmitting real-time streaming data. Therefore,
protocols with the transport connection establish-
ment should be used, which will reduce the length
of the header of packets containing useful data. It is
also preferable to use a simple data delivery mecha-
nism implemented in hardware. It should be done to

Application
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Tr?;lsgfrt RMAP CPTP SpW-R SpW-D JRDDP STP-ISS
SpaceWire GigaSpaceWire SpaceFibre
Network
layer Network Network Nietei
Packet
- Data-Link
g Data-Link -
g Exchange £
%z g Multi-Lane
é Encoding Symbol ‘3’
<
L
Encoding = ane
Physical
Physical
layer S Physical Physical

B Fig. 1. SpaceWire/SpaceFibre standards family
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have a mode without buffering on the transmitter
and receiver, with packet delivery without acknowl-
edgements and resending. It is important to con-
trol the delivery of data to the receiver: checking
the correctness of the packet header and the pay-
load field; detection of the erroneous packets, lost
packets and packets reordering. The new protocols
should be compatible with SpaceWire\SpaceFibre
networks [19, 20].

Another source of requirements is the compar-
ison of communication architectures given in [21].
It contains the following NASA requirements for a
rigid real-time distributed control system for mis-
sion-critical security systems on a manned space-
craft. The first parameter is high reliability and
high accessibility. The use of modular components
at all levels to ensure high reusability, flexibility
and scalability. These components should support
Plug & Play technology and, if possible, perform
hot-swapping. The Plug & Play technology for
SpaceWire has several implementations adapted
to the requirements of various space agencies, and
is successfully developing [22, 23]. Comprehensive
functionality for fault detection, isolation and re-
covery (FDIR) and health monitoring should be pro-
vided. It is also noted that the ability to transmit
large amounts of data at extremely high speeds is
not mandatory. Most control circuits operate at a
frequency of 100 Hz or less. For example, the space
shuttle main engine controller operates at 50 Hz,
and the flight control loop in the space shuttle com-
puters operates at 25 Hz.

G. Kopets in his book [24] provides a set of re-
quirements for the communication infrastructure
of distributed real-time systems. The first group of
requirements relates to temporary properties. The
message transfer delay should be as low as possible
to minimize the idle time of the control commands.
It is necessary to ensure a minimum jitter, that is,
the difference between the worst-case message la-
tency and the best-case message latency. In such
systems, it is necessary to have a global time val-
ue for all network nodes with proper accuracy (time
synchronization). A reliable time synchronization
algorithm should set the internal time of the net-
work nodes so close to each other that the amount
of time discrepancy during the offline operation
does not exceed the specified accuracy interval.
A fault-tolerant time synchronization algorithm
should allow the specified number of errors in the
network. Such a requirement in SpaceWire net-
works is represented by a mechanism for sending
of high-priority timestamps, but time synchroniza-
tion mechanisms are not described. They are repre-
sented at the transport layer, and only in the STP-
ISS protocol [25].

The second group of requirements relates to er-
ror detection and recovery mechanisms. Reliability

of communication should be ensured through the
use of reliable channel coding or algorithms based
on broadcast. In systems that do not operate in real
time, reliability can be achieved through retrans-
mission. Mechanisms for control of the malfunction
of components in time are needed. For example, the
communication system should contain information
on the permitted behavior of the component in time
and can disable the component that violates the
rules of operation (babbling idiots avoiding). Each
network element should report about all component
failures. It is necessary to use end-to-end confir-
mation of the success or failure of any action for
any scenario. It is important to use mechanisms
that ensure determinism. These requirements are
fully taken into account in the second edition of
the STP-ISS protocol, which provides determinism
and mechanisms for detecting of duplicated control
commands.

The last group of requirements covered in the
book, which indirectly affects data transmission
protocols, relates to the physical structure of a re-
al-time communication system. This requirement is
low cost and low weight of equipment.

Let us also consider the requirements of the
Russian and European industry for communication
protocols for on-board systems. Industrial com-
panies within the framework of the FP7 Program
SpaceWire-RT project [26] jointly elaborated this
list of requirements.

To ensure timely data delivery, support of trans-
mission rates of up to 20 Gbit/s for remote sensing
missions, and speeds of up to 400 Mbit/s for low la-
tency routing is required. The operation of the de-
vices should be possible at a distance of up to 100 m
for spacecraft applications, where equipment can be
installed at a long distance. Additionally operation
of the devices should be possible at a distance of 1 to
10 m for operation at high data rates between close-
ly located equipment.

It is necessary to support the transmission
of application messages with a size of at least 32
MB. Such packets are used to transmit raw data.
Message sizes from 8 B to 64 KB should be sup-
ported to transmit commands and telemetry from
application processes. In this case, the maximum
latency for the transit of command packets over
the network in real-time applications should be less
than 100 ms. and for time synchronization packets
up to 100 ns.

Protocols should provide capabilities for relia-
ble delivery of important data that should be de-
livered without corruption. Determinism and con-
figurable automatic confirmation for controlling
non-intelligent devices and sensors should be pro-
vided. The protocols should provide mechanisms
for automatic FDIR. At the same time, recovery
could be implemented in most applications in soft-
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ware. In some applications where short response
times are hardly achievable, automatic recovery
could be implemented at the network layer.

Time-critical commands require support for
multi-path data transmission and support for mul-
ticast data transmission, for example, to deliver
data to devices in a redundant system. The require-
ments states the need to support the transmission
of timestamps.

The quality characteristics are given in a gener-
alized table describing the support for communica-
tion requirements. Table 1 shows the main charac-
teristics for each of the required traffic types.

Next, consider the requirements for the func-
tionality of the onboard network from “Academician
M. F. Reshetnev “Information Satellite System”
within the framework of a joint project aimed at
creating a modern transport protocol STP-ISS [15].

The maximum number of logical addresses
specified in the corresponding protocol should de-
termine the number of nodes in the network. From
one to three logical addresses could be set for one
network node. In accordance with the SpaceWire
protocol, it is necessary to preserve the possibili-
ty of dividing the network into regions. The max-
imum number of logical addresses of a particular
protocol should also determine the number of nodes
in each region. When using path or regional-logical
addressing, the number of transit switches in the
network (or subnet) should be no more than 15.

From one to three units could represent each
node of the onboard network. Each unit should have
a separate logical address. Fig. 2 illustrates this re-
quirement for a network node.

The requirements of “Academician M. F. Re-
shetnev “Information Satellite System” are most-
ly focused on transport layer protocols, since the
lower layer protocol (SpaceWire) has already been
defined as a main protocol for future missions. The
transport protocol is needed to provide transport
services for onboard networks and should describe
the data processing and exchange mechanisms,
packet formats. It should transmit the following us-
er data types from the transmitter application layer
to the receiver application layer: control commands,

N\

application messages, time-codes, interrupt signals
and interrupt acknowledgements. Urgent packets
and regular packets could represent application
messages. The protocol itself should provide data
transmission in two modes: connection oriented
and connectionless.

Connection establishment is performed sepa-
rately for each pair of receiver-transmitter remote
network nodes (Fig. 3). The connection establish-
ment initiator could be either an active or a passive
device. Only one type of data should be transmitted
over the transport connection. Control commands
should not be transmitted in connection-oriented
mode. The maximum number of transport connec-
tions for each node shall not exceed 8 connections
in one direction. Within each transport connection,
a flow control mechanism should be provided. Flow
control means sending the information on the re-
maining free space in the receiving buffer to the
transmitter of the transport connection.

In the connectionless mode, the segment of data
transmitted to the transport protocol shall not be
larger than 2048 B. Limit for the connection-ori-
ented mode is 64 KB. If the size of the application
message exceeds the maximum allowed size of the
data segment, the application should perform seg-
mentation of this message.

Network node

| Application layer |
[}
Unit A v Unit B
|  Transport protocol | |  Transport protocol |
l Network layer ‘ l Network layer ‘
Data Link Data Link Data Link Data Link
Interface Interface Interface Interface
(Main) (Redundant) (Main) (Redundant)
y
B —— —
% Logical address % Logical address
Unit A Unit B

B Fig. 2. Logical addresses distribution for the network
node unit

B Table 1. Main characteristics for required classes of data

Class of data Distance Speed Latency Packet size Quality of service
Data Short and long From 1}(1):;}?0 VerY | Not important | Short to long Reserved bandwidth
Control commands | Short and long Low Low Short to long | Deterministic delivery
Telemetry Short and long Low Low Short Reserved bandwidth
Time stamps Short and long Low Very low Short High priority
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Connection establishment
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B Fig. 3. Example of transport connection establishment and closing mechanisms

The transport protocol should implement the
following mechanisms for transmission errors de-
tection: CRC check, validation of the packet data
field length, confirmation of successful data re-
ception, timeouts for detecting lost data packets.
Data should be prioritized for different information
flows (at least 3 priority levels for data packets and
control commands). The transport protocol should
contain a separate logical buffer for each priority
data coming from the application layer.

Requirements for the provided quality of ser-
vice for information flows should be provided in
accordance with Table 2. Requirements for the data
transmission latency are given for a data channel
with transmission through 8 transit switches and
transmission rates of 20 and 50 Mbit/s.

The column “Quality of service” states the fol-
lowing QoS types:

a) priority — higher priority data transmitted
first;

b) scheduling — a single schedule is created
for the whole network; transmitting nodes are al-
lowed to send data according to this schedule. It is
not managed in switches. Schedule is available in
the local and remote nodes exchanging data, in the
source and in the receiver (Fig. 4);

c) guaranteed delivery — confirmation of cor-
rect data delivery, re-sending by the source if there
is no confirmation during the timeout (Fig. 5);

d) not-guaranteed delivery.

The scheduling quality of service should be car-
ried out in accordance with the specified schedule.
It is formed at the stage of the transport protocol
configuration. At the same time, the protocol itself
should be able to operate without the scheduling
quality of service.

B Table 2. Data streams’ quality of service

Data type Length (;::(;5::5; 20 (lg?)l)ag/[,bps Q;ljx}\ir?c’:f Priority Confirmation
Control command 4B >1ms <1(0.5) ms a, b, c 1 Yes
64 B > 0.5 ms <1(0.8) ms
Urgent message 2KB > 5 ms <8 (5) ms a,b,c 2 Yes
64 KB >100 ms <230 (150) ms
64 B >0.5ms <1.5(1) ms
Regular message 2KB >5 ms <10 (7) ms a,b,c,d 3 Yes /No
64 KB >100 ms <300 (220) ms
Time-code 6 bit >60s <0.1 ms a 0 No
Interrupt. interrupt 5+1 bit > 5ms <0.1 ms a 0 Yes /No
acknowledge
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B Fig. 4. Example of data transmission scheduling for onboard networks
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vl

The transport protocol should provide the fur-
ther distribution for the time-codes and system
interrupts from the local node application to the
network. Similarly, the transport protocol should
accept time-codes and system interrupts from the
network and transmit them to the applications. The
protocol could use the system time information
from the time-codes to implement the Scheduling
quality of service.

The transport protocol should detect duplicate
control commands on the receiver and discard the
duplicates.

It is necessary to provide the possibility of sim-
plified configuration of the protocol for small-size
networks (no more than 2 hops).

Consolidated requirements
for the communication protocols
at the physical-network level

Based on the provided industry requirements,
it is possible to form consolidated requirements
for communication protocols. Let us start with

N\
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the requirements at the physical-network le-
vels:

1) support data transfer rates up to 20 Gbps, in-
cluding intermediate speeds;

2) ensuring operation at distances up to 100 m;

3) reliable communication through the use of re-
liable channel coding;

4) providing comprehensive functionality for
FDIR and efficiency monitoring at the data link
layer;

5) point-to-point determinism;

6) ensuring time synchronization between de-
vices. It is provided by supporting the transmission
of time-codes. At the same time, synchronization
should be reliable — erroneous time-codes and in-
terrupt codes should not appear on the network and
should be discarded;

7) support for transmitting of information with
a size of 32 MB or more. For transmitting com-
mands and telemetry — from 8 B to 64 KB;

8) support maximum data transfer latency:

a) for transmitting control commands less than
100 ms;

b) for time synchronization up to 100 ns;

c¢) for communication between two processor
modules up to 100 ns in one link;

9) support multipath data transmission;

10) support multicast data transmission.

Consolidated requirements
for communication protocols
at the transport layer

The requirements at the transport layer relate to
end-to-end transmission between the information
transmitter and the receiver.

1) required quality of service: Guaranteed deliv-
ery, guaranteed bandwidth, priorities (from fore to
six);

2) exchange of end-to-end acknowledgements;

3) support for the following main user data
types:

a) control commands;

b) urgent packets;

c) regular packets;

d) time-codes;

e) interrupt codes and interrupt acknowledg-
ments;

4) data transmission in connection-oriented and
connectionless modes;

5) connection-oriented mode: connection for
each receiver-transmitter pair; both active and
passive devices could be initiators of data ex-
change; 8 unidirectional transport connections
maximum; one transport connection for one da-
ta type; flow control mechanism; data segment
length up to 64 KB;

6) connectionless mode: data segment length up
to 2048 B;

7) command control length up to 4 B;

8) quality of service for Control commands and
Urgent packets: priority, scheduling, guaranteed
delivery;

9) quality of service for Regular Messages: pri-
ority, scheduling, guaranteed delivery, non-guar-
anteed delivery;

10) the transfer of time-code is carried out only
in a non-guaranteed mode;

11) detection of duplicate control commands at
the node receiver, discarding duplicates;

12) the possibility of a simplified protocol con-
figuration for simple networks;

13) possibility to switch off the scheduling qual-
ity of service.

Additional requirements for the protocols are
also:

1) interfaces to access the functions of the proto-
col (Service Access Points);

2) minimum data transfer delays;

3) the smallest possible footprint of the chip and
the energy consumption. Since the mechanisms
described in the protocols can be difficult to im-
plement, require the additional memory (for exam-
ple, segmentation, transport connections) and, as a
result, occupy a large chip area. This may lead to
exceeding the permissible weight and energy con-
sumption characteristics for the spacecraft.

Conclusion

This article discusses the requirements for com-
munication protocols for onboard networks from
various open sources: scientific literature, project
reports, and scientific articles. These requirements
provide the important vision of what future data
transfer protocols for spacecraft should look like.
The analysis showed that many sources has the sim-
ilar requirements. Therefore, on their basis, a num-
ber of main characteristics for the protocols of the
physical-network layers and the transport layer are
elaborated.

The article focuses on certain aspects of the op-
eration of onboard networks and does not consider
all possible parameters of the spacecraft operation.
However, taking into account the authority of the
analyzed sources, it can be concluded that these
requirements are currently the focus of the global
space industry in terms of communication proto-
cols.

The requirements obtained during the analysis
reflect the distinctive features of the SpaceWire/
SpaceFibre technology. It is a simple routing mech-
anism without buffering, which is able to transmit
data of various unlimited lengths, and also has a
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relatively small hardware implementation cost. It
is the flexibility and scalability of protocols, the
availability of opportunities for simplified config-
uration and assembly of networks using Plug-n-play
technology. In addition, the SpaceWire family de-
scribes specialized types of high-priority packets
for transmitting time data, as well as time synchro-
nization mechanisms. It is important that this is an
open technology that provides almost unlimited op-
portunities to expand the protocol family by trans-
port layer protocols while maintaining compatibili-
ty with previous versions. The combination of these
characteristics, concentrated in the protocols of the
SpaceWire family, distinguishes these communica-
tion protocols for on-board networks into a separate
group of space protocols that have characteristics
that are not presented in other protocols.

The analysis of the requirements shows that
the SpaceWire/SpaceFibre protocol family meets
them. So they can be considered as the main ones
for further application in the space industry. At the
transport layer, at the moment, only the STP-ISS
protocol meets all the described requirements due
to the support of most mechanisms for ensuring the

quality of service, reliable data transmission and
various implementation profiles. At the same time,
combinations of other existing protocols that solve
specific narrowly focused tasks, also could provide
the necessary performance characteristics. The use
of the STP-ISS protocol is limited by the desire and
ability of companies to use third-party protocols,
so the development of new protocols is inevitable.
The proposed requirements should be taken into ac-
count when developing these protocols in order to
provide the important services for the new genera-
tion of onboard equipment.
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Amnanus TpeGoBaHMIT K COBPEMEHHBIM MMPOTOKOJIAM JJI51 00PTOBBIX CeTeil KOCMUYECKHMX AlapaToB

B. JI. OneneBs?, KaHJ. TeXH. HAyK, HoleHT, orcid.org/0000-0002-1817-2754, Valentin.Olenev@guap.ru
aCaukTr-IleTepOyprecKkuii rocyapcTBEeHHBIN YHUBEPCUTET a9POKOCMUUYECKOro mpubopoctpoenusa, B. Mopckas yi., 67,
Caukr-IleTepbypr, 190000, P®D

Brenenue: Ha CMeHY yCTapeBAIOIIUM GOPTOBBIM KOCMUYECKUM CEeTAM Ha 6a3e IIUHHBIX TOIOJOTUN IPUXOLAT HOBbIE TeXHOJIOTUH, O/~
HOI M3 KOTOPBIX sABJsieTcss SpaceWire. PaspabaTbiBaroTcsi HOBbIE IIPOTOKOJIbBI, pacIInpsooIue BodaMoKkHocTu SpaceWire. Heobxoauma
YBEPEHHOCTh B TOM, YTO OHU OyAyT 00ECIeUYnBATh BCE TEXHUUECKUE BO3MOMKHOCTH [IJId Ilepefadyn u 00paboTKU JaHHBIX HA OOPTY KOCMUUe-
ckux anmapartos. Ileas: aHaaU3 CyIEeCTBYIOIMNUX U pa3paboTKka 0600IeHHbIX TPe0OBaHNM K KOMMYHUKAIMOHHBIM IIPOTOKOJIAM IJ1s 6Op-
TOBBIX KOCMHUYECKUX CeTefI, KOTOpPBIE IIO3BOJIAT YUYUTHIBATE COBPEMEHHbIE 3alIPOCHL KOCMI/I‘{GCKOfI HUHOYCTPHUH. PeSyJILTaTLI: B pe3yJbTare
IIPOBEIEHHOr0 aHaan3a CHOPMUPOBAH HAOOD KOHCOJUANPOBAHHBIX TPEOOBAHUN K TPOTOKOJIaM (DM3MYECKOT0O—CETEBOTO YPOBHEN U OTeJIb-
HO K IIPOTOKOJIAM TPAHCIIOPTHOTO yPoBHA. OmMcaHbI TPeGOBAHUA, KACAIOIINECA CKOPOCTH, 3a/leP/KeK U PACCTOAHUS Iepefauu, oobemMa
nepenaBaeMoil nHopmanuu, GyHKINOHAJIBLHOCTU JJIA 00HADPYKEeH NI HeUCIPABHOCTEl, CHHXDOHU3AIIUN BpEMEeH! MeXXKAy YCTPOHCTBaMu,
HeOGXOILI/IMI)IX Ka4veCTB CepBUCa 1 UX CBOfICTB, OCHOBHBIX ITOJIB30BaTEJIbCKUX TUIIOB JaHHBIX U PEXXVNMOB ITepefavyu JaHHBIX Ha TPAHCIIOPT-
HOM yposHe. CylmecTByIoIre IPOTOKOJIbI ceMelicTBa SpaceWire BhIe/I€HBI B OTAEJbHBINA KJIaCC MMPOTOKOJIOB, 00/Iafal0lUNX XapaKTepu-
CTHUKaMU, He IPUCYIUMU APYTUM KOCMUYECKUM IPOTOKoaM. IIpakTnyecKkas 3HAUMMOCT: IPOBEIEHHBIN aHAIN3 IO3BOJIUT B 3HAUUTE b~
HOﬁ CTeIleHU YIIPOCTUTH IIPOIECC CO3AaHUA HOBBIX KOMMYHUKAITMOHHEBIX IIPDOTOKOJIOB 60pTOBBIX KOCMUYECKUxX CeTefI, a TaKXe 06eCHe‘II/ITb
HEeOOXOAMMBIN YPOBEHBb TEXHOJIOTMUECKOT0 OCHAIIEHU A KOCMUYECKUX allllapaToB HOBOT'O IOKOJEHUS.

KiroueBrplie ciioBa — GOPTOBBIE KOCMUYECKUE CETH, KOMMYHUKAI[MOHHBIE IIPOTOKOJIBI, TeXHUYeCKue TpeboBauusa, SpaceWire.

Oas uurtupoBanus: Olenev V. L. Analysis of requirements for modern spacecraft onboard network protocols. Hrgopmayuornro-
ynpasasiouwue cucmemvt, 2021, Ne 1, c¢. 8-16. doi:10.31799/1684-8853-2021-1-8-16

For citation: Olenev V. L. Analysis of requirements for modern spacecraft onboard network protocols. Informatsionno-upravliaiushchie
sistemy [Information and Control Systems], 2021, no. 1, pp. 8-16. doi:10.31799/1684-8853-2021-1-8-16
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ABTOMaTU3MPOBaHHbIA NOAXOA K CEMAaHTUYECKOMY NOUCKY
Nno NporpaMMHON JOKYMEHTaLN Ha OCHOBE a/iropuTMa
Doc2Vec

A. [I. KoBaneB?, acnupaHT, accucTeHT, orcid.org/0000-0002-4610-5524, kov3000@ya.ru

WU. B. HukucpopoB?, kaHA. TexH. Hayk, fAoueHT, orcid.org/0000-0002-2330-2197

n. 4. ApobuHues?, kaH4. TeXH. HayK, AoueHT, orcid.org/0000-0003-1116-7765
3CaHKT-[leTepbyprckuit MoMTeXHNYECKn yHuBepcuTeT [eTpa Benukoro, MNonutexHnyeckas yin., 29,
CaHkT-lleTepbypr, 195251, P®

BBegeHue: ofHUM 13 3HaYUMbIX 3TaMOB XU3HEHHOrO LMK/a pa3paboTku nporpaMMHoro obecriedyeHus sIBsieTcs aTan ero
noAAepXKy, Korga 3akazymky MoryT obpalyatbcs B cayx6y nogaepXxku KoMnaHUn-nocTaBLLUmMKa ¢ Bornpocamu, npobaemMamu 1
npeanoxeHusaMu. [1ns pelieHnsi MOCTYNUBLLErO 3anpoca UHXeHepbl MoJib3YHTCS COOTBETCTBYIOLeN oKYMeHTauumein. C Lesnbio
CHU3UTb TPYLOEMKOCTb U MOBbICUTL KAYECTBO 3Tarna ConpoBOXAEHUS MOXHO aBTOMaTU3MPOBaTh MOUCK HEOOXOAUMBbIX CTPa-
HuL, naparpaghoB 1 npeasIoxeHnit fokymeHTaymu. Llenb: pa3paboTka nogxofa K ceMaHTMYECKOMY MOUCKY MO JOKYMeHTaLum
C UCMOIb30BaHMEM anropuTMa MallmHHoro obydyeHnss Doc2Vec fns aBToMaTu3alUmum peLleHnst 3arnpocoB 3aKka3ynkoB. Pe3ysb-
TaTbl: NPeAJsIOXEH MNOAX04 K CEMaHTMYECKOMY MOUCKY M0 TEKCTOBbIM (painam [OKYMeHTaLuu U BUKU-CTPaHULaM C UCMOSb-
30BaHMEM aniropuTMa MaluMHHOro obydyeHns Doc2Vec. CTpaHULbl [OKYMEHTaLuUK, KOTOPble UMET CeEMaHTUYECKOe CXOACTBO
C TEKCTOBBIM ONMCaHWEM Hepa3peLLeHHOro 3anpoca 3aka3yunka, moMoraroT pa3paboTumnky 6onee achcpekTuBHO 0bpabaTbiBaTh
BXoASLMI 3anpoc. Ha 6ase npeasioxeHHoro nogxoa paspabotaH nporpaMMHbIi UHCTPYMEHT, NPeAOCTaBSIOLLMNIA UHXKXEHEPY
OTYET CO CCbIJIKAMMU Ha CEMaHTUYeCKM BIM3KUe K HepeLLeHHOMY 3anpocy CTpaHuLbl JOKyMeHTauun. Bo BpeMs ucnbiTaHnii uH-
CTPYMEHTa yCTaHOBMEHbI ONTUMaJIbHbIE NapaMeTpbl anroputma Doc2Vec, koTopble obecrieynBaroT HE06X04UMOE Ka4ecTBO ce-
MaHTUYeCKOro noucka. Ylges skcriepuMeHTa 3akstoyanach B npUMeHeHUN MHCTPYMEHTA K HEpPELLEHHbIM 3arnpocaMm 1 OLjeHKe ero
achbpekTuBHOCTH. [1peaIoXeHHbIN NOAX0A U Peau3yHoLLUA ero UHCTPYMEHT YCMELLHO NPOTEeCTUPOBAHbI Ha MPOEKTE C OTKPbI-
TbIM ucxofHbIM Kogom Apache Kafka. B pamkax akcriepumMeHTa 3arpyxeHo v npoaHainaupoBaHo 100 3arpocoB U3 cucTeMbl OT-
crexvBaHus olMboK Jira. Pe3ynbTaTbl aKCnepuMeHTa NoKasbiBaloT MPeuMyLLECTBO UCMOb30BaHUS MHCTPYMEHTA B rpoLecce
rnoAAepXku nporpaMMHoro npogykta. CpefjHee BpeMsi aHann3a fOKYMEHTaLun COKpaTHIoCh Mo CpaBHEHUIO C TPaANLNOHHbIM
PyY4HbIM nogxonoMm. lMpakTudeckas 3HaYUMOCTb: pe3y/ibTaTbl UCCEA0BaHUI UCMONIb30BaHbI MPU PeLLeHNN peasbHbIX 3anpo-
cOB 3aka3uyukoB. Pa3paboTaHHbIf NoAXo4 M peann30BaHHOE Ha ero OCHOBE MPOrpaMMHOe CPefCTBO MO3BONSIOT COKPaTUTh
TPYA0EMKOCTb 3Tara ConpoBOXAEHUS.

KnioueBble cnoBa — nogaepxka nporpaMMHoro obecrnedyeHus, aBTomatn3ayms, Doc2Vec, malumHHoe obyyeHne, ceMaHTH-
4YecKui MoncK, JOKyMeHTayms.

Oas nutuposanusa: Kosanes A. 1., Hukudopor U. B., Ipo6unnes II. [I. ABToMaTU3MPOBAHHBIN MOAXOL K CEMAHTUYECKOMY IIOWIC-
Ky II0 IPOrPaMMHOM JOKYMEHTAIlM Ha OCHOBe ajnroputrma Doc2Vec. HH@opmayuonro-ynpasaawuwue cucmemst, 2021, Ne 1, c. 17-27.
d0i:10.31799/1684-8853-2021-1-17-27

For citation: Kovalev A. D., Nikiforov I. V., Drobintsev P. D. Automated approach to semantic search through software documentation
based on Doc2Vec algorithm. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2021, no. 1, pp. 17-27 (In
Russian). doi:10.31799/1684-8853-2021-1-17-27

BBenenmne

ITam COIPOBOKIEHUSA IPOrPaMMHOTO obeciieue-
"usa (I10) apiasgeTcsa ofHUM u3 HanboJIee 3HAUYNMBbIX U
TPYAOEMKHUX STAIOB KM3HEHHOTO IIUKJA PaspaboT-
ku [1, 2]. B mporiecce conpoBo:kamenus [10 paspabor-
YUKY KOMIIaHUU-TIOCTABIIINKA UCIIPABJIAIOT OIITNOKU
U peIramT Hpo0JeMbl, BOSHUKAIOIINE B XOIe 9KC-
mIyaTalmuy IPOrPaMMHOTO TPOAYKTA Ha CTOPOHE
3aKasunka. Hamnpumep, IpUYMHA HEIIPaBUJIbLHONI
pabotsl IIO mMoikeT OBITHL CBA3aHA C HEKOPPEKTHOM
KOoH(UTrypalueil cucTeMbl UJIU C AeEeKTOM B Kofe
nporpamMmMbl. Ha maHHOM 9Talle HPOUCXOAUT IIPHU-
eM u 06paboTKa 3alIPOCOB 3aKasuMKa WHIKEHEPOM
TeXHUYECKON MOAJEP:KKMU UJIU IIPOrPaMMUCTOM.
3ampoc, KaK IIPaBMJIO, HAIINCAH Ha €CTeCTBEHHOM,
HedOopMaIn30BaHHOM SI3bIKE U COAEPIKUT ONUCAHUE

mpobJsieMbl B mporpaMMHOM HOponykTe. s ymo6-
HOTO XpaHeHUsS U yIpaBJeHusA TAaKUMU 3aIpocaMu
OOBIYHO WCHOJb3YIOTCA CHUCTEMbI OTCJIEKUBAHUS
ommu6ok [3]. B manmoii paboTe paccMoTpeHa cucTeMa
OTCJIeXKMBAHUA OMMOOK Jira [4].

B mporecce pemrenus mpo0OsieMbl 3aKasumnka,
Kak IIpaBuUJO, HEOOXOAMMO OOpPaTUTHCA K COOT-
BeTCTBYIOIIIEN MOKYMEHTAIluu uJIu 0Oase 3HAHUI.
JoKyMeHTanusa MOKeT ObITh IIpeAcTaBJieHa B BUIE
JIOKAJbHBIX TEKCTOBBIX (haiJIOB PA3HBIX (DOPMATOB
(PDF, DOC, RTF u np.), a Tak:Ke COAEP:KAThCA HA
yIaJeHHBIX caliTax. HacTHBIN ciayudail caiita ¢ Jo-
KymeHTanumeii — »To BuKH-cucrema Confluence.
M MeHHO ee MBI I PACCMOTPUM B JaHHOM pabdore.

HoxymeHTaIIusd MOKET COAepPsKaTh OUEeHBb 00JIb-
mIoii 00beM MH(POPMAIINN, W MONCK HEOOXOZMMBIX
CTPAHUI] MOKET 3aHATh MHOTO BPEMEHH!, YTO JeJIaeT
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IPOIIeCC UBYYEHU S JOKYMEHTAIIUN TPyAoeMKuM. Kak
IIPaBUJIO, IIOUCK B TEKCTAX JOKYMEHTOB OCYIIECTBJIA-
eTCs II0 KJII0UEBBIM cyioBaM. OTHAKO JaHHBIN ITOAXOT,
He 9()(PeKTUBEH, eCJIU IONCKOBBII 3aITPOC CTAHOBUTCS
CJIMIITKOM OOJIBIIIMM M HAUMHAET COLEPKaTh 0OJIbIIIe
IATH CJIOB. [JIaBHBIM HEIOCTATKOM IIOUCKA IT0 KJII0Ue-
BBIM CJIOBAM SIBJISIETCSI HEBO3MOYKHOCTD OIIPEIEIUTH
CUHOHUMBI K CJIOBAM B IIOMCKOBOM 3ampoce. Tak:ke
B IIPOIIECCe MOMCKA MOYKHO IIPOIIYCTUTH CMBICJIOBBIE
YaCTH JOKYMEHTOB, KOTOpPhIEe COBIAAIOT IT0 CEMaHTH-
Ke, HO He COZIePIKaT KJII0UeBhIe CJI0BA.

B pemennn 3amaun ceMaHTUYECKOTO IIOWCKA IIO
JOKYMEHTAI[MY MOTYT IIOMOYb aJTOPUTMBI MAaIllHH-
HOTO 00yUeHUA U HeHPOHHBIE ceTH [5], a UMeHHO aJ-
roput™m Doc2Vec [6]. 3a cueT MCIOIbL30BaAHUS IIPO-
rPaMMHOI'O CPeICTBa, OCHOBAHHOI'O HA AJITOPUTME
Doc2Vec, BOBMOKHO CHUBUTH TPYAOEMKOCTb U IIO-
BBICUTH 3 (HEKTUBHOCTH IIPOIIECCA COIPOBOKIACHUS.
IToBrINIeHNE KauecTBa COIPOBOMKAEHUSA IIOMOTAET
BBICTPOUTD JOJTOCPOUHBIE OTHOIIIEHUS MOCTABITUKA
I1IO ¢ 3akasumkoMm.

ITenpio mamHOU pPabOTHI ABJISAETCA COKpAIIEHIIE
TPYAOEMKOCTU IIOMCKA Heo0XOoZuMOoii MHMOPMAIUU
IO JOKYMEHTAIIUM 3a CYET aBTOMATU3MPOBAHHOTO
OAX0/a, OCHOBAHHOTO Ha NMPUMEHEeHUN aJITOPUTMa
Doc2Vec. s mOCTMKEHUS IIOCTABJIEHHON IIEJIU
Heo0XoAUMO pas3paboTaThb IIPOTPaMMHOE CPeACTBO,
KOTOpOe peajusyeT MPeJIosKeHHbIN ITOAX0/I, a TaK-
JKe mokasaTh 3(MPEeKTUBHOCTL IIPUMEHEHUS IIpen-
JIOJKEHHOTO IIOAX0a M ero peajusalli B Iporpam-
MHOM CPEeJICTBE Ha aKTyaJIbHBIX JAaHHBIX.

AKTyaJIbHOCTH HCCJIeIOBaHUs 00YCJIOBJIEHA TEM,
UTO B IIPOIECCE PA3BUTUSA U YCIOKHEHUS IPOrpaM-
MHBIX TPOAYKTOB YBEJIUUYNBAETCA KOJUUYECTBO Ha-
TMHUCAaHHOTO UCXOJHOI'0 KoZa. JTO Hen30eKHO MPUBO-
IUT K IOBBIMIEHUIO Yncia fe)eKTOB U HeTOPaOOTOK
B I1O, uTo ABIAETCS IPUUUHON OOpalleHUs 3aKas-
YHUKOB B CIYKOY HOIIEPKKY KOMIAHUU-TIOCTABIIH-
Ka[7].

0630p IuTEpPATyPHI

Cy1mecTByeT MHOKECTBO HMCCJIeIOBAHUUA B 00Ja-
CTH TOBBIIIEHUA 3(P(PEKTUBHOCTH COIPOBOXKIEHUA
IPOrpaMMHBIX HPOAYKTOB 3a CUET BHEADPEHUSA CO-
BPEMEHHBIX METOJZO0B Pa0OTHI C IPOTPAMMHON JOKY-
MeHTal[en.

Aghajani E. u ap. [8] upoBenu KpymHoMAacIiTad-
HOe SMIOUpPUUEcKoe MCccaemoBaHre, B KOTOPOM IIPO-
aHaJU3UPOBAJU W KJaccupumuposaiu 878 apre-
(aKTOB, HMMEIOIIMX OTHOIIeHWEe K IIPOrpaMMHOM
JTOKyMeHTanuu. PesyiabTaToM MX PabOTHI SBUJICS
oA POOHBIN 0630p IIPO6JIEM, CBA3aAHHBIX C JOKYMEH-
Tamuen, 1 pAL JeliCTBEHHBIX ITPEAJIOMKEHNN KaK JIJIsd
uccJenoBaTeseii, Tak U IOJs IPaKTUKOB. Kpome To-
T0, PACCMOTPEHBI PEITleHn A, KOTOPhbIe TPUMEHAIOTCS
IPU BOBHUKHOBEHUU 9TUX IIPOOJIEM.

Ha mpaxkTuke OJOKyMeHTaInusa, KaK IpaBujo, 00-
JaJlaeT MHOTOYMCJIEHHBIMHU IpPOOJIeMaMM, TAKUMU
KaK HeJIOCTaTOYHOE COJZEepsKaHUe M yCTapeBIlasa He-
onHo3HauHaA MHGOpMAIuA. YTOOBI IPOTUBOCTOATH
STOMY, UCCJIELOBATEN U3y UAIOT Pa3paboTKy CUCTEM,
KOTOpPhIE aBTOMATUUYECKYU T'€HEPUPYIOT BHICOKOKAaye-
CTBEHHYIO foKyMeHTanuio. Liu M. u np. B craThe [9]
mpencraBaAoT nHcTpyMeHT OpenAPIDocGen2, ko-
TOPBINl TeHepupyeT MJOKYMEHTAI[UIO0 Ha OCHOBE aHa-
JIT3a MCXONHOTO Koja. [JaHHBIA WHCTPYMEHT CO3-
JaeT KOMOMHUPOBAHHYIO NOKYMEHTAIIMIO, KOTOpas
BKJIIOUaeT B ce0s onucaHusa GyHKIIUHA, TUPEKTUBEI,
KOHIIENIINY IPEIMETHOIN 00/1acTH, a TaKyKe IpuMe-
PBI U CIIeHAPUU UCIOJIb30BAHUA.

CoBpeMeHHadA MNPOrpaMMHAs [ITOKYMEHTAIUs
TakK JKe CJOKHAa, Kak u camo I10. B Teuenme xus-
HEHHOT'0 ITUKJA JOKYMEHTAIld HaKaIlJInBaeT MHO-
JKECTBO «IIOUTHU IIOBTOPAIOIIUXCA» (PparMeHTOB,
T. €. ()parMeHTOB TEKCTa, KOTOPble OBIIU CKOIIHU-
POBaHBI M3 OJHOTO MCTOYHUKA U MO3’Ke M3MEHEHBI
pasnauuabIMHu crocobamu. Takue ny0IMKaTBI CHU-
JKAIOT KaueCTBO AOKYMEHTAIIMU U 3aTPYLHAIOT ee
JaJsbHelee ncnoab3oBanmue. Luciv D. V. u gp. [10]
IPEeACTABJISIOT aJITOPUTM OOHAPYKeHUA AyOamKa-
TOB B IPOTPAMMHBIX JOKYMEHTaX, OCHOBAHHBIN Ha
WCIIOJIb30BAHUY AaJalTUPOBAHHOTO WHCTPYMEHTAa
Clone Miner.

st Toro uTo6b! 3 (HEeKTUBHO IT0JIB30BATHCA I0-
KyMeHTaIuel, HeJOCTATOUHO IIPABUJIBLHO €e HAIu-
cath u oopMuTh. TaKKe HEOOXOQUMO O0ECIIEUUTH
s((peKTUBHBINA moucK mo Hei. Kammuuuenxko A. B.
[11] mpennaraeT MHTEPAKTUBHBINA METOJ IIOMCKA IO~
XO0MKUX TEKCTOBBIX JOKYMEHTOB, IIO3BOJISIOIIUI 110~
BBICUTH IIEPTUHEHTHOCTH MOUCKA. [[1aJjor ¢ IoJb30-
BaTeJieM, UCIIOJb3YeMbIil B METO/Ie, TIO3BOJIAET YTOU-
HUTHh WHPOPMAIIMOHHYIO ITIOTPEOHOCTh U OCTPOUTH
0oJiee TOUHBIH TOMCKOBBIH 3a1IpocC.

Tak:ke cyIIecTByeT MHOXKECTBO HCCJIeIOBaHUI
B 00JIaCTV TEXHOJIOTHH CEMaHTUYECKOTO IIOMCKA IT0
TEKCTOBBIM AOKyMeHTaM. CeMaHTHUUYEeCKUH IIOMCK
SABJIAETCS aKTyaJbHON OOJIACTBIO WCCJIeLOBAHUH
B cdhepe KOMIBIOTEPHBIX HayK [12].

Hcnonb3oBanue OHTOJIOMUI — OOMH U3 IOLXO0L0B
K ceMaHTHYeckoMy noucky. Hampumep, Kassim J. M.
u Rahmany M. [13] npexnnararoT ceMaHTUYECKYIO
TIONCKOBYIO CHUCTEMY, KOTOpasA COCTOUT M3 CKaHepa
OHTOJIOTHH, aHHOTATOpPAa OHTOJIOTHI, BebG-cKaHepa,
MO YJISI CEMaHTUUECKOr0 MOMCKa 1 00paboTunKa 3a-
mpocoB. OHU UCTIOIB3YIOT OHTOJIOTHIO JJIA XPaHEHU A
CTPYKTYPHI CJIOB M CO3MaHUA HNHOOPMAIMOHHBIX
CTPYKTYP, CBABAHHBIX C JOMEHOM.

Hpyrasa rpymnmna IIoAXOJ0B K IOWCKY CeMaHTH-
YEeCKM IIOXOKUX TEKCTOB B KOpIIyce IOKYMEHTOB
BKJIIOUAET IIPeJCTaBJeHNEe TOKYMEHTOB B BU/E€ UNC-
JIOBBIX BeKTOPOB. CyIllecTByeT MHOKECTBO TEXHUK
YNCJIEHHOTO IIPEJCTABJIEHUA NOKYMEHTOB, HAIIPU-
mep, bag-of-words, TF-IDF (term frequency-inverse
document frequency), JaTeHTHOe pacIpe/esieHIe
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Hupuxie (Latent Dirichlet Allocation — LDA) u
aJITOPUTMBI MAIIIMHHOTO 00y YeHU .

JlareHnTHOE pacmpenesnenue Jupuxijie MOMKHO
B OCHOBHOM pacCMaTpHUBaTh KaK MOIeJb, KOTOpas
pasbuBaeT HaOOp JOKYMEHTOB HA Te€MBI, ITPEACTaB-
JIAs JOKYMEHT KaK CMeCh TeM C UX PaclpeneseHus-
MU BEPOSITHOCTEIA.

Wei Xing u Croft W. [14] mpuMeHSAOT aJroOpuTM™M
LDA pia Ad-hoc momncka. OHEM mpemjiararoT MOIeJIb
JToKyMeHTa Ha ocHoBe LDA B pamkax (peliMBOpKa
[JIs sI3BIKOBOT'0 MOJEJINPOBAHUS U OIIEHUBAIOT ee Ha
HECKOJIbKUX TeCTOBBIX Habopax nanubiXx TREC.

Ai Wang, Yao Dong Li u Wei Wang [15] npex-
JIaraioT METOJ] MeXX'bSI3bIKOBOr'O IIOMCKA HA OCHOBE
LDA, xoTOpBhIil He moJIaraeTcsa Ha MOCJIOBHBIN IIepe-
BOJI 3aIIpOCa UJIU JOKYMEHTa.

Cy111eCcTBYIOT HCCJIeioBaTeIbCKIIe PabOThI, B KOTO-
pBIX paccMmarpuBaetcsa aaroputm Doc2Vec. Hampu-
mep, Wang S. u Koopman R. [16] cpaBHUBatOT 1101~
XOJIbl K BEKTOPHOMY IIPEACTABJIEHUIO JOKYMEHTOB
Doc2Vec u Ariadne B KOHTeKCTe IIOMCKa MH(OPMA-
Muu. ITU TOAXOAbI OBLIM HTPOTECTUPOBAHBLI HA Ha-
0ope JOKYMEHTOB, CBA3AHHBIX C JOKa3aTeJIbHOI Me-
purnuHoi. OgHAKO Pe3yJabTaThl SKCIEPUMEHTOB IIO-
KasbIBaioT, uTo Ariadne paboTaeT Tak ke XOPOIIIO,
kak u Doc2Vec B cmenuduuecKoil 3ajaue MIOMCKA
nHpOpMAaIUA.

Doc2Vec uacTo moxkasbiBaeT HUBKYIO TOYHOCTD,
ecau JaHHBIE A 00yYEeHUA COCTOAT M3 KOPOTKUX
npegioxkenuii. Kurihara K. u gap. [17] npexgnara-
IOT HOBBIZI METO/] OTIOJHEHUA KOHTEKCTA KOPOTKUX
mpeasosKeHuii Aasa srama ooyueHus Doc2Vec. 9ToT
METO/] UCIIOJIb3yeT UACHTU(PUKATOPHEI I[eJI€BON TEeMbI
BMECTO WHAEHTU(PUKATOPOB IPEIJIOKEeHUNA B Kaue-
cTBe KoHTeKcTa. OHU IPOBEJN MAaCIITAa0HbBIN dKCIe-
PUMEHT Ha OCHOBE JaHHBIX, CBA3aHHBIX C 0030paMu

(PpUIBMOB, U JoKa3aau d3P(PeKTUBHOCTL CBOETO IO~
xXoza.

Hu B ogHOM 13 pacCMOTPEHHBIX MCCJIEJOBAHUN He
MpUMeHseTCs MOAX0[, OCHOBAHHBIN Ha aJITOPUTMeE
Doc2Vec n1s ceMaHTHYECKOTO MOMCKA B JOKYMEHTA-
muu I1O Ha sTame conmpoBokaeHusa. Takum o6pasom,
OTJIMYUTEJbHON UePTOl HACTOSIIEro NUCCIeq0BaAHU S
SIBJISETCS WCIIOJb30BaHUE BBHINIIEYKA3aHHOTO aJiro-
puTMa AJA BBIIBJICHUS CEMAHTUUYECKU CBA3AHHBIX
CTPaHUIL JOKYMEHTAI[UH.

IIpennaraemMbIi MOAXO]T

B manHOII pafoTe mpeajaraeTcsa CHU3SUTh TPYLO-
€MKOCTb PYYHOr0O aHaJ/ii3a 3alIpPOCOB 3aKa3uMKa 3a
CUeT CEeMaHTHUYECKOI'0 IIOMCKA II0 JOKYMEHTAI[WH.
CyTh PpYYHOTO IOAXOZA COCTOUT B TOM, UTOOBI IIO-
JIYUUTDH CIIMCOK HEPEIIEeHHBIX 3aIIPOCOB 3aKas3unKa
B CHCTEMe OTCJIKMBAHMs OIINOOK, a 3aTeM HuTepa-
THBHO pPacCMaTPUBaTh U 00pabaThIBAaTh KaKIbIN 3a-
mmpoc. Bo Bpemst 06paboTKM 3a1rpoca HepeqKo IPUX0-
IUTCS 00paImaTbea K JOKYMEHTAIIUU IPOTrPaMMHOTO
nmpoaykra. VH:KeHep-paspaboTUnK JOJIMKEH IO KJIIO-
YeBBIM CJIOBAM MCKATh KOHKPETHYIO MHMOOPMAIIUIO
cpenu 00JIBIIIOro 00'beMa TeKCTOBBIX JaHHBIX. TaKoii
Ipoiecc Hea(P(PeKTUBEH ¢ TOUKY 3PeHus 3aTpaT Bpe-
MEHU, 1 €eI0 MOXHO OIITUMH3NPOBATh.

KoHmenryabHas cxemMa IpeaIaraeMoro aBToMa-
THU3NPOBAHHOI'O IIOAX0Oa K CEMaHTUYECKOMY IIOMCKY
1o JOKyMeHTaIuu n3obpaskeHa Ha puc. 1.

Ha cxeme BuaHO, UTO mIpeasaraeMblid TOAXOI
K CEMaHTHUYECKOMY IIOMCKY II0 IIPOrPaMMHOM JOKY-
MEHTAIIMY BKJIIOUAET CJIeAYIOM[NE STAIIBI:

— COo3JaHue HaGOpOB AJaHHBIX M3 JIOKAJBHBIX "
yIaJIeHHBIX PECYPCOB;

e
: JlokaabHbIe (hantIbl : TexcToBoe
|
: TXT | Ha6op nanabix BexTopHas cozepxumMoe
| :_» JIOKATBHBIX R MOZeTh HEePEeIIeHHOr'0
! = o 3ampoca
| DOC : daiiios daiiios
: | IOKYMEHTAIlUU IOKYMEHTAI[UU
| PDF | v
! ! OTrueTr
________________ 06paboTunk
CO CCBLIKAMU
OKYMEHTaIuN
ROKY lf > —P»| HaCOOTBETCTBYIO-
OCHOBAHHBIN HA
I[ye CTPaHUI[bI
rTTT ot T T T T T T asnropurme Doc2Vec
| Buku-pecypcsl | - AOKYMEHTalnn
|
|
|
: |
| Redmine | Hab BekrTopHasa
| abop JaHHBIX
| —> P A »  MogesIh BUKU-
| Trac ! BUKU-CTPaHUIL eTpAHE Koudurypanusa
| : P 1 Doc2Vec
! Confluence |
|
|
|

B Puc. 1. KoHnentyaabHad cxeMa IIpeajiaraeMoro Imoaxona

B Fig. 1. Conceptual schema of proposed approach
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— o0yueHmre BeKTOPHBIX MOJeJIelt;

— mpuMeHeHne ajroputma Doc2Vec K HepelleH-
HBIM 3aIIpocaM 3aKa3umnKa.

CyIiiecTByeT ABa TUIA UCTOUHUKOB JJIS CO3NAHMUA
Ha0OPOB JaHHBIX:

— JIOKaJIbHbIe (aiijbl AOKYMEHTAIlMU Pa3JIny-
HBIX popMmaToB, Takux Kak PDF, DOC (DOCX), RTF,
TXT, PPT (PPTX) u T. 1.;

— yIaJieHHbIe CeTeBbIe PeCcypChl, HAIIPUMED BUKU-
nopraJisl (Confluence, Redmine, Trac u T. x.).

CrpyKTypa Habopa JaHHBIX CJIeLYIOoIaa: KaKaas
cTpoka (haiisia HAUMHAETCA ¢ YHUKAJIBLHOTO UIeHTH-
¢ukaTopa, KOTOPBIA YKasbIBaeT Ha OIIPEIEIEHHYIO
CTPAHUILY KOHKPETHOI'O JOKYMEHTa, 3aTeM UIeT Pas-
NeJANUN CUMBOJ (HalpuMep, «[»), a 3aTeM Becb
TEeKCTOBBIM KOHTEHT C KOHKPETHOU CTPAHUIIHI.

B momonnenue kK (aiiny Habopa ZAaHHBIX CO3aa-
eTca (aiia meragauHbIX. OH COCTOUT U3 CTPOK, KO-
TOpBLIe Pas3fesieHbl Ha TPU CTOJOIA: YHUKAJIbLHBINA
UIeHTU(PUKATOP CTPAHUIILI, 3aTeM UMSA JOKYMEHTA,
3aTeM HOMED CTPAHUIILI B 9TOM JOKYMEHTE.

daiin MeTagaHHBIX HEOOXOAUM IJIS TOTO, UTOOBI
mocJje HaXOMKIeHUA YHUKAJIBHOrO nAeHTuhUKaTopa
CTPAHUIBI OBIJIO MOHATHO, M3 KAaKOr0 JOKYMEHTA U
C KaKo#l CTPaHUIIbI KOHKPETHBIHA TeKCT.

3areM O KasKaoro Habopa JaHHBIX CO3aeTCs
BeKTOpHasA Mozesb. Ilocie cos3maHUA BEKTOPHBIE
MOJeJI MCHOJIL3YIoTcsa ajaropuTmoMm Doc2Vec mias
ToMCKa B JOKYMEHTAaX CTPAaHUIl, KOTOPble CEMaHTH-
YEeCKH IIOXOKU Ha TEeKCTOBOE COEP:KUMOe HepeIleH-
HO¥ TPOOJIEMBI.

B pesynbrate unctpymeHT renepupyer HTML-
OTYeT, KOTOPBIN CONEPIKUT CCHIIKY Ha KOHKPETHBIE
CTPAHUIBI B JIOKAJBHBIX AOKYMEHTAaX W Ha BUKU-
canTax.

ITomyumB oTueT ¢ pesyiabTaTaMu, IIOJH30BATEIb
UMeeT BO3MOKHOCTb M3YUYUTH COOTBETCTBYIOIIIIE
YacTU [MOKYMEHTAI[UU, KOTOPHIE IIOMOTYT OBICTPO
peruTh mpobieMy 3aKasunka. HeT He0OXOIMMOCTH
WCKATh HYsKHYIO CTPAHUILY B JOKYMEHTE MJIN B BUKU-
cucreme.

IToxBomsa wmToOr, mIpeaaraeMblii ITOAXOM MOMKHO
BBIPa3UTh (hOPMYJIOH

U(I(T), I,) = [Rate(t,) ... Rate(ty)],

rae U(x, y) — GyHKIUA TpUMeHeHA BeKTOPHOI MO-
eI K TeKCTOBBIM MaHHBIM, B Pe3yJIbTaTe uero Io-
JIlyJaeTcss MaccuB HamboJjiee MOXOMKHUX CTPAHUIL U3
TOKyMeHTanum; L(x) — QyHKIUA 00yUeHUs, KOTO-
pas IpUMeHsIeTCsI Ha TeKCTOBBIX Habopax AaHHBIX U
pesyabTaToM paboThl KOTOPOH SABJIAETCS BEKTOPHAA
Mojnesb; T — MacCUB TEKCTOBBIX AAHHBIX U3 JOKY-
MeHTauuu; I, — TeKCTOBLIe JaHHEIE, OIMCHIBAIOIINE
KOHKPETHBIH 3ampoc 3akasumuka; Rate(x) — uucio,
KOTOPOEe BBIPAYKAETCsI B IIPOIEHTAaX W O3HAUAET ce-
MaHTHYEeCKOe CXOACTBO ¢; 1 I;; ¢, — ofHAa 13 IOX0MKUX
IO CMBICIY HaWAEHHBIX CTPAHUI] JOKYMEHTAIIUN;

N — KoamuecTBO HAWJEHHBIX MOXO0XKUX CTPAHUIL 10~
KyMeHTaIllu.

IIpouenypa HaXOMKIEHUS MIOX0KUX TEKCTOB

CemaHnTuueckass OJM30CTH ABYX TEKCTOB OIIpe-
IeasieTcs KOCHUHYCHBIM CXOACTBOM KX BEKTOPOB.
KocunycHoe cxomcerso [18] — aTo mMepa, KoTopas us-
MepseT KOCHUHYC yIjla MeKIy ABYMs HEHYJIeBBIMU
BeKTOpamMu. JlaHHAsA MeTpUKAa OIPelesaeT PacIoso-
JKeHue OTHOTO BEKTOPa B ITPOCTPAHCTBE OTHOCUTEIHHO
Ipyroro BeKkTopa. [[Ba BeKTOpa C OJUHAKOBOI OPHEH-
Talyeil B IIPOCTPAHCTBE NMEIOT KOCHUHYC-CXOACTBO 1,
a Ba BEKTOpa, pacrojiaraioiruecd moj yriom 90°
OTHOCHUTEJBHO APYT Apyra, uMmeioT cxomactBo 0. IlBa
IraMeTpaJbHO MPOTUBOIIOJIOMKHBIX BEKTOpPA MMEIOT
cxozncTBo —1. KocuHyc-cX0[CTBO B OCHOBHOM UCITIOJIb-
3yeTcs B TMOJIOYKUTEITHHOM BEKTOPHOM ITPOCTPAHCTBE,
B KOTOPOM pPe3yJbTaT orpaHudeH B mpenenax [0, 1].
EnuHuunble BEKTOPBI MAKCUMAJIBHO «CXOMKU», €CIIU
OHU TIapaJIIeJIbHbI, © MAKCUMAJbHO «HECXOIKI», ec-
JI OHU OPTOTOHAJIbHBI (IePIeHIUKYISAPHBI).

KosddumnmenT cxoxectu similarity BEIYUCIAELT-
cd 110 (hopmylie

A-B _
]

similarity = cos(0) =

rae A; u B, — KOMIIOHEHTHI BeKTOpoB A 1 B cooTseT-
CTBEHHO.

Mepa KOCMHYCHOTO CXOJICTBA HPUMEHHMA IJIA
BEKTOPHBIX IPOCTPAHCTB C JIIOOBIM UMCJIOM U3Mepe-
Huii. [lanHas mepa HamboJiee YacTO MCIOJIB3YeTCs
B MHOT'OMEPHBIX ITOJIOKUTEIbHBIX ITPOCTPAHCTBAX.

IIpu BEKTOPHOM IIpeCTABJIEHNN TEKCTOBBIX TaH-
HBIX KaKJ0e CJIOBO UJM JOKYMEHT COIIOCTAaBJISAET-
cA CO CBOMM YVHUKAaJIbHBIM BeKTOopoM. KocuuycHOe
CXOJICTBO MEXKIY ABYMS BEKTOPAMU CJIOB UJIU TOKY-
MEHTOB TIOKAa3bIBAET BEPOATHOCTb CEMAaHTUYECKOH
CXOYKECTH 9TUX ABYX CJIOB UJIU TOKYMEHTOB.

B mpepsiaraemom mozaxofie aBTOMATU3UPOBAHHO-
o aHaJM3a 3aIIPOCOB 3aKa3UMKa B KAUecTBEe MepPbI
CXOYKECTH JBYX TEKCTOB ITPeAJaraeTcsa KCIIOJIb30-
BaThb KOCHUHYCHOE CXOJACTBO. BymeM cumrarh, UTO
IBa TEKCTAa ABJSIOTCA ITOXOXKUMU IO CMBICJY, €CJIU
KOCHMHYCHOE CXOJICTBO MX BEKTOPHBIX IIPEACTaBJIE-
HUM 00JIbIlle MJIN PaBHO Kod(ppuiimeHty threshold.
HaHHbI KO3((GUIMEHT MOYKHO HacTpauBaTh. Ero
yBeJIUUYEeHNEe MOJKET OBITH O0YCJIOBJIEHO KeJaHUeM
HaXOIUTh MEHbIIIee KOJIUYEeCTBO MaKCUMAJIbHO CXO-
JKMX TEKCTOBBIX TOKYMEHTOB. B TO Ke BpeMa yMeHb-
IIeHre JaHHOTO Kod(duiimeHTa mpusBeneT K 00JIb-
meMy KOJIMYECTBY DPe3YJIbTATOB IIOMCKA CPenu ce-
MaHTUYECKHU CXOMKUX NJOKYMEHTOB. B xome onTuMu-
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3aIuu rumepuapaMeTpos ajaropurma Doc2Vec Ob110
BBIUMCJIEHO ONTHUMAaJIbHOE 3HaUeHUe KOa(P(UIlueHTa
threshold, xoTopoe coctasuio 0,8.

Peanusamusa nporpaMMHOTO MHCTPYMEHTA

PaspaboTaHHBI WHCTPYMEHT, pPeaJN3yIOUInil
IpPeII0KeHHBIA aBTOMATHU3UPOBAHHBIN ITOX0M, Ha-
mrcaH Ha A3BIKe Java 8 1 BKJII0UAaeT HECKOJIbKO MO-
nyJeii:

— IBa KOHHEKTOpa K yAaJeHHBIM BebG-pecypcam
(Jira, Confluence);

— nBa obpaboTumnKa (06paboTUNK JIOKAJTBLHON 0~
kymenTanuu u Confluence);

— reneparop HTML-oTuera;

— HUCHIOJHUTEJIh 06paboTUMKOB, KOTOPBIH KOOpP-
IUHUPYeT paboTy BCeil CUCTEMBI.

ApxuTeKTypa UHCTPYMEHTAa IOKa3aHa Ha PUcC. 2.

Konnexroper kK Jira m Confluence paspabora-
HBI ¥ WCIIOJIb30BAHBI JJIA 3arPY3KU HAHHBIX C BeO-
pecypcos Jira u Confluence. ITogkaioueHne K 3TUM
CcepBHCAM OCYIIIECTBJIAETCA C IOMOIIBIO COOTBET-
crBytomux wuHTepdeiicoe REST API. Bosmoxua
aHOHUMHAS WM 0asoBasg ayTeHTU(MUKAIUSA C HC-
[IOJIb30OBAHMEM MMEHU II0JIb30BATEISI U [aPOJIs.

Jira-KOHHEKTOpD IIOJIlyuaeT TeKCTOBOE OIuca-
HUe HepeIleHHBIX 3ampocoB oT Jira. KoHHeKTOpD
Confluence mosiyuyaeT TEKCTOBOE IIPEICTABJICHUE
BUKU-CTPAHUIIL.

BubGiauorexka dJira Rest Java Client (JRJC)
[https://bitbucket.org/atlassian/jira-rest-java-
client] ncmosbayercsa B KouuekTope Jira. dra Java-
6ubIMOTEeKa TO3BOJISAET MOAKJIIYATHCA K JIO00OMY
aK3eMIaapy Jira 4.2+ ¢ momomnisio REST API. B Ha-

NPOrPAMMHBIE N ANMAPATHBLIE CPEACTBA N\

crosmiee BpeMmsa JRJC mpemocTaBiasgeT TOHKUHA CI0M
abcrpaxnuu noBepx REST API, a Takike 00BEKT-
HYIO MOZieJIb Jira Ha CTOPOHE KJANeHTAa. ITU 00 beKThI
MIPEJCTaBJIAIOT CYIITHOCTU 3ampoca: Issue, Priority,
Resolution, Status, User u T. n.

Bubaunoreka Confluence Rest Java Client (CRJC)
[https://docs.atlassian.com/atlassian-confluence/
5.9.2/] ucnosnsyercsa B xomHekTope Confluence.
Kak u JRJC, CRJC obecrieunBaeT TOHKUI CJI0i a0-
crpakmuu mosepx REST API.

Kax bt 06paboTUMK OTBEUAET 3a TPU IIpollecca:

— CcO3[laeT CTPYKTYPUPOBAHHBIN HAOOD JaHHBIX
13 HeoOpabOTaHHBIX UCTOUHUKOB;

— CcO3IaeT BEKTOPHYIO MOZEJb Ha OCHOBE IIOJIY-
YeHHOT'0 Habopa JaHHbBIX;

— WCIIOJIb3YeT CO3JaHHYI0 BEKTOPHYIO MOEJb
[LJIsI TIONCKA CTPAHUIL JOKYMEHTAI[MK, KOTOPhIE CBS-
3aHBI II0 CMBICJIY C HEPEIIIEHHBIM 3aIIPOCOM.

O6paboTuMK [OOKYMEHTAIlUU MCIIOJIb3YeT JIO-
KaJbHBIE TEKCTOBBIe (DallJibl IJA CO3JaHUA (haii-
na Documentation DataSet.txt, a o00paboOTUUK
Confluence wuCHOIB3yeT TEKCTOBOE COLEPIKIMOE
C BUKU-CTpaHUI AJs co3ganusa daitma Confluence
DataSet.txt.

CTpyKTypa Habopa MaHHBIX AJA 00paboTUMKa
IOKYMEHTAI[UU CJenyIolasa: Kaaasa cTpoka aii-
Jla HaumHaeTCcA ¢ YHUKAJBHOTO umAeHTu(GUKAaTOpa,
KOTOPBI#I yKasblBaeT HAa KOHKPETHYIO CTPaAHUILY
KOHKDETHOTO JOKYMEHTAa, 3aTeM UAEeT CUMBOJ pas-
IeJIUTEeJbHON BEPTUKAJIBHON YEepPTHI, a 3aTeM BCe
TEKCTOBOE COJEPsKUMOe C OIIPeesIeHHOH CTpaHu-
1mpl. Popmar codmamHHOrO (haiisa Habopa JaHHBIX
MOJKHO YBUIETh Ha puc. 3, a. B mnomoaHenue K daii-
JIy Habopa JaHHBLIX CO3JaeTrcs (Pailja MeTramaHHBIX
(puc. 3, 0).

|
| .
|
: | : Pesynbrar :
| F‘“\ | Komsexrop Jira N Hcnonuaurens N T'eneparop : |
> ’ |
: Bampoc : 00paboTUYNKOB OTYETOB | report.html |
I ! !
[ /\ CTTT T T T T T T T
O6paboTunk
Confluence O6paboTumk
+ JOOKYMEeHTanuu
Kommekrop | I ______
- I
Confluence : JlokanbHbIe GARIBI |
: ' |
T T T T T T I : I
| Confluence | | |
! | | DOC |
| | | |
| Crpaunna : | PDF :
St A
B Puc. 2. ApxurexkTypa IporpaMMHOTO HHCTPYMEHTAa
B Fig. 2. The software tool architecture
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doc_10 cloudera-kafka-guide,pdf 11

B Puc. 3. YacTs (paitsa HaGopa JaHHBIX (@) U MeTaJaHHBIX (0) JIOKAJIbHON JOKYMEHTAIIUN
B Fig. 3. Part of the documentation data set (a) and metadata (0) file

CrpyxTypa Habopa gaaubix aaa Confluence ana-
JIOTUYHA HAOOpPYy JAaHHBIX A (GaiJioB JOKYMEHTa-
AU, HO OTJIUYMNE COCTOUT B TOM, UTO YHUKAJIbHBIN
UOeHTUDUKATOP KaKI0 CTPOKY HAIPAMYIO YKa3bI-
BaeT Ha KOHKPETHBIA HAEHTU(MUKATOP BUKU-CTPA-
HUIILI, ¥ B 9TOM CJIyYae HET HeOOXOZUMOCTH CO3a-
BaTh (haiia MeTagaHHBIX.

OcHOBOII 00pabOTUMKOB SBJISETCS AaJTOPUTM
Doc2Vec, koTopsIii peaans3oBaH B Java-0ubamoTeke
Deeplearning4j [https://deeplearning4j.org/]. Pa6o-
Ta ¢ aJITOPUTMOM JEJINTCS Ha TPHU 9Tala: MOATOTOBKA
IaHHBIX, 00yUYeHNe U UCIIOJIb30BaHUE,

Ho mepenauu comep:kumoro * DataSet.txt daii-
JIoB Ha BX0J ajsroputrMma Doc2Vec HEOOXOZUMO IIOA-
TOTOBUTH TEKCTOBbBIE JaHHBIE [IJIsI CO3JaHUA BEKTOP-
HOU Mozesu. IIpolecc mMOATOTOBKU COCTOUT U3 TO-
kenusaruu [19], cremmunra [20] u yaaieHus cTorm-
ciaoB. IIporpaMMHEBIII MHCTPYMEHT HCIIOJIb3YeT IIO-
OyJIApHYIo peanusainuio cremmepa IToprepa [20, 21]
IJIs1 A3BbIKa Java.

daiiasr HaOOPOB JAaHHBIX, CTeHePUPOBaHHBIE 00-
paboTynKaMu JOKYMEHTAIIUN U COMepIKaIllue Ipe-
BapuUTeJIbHO 00pabOTaHHBIE TEKCThI CTPAHUIL, KC-
TOJIB3YIOTCS AJiA 00yueHusA. B pesyabrare 00yueHUA
MOJIyYaeTCss BEKTOPHAA MOJEb, KOTOpas BIIOCJIE.-
cTBUU cepuasausyercsa B (daiinsl Documentation
VectorModel.zip u Confluence VectorModel.zip co-
OTBETCTBEHHO. BEKTODHI IIPECTABIIAIOT YUCIEHHOE
3HAUEeHUEe «CMbICJa» 3aIPOCOB, U, UCIOJbL3ys Mare-
MaTUYeCKIe OIepaliy Hal BEKTOPAMU, MOKHO HA-
TH CXOACTBO MEKAY PA3JIUYHLIMU 3aIIPOCAMU.

Bce HacTpoiiku Ayist 00yUeHUs coepKaTcs B KOH-
durypamuoraom daitne doc2vec.properties. ITOT
daiinm comep:kuT cienyroiiue moJs: 1) minWord-
Frequency — MmHUMaJIbHAA YacTOTa CJIOB B Habope
oOyuaromux OaHHBIX; 2) iterations — KOJHUYECTBO
urepanuii 00y4YeHUs, BBIMOJHEHHBIX IJId KaiKIOu
YacTU TPEHUPOBOYHOTO Kopiyca; 3) epochs — Ko-
JINYECTBO UTepaluii (931ox) o BceMy yueOHOMY KOop-
uycy; 4) layerSize — pasmep BBHIXOJHBIX BEKTOPOB;
5) learningRate — HauaJbHAas CKOPOCTH OOyUeHUS
mozenn; 6) windowSize — pasmep OKHA KOHTEKCTA;
7) sampling — uucieHHAs XapaKTePUCTUKA ITOABBI-

6opku [22]; 8) threshold — moporoBoe 3HaueHUE KO-
CUHYCHOT'O CXOJCTBA.

Apxup VectorModel.zip cOREP:KUT CJIeLYIOIIE
daiinnl: codes.txt — Kombl mJis gepeBa Xaddma-
Ha [23]; config.json — HaCTPOWKMU aJTOpUTMAa
Doc2Vec; frequencies.txt — merpuru tf-idf [24] u
bag-of-words [25]; huffman.txt — KoopmuHATBI TO-
ek nmepeBa Xaddmana; labels.txt — cIUCOK UIEH-
TA(PUKATOPOB CTPAHUIL JOKYMEHTaIluu B (opmare
base64; syn0.txt — Beca cBa3ei MKy BXOAHBIMU U
CKDBITBIMHU CJIOSAMU HEMPOHHOU ceTu; synl.txt — Be-
ca CBsI3eH MeKIy CKPBITHIMU U BBIXOAHBIMHU CJIOSIMU
HEPOHHOU CeTH.

ITocme oOyuenuss agaroputrmMoM Doc2Vec wo-
leJIb MOJKHO HCIOJIb30BATh AJIA HAXOMKIEHUSA Ce-
MaHTHUYECKU OJMBKUX BEKTOPOB AOKYMeHTOB. [lyisa
9TOTO B MaMATH 3arpysKaerca Momeab us (daiiaa
* VectorModel.zip, B KOTOPOM KasKAas CTPaHUIIA
IIpeJCTaBJIeHA B BHJE YMCJIOBOTO BEKTOPA UM CBsI3a-
HaA ¢ OIpeHesIeHHBIM HUAHTU(PUKATOPOM CTPAHUIIELI
B JIOKAJBbHOM JIOKYMEHTE UJIU Ha BUKU-caiTe. 3aTeM
TEKCTOBOE COAEPIKUMOE HEpPa3PeIIeHHBIX 3aIIPOCOB
oTIpaBJjisgeTcs Ha Bxof anroputMma Doc2Vec.

IIpomecc momcka ceMaHTUYECKU CBABAHHOM IOKY-
MeHTAIIUY 3aKJI0UaeTcA B caenyiomiem. CHauasa (op-
MUPYETCs YUCJIOBOI BEKTOP M3 ITOCTYIIAOIIEro Hepas-
PEIIIeHHOTO 3aIpoca. 3aTeM 3TOT BEKTOD CPaBHUBAET-
Csl ¢ BEKTOpaMMU CTpPaHUIl (DaijIoB JOKYMEHTAIUY N
BUKHU-CTPAHUIl. B 3TOM ciIyuae CXOJCTBO TEKCTOBBIX
JaHHBIX OIpenesisieTcsa Koa(MUIMEeHTOM KOCUHYCHOMN
0JIM30CTU WX BEKTOPHBIX IIpeAcTaBiieHuil. UeM 00Jb-
IIle 3HaUeHUe KOoa(GUIIMEHTa, TeM 0oJiee YBEPEHHO
MOXKHO YTBEPIKIATh, YTO 008 TEKCTA IIOXO0MKI.

Taxkum ob6paszom, pe3yabTaTOM PabOThI AJITOPUT-
Ma ABJISETCSA CIINCOK C UAEHTU(MUKATOPAMU CTPAHMUIL
TOKYMEeHTAIINM, HanboJjiee IIOXOXKUX Ha BXOTHBIE HE-
paspelleHHbIe 3aIIPOCchl. Bce 9TU TaHHBIE 3aTEM CO-
OUPAIOTCS B OTUYET U IIPEJOCTABJISIOTCS IOJIb30BATE-
aio (puc. 4).

Mogayap ucroaHuTe A 00pabOTUNKOB KOOPAUHU-
pyeTr paboTy Bcex 9TmX KoMIloHeHTOB. CHauaja OH
3alycKaeT KOHHEKTOD Jira, mojyuaeT CIIUCOK Hepe-
IIIEHHBIX 3aIIPOCOB, 4 3aTeM UTEPATUBHO OTIIPABJIIET
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73630435

KAFKA-9517

KTable Joins Without Materialized Argument Yield Results That Further Joins NPE On

¥ Useful Documentation

File Name Page
cloudera-kafka-guide.pdf 57
cloudera-kafka-guide.pdf 170
cloudera-kafka-guide.pdf 172
cloudera-kafka-guide.pdf 7
cloudera-kafka-guide.pdf 171
cloudera-kafka-guide.pdf 184

¥ Confluence pages

Page ID URL

89069980 https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=89069980
69408611 https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=69408611
73637757 https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=73637757
75972350 https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=75972350
75976307 https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=75976307

https://cwiki.apache.org/confluence/display/pages/viewinfo.action?pageld=73630435

Rank

76.41%
72.08%
71.42%
70.96%
70.78%

69.32%

B Puc. 4. OtueT, cofepKaIuil CCHIIKYA HA COOTBETCTBYIOIIYIO BXOAAIIEMY 3aIIPOCY JOKYMEHTAIUIO

B Fig. 4. Final report with related documentation references

KaKabIi 3ampoc o6oum obpaboTunkam. Pe3yrbrarsl
00paboTKY OTIIPABJSAIOTCS B TeHEPATOP OTUYETOB, KO-
TOPBIH codnaeT daiia report.html.

Ouenka Tounoctu mogeau Doc2Vec

OnTuMusamus runeprapaMeTpoB AJsA o0ydaro-
miero ajroputrMa Doc2Vec mpoBoguiachk MeETOZOM
cayuaiinoro moucka (Random Search) ¢ momormsio
nporpaMMHoro makera Deeplearning4j.

A onTuMu3anum CJIOYKHBIX MozeJsei (¢ 6osee
YeM HeCKOJBbKUMU I'urneprapaMeTpamMu) CaydaiiHbIi
TIOUCK ITPEBOCXOUT II0 CKOPOCTU U KAUEeCTBY APyTUe
KJIacCUYeCKUe MeTOAbI, TaKMe KaK ITOMUCK IO PeleT-
Ke (Grid Search) u 6atiecoBckyio onTumMusanuio [26].

CnayualiHbBINI TIOHUCK [JOIOJHUTEJIHHO COIPOBO-
JKIAJICS TEPEeKPECTHOM MPOBEPKOIl HAa TPEHUPOBOU-
HOM Habope JaHHBIX. VIcIIoIb30BaHE ITEPEKPECTHOMN
TPOBEPKU IIPU ONTUMUBAMUY TUIEPIIapaMEeTPOB II0-
3BOJISIET IIPOMB3BECTHU OIEHKY 3(M(MEKTUBHOCTU BbBI-
OpaHHOI MOJe i ¢ HanboJiee pABHOMEPHBIM HCIIOJIb-
30BaHUEM UMEIOIIUXCA JaHHBIX.

TecToBblii HAOOP MaHHBIX IPEACTABJICH TEKCTO-
BBIM (haijIoM, COCTOAIIMM M3 MHOYKECTBAa CTPOK.
Hamu paccmaTpuBaeTcsa TeCTOBBIN (DAaMJ ¢ KoJiue-

CTBOM CTPOK, paBHbIM 100. Kaxkmas cTpoka saBjs-
eTcs TEeCTOBBIM ITAaroM M Pas3duTa Ha TPU CTOJIOIlA
CIIeIIMAaJIbHBIM Pas3aessiiolIM CHMBOJIOM. B mepBom
CcTOJIOIe HAXOMUTCS TeKCTOBBIN (hparMeHT UCXOIHO-
ro zampoca. Bo BTOpOM CTOJIOIe HAXOMUTCA TEKCT
OJIMBKOTO II0 CMBICJIY 3aIpoca. A B TPeTheM CTOJIO-
e, Hao60pPOT, HAXOAUTCA TEKCT 3aIIpoca, KOTOPBIH
COBEPIIIEHHO He CBA3aH C UCXOIHBIM.

3amaya TeCTUPOBAHUSI — OIPEAeNUTb, CKOJb-
Ko crtpouek m3 100 OymyT BBIUMCJIEHBI yIA4yHO.
Briuucienue 3sakJoouaercsa B cienyoomieMm. Eciau
aJITOPUTM OIIpeIesseT, UYTO IepBble ABa CTOJOIlA
moxo:xu Ha Oosee uem 80 %, a MEePBBIA W TPETHH
croJibel moxo:xku meHee ueM Ha 20 %, To cumraem,
YTO JaHHASA CTPOUKA BhIUMCJIeHA IpaBuiabHO. [locie
BBIUMCJIEHUS BCE€X CTPOK CYMMUPYEM KOJHUECTBO
MIPaBUJIbHBIX BBIYUCJIEHUN U AeJIUM Ha KOJUUYECTBO
cTpok. IlonyueHHOe YMCJIO TOKAa3bIBAET TOUYHOCTD
BEKTODHOII MOJIeJIN.

B pesyabraTe TecTmpoBaHMSA U BhIOOpaA THUIIEP-
nmapameTpoB Doc2Vec BBIACHUJIOCH, YTO CJIEAVIO-
mas KOHQUTypalus SABJISETCS OINTUMAJbHON II0
KauecTBY ¥ BpPEeMEHM BLIIOJHEHUA aJITOPUTMAa:
minWordFrequency = 1; iterations = 5; epochs = 12;
layerSize = 100; learningRate = 0,025; windowSize =
= b; sampling = 0, threshold = 0,8. IIpu sTom TOU-
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HOCTH aJIFOPUTMAa HA TEeCTOBOM Habope JAaHHBIX CO-
crasuiaa 89,96 %.

OnucaHue dKCIIEPUMEHTA

PaspaboTaHHbIli WHCTPYMEHT OBII IIPUMEHEH
HA IPOEKTe ¢ OTKPBITBEIM MCXOAHBIM KomoMm Apache
Kafka [https://kafka.apache.org]. JIro6oit nun:xeHep
MOKeT HaWTu omubKy B paboTe 9TOH IPOTpaMMBbI
¥ 3aperucTpUpOBaTh 3alPOC, COAEPIKAIIUil BOIIPOC
WJIU OTMUCaHUe OITUOKY, B COOTBETCTBYIOIEIl crcTe-
Me OTCJEeKMBaHUA OIMUO0K Jira. [[J1s skcnepuMeHTa
6bL110 mosryuerno 100 3ampocos us Jira.

®daiin Apache Kafka Guide.pdf [https://docs.
cloudera.com/documentation/enterprise/6/latest/
PDF/cloudera-kafka.pdf] ncmosbsoBaicsa B Kauect-
Be JIOKaJbHOTO (haiina moxymenrtamuu. Conflue-
nce-upocrpaucTBo mpoexta Kafka [https://cwiki.
apache.org/confluence/display/ KAFKA] Takxe
WCITOJIb30BAJIOCh B KauecTBe YAAJEeHHOTO BUKU-Pe-
cypca.

HMucTpyMeHT pasBepHYT Ha maaTdopme, KoTopas
ABJIAETCS JIOKAJIBHOI paboueil cTaHIUeH ¢ omepanu-
ouuoii cucremoit Windows 10 Enterprise x64, mpo-
meccopom Intel Core i7-4810MQ ¢ TaKTOBOM YacTo-
ot 2,80 I'T'y 1 16 I'B onepaTuBHOM TaMATH.

®aitn Documentation DataSet.txt (235 KDB)
cosnau us PDF-¢aiina nokymentanuu. KommnuecTBo
CTPOK B 9TOM HaboOpe MaHHBIX PABHO KOJUYECTBY
crpanutl B (paiiae PDF u cocraBiaseT 184 cTpaHUIlbI.
KosmuectBo cTpok B Habope maHuBIX Confluence
DataSet.txt (5,21 MB) paBHO 765, 4TO COOTBETCTBY-
€T KOJINUYECTBY 3arpyKeHHBbIX BUKN-CTPAHNIL. 3aTeM
u3 HabOPOB MAHHBIX OBIJIU CO3JaHBI BEKTOPHBIE MO-
menu Documentation VectorModel.zip (3,19 MB)
u Confluence VectorModel.zip (35,5 MB) coorset-
crBenno. Co3manne HAOOPOB JAaHHBIX 3aHAI0 19 MuH,
a co3maHue Monesein — 12 MmuH.

B nporrecce paborsr Hang mpoekTom Apache Kafka
OLIJT TIPOBENEH SKCIEPUMEHT, CYTh KOTOPOTO 3a-
KJIIoUaeTcd B NPUMEHEHHUW WHCTPYMeHTa K Hepe-
IIIeHHBIM 3aIIpOcaM M OIleHKe ero 3(p(PeKTUBHOCTH.
Heob6xoguMo MOHATH, B KAKOM IIPOIEHTE CJIYYAeB
MHCTPYMEHT HAXOAUT XOTSA ObI OJHY COOTBETCTBYIO-
IIYIO0 CTPAHUILY B JOKYMEHTAIINH, a TAK/Ke B CKOJIb-
KUX cIydyasiX HalJjeHHas CTPaHUIA ABJISETCA KOp-
PEKTHON U IIOJIE3HOM [Jid pPelIeHuA IPOOJIeMEL.
Crpanuna cuutaeTcsa HAWIEHHOHW, e€CaU CeMaHTU-
yecKas 0JIMB30CTh MEKIYy TEKCTOM 3aIpoca U TeK-
croMm crpaHuIsl cocraBasaer 80 %. B To ke Bpema
HalileHHasl CTPAHUIlA CUNUTaeTCs IOJIe3HOI, ecJu
OHA JIeMCTBUTEJIBHO MOJKET IIOMOUb B PEIIIeHNHN IIPO-
0J1eMHBI.

B pamkax skcrnepuMeHTa OBIJIO 3aTPYIKEHO U IIPO-
aHasusupoBano 100 3ampocoB W3 CHUCTEMBI OTCJIE-
JKUBaHUA OIINOOK Jira. PesynbTaThl aHaImns3a sTUX
3aIIPOCOB IIPeICTaBIEHBI Ha PUC. D.

Ha pmarpamme moxasaHO KOJMYECTBO HalIeH-
HBIX U TOJI€3HBIX CTPAHUIL B JOKYMeHTAIlnu. Bbliu
HalgeHbl 83 cBs3aHHBIE CTPAHUIILI U3 JIOKAJbHBIX
daiinos, 57 M3 HUX OKA3aJMCh MOJIE3HBIMU JJIs pe-
meHus IpobJsieMbl. JTO O3HAYAET, UYTO TOYHOCTh
aJTOpUTMa MAJA JOKAJbHBIX (hailJioB COCTABJSET
69 %. Uto KacaeTcs BUKU-PECYPCOB, OBIIN HAIEeHbI
73 cBsA3aHHBIE CTPAHUIILI, D9 M3 HUX OKa3aJINUCh II0-
JIe3HBIMU IJIs pelieHus 3ampoca. TOUYHOCTL B maH-
HOM cayuae cocraBisaeT 81 %.

Bo BTOpO#T WacTm sKcHepMMeEHTa CpaBHUBAaJIach
9 GEKTUBHOCTh PYYHOTO W aBTOMATHU3UPOBAHHOTO
TOAXOMOB K IOUCKY I0JIEBHOM MOKyMeHTanuu. s
TmoJIyueHns 0ojiee YBEPEHHBIX Pe3yJIbTaToB HEe00Xo-
IUMO OBIJIO IIPOBECTH STOT SKCIEPUMEHT C OOJIBIITIM
KoJinyecTBOM Jtofeit. IlosToMy GBIIM TIPUTJIAIIEHBI
10 map paspaboTunkoB aasa obpaborku 100 3ampo-
coB. Bo Bcex mapax, y4acTBOBABIIINX B 9KCIEPUMEH-
Te, 00a MHIKeHepa NMeJIU OUHAKOBEII OIBIT PAOOTHI
u KBaaupuranuio. [lepBoiii paspabOTUNK HBITAJICS
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%

Jlokanbubie haitasr (PDF) Buku-crparuis! (Confluence)

TI0JIe3HbIE CTPAHUIIBI B HalifileHHble CTPAHUIBI

B Puc. 5. PegynbraThl 9KCIIEpUMEHTA
B Fig.5. The experiment results

30

25

Cpenuee BpeMsi, MUH

1 2 3 4 5 6 7 8 9 10

Howmep napsl nHKE€HEPOB

B aBTOMaTU3UPOBAHHBII ITOAXO PYYHOM IIOAXON

B Puc. 6. CpegHee BpeMd, 3aTpaueHHOE HA IIOVCK I10JI€3-
HOU JOKYMEHTAIIUM II0 OJHOMY 3aIIpOCy IIPU PYYHOM U
aBTOMATU3UPOBAHHOM IIOAXOZIE

B Fig. 6. Average time spent to search for useful docu-

mentation for one request with the manual and automat-
ed approach
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permTh 3a1auy Bpy4YHYIO, a BTOPOHl — B aBTOMATH-
3UPOBAHHOM PEKUMe.

715 cpaBHEHUA BpeMeHU OMCKa IMOJe3HbIX CTpa-
HUIT JOKYMEHTAI[UU 10 KaKIOMYy 3aIlPOCy HCIIOJIb-
30BaJics OOBIUHBIN Taiimep. Taifimep BKJIIOUAJCH,
Korja WHKeHep HauuHaJ paboTy Haj HOBBIM 3aIIpO-
COM, ¥ BBIKJIIOUAJICS, KOTTa NHIKEHeD HaXOMUJI XOTs
OBbI OMHY CTPAHUILY JOKYMEHTAI[UU, KOTOPas OKasa-
JIach II0JIE3HOM MAJIS PellleHus 3aImpoca. Pe3yabTaThl
SKCIIepUMeHTa ITOKa3aHbl Ha puc. 6.

Ha gumarpammve BuOHO, UTO aBTOMATHU3WUPOBAH-
HBIH TOAXOM TpeOyeT 3HAUYMTEJIbHO MEHBIIIe BpeMe-
HU, ueM pyuHoii. CpemHee BpeMms, 3aTpadyeHHOe Ha
MOUCK TOAXONSIIUX CTPAHUI] AOKYMEHTAIIUU IIPU
PYYHOM ¥ aBTOMAaTHU3WPOBAHHOM IIOJX0/le, COCTaBU-
Jgo 15,2 u 20,5 MUH COOTBETCTBEHHO, T. €. CHUKEeHIe
BpeMeHu coctaBuo 25,9 %.

3aKiaouyeHne

B pa6oTe paccMOTPEHBI CYIIECTBYIOIIVE UCCIIENO0"
BaHUs B 00JIaCTU CEMaHTUUYECKOI'0 IIONCKA B TEKCTO-
BBIX JOKYMEHTaX.

IIpensiosxeH aBTOMATHU3WPOBAHHBIN IMOAXOM AJIs
CHUJKEHUA TPYAOeMKOCTU 00paboOTKU 3aIpocoB 3a-
Ka34YMKOB. OTOT MOAXO0J OCHOBAH Ha MCIIOJb30BAHUN
aJropuTMa MallIMHHOTO o0yuenus Doc2Vec, KoTo-
pBIII peraerT HpoOJIEMY CEMaHTHUUECKOTI'O0 IIOUCKa
B JOKYMEHTAIIUU K IPOrPAMMHOMY IIPOAYKTY.

Co3IaHHBIN NHCTPYMEHT OBILJI YCIEIITHO IPOTECTH-
poBau Ha ipoexTe Apache Kafka — 6v1y10 mpoaHainu-
supoBaHo 100 3ampocos. ITokasaHbl 5(PPEKTHBHOCTD
U IPEUMYIIEeCTBA €ro UCIoab3oBaHud. CpeqHee Bpe-
M aHAJIN3a JOKYMEHTaI[U! COKPATUJIOCH II0 CpaBHe-
HUIO C TPAJUIMOHHBIM PYYHBIM ToAxomoM Ha 25,9 %.
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Introduction: An important stage in a software development life cycle is the support phase, when customers can contact the support
service of the supplier company and request a solution to an issue encountered in the software. To solve the request, engineers often
have to refer to the relevant documentation. In order to reduce the complexity of the maintenance phase, the search for the necessary
documentation pages can be automated. Purpose: Development of an approach to semantic search through documentation using Doc2Vec
machine learning algorithm in order to automate the solution of customer requests. Results: An approach is proposed to semantic search
through text documentation files and wiki pages using Doc2Vec machine learning algorithm. The documentation pages with semantic
similarities to the textual description of an unresolved customer request help the engineer to process the request more efficiently and
rapidly. Based on the proposed approach, a software tool has been developed which provides the engineer with a report containing links
to documentation pages semantically related to the unresolved request. During the configuration of this tool, the optimal parameters
of the Doc2Vec algorithm were found, providing the necessary quality of the semantic search. The idea of the experiment was to apply
the tool to unresolved requests and evaluate its effectiveness. The developed approach and software tool were successfully tested in
an open source Apache Kafka project. In the course of the experiment, 100 requests from Jira bug tracking system were downloaded
and analyzed. The experimental results show the advantage of using the tool in software product support. The average documentation
analysis time has been reduced as compared to the traditional manual approach. Practical relevance: The research results were used
to solve real customer requests. The developed approach and the software implemented on its basis can reduce the complexity of the
maintenance phase.

Keywords — software maintenance, automation, Doc2Vec, machine learning, semantic search, documentation.

For citation: Kovalev A. D., Nikiforov I. V., Drobintsev P. D. Automated approach to semantic search through software documentation
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AHanus mopgenein rny6okoro obyuenus ans sagay

oGHapy)xeHUs ceTeBbiX aHOMaJIu MHTEpPHETa Bell, el

A. A. TaigpynuHa?, MnagLumin Hay4Hbl coTpyaHUK, orcid.org/0000-0002-5266-8649
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aCaHKT-[leTepbyprckuii chenepanbHbIN nccnefoBaTenbCkui 4eHTp PAH, 14-s nnHns B. 0., 39,

CaHkT-lNeTepbypr, 199178, P®

BBegeHue: akTyanbHOCTb peLUeHusl 3afjaum Bblbopa Mogenent riybokoro obydeHus fsi obHapyXeHus aHoMaauii B ceTe-
BOM Tpachuke MHTEpHeTa Bellell CBSi3aHa C HEOOXOAMMOCTbIO aHa/IM3nMpoBaThb B0JIbLLIOE YUCIO COObITUI Be3ornacHoCTH Ans
BbISIBJIEHUS] aHOMAJIbHOrO MOBEAEHUS] YMHbIX YCTPONCTB. MOLLHOM TEXHOMOrMel aHannsa Takux faHHbIX ABASETCS MalUMHHOE
W, B 4YacTHOCTH, rnybokoe obyyeHne. Llenb: BbipaboTka peKkoMeHgaumi no Bbi6opy Mogenein rinybokoro oby4yeHns aas obHapy-
)KEHUs1 aHOManuii B ceTeBOM Tpadghuke UHTEpHETa Bellei. Pe3ynbTaTbl: NpoBeAeH CPaBHUTENbHbIN aHanu3 mogenei riny6o-
Koro oby4eHusi U NpefocTaB/ieHbl PEKOMEHAAUMN M0 UX UCMONb30BaHUIO AJ1 0OHapYXeHUs: aHOMaiuii B CETEBOM Tpachuke
MHTepHeTa Bellel. B kayecTBe 6a30Bbix Moeneii riny6oKoro oby4eHusi pacCMOTPEeHbl MHOrOC/I0MHbINA MePCENTPOH, CBEPTOYHAS
HEMPOHHAas CeTb, PEKYPPEHTHAsS HEMPOHHAs CeTb, BJ10K [OAroN KpaTKOCPOYHOM MNaMsTH, YpaB/isieMblii PEKYPPEHTHbIN 610K 1
KOMOUHMPOBaHHasl CBEPTOYHO-PEKYPPEHTHasT HeMpOHHasl ceTb. [lOMOHUTENIbHO OCYLIEeCTBIIEH aHau3 creayroLumx Moaenen
TPaAULMOHHOTO MaLLUMHHOIO 06YYeHusI: HauBHbIN 6aiecoBCKMI KaccugmkaTop, METO OMOPHbIX BEKTOPOB, IOrMCTUYECKast pe-
rpeccusi, Metog k-6nmxaiilimx cocefest, 6YCTUHI U caydaliHbii nec. [okazaTtensmm aghhekTUBHOCTU 0BHapyXXeHUs aHoMasui
BbICTYNaM cnepyrolmne MeTPUKU: akKypaTHOCTb, TOYHOCTb, MOIHOTa M F-Mepa, a TakXXe BPEMEHHbIe 3aTpaTbl Ha 0byyeHue
Mogenu. [ocTpoeHHbIe B poLecce SKCrepuMmeHTa Mofenu rily6okoro oby4eHusi NpoAeMOHCTpUpoBanu bosee BbICOKMUE NoKa-
3aTenm TOYHOCTH 0BHapyXeHUsl aHOMasnii B reTeEpOreHHoM Tpacghuke 60s1bLLIoro 06bemMa, XxapakTepPHOro AJ1s UHTEPHETA BeLLel,
M0 CpaBHEHWIO C METOAaMu TPaAULMOHHOIO MALUMHHOIO 00yyYeHus. BbIsIBNEHO, YTO C POCTOM YuC/la C/I0EB B HEMPOHHbIX ce-
TSIX BO3PAcTaeT MosHOTa 06HapyXeHWUs1 aHOMaJslbHbIX COEAUHEHMI, YTO YyTydlUaeT pacrno3HaBaHNe HEN3BECTHbLIX aHOMasui, HO
BJIeYeT 3a cobou PoCT NIOXHbIX cpabaTbiBaHuid. [MogroToBka Moaenei TpafuLMOHHOIO MaLIMHHOIO 0ByYeHusl B psife c/lyYyaes
3aHUMAaET MeHbLUee BpEMS. ITO CBA3aHO C TEM, YTO MPUMEHEHUE METOAOB ry60Koro obyyeHns TpedyeT 60/IbLLIEro KoM4ecTBa
pecypcoB 1 BbIYUCAUTENbHbLIX MOLHOCTEN. [IpakTUYecKas 3HaYUMOCTb: M0J1yYeHHbIE B UCC/IeA0BaHNU Pe3Y/bTaTbl MOTYT ObITh
MCMob30BaHbl A4J1s1 MOCTPOEHUSI CUCTEM OBHAPYXXEHUSI CETEBbIX aHOMaJIii B UHTEPHETE BelLel.

KnioyeBbie cnoBa — rinybokoe obyyeHue, rny6oKue HeMpPOoHHbIE CeTH, 0BHapyXeHne aHOMani, MUHTEPHET BeLL e, MHop-

MalMoHHas 6e30MacHOCTb.

Nas mutupoBanus: laiidpynuna [1. A., Koreaxko U. B. AHanns mozeseii riry60Koro o6yueHus qid 3aia4 O0HAPY KeHUA CeTeBbIX aHOMAa-
JINi nHTepHeTa Bewei. Hugopmayuonno-ynpasrsiowue cucmemvt, 2021, Ne 1, ¢. 28—37. doi:10.31799/1684-8853-2021-1-28-37
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Bsenenue

B coBpemeHHOM MUpe TEXHOJIOTHS WHTEPHETa Be-
mieir (Internet of Things — IoT) maxomuT Bce 00Jb-
Iiee IIPUMEHEHVE B IIOBCEHEBHOU KUBHU YeJIOBEKa.
B ob611em Busile MHTEpHET Bellleil IIpeacTaBiseT co0oit
CeTh pPACIIPENEeIEHHBIX YCTPONCTB, KOTOPBIE CBA3a-
HBI C OKPY’Kalollleil cpeoil mMpu MOMOIIUA JATUNKOB,
a TaksKe ¢ IPOrpaMMHBIM OOecIleueHUeM U cepBepa-
mu. Takwme ycTpoiicTBa TaK:Ke HA3LIBAIOT YMHBIMU,
WM WHTEJJIEKTYaJbHBIMUA. B TO Ke BpeMs C POCTOM
cIIpoca Ha YMHBIE YCTPOMCTBA M UX JOCTYITHOCTH CO-
BEPIIIEHCTBYIOTCSA CIIOCOOBI aTaK 3JI0YMBIIILJIEHHUKOB.
Pa3HOpOHOCTE YCTPOMCTB W COEOUHEHUWH, a TaKiKe
WX OrpaHUYEeHUA Ha BBIUUCIUTEIbHBIE PECYpPChI yC-
JIOXKHSIIOT YIIPaBJIEHNe CUCTEMAMU NHTEPHETA BeIleii.
B cBasu ¢ aTuM o6Hapy:KeHVe aHOMAaJbHOTO IIOBEJe-
HUA YMHBIX YCTPOMCTB IIOPOH CUJILHO 3aTpyAHEHO [1].

151 pearnpoBaHUA HA YIPO3bLI 0€30IIACHOCTH He-
00X0AUMBI MHCTPYMEHTBI aHaJI3a 0O0JIbIIIOI0 YUCIa

CcOOBITHI B cucTeMaX WHTepHeTa Bellell, KOTopble
cozep:KaTcA B ceTeBOM TpaduKe, Jiorax M MHBIX JaH-
HBIX, 00'bEM KOTOPBIX IIOPO OUeHb BeJuK. [loMumo
9TOT0, Pa3HOPOAHOCTH WCTOYHUKOB WM XPAHUJIUIIL
nH(GOPMAINY IPUBOIUT K BBICOKOU I'eTePOTE€HHOCTH
aHAJIUBUPYEMbIX NaHHBIX. MalInHHOe 00yJYeHue U,
B YACTHOCTH, TVIyOOKOe OOyueHUWe Ha MaHHBIA MO-
MEHT ABJIAIOTCS MOITHBIMU TEXHOJOTUSAMU AJIA aHa-
Jan3a COOBITHI 06e30IIaCHOCTH, OOHAPY:KeHUsS aTak
¥ aHOMAJIbHOTO TOBEJEHUA YMHBIX yCTPOICTB [2].
Panee aBTOpamMu ObLT IpeACTABJIEH CUCTEMHBIN aHa-
JIU3 COBPEMEHHBIX METOIOB TJIyOOKOro OO0yueHud,
IpUMEeHseMbIX B 3azauaxXx KubepOesomacHocTu [3,
4]. IIpu aTOM cpaBHHBATH MEKJY COOOU pasInUHBIE
MOJIeJIY TUIYOOKMX HEHPOHHBIX CeTell B HayUHOM JIu-
TepaType AOCTATOUYHO HMPOOJIEMATUYHO — B OIEHKE
3((HEeKTUBHOCTU TPUMEHEHUS MOJEJIEN WMCCJIe0OBa-
TeJIW UCIOJL3YIOT PasHble HAOOPHI JaHHBIX WJU OT-
JUYarouecsa TOAMHOMKECTBa KOHKPeTHOTO Habopa.
HayuyHasa HOBM3HA IPOBOJUMOIO MCCJIENOBAHUA CO-
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CTOUT B IIPEIJIOKEHHOM CPABHUTEJIHLHOM AaHAJIN3e
Mozeseli TIyOOKOoro o0yueHus Pas3JIndYHbIX KJIACCOB
1 apxXUTEeKTyp, OCHOBAHHOM Ha OIleHKe d(P(PheKTUB-
HOCTH OOHApPY:KeHUs aHOMAaJInil B ceTeBOM Tpaduke
WHTEepHeTa Belleil ¢ MCIoJb30BaHUEM eIUHOT0 IIPO-
rpaMMHO-aInapaTHOTro 00eceueHns U OUHAKOBBIX
TOAMHOMKECTB Habopa JaHHBIX AJs OOyUeHUs U Te-
ctupoBanuda. OCHOBHOM 3amaueii TPOBOAUMOTO HC-
cJleloBaHUs SBJISETCS BBIPAOOTKA pEeKOMeHIaInii
IO BBIOOPY MoOesell TTyOOKOT0 00yUYeHMA C BBICOKU-
MU TOKasaTedsaMu 3(h(HeKTUBHOCTH O0HAPYKEeHUS
aHOMAJINH B ceTeBOM TpadmKe MHTePHeTa Belre.

Kaaccudurkanmsa momenei
TJIy00OKOT0 O0yUYeHHU s

I'nmy6okoe oOyueHMe SIBJISAETCS UAaCThIO CEMEMCTBa
METOOB MAaIITMHHOT0 00yUYeHN A 1 OCHOBAHO Ha IIPIMe-
HEHUU UCKYCCTBEHHBIX HEMPOHHBIX cerTeil. [1y6okas
umetiponHas cerb (Deep Neural Network — DNN)
IpeACcTaBIAeT co00li HEHPOHHYIO CeTh C HECKOJIbKU-
MU CJIOSIMU MEKAY BXOIHBIM U BBIXOAHBIM CJIOSMU.
IMenbio ooyuenusa DNN saBiseTcs HaxoKIeHUe KOp-
PEKTHOTr'0 MeTOo[ja MaTeMaTUYEeCKUX IIpeodpa3oBaHml
JLIsI TIPEeBPAINEHnA BXOAHBIX JAHHBIX B BBIXOMHBIE,
HEe3aBUCUMO OT JIMHEHHOM WJIM HEJWHENHOH Koppe-
aanuu. O0yueHne MOKET IPOXOAUTh KaK C yUuTe-
aem (supervised learning), Tax u 6e3 (unsupervised
learning), a Tak:ke Ipu COUETAHUU ITUX IBYX METO-
noB. Kiaccudukanua Hanbosiee pacmpocTpaHeHHBIX
mozene i DNN 1o crmocoby o0yueHUs IIpefcTaBJieHa
Ha puc. 1.

Mmnozocaoiinwtii nepcenmpon (Multilayer Percep-
tron — MLP) aBisgeTcsa KJaccoM MCKYCCTBEHHBIX
HEeMPOHHBIX ceTel mpsiMmoro pacupocrpanenus (Feed
Forward Neural Network — FFNN). IIpu o6uapy-

\ SALLNTA MHDOPMALLAN N\

JKEeHUU BTOPXKeHUi, kak npasuyo, MLP ucnosnssy-
eTcs IJs OMHApPHOI KJaccU(pUKAIUU CETEBBIX CO-
eIUHEeHU! (HOPMaJIbHOE WM aHOMAJBHOE IIOBefe-
Hue). BsBelieHHble KOMOMHAIIUY BBIXOLHOI'O CJIOS
IPEeACTABJAIOT COOOU IIPOrHO3, YVKA3LIBAIOIIIUNA Ha
MIPUHAJIEKHOCTh COENUHEHUS K OIpPeNeIeHHOMY
KJIaccy.

Ceepmounas Heiiponnas cemsv (Convolutional
Neural Network — CNN) ucmoab3yercsa OOBIYHO
nas 3(p@PEeKTUBHOrO paclo3HaBaHUsI 00pasoB, UTO
TaK’Ke II03BOJIAET IPUMEHATHh UX [Js BBIABJIECHUSA
BTOP KeHUI. 3aroJI0BKHU IIAKETOB CETEBOr0 TpapuKa
WJIV TIOCJIEJOBATEJIbHOCTU CUCTEMHBIX BBIBOBOB KO-
IUPYIOTCA B ABYMEPHYIO MaTPUILY, KOTOPas ABJISET-
ca BxogubIME JaHHEBIME 1153 CNN.

Meronsl oOHApy:KeHUsS AaHOMAJUKA C WCIIOJIb-
soBauueM zayborxux cemeil dosepus (Deep Belief
Network — DBN), Takux Kak ag8mokxoouposuiu-
xu (Autoencoder — AE) u ozpanuuennHas mauwuna
Bonvymarna (RBM), ocHOBaHBI HAa PEKOHCTPYKIIUU
JaHHBIX, IPU KOTOPOH oOIpegeseTcss BeJUUYnHA
PacXOKIeHUA HOPMAJBHBIX M AHOMAJbHBIX JaH-
HBIX. [[JIA 9TOro IpUMeEHSAETCA PacIpOCTpaHeHUe
CUT'HAJIOB OINTMOKM OT BBIXOJOB CETH K BXOIAM MIJIS
TIOJIyYeHUA Ha BBIXOJle OTKJIMKA, HauboJiee 6JIU3KO-
r'o K BXOJHOMY.

CBaA3U MeXy HEHPOHAMU DeKYPPeHMmMHOU Hell-
poruoil cemu (Recurrent Neural Network — RNN)
oOpasyior HampaBJeHHBIT 1uKJI. RNN mosker mc-
TI0JIb30BATh CBOI0 BHYTPEHHIOI NaMATh, TAKYIO KaK
o0k doszoil kpamrocpouroil namamu (Long Short-
Term Memory — LSTM) unu ynpagasemuiii pekyp-
peumuutit 6a0x (Gated Recurrent Units — GRU).
WUcnonbzoBarue RNN mosBoasger aHaimsupoBaTh
TaHHBIE B BUJ€ BPEMEHHBIX DAJOB: CETEBOT'O Tpa-
duKa, mocIeI0BaTEIbHOCTEl CUCTEMHBIX BBIZOBOB,
JKYPHAJIOB COOBITHI. AHOMAJUA IPU STOM MOJKET

4 0
—)[ Muorocoiiuerii nepcentpon (MLP) ]
> c(;rﬁqy;:fn%?w Paspsuxen- || Illymomogas- || Muoroypos-
B L J—)[ Caeprounas HeiiponHas ceTh (CNN) ] HBII JLALOIHIH HEBBIN
: 1 1 1
o
2 s N )
E —)[ Astoroauposiuk (AE) ]
g, > T'ny6oxkas cers noBepusi (DBN)
n§ =~ Obyyenne L /—)[ OrpanunuenHasa mamunzaa Borsimana (RBM) ]
o % > Ges <
% = yauTend —)[ Biok poxaroi kparkocpounoi namaru (LSTM) ]
b8 »| PexyppenTHasa HeliporHad ceTh (RNN)
£ . .
; U Y, L /—)[ VYupasisiemblil pekypperTHbIi 610K (GRU) ]
=
&
<] 4 0
= —)[ TeHepaTUBHO-COCT3aTEIbHAS CETh (GAN)]
| Tubpugaoe
7| obyuenue
L J—)[ Pexypcusnasa HeliponHada ceTb (RVNN) ]

B Puc. 1. Knaccudpuranusa ocHOBHBIX Mozeseiit DNN
B Fig. 1. Classification of the main models of DNN

Ne1,2021 N\

VNH®OPMALIVIOHHO-YMNPABASIOLLIVIE CUCTEMBI N\ 29



SAWNTA NHOOPMAUNI
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OBITH paclio3HaHa KaK OTKJOHEHWEe OT IpeAcKasaH-
HOT'O CeThIO MOCJEYIOIIEero COCTOSHUS.

B zenepamueno-cocmasamenvuvix cemsax (Gene-
rative Adversarial Networks — GAN) wucroJnay-
I0TCA MOZEJUN TeHepaTopa, aHAJU3UPYIOIIET0 pac-
mpejesieHne peajbHbIX HaHHBIX, U JUCKPUMUHATO-
pa, OLIEHUBAIOIIEr0 BEPOSTHOCTD TOr'0, UTO BXOILHBIE
JaHHbIe TOCTYMAIOT U3 PeaJbHbIX JaHHBIX WUJIU U3
reHeparopa. B momxomax K Oo0OHApysKeHHIO BTOp:Ke-
Hui GAN mpuMeHAOTCA A MWCCIAEJOBAHUA pac-
mpegeeHns HOPMAJbHBIX JaHHBIX, UTOOBI PAacCIIO-
3HABATh HEM3BEeCTHBIE AaHOMAJINH.

0030p cyurecTByOUUX PAGOT

Boabmrasa wacTs uccienoBaresieit B obsmactu 6es-
OITaCHOCTY WHTEPHeTa BeIllell paccMaTpUBaeT Me-
TOABI TJIYOOKOTO OOYUYeHUs B paMKaX II0JXO0I0B
K 00Hapy:KeHUIO0 aTaK M aHOMAaJILHOTO TOBEJeHUSA
ycrpoiictB [5, 6]. OCHOBHBIMH IPEMMYIIECTBAMU
DNN 1o cpaBHEHHIO ¢ MeTOZaMH! TPAaAUIIMOHHOTO
MAIIIMHHOTO OOYUYeHUs SIBJISAIOTCS BBICOKAs ITPOU3-
BOAUTEJFHOCTD U MACIITa0MPYeMOCTh JIJIA PACTyIIe-
ro o0'beMa JaHHBIX, a TaKKe BO3MOKHOCTb aBTOMAa-
TUYECKU OTOMpaTh MH(MOPMATHUBHLIE IPU3HAKU U3
HeoOpaboTaHHBIX JaHHBIX.

B crarbe [7] uccaemyerca moTeHIMAJT PEKYP-
peHTHBIX HelpoHHBIX cereit ¢ LSTM nma obHapy-
JKeHUsl BPeJOHOCHBIX IIPOrpaMM MHTEpPHEeTa Belllell.
Ocy1iecTBasAeTCS CpaBHEHMe paspaboTaHHON Moje-
JIU ¢ KJaccu(rukaTopaMu, OCHOBAHHBIMU Ha TPagu-
IUOHHBIX METOJAaX MAIIMHHOIO OOYYEHHUS: MEeTOIe
OIIOPHBIX BeKTOopoB (Support Vector Machine —
SVM), HaumBHOM 0aiiecoBCKOM KJaccuuKarope
(Naive Bayes), cayuaiimom Jsece (Random Forest),
oyctuure (Adaptive Boosting — AdaBoost) u me-
Tome k-Onmskaiimmux cocemeir (k-nearest neighbors
algorithm — kNN). AHanius aeMOHCTPUPYET, UTO
TOA X0 Ha OCHOBE IIyOOKOro o0yueHnsA o0ecmeunBa-
eT HAWJIYUYINNil BO3MOJKHBIH pesyabrar. CpaBHEHIE
C IPYTUMHU MOJEIAMU INIyOOKOro 00yUeHus He IIPo-
W3BOJUJIOCH.

B uccnegoanum [8] aBTOpHEI mpenyiaraiT co0-
CTBEHHYIO CHCTEeMYy OOHAPYKeHHUS aHOMAaJuil I
WHAYCTPUAJLHBEIX CHCTEM HHTEPHETa BeIleill ¢ uc-
TOJIL30OBAHMEM AaBTOKOAUPOBIIMKA U TJIYOOKOI
HepOHHOU ceTu ¢ IpaMol cBaA3blo. lIpoBoguTrcsa
CpaBHeHUE CO3JaHHOI MOIeJU C XapaKTePUCTUKA-
MU HECKOJIbKMX pPa3pabOTaHHBIX METOZOB OOHAPY-
JKeHUs aHOMaJIuii, B TOM YHCJIe C TIYOOKOU CeThio
nmoBepusi [9], pekyppenTHoi cerbio [10], DNN [11]
u Ensemble-DNN [12]. IIpu sToM npuBefeHHBIE MO-
JleJIi OIeHWBAJIUCH Ha PA3HBIX ITOAMHOKECTBAX HC-
XOAHBIX JAHHBIX U C UCIOJIH30BAHNEM PAa3HOPOHOTO
alnmapaTHOTO U IPOrPaMMHOI'0 00ecIIeueHu .

B crarwe [13] mpensnaraercss pacmpezesieHHAA
obsauHas cpefa TIyOOKOT0 O0yUYeHUA IJis 00HAapy-
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JKeHUA U TPeJOTBPAIleHnsa (DUITMHTOBBIX U OOTHET-
aTak Ha YMHBIe ycTpoiicTBa. PaspaboTanHas MOAEIb
RNN-LSTM cpaBHUBaeTcsa ¢ MOAEJIIMU ITyOOKOTrO
o0yueHus, paspabOTaHHBIMU IPYTHUMU HCCJIEIOBa-
rensiMu. OCHOBHBIM HEIOCTATKOM CPaBHUTEJIHHOI'O
aHaJIM3a B TaHHOU paboTe ABJIAETCA TO, YTO paccMa-
TpuBaemble Mogesin DNN oreHuBamTCSA HEe Ha OOU-
HAKOBBIX HabOpax TaHHBIX.

ABrops! crarbu [14] aHaANIM3UPYIOT HECKOJBKO
METOJIOB TJIyOOKOTro OO0yueHHus s OOHaApPY:KeHUs
DDoS-arak: MHOTOCJIOWHBIN ITEPCENTPOH, CBEPTOU-
HYI0 HelpoHHYIO ceTh, RNN-LSTM u amcam6ib
CNN+LSTM. IIpoBeneHO MX CpaBHEHUME C TPALUIIU-
OHHBIMU METOAAaMU MAIIIMHHOI'O 00y YeHU: METOI0M
OIIOPHBLIX BEKTOPOB, 0alieCOBCKUM KJacCH(pUKATO-
POM U CaydYaiHBIM JiecOM. ABTOPBI 1eJIai0T BBIBOJ O
OosbItieil 3(pGheKTUBHOCTH METOHOB IIyOOKOro 00y-
YeHUA, B 0COOEHHOCTU PEKYPPEHTHBIX CeTel.

B pabore [15] Tak:Ke HPOBOAUTCSA CHUCTEMATU-
yeckoe cpaBHeane CNN u RNN B cucremax obHa-
pPy:KeHusA BTOp:;KeHUH. OIEHUWBAIOTCA CJEAYIOINe
mozenu: 6asoBass CNN (Basic CNN), CNN zHauajb-
Hoit apxuTeKTyphl (Inception Architecture CNN),
RNN-LSTM u yupaBiasieMblii peKypPPEHTHBIN 6JI0K.
ABTopEI TpUXOAAT K BbIBOLY, uTo CNN syuIie moa-
XOOUT i OMHAPHOI KJjaaccuuKaIuu mpu ooHapy-
sKeHun aHomaJsinii, a RNN sayuiiie padoTaioT mpu 06-
Hapy'KeHUU CJIO0KHBIX aTaK B 3aflauaX MYJIbTUKJIAC-
COBOM KJIacCU(PUKAIIUH.

Amanus yKasaHHBIX PeJeBAHTHBIX pPabOT IpoBe-
JIeH 110 cJeayoInum aTrpudyram (tads. 1): cpaBHeHTe
mogzeseit Tiryookoro ooyuenus (I') mexxay coboii u
¢ MeTOJaMU TPaAUIIMOHHOIO MAIITMHHOTO 00y UYeHU
(M), wucmosb3oBaHME METPUK aKKypaTtHOocTu (A),
rounoctu (P), moruoTH (R), F-Mepr! (F) u Bpemen-
upix sarpar (T), ucmonb3yemblii HabOp JaHHBIX U
aHaJIUBUPYeMble MO 00y UYeHN .

Taxum o6pazoM, 0COOEHHOCTAMHU IIPEAJIaraeMOro
MCCJIETOBAHUS 10 CPABHEHUIO C IPUBEJAEHHBIMU Pe-
JIEBaHTHBIMU PAab0TaMU ABIAIOTCA:

1) mpoBezneHMe 9KCIIepUMEHTa Ha e€JUHOM Habo-
pe DaHHBIX U C UCIOJb30BAaHNEM OAMHAKOBOTO IIPO-
rpaMMHO-aIIIapaTHOTO 00eCIeUeHUd;

2) pacmiupeHmVe CpaBHUTEJILHON BBIOOPKU MO/e-
Je# Kak rIyOboKoro o0yuYeHus, TaK U TPaIUIINOHHO-
O MaIlIMHHOTO O0yUYeHUd;

3) BBeleHMEe OIeHKM BPEeMEHHBLIX 3aTpaT Ha 00y-
YyeHHe MOJeJin, IOMIMO TaKUX MoKasaTeJeil aPek-
TUBHOCTY OOHAPYKeHUs aHOMaJuii, Kak aKKyparT-
HOCTB, TOUHOCTB, ITOJTHOTA 1 F-Mepa.

Br160op Moaenei riry00KUX HEHPOHHBIX ceTell

B nmanHOM pasjiesie IpOaHAJIU3UPOBAHBI OCHOB-
HbIe MOJEJIU INIyOOKUX HeHPOHHBIX CeTel:

— obyueHUEe ¢ YUUTEJIEM — MHOTOCJIOMHBIN Tep-
cerrrpoH (MLP), cBeprounas HeiipouHas ceTb (CNN);
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B Tabruya 1. AHAIUS3 PeIeBAHTHBIX paboT
B Table 1. Analysis of relevant works

\

N\

SAWNTA NHOOPMAUNI

ABTODpHI, TOJ Merox Hoxaaares Habop nanubIx Mogenn TounocTs, %
M r A P R F T
RNN-LSTM 98
SVM 82
Haddad Pajouh, + - + - - - - VirusTotal Naive Bayes %
2018 [7] Random Forest 92
Ada Boost 93
kNN 94
AE+FFNN 99
DBN 95
Muna, 2018 [8] - + + | - -1 -1 - NSL-KDD RNN 73
DNN 76
Ensemble-DNN 98
CoOCTBEHHBIH RNN-LSTM 94
DBN 95
Parra, 2020 [13] + + + + + + -
CSIC 2010 GRU 97
SVM 99
MLP 86
CNN 95
LSTM 96
ROOPFIIZ’] 2019 + + |+ |+ ]+ ] - - C;%IIBS CNN+LSTM 97
SVM 95
Naive Bayes 95
Random Forest 94
Basic CNN 94
Inception 95
Cui, 2018 [15] - + |+ |+ |+ |+ | - ISCX2012 Architecture CNN
RNN-LSTM 93,7
GRU 94

— oOyueHue 0e3 yuuTeJss — pPeKyppeHTHAas Heli-
pounas cetb (RNN), 670K m0oaT0i KPATKOCPOUHOM
namaTu (RNN-LSTM), ynpaBiseMblii peKyppeHT-
ao1it 6;10Kk (RNN-GRU);

— CMeIllaHHOe O0yJYeHUe — CBEPTOUHO-PEKYP-
peuTHas cetb (CNN+RNN).

MeTogsr rry6oKoro o6yueHnsA BHIOPAHBI Ha OCHO-
Be IIPOBEJEHUS aHAJM3a CYIIEeCTBYIOIUX IIOAX00B
K BBIABJIEHUIO CETEBBIX aHOMAa . CucTeMaTuyecK Uit
aHaJIN3 METONOB IVTyOOKOro OOyUeHUsd, UCIOJIb3ye-
MBIX B KK0Oep0e30macHOCTH, IIPOAEeMOHCTPUPOBAJI,
YTO JaHHBIE MOJEJU NAIOT XOPOIIINEe Pe3yJbTaThl Ha
mpakTuke [3, 4]. AHaI13 MOKasaTeseil 00HAPYKEeH U
aHOMAaJINii B ceTeBOM TpadrKe IPOBOLUTCSA HE TOJIBKO
MeXKIy MOJEJAMU PasHbIX KJIACCOB, HO U MEMKIY MO-

IeJIAMY OZHOTO KJiacca C PAa3JIUYHBIM KOJUYECTBOM
CJIOEB ¥ HEHPOHOB. JTO MO3BOJIAET dKCIEPUMEHTAIb-
HO OIPEeeINTh 3aBUCUMOCTb MEKIY CTPYKTYPOI MO-
[IeJIU U ee IIPOU3BOUTEILHOCTRIO.

OcHOBHBIE TapaMeTpbl BBIOPAHHBIX MoOZeJeli
mpeacTaBJeHbl B TaOm. 2. APXUTEKTypa CeTH OITU-
CBIBAETCA CJIEAYIOIUM 00pPasoM: KOJUYECTBO CJIOEB
¥ HEeHPOHOB B Kaka0oM u3 HuX (h — CKPBITHII CJI0M,
P — CyOAUCKPETUBUPYIOIIUN CJIOH, C — CBEPTOUHBINA
CJIO#1, N — TOJHOCBABHBIN CJIOT).

DYHKIUA aKTHUBAIlUU HEHWPOHHOW CeTH oIpe-
IesgeT BBIXOAHOE 3HAUeHWe B 3aBUCUMOCTHU OT pe-
3yJIbTaTa B3BEIIIEHHOI CYMMBI BXOZOB M IIOPOT'OBOT'O
sHaueHudd [16]. [Iaa Bcex momeseit B KauecTBe QyHK-
MY aKTUBAIUU BBIXOJHOTO CJIOS BhIOpaHa CUTMOMU-
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B Tabruya 2. IlapameTpsl MOjeau INTyOOKUX HEHPOH-
HBIX ceTeit

B Table 2. Parameters of the DNN

DYHKIUSA
O6osHaueHUE ApxurerTtypa aKTHUBa-
nuu
MLP-1 h(1024)-h(768)
MLP-2 h(1024)-h(768)-h(512)
) h(1024)-h(768)-h(512)- ReLu,
MLP-3 h(256) sigmoid
g h(1024)-h(768)-h(512)-
MLP-4 h(256)-h(128)
CNN-1 2¢(64)-1p(2)-1n(128)
2¢(64)-1p(2)-2c¢(128)-1p(2) ReLu,
. €(02)-1pla)-ac “P&) | sigmoid
CNN-2 1n(128)
RNN-1 h(16)-h(16)-h(16)
RNN-2 h(32)-h(32)-h(32) -h(32)

RNN-LSTM-1 h(16)-h(16)-h(16)

RNN-LSTM-2 h(32)-h(32)-h(32) -h(32)
RNN-GRU-1 h(16)-h(16)-h(16) Sigmoid
RNN-GRU-2 h(32)-h(32)-h(32) -h(32)

: CNN(2¢(64)-1p(2))-

CNN+LSTM-1 LSTM(h(128))

. CNN(2¢(64)-1p(2)-2¢(128)-

CNNHLSTM-2 1p(2)- LSTM(h(128)
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nIa (sigmoid), u B psAge Momeseil oHa MOIOJHEHA JIU-
meriupiM Beinpsamuresem (Rectified linear unit —
ReLU) Ha cKprITBIX cioax. Takske mpuMmeHAeTcA
MeTOJ] KOHTPOJISI eMKocTH apomnayT (dropout), mo3Bo-
JIAIOINH IPEJOTBPATUTH IIepeodydueHre HeHPOHHOMN
ceru [17].

IJKCIIePUMEHTHI

O1eHKa MPON3BOAUTEIHLHOCTH JIFOOBIX CUCTEM 00-
HapyKeHUsd aHOMAaJUM I WHTepHeTa Beleil Tpe-
OyeT HAJIUUYUsS MUCXOMHBIX MAHHBIX, BKJIIOUAIOIINX
B ceb6s HaOOp ceTeBbIX MPU3HAKOB, TAKUX KaK HpU-
3HAKM Ha OCHOBE HOMEPOB IMOPTOB MCTOUYHUKA U Ha-
3HAUEHUs, IT0JIe3HOM Harpysku (payload-based), mo-
Bemenus (behaviour based) m moToka mamubIx (flow-
based).

B xauecTBe sKCIepUMEHTAJbHBIX MAHHBIX IJIA
ananusa mozeneii DNN B zajzauax oOHapy:KeHUA
ceTeBBhIX AaHOMAJINU MHTEPHeTAa Bellell OblJ BhIOpaH
OTKPBITBEIA Habop mamubix UNSW-NBI15 [18, 19],
comep:xainuit 2 540 044 zanuceii — BEKTOPOB IIPU-
3HaKoB ceTeBbIx coenmuenuit TCP/IP u coorsert-
CTBYIOIIIMX UM METOK KJaccoB. B aTom mabope maH-

HBIX CeTeBbIe TaKeThl BKJIIUYAIOT KaK MH(OPMAIIIIO
0 peaJIbHOII HOPMAaJbHOW AKTUBHOCTU CETH, TaK U
IeBATH TUNOB aTak: (assepsl (Fuzzers), amaausa-
Topsl (Analysis), 69xmopsl (Backdoors), oTkas B 00-
caysxkuBanuu (DoS), skcmmoutsr (Exploits), 0606-
mieranbie (Generic), passenka (Reconnaissance),
mesa-kox (Shellcode) u uepsu (Worms). Jlamubie
UNSW-NB15 gna oO0ydyeHUsS W TECTUPOBAHUS CU-
cTeM OOHAPYIKEHUS BTOPIKEHUI cozep:kar 47 mpu-
3HAKOB, Takux Kak IP-agpeca, HoMmepa IIOpPTOB,
6aliTel TpaH3aknuu u Ap. [20], u ABe MEeTKHU KJac-
ca — KaTeropuio aTaku U METKY aHOMAaJLHOCTH CO-
enuuenusa. IlepBbie 35 MPU3HAKOB MHPENCTABIAIOT
0001t MHTEerPUPOBAHHYIO0 NHGOPMAIUIO 13 IIAKETOB
JTaHHBIX, & OCTAJbHBIE OIIPEAEIAIOTCS I ClleHapu-
€B IOAKJIIOUeHN .

ObOuapy:KeHMe aHOMAaJUIl TpPeACcTaBJsIeT cobOoit
mpoIece UAeHTU(PUKAINY OTKJIOHEHU OT HOPMAJIb-
HOro mpoduasa cucrembl. TakuMm obpaszoM, AJad 00-
Hapy'KeHuda aHoMaauil B cereBoM Tpadure UNSW-
NB15 ucnonssyercss OuHapHas KJjaacCu(puKanusa, 1
B KauecTBe METKHU KJacca MCIIOJb3yeTCsa KPUTePuit
aHOMAJILHOCTU coeauHeHus, rae 0 cooTBeTCTBYeT
HOpPMAaJbHOMY IpoduIto, a 1 — aHomasum.

Amnanus mozeneit DNN muia sagau o0OHApy:KeHUA
CeTeBbIX AaHOMAJIUUA WHTEPHETA BeIlel COCTOUT U3
OIIMCAHHBIX HUKE 9TATIOB.

IIpeno6paboTka ganubix (1) 3aKIOUaeTcs B Ipe-
o0pasoBaHUM BXOJHOTO Habopa HaHHBLIX: 47 mpu-
3HAKOB CETeBBIX COENUWHEHHUHN M MeTKM KJjacca —
B (bopmy, momaBaeMyi0 Ha BXOJ aHAJU3UPYEMBIM
mozensaM. K mpusHakaM HOMMHAJBLHOTO THUIA, Ta-
KuM Kak IP-agpeca, HaszBaHMe IIPOTOKOJIA 1 CEPBUCA
mepenavyn AAHHBIX, IPUMEHSAETCS Tropsuee KOIUPO-
Bauue (one-hot encoding) — meTox mpencTaBIeHUS
KaTeropuaJbHbIX IIePEMEHHBIX B BHUIE JBOMYHBIX
BEeKTOpOB. J[lajiee TPOM3BOAUTCSA HOPMAJIUBAIUA
3HAUEHW! BCeX NpPW3HAKOB K amamaszony [0...1].
Hopmanmsanusa TaHHBIX OCYIIECTBJIAETCH, TAK KaK
aucbasaHC MeKIy SHAUEHUSAMU IIPU3HAKOB MOJKET
BBI3BATh HEYCTOMYMBOCTL PabOTHI MOAENU, VXVI-
IIIUTH PE3yJIbTAaThl O0yUeHNA U 3aMeIJINTh IIPOIIece
MOJeIMPOBaHus. B KauecTBe JaHHBIX AJIS 00y UeHU s
mogneseit Beriompaerca 80% wmcxommoro Habopa JaH-
HBIX (1 547 081 3amnuck), a AJis TECTUPOBAHUSA MOJe-
geii — 20% (386 771 samuce). BaxxHOI 0cOO0EHHO-
CTBHIO JAHHOI'0 ATalla NCCIEOBAHMUIN ABIACTCA OTCYT-
CTBUE BBICOKOI COAJIaHCHPOBAHHOCTH HOPMAJIBLHOTO
¥ aHOMAaJILHOTO KJIacCa CeTeBBIX COeIMHEHUH, UTO
HamboJiee 0JIM3K0O K PEaJIbHLIM YCJIOBUSAM IIPU BO3-
HUKHOBEHUU aHOMaJu#i B ceTreBoMm Tpadukre. Taxk,
B JAHHOM CJIy4Yae OTHOIIIeHVEe aHOMAJbHBIX JaHHBIX
K HOpMaJIbHBIM cocTaBjaseT 1:4. O0yuaroIinas u Te-
CTOBas BHIOOPKA SBISIOTCA OJHOPOIHBIMMU.

O6yuenne MmomeJieii (2) ocyIIecTBISAeTCS Ha OLU-
HAKOBOM TPEHMPOBOYHOM Habope HaHHBIX, a 00Ha-
pyxenne anomasnii (3) — Ha OZUHAKOBOM TECTOBOM
Habope maHHBIX. [[J1d 00yUeHUA U BaJaugaIluy MOJe-
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Jieli TJIy00KOro 00yUYeHUsA MCII0JIB30BAaJINUChH CIIENYIO-
miue rurepnapameTpsl: pasmep nakra (batch size) —
64, anropuTm onTuMusanuy — adam, GYHKITUS II0-
Tepb (loss function) — binary cross-entropy.

Paspaborannubie Mozesnm ITyOOKWX HEHPOHHBIX
ceTell M TPAJUIIMOHHOTO MAIIIMHHOTO O0yUYeHUs ObI-
JU peaJn30BaHbI C HCIOJb3oBammem Python 3.6,
Tensorflow 2.1, Scikit-learn 0.23.2, Numpy 1.19.2,
Pandas 1.1.3 u Scipy 1.5.2. Bce skcnepruMeHTHI IIPO-
Bomusmch Ha Acer Swift SF315-52G ¢ mpoiteccopom
Intel Core i5 ¢ TaxToBOI1 yacroroii 1,8 I'T'i;, O3V 8 I'b
u orneparmouHoi cucremoir Windows 10.

OneHka 9(PPeKTUBHOCTH OOHAPY KEeHUS aHoMa-
auii (4) 3akJIOYaeTcsd B BBIUNCJIEHUU CJIENYIOIINX
MeTpPUK: akKypaTHoctu (A), Tounoctu (P), moJTHOTEI
(R), F-mepsr (F) 1 Bpemennbix 3aTpat Ha o6yuenme (T).

\ SALLNTA MHDOPMALLAN N\

AKKypaTHOCTb XapaKTePU3yeT AOJII0 9K3eMILIAPOB
CeTeBBIX COeNUHEHUIT, IT0 KOTOPBIM MOJAEIb IIPUHS-
Jia MPaBUJILHOE PEeIlleHre 0 IPUHAAJIEKHOCTHI K HOP-
MaJbHOMY WJW aHOMAaJIbHOMY KJaccy. TouHOCTh
XapaKTepu3yeT OJII0 BEPHO KJacCU(PUIIPOBAaHHBIX
SKBEMILISIPOB CETEeBBIX COENMHEHUI OTHOCUTEJIHHO
BCEX 9K3eMILIAPOB ceTeBoro rpaduka. IlosHora xa-
PaKTepU3yeT MOJII0 HAAEHHBIX MOIEIbIO 9K3EeMILIA-
POB CeTeBbIX COeAWHEHUI, IPUHAAJIEKAIUX HOP-
MaJbHOMY WJIV aHOMAJILHOMY KJIACCY OTHOCUTEIHHO
BCEX 9K3EMILISIPOB ceTeBoro Tpaduka. F-mepa npen-
CTaBJsIeT CcO00OH TapMOHHMYECKOe CcpeaHee MeKIy
TOYHOCTBHIO ¥ TIOJTHOTOM.

PesynbraThl 9KCIEPUMEHTOB [0 aHAJU3Y MOJe-
Jieli TiryOoKOro o0yueHUs IIpeJCTaBJIeHbI B Ta0JI. 3.
HaHHBIE IPUBOAATCA AJI IIEPBOI SIIOXY OO0y UEHUS.

B Tab6ruya 3. AHanu3 Mojeseil 1Iy60Koro o6ydeHua
B Table 3. Analysis of deep learning models

OreHKAa
Monem A, % P, % R, % F, % T, c
MLP-1 98,976 93,365 98,465 95,847 430,946
MLP-2 98,996 93,612 98,384 95,939 595,026
MLP-3 98,965 93,198 98,552 95,800 606,213
MLP-4 98,913 92,665 98,669 95,573 617,150
CNN-1 99,095 95,049 97,741 96,376 423,574
CNN-2 99,096 94,713 98,086 96,370 892,186
RNN-1 98,912 93,621 97,688 95,612 128,943
RNN-2 98,810 92,199 98,295 95,149 273,471
RNN-LSTM-1 98,938 93,952 97,569 95,726 301,561
RNN-LSTM-2 98,840 92,629 98,106 95,289 388,294
RNN-GRU-1 98,883 93,212 97,867 95,483 317,043
RNN-GRU-2 98,808 92,104 98,381 95,139 412,727
CNN+LSTM-1 99,126 95,932 97,127 96,526 1355,819
CNN+LSTM-2 99,124 95,972 97,078 96,522 1334,130
B Tabruya 4. AHaINU3 MOJeIel TPASUIIOHHOTO MAIIIMHHOI0 00yYeHn A
B Table 4. Analysis of traditional machine learning models
Mogenn Onemia
A, % P, % R, % F, % T, c
Naive Bayes 90,12 94,22 90,12 91,18 130,36
SVM 97,56 97,58 97,58 97,58 9786,67
Logistic Regression 96,73 96,77 96,73 96,74 131,26
kNN 97,07 97,07 97,07 97,07 11074,83
AdaBoost 98,2 98,2 98,2 98,2 940,17
Random Forest 98,87 98,85 98,85 98,45 468,05
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B Puc. 2. CpaBHeHHE TOYHOCTHU 1 BPEMEHU 00yUeHUA MoIeeii
B Fig. 2. Comparison of accuracy and time of model learning

JomoTHUTEeIPHO Ha TeX JKe MaHHBIX IIpoaHa-
JIN3UPOBAHBI CJAEAYIOIIEe MOAEJIUN TPaAUIIMOHHO-
ro MAaIIIMHHOTO OOYUYeHHS: HAWUBHBIN 0alieCOBCKUIIL
KJIacCU()DMKATOP, METOJ OIIOPHBIX BEKTOPOB, JIOTH-
ctuueckas perpeccus (Logistic Regression), meTon
k-Omsxainux coceneii, OyCTUHT U CAYUANHBIN Jiec.
Pesyabrars! npeacTaBieHbl B Ta0I. 4.

CpaBHeHHEe TOUYHOCTU PACCMOTPEHHBIX MOJeJsel
U BpeMeHU o0yUeHus IJid 00HApYy:KeHUsS aHOMaJUi
IPOAEMOHCTPUPOBAHO HA PHUC. 2.

AHaau3 pe3yJbTaTOB IKCIIEPHMEHTOB

Pesyibrarhl IIPOBEJEHHBIX OKCIEPUMEHTOB IIO-
3BOJIAIOT CZIeJIaTh BBIBOZ, YTO OOJIBIIIMHCTBO MOZeJei
TUIYOOKMX HEMPOHHBIX ceTeli 00JiaJaeT BLICOKOU TOU-
HOCTBIO OOHAPYIKEHIA AHOMAJINH B I'eTEePOreHHOM Tpa-
¢uKe 60IBIIOr0 00beMa AJIS IIPUMEeHEeH! A UX Ha IpaK-
Tuke. Cpenu Momeseii TPATUITMOHHOTO MAIITMHHOTO
00yYeHMsI CXOMHOM BBICOKOM TOUYHOCTBIO 00JIaLAai0oT
aHcamMOIM KJaccuuraropos, takme Kaxk AdaBoost
(A =98,2 %) u cayuaiinsiii gec (A = 98,87 %).

Cpenu MojeJieii TIyOOKOro 00yUeH! s ¢ YUNTEeJIeM
JYUIIIYI0 TOYHOCTH OOHAPYKEeHUS [AeMOHCTPUPY-
eT cBepTouHasa HeiipouHas ceTh (A =99,1 %). Ilpu
5TOM C YBeJIWUEHUEM UHCJa CJIOEB BpeMs 00yUeHUI
CYII[ECTBEHHO BO3PACTaeT, B OTJIMYME OT II0Kasa-

TeJId TOYHOCTH, M3MEHAOINEeroca He TaK CHUJbHO.
MHOTOCJIONHBII IepCeIITPOH 00IamaeT HANOOIbITe
moJiHoTOM obHapy:keHus anomaauil (R =98,67 %).
ITO 3HAUUT, UTO JaHHAS MOIEJb PACIIO3HaeT 00JIb-
1ee KOJIMUECTBO 9K3EMIIJISIPOB aHOMAJbHBIX CO-
eIMHEeHUH, UTO IM03BOJIAET U30eKaTh X IMIPOITYCKOB.
C yBesinueHMEM YUCJIA CJIOEB TOUHOCTH MHOI'OCJIO-
HOTO TIePCEIITPOHA YXYAIllaeTcsd, a BpeMsd, 3aTpadueH-
Hoe Ha o0yueHUe, BodpacTaer (cMm. puc. 2). B nanmom
SKCIIEPUMEHTEe IIPEeAIIOUYTUTEIbHON apXUTEKTypOoii
MHOTOCJIOHOTO II€PCEIITPOHAa ABJIAETCA MOJAENb
MLP-2 ¢ TOYHOCTBIO OOHAPYsKEHUS AHOMAJINI
A=99%.

s Mozmeneii riy0oKoro o0yueHus 6e3 yuuress,
IIPEACTABJIEHHBIX PEKYPPEHTHLIMU CETSIMHU, JIYUIINE
pesyJIbTaThI MTOKAa3bIBAeT OJIOK JOJITOM KPaTKOCPOU-
Hoit mamsaTu (A = 98,938 %). O6yueHune JaHHOTO BUIA
Mojesiell 3aHUMAaeT HanuMeHbIllee KOJINYeCTBO BpeMe-
HU, CJeJ0BaTeJbHO, U MEHbIIIee KOJIUYECTBO BBIUNC-
JINTEJIBHBIX PECYPCOB, UTO HEPEAKO ABJIAETCA CYIIe-
CTBEHHBIM IIaPAMETPOM [JIA YCTPOMCTB MHTEPHETAa
Bereii. C yBe/IlMueHNEM YICJIA CJIOEB B apXUTEKTYpe
PEKYPPEHTHBIX HEMPOHHBIX CETell BO3PACTAeT II0JI-
HOTa OOHApPY’KEHUsS AaHOMAJbHBIX COEIUHEHUI, HO
CHMIKAEeTCA TOYHOCTb, UTO CBSI3aHO C HAKOILICHUEM
o1boK o0yueHusAa. Takum o0pas3omM, B MOZEIN O0Ha-
PYsKeHIs aHOMAaJINH, HACTPOEHHON HA HUSKUHI KO-
(QUIMEHT JIOMKHBIX cpadaThIBAHMUI, TOUHOCTL OyIeT
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IpeacTaBJAsATh coboli 6ojiee 3HAUMMYIO XapaKTepu-
CTHKY, TOTJla KaK MO/IeJIb C BBICOKOM IIOJTHOTOM KJIac-
cu(uKaIUy IPEeAITOUTUTEIbHE 115 PacIiO3HABaHU
paHee HEM3BECTHBIX TUIIOB AHOMAJIH.

HawuBrbicmieii TOYHOCTBIO OOHApPY’KEHUS aHOMA-
Ju# cpenu mpeacTaBieHHBIX moxesieii DNN o6.a-
JaeT KOMOMHMPOBAHHAS CBEPTOYHO-PEKYPPEHTHAA
HetipouHasa ceTb (A =99,13 %). IIpu sTom Bpems
o0yueHUsI TAaHHOU CeTH SIBJISETCS CaMBIM IIPOIOJI-
JKUTEJTbHBIM.

IIpu cpaBHeHUU MeXAYy €000H 0a30BBIX MOe-
geirt DNN pasHBIX KJIACCOB MOYKHO YCTaHOBUTD, UTO
pasauuire B TOYHOCTH OOHAPYKEHUA aHOMAJHUI He
SABJISIETCSI BeChbMa 3HAUMTEIbHBIM — He Oosee 1 %.
Bosiee pasHaAleiica XapaKTEePUCTUKON SABJIAETCS
BpeMsi O0yUeHUsI CeTH, KOTOPOe TaKsKe Bo3pacTaeT
COOTBETCTBEHHO YBeJMUYEHUI0 umcya cjoeB. Crout
OTMETHUTD, UTO IIOATOTOBKA MOZEJ el TPAaUITNOHHOTO
MAITUHHOTO O0YYeHU S IO OOJIBINEH YacTy 3aHUMAaeT
MeHbIllee KOJMYECTBO BPEeMeHU, 3a HCKJIIOUeHUeM
MoJieJiell OIIOPHBIX BEKTOPOB M K-OimKaiIinmx coce-
Iefi. ITO CBA3AHO C TeM, UTO IIPUMEHEHWe METO/I0B
TIIy60KOro 00yueHuns: TpedyeT 60JIBIIero KoJInuecTBa
BBIUYMCJIUTEILHBIX MOIITHOCTEMH.

IlpencraBiensl pexkoMenpgaiiuu (tabia. 5) masa
BbIOOpa HanboJjee IPEeAIIOUTHUTEILHON MOJEIN TIY-
00KOTO 00yUeHUs MCXOAA M3 BPEMEHHBIX 3aTpar Ha
o0yueHMte 1 IPUOPUTETa B OOHAPYKEeHUU aHOMAaJIIA
B CETEBOM Tpa(uKe MHTEPHETA BEIIei.

s cucreM, paboTAIONIUX B PEIKUME PeabHOI'O
BPEMEHU U YacTO OOHOBJIAEMBIX, CKOPOCTH MOJEJIN-
poBaHUS SABIAETCS 3HAUMMOUN XapaKTEePUCTUKON 1
IOJIKHA ObITh MUHMMH3WPOBaHA. B TO BpeMs Kak

\

B Tab6ruya 5. PekoMeHIAIIUY 10 MCIIOJIH30BAHUIO MOJIe-
Jie# TaIy60KoT0o 00yUueHusa

B Table 5. Recommendations for using deep learning
models

ITpuopurer Bpewmen-
B OOHAPY KEHUU HbIe Pexomenpanusa
aHOMAJINH 3aTparsl
He
Komb6uHnupoBaHHas
. UMEeIOT .
Huskuit HePOHHAaf CeThb
3HAUEHUA
Koa(ppummeHT
JéomHHX WLV — PexyppenTHas HeHIPOH-
CpabarbiBaHny Hasd CceTh, B YaCTHOCTH
3UPOBa- .
Bl 0JIOK IOJITOI KPaTKOCPOU-
HOI mamMATu
He MuorocsioiHBII
PacnosnaBa- UMeIoT TIepCeNTPOH C 6OIBITUM
HYe HeU3BeCT- | 3HAUYeHUA KOJIMUEeCTBOM CJIOEB
HBIX TUIIOB
aHOMAaJIUit Muzanmu- YupaBigeMbIll peKyp-
3UPOBA- | PEHTHBIN GJIOK C OOJIBIIINM
HBL KOJIMYECTBOM CJIOEB

SAWNTA NHOOPMAUNI

N\

[LJIs1 HEKOTOPBIX CUCTEM, 00ydaeMbIX o()IaiiH, BpeMsa
MOJeJIMPOBAHUSA MOYKET ObITH YBEJMUEeHO AJIA OoJiee
TIATEJbHON HACTPOUKU U IOBBIMIeHUA 3(h(PEKTUB-
HOCTU (DYHKIITMOHUPOBAHUA.

3aKJIouYeHne

B manHOM wMCClIeIOBAaHUU IMIPEICTABJIEH AHAJIU3
0as30BBIX MOeJieli TUIyOOKOro OOyueHUs s 3amad
0o0HapYyKeHUSA aHOMAJIUH B ceTeBOM TpaduKe MHTEP-
HeTa Belleil. IKCIepuMeHTaIbHaA OIeHKa Moje el
rIy6oKoro o0ydueHUs MPOBOAUJIACH C MCIIOJIH30Ba-
HUEeM eIWHOI0 IIPOrpaMMHO-AIIIapaTHOro obecre-
YeHUsA U OJWMHAKOBBIX IIOAMHOYKECTB Habopa maH-
HBIXx UNSW-NB 15 s 00yueHnss 1 TeCTUPOBAHUS.
B kauecTBe 6a30BBIX MO/IeJIell TTYOOKUX HEMPOHHBIX
ceTell pacCMOTPEHBI MHOT'OCJOWHBIN IIePCEeIITPOH,
CBepTOYHAA HEWpPOHHAA CeThb, PEKYPPEHTHasA Heu-
POHHas ceTh, OJIOK OJIT0 KPAaTKOCPOYHOM IaMATH,
YIIPaBJISAEMbIN PEKYPPEHTHBIN OJIOK M KOMOHMHHPO-
BaHHAasA CBEPTOUYHO-PEKYPPEHTHAA HeHIPOHHAS CETh.

ITocTpoenHbIE MOAEIN TIYOOKOrO O0YUYeHUS IIPO-
IeMOHCTPUPOBAJIU BBICOKWE TOKAa3aTeNu TOUHOCTU
obHapy:keHusa amomasuii — or 98,8 %. B pabore
IpeacTaBJIeHbl PEeKOMEHIAIIUM OJIsi BbIOOpa Haumbo-
Jiee TPEATIOUTUTEIBHONH MOZEJN TUIyOOKOTOo 0o0yue-
HUS UCXO[sI U3 BPEMEHHBIX 3aTpaT Ha 00yJYeHre MO-
JeJI1 ¥ IPUOPUTETA B OOHADPYKEHUN aHOMAJINI B ce-
TeBOM TpaduKe MHTEpPHeTa Bereii. I[Ipu HacTpoiike
Mozesiu OOHAPYKeHUA aHOMAaJMi Ha HUSKUHN K0od(-
(GUIIMEHT JOXKHBIX cpabaTbIBaHUN TOYHOCTH OyIeT
OPeACTABJAThL CO00Il 3HAUMMYIO XapaKTEpPUCTUKY.
C yBeauueHmeM 4YKCJa CJI0eB B apxuTekType DNN
BO3pacTaeT IIOJHOTA OOHADPY/KEHHUs aHOMAaJbHBIX
COeIWHEHUH, UTO B CBOIO OUepeb IIPEAIOUTHUTE b
Hell 1JIs paclo3HaBaHUs paHee HeU3BECTHBIX THUIIOB
aHOMAJINH. YBeJIMUeHNEe UYICJa CJIOEB B MOJEJIHN 00-
Hapy’KeHUsA aHOMAaJUHN TpedyeT MOIIHBIX BBIUNCIIN-
TeJbHBIX PECYPCOB IEHTPAJIbHBIX KOMIIOHEHTOB MH-
TepHeTa Belei.

B panbHeiinieM IpeariojiaraeTcsa IIPOJOJIKUTD
aHayma3 xapakrtepuctuk mogesieir DNN, npumense-
MBIX B 3ajauax KubepbesomacHoctu. OQHUM 13 Ha-
npaBJjieHnil OyayIiux padoT sBJISETCS HCCJIeJ0Ba-
HUe BJIUSHUSA CTPYKTYPBI CETeBOro TpaduKa Ha To-
KasaTean 3P(PeKTUBHOCTU UCIIOJb30BaHUA Moeeit
TiIy0oKoro obyuenus. Ha OCHOBaHUU IOJYUYEHHBIX
pesyJbTaToOB ILJIAHUPYETCS pas3paboTaTh IOAXO
K BBIABJIEHUIO 1 KOPPEJIAINN COOBITHUI 6e30IIacHO-
cTu Ha 6a3e MeTOIO0B ITYOOKOT0 00y UeHrA.

dunaHCcoOBad MOIEPKKA
Pabora BBITIOJIHEHA IIPU YACTUYHON (DUHAHCOBOIT

noaeps:xke npoekta PODU 18-29-22034 Mk u Grof-
sxkerHoi Tembl 0073-2019-0002.
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Analysis of deep learning models for network anomaly detection in Internet of Things
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Introduction: The article discusses the problem of choosing deep learning models for detecting anomalies in Internet of Things
(IoT) network traffic. This problem is associated with the necessity to analyze a large number of security events in order to identify
the abnormal behavior of smart devices. A powerful technology for analyzing such data is machine learning and, in particular, deep
learning. Purpose: Development of recommendations for the selection of deep learning models for anomaly detection in IoT network
traffic. Results: The main results of the research are comparative analysis of deep learning models, and recommendations on the use
of deep learning models for anomaly detection in IoT network traffic. Multilayer perceptron, convolutional neural network, recurrent
neural network, long short-term memory, gated recurrent units, and combined convolutional-recurrent neural network were considered
the basic deep learning models. Additionally, the authors analyzed the following traditional machine learning models: naive Bayesian
classifier, support vector machines, logistic regression, k-nearest neighbors, boosting, and random forest. The following metrics were
used as indicators of anomaly detection efficiency: accuracy, precision, recall, and F-measure, as well as the time spent on training the
model. The constructed models demonstrated a higher accuracy rate for anomaly detection in large heterogeneous traffic typical for
10T, as compared to conventional machine learning methods. The authors found that with an increase in the number of neural network
layers, the completeness of detecting anomalous connections rises. This has a positive effect on the recognition of unknown anomalies,
but increases the number of false positives. In some cases, preparing traditional machine learning models takes less time. This is due to
the fact that the application of deep learning methods requires more resources and computing power. Practical relevance: The results
obtained can be used to build systems for network anomaly detection in Internet of Things traffic.

Keywords — deep learning, deep neural networks, anomaly detection, Internet of Things, information security.
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Introduction

Distributed storage systems consisting of thou-
sands of individual nodes that stores a portion of
users information become de-facto the standard of
modern data storage. High expansion of such sys-
tems is leveraged by the constant growth of amount
of data stored by humanity. Leading technological
companies such as Facebook or Google heavily re-
ly on distributed storage systems [1, 2]. One of the
most important problem of current version of such
systems is drive failures that occur constantly. To
handle it system designers employ erasure-cor-
recting codes for efficient repair of temporally
unavailable nodes. Despite several node failures
are possible the most common scenario is one node
failure and the main goal of research community
is to develop codes that optimize the recovery of
one node failure in different terms. These terms
arose from the distributed nature of systems and
the necessity to communicate data between sever-
al nodes [3, 4]. One of them, called locality, meas-
ures the efficiency of recovery in number of nodes
accessed during this procedure [5]. Another one,
called repair bandwidth, takes into account the to-
tal amount of data transmitted to accomplish the
repair [6]. Codes optimized by the second measure
are called the regenerating codes and are the main
focus of this paper.

In our derivations, we consider a distributed
storage system that stores in n nodes B independ-
ent random symbols uniformly distributed over the
finite field GF(g). Each of these nodes has a storage
capacity of [ symbols (also termed as sub-packetiza-
tion level in corresponding literature). We encode B
symbols by regenerating code in such a way that in
case of one node failure the replacement node can
repair its content (or function of it in case of func-
tional repair) by connecting to any set of d helper
nodes (d > k£ — 1) and downloading 3 symbols from
each of them. The total amount of downloaded data
dp is termed as repair bandwidth. Also, regenerat-
ing code has such a property that any k2 nodes can
recover all B message symbols. Note that in such a
case we have to download all content from them.

In the initial paper on regenerating codes [6] au-
thors utilizing network-flow graph established that
parameters of these codes must satisfy the follow-
ing bound

k-1
B< Y min(l, (d-i)B). 1)

i=0
It can be deduced from the form of (1) that
achieving equality in it while fixed parameters B,
k, and d leads to the tradeoff between the repair

bandwidth dff and the sub-packetization level I. Two
extreme points of this tradeoff determine two classes
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of regenerating codes — minimum bandwidth re-
generating (MBR) codes and minimum storage re-
generating (MSR) codes. In the first case, we ini-
tially minimize bandwidth and after it minimize
storage on each node. There are a lot of construc-
tions of such codes in the literature, see [7—9] and
references therein. Unfortunately, known construc-
tions have code rate no more than 1/2 that restricts
their practical applications. Another drawback of
MBR codes is that there are no constructions with
optimal access property, namely we have to access a
large amount of data to accomplish the node repair
process while transmitting only the function from
them. In case of MSR codes that are the main fo-
cus of this paper we first minimize storage on each
node and after it the bandwidth. These codes have
many advantages over MBR codes, namely there
are explicit constructions of high-rate MSR array
codes as well as constructions of such codes with
optimal-access property. The latter means that in
case of node repair we only have to access helper
node symbols transmitted to the replacement node.
For more details, see papers [9—-11] and references
in them.

Despite importance of repairing the content of
unavailable node, this paper focus on another as-
pect of distributed storage systems namely safety
of stored data. Due to distributed nature of such
systems and as a consequence, increasing use of un-
trusted node providers or communication channels,
they are vulnerable to different type of attacks or
data leakage [12-14]. In this paper, we focus on
threats caused by eavesdropper that gains access to
some portion of stored information. The considered
eavesdropper also denoted below by E is passive, i. e.
E cannot change accessed data. There are two pop-
ular approaches to preserve resistance against E.
One of them is to use computational cryptogra-
phy based on difficulty in the computation of some
function. Deploying this approach needs to dis-
tribute keys as well as provide additional (typical-
ly hard) computations that make it irrelevant for
distributed storage systems [15]. Another one is an
information-theoretic approach in which we mix
stored data with random symbols taken uniformly
and independent from the same alphabet. In such a
case, we ensure that eavesdropper gaining access
to the limited number of symbols obtain no infor-
mation about stored content. In other words, we
ensure the zero-mutual information between stored
content and information available to E [12]. In this
paper we focus on information-theoretic approach
only. Note that this problem formulation is high-
ly connected with Wire-Tap Channel II in which
eavesdropper has an access to any fixed size subset
of symbols transmitted through a noiseless channel
[16]. Proposed solution based on coset coding pro-
vide resistance against such E while ensuring re-

construction of all information content without the
possibility of repair part of it. This fact makes it
hard to generalize the given solution to the case of
regenerating codes that support single node repair.

Recent papers within safety of regenerating
codes focused on resistance against eavesdropper
with full access to a limited number of nodes. Some
papers also consider a stronger adversary with addi-
tional access to data transmitted during the repair.
This eavesdropper model corresponds to the case
then the adversary can control some subset of nodes.
There exist corresponding bounds on the amount of
information that can be safely stored in such systems
as well as constructions attaining them. For more de-
tails, we refer to the papers[12, 13, 17].

In this paper, we continue our research initiated
in [18] and consider a new mathematical model of
eavesdropper that can access the limited number of
symbols from each node in the distributed system.
Asbefore we aim to ensure zero mutual information
between stored data and data available to E. We
consider the minimum storage regenerating codes
with optimal access property and derive the tech-
nique to make it resistant against given eavesdrop-
per. Note that such consideration is enough natural
as these codes ensure node recovery while accessing
a small portion of symbols from any node in a given
helper set.

The main contribution of this paper is as fol-
lows. We consider a new mathematical model of
eavesdropper with limited access to all nodes in the
distributed storage system, give a bound on param-
eters of regenerating codes resistant against such
adversary as well as propose an explicit construc-
tion of MSR-array codes with optimal access prop-
erty secure against it.

Preliminaries

Within this paper, we use the following nota-
tions. By GF(q) we define the finite field with ¢ el-
ements and by X =(X;, ..., X,)! the column vector
with n elements over it. We denote the set of n posi-
tions as [n] ={0, 1, ..., n — 1} and define the restric-
tion of column vector X to its subset T as X;. By
superscript t we mean the transpose operations and
by superscript s the parameters of safe version of
code construction.

By H(X) we define the entropy of discrete ran-
dom variable X and by I(X; Y) = H(X) — H(X]Y) the
mutual information between discrete random vari-
ables X and Y. H(X]|Y) denote the conditional entro-
py of random variable X given random variable Y.
The same is held for vectors consisting of discrete
random variables.

Within this paper, we consider MSR-array codes
with optimal access property proposed by Ye and
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Barg in paper [11]. Such codes attain the extreme
point in bound (1) and have the following param-
eters: [=B/k and dB:—B .
k(d-Ek+1)
struction is explained in Construction 1.

Construction 1. Let us construct array code of
length n, sub-packetization level [ = "1 = (n — )1
land number of nodes necessary to recover informa-
tion content k. The code is constructed over GF(q)
with size more than n and primitive element y. We
consider the case of d =n — 1 that corresponds to
the most common scenario of one node failure. The
code is formed from [ x n matrices over GF(q) each
encoding kl information symbols. Encoding proce-
dures are defined using parity-check equations in
the following form:

The code con-

n
(Cis .., Cp):D A,C =0, t=1, ..., 7, )
i=1

where C; = (¢; g - ci,l—l)t is a column vector that
corresponds to [ code symbols over GF(q) stored
on node i. Ay; :Af_l, where t =1, .., r and
i=1, .., narelx!l matrices over GF(q). Note that
by forming the first £ column vectors C, from
B = Ekl information symbols we can determine the
remaining r = n — k column vectors. The specific
code families can be obtained by choosing different
forms of matrices Ay, ..., A, such that and A, - Aj
is invertible and multiplication of two matrices has
commutative property. In our case to obtain MSR
codes with optimal access property we choose A,
.., A,_; to be permutation matrices and A to be an
identity matrix. In such a case replacement node

has to access symbols from each of d helper

d-k+1
nodes to accomplish the node repair.

In such a case we can determine the matrices A,
.., A, _; as follows:

-1

t .
A; = Z;t);\’i,aieaea(i,ai+1modr)’ i=1,...,n-1, (3)
a=

where a; denotes the i-th element from the right in
r-ary representation (a,_;, ..., a;) of a. By a(i, u) we
define a decimal element that coincides with a in
all positions of r-ary representation except position
i that is equal to u. ey, ..., e,_; is standard basis
of GF(¢") over GF(q). As elements Liq let us take
hio=vand), =1foru={1,2,..,r- 1.

To define node repair procedure let us determine
B;.u.¢ as follows:

Bi,u,O =0;

u+(t-1)modr

Bius = Nips t={1, ..., r=1}, @
v=u

where u = {0, ..., r— 1} and ki,v are defined above.
The repair of node i = {1, 2, ..., n — 1} can be done
by accessing I/r symbols {cj’a: j#i, a; = 0} from the
remaining n — 1 nodes and solving the following
equations

Bi,ai tCia(i,a;+tmodr) =

=—Cna~ Z Bj,aj,tcj,a(j,aj+tm0dr)° ®)
j#i,n

The repair of node n can be done by accessing I/r
symbols {c; ,: j#n, a; + .. +a,_; =0 mod r} and solv-
ing the folfowing equations

n-1

Cna =" z ﬁi,ai,tci,a(i,ai+t modr)- (6)
i=1

The reconstruction of information content can
be accomplished by connecting to the set of any &
nodes and downloading all information from them.
In such a case from equations (5) we can form the
system to define the symbols from the remaining
n — k nodes and recover users information as sym-
bols from the first £ nodes.

Eavesdropper model

In this paper, we consider a mathematical model
of eavesdropper that can download up to ¢ elements
from each node in the set-up of the previous section.
In other words, it means that E can accessed ele-
ments C; g where E;c[n], (E| < t+1) from each
column vector C, that represents the content stored
on node i. We are focused on resistance against
eavesdropper from an information-theoretic point
of view that means that E does not gain any infor-
mation about stored content S or, in other words,
the mutual information between stored content and
elements obtained from all servers by E is equal to
zero. This can be written as

I(S; Cy, ..., C,)=0. ()

In information-theoretic approach we typically
mix stored data with random symbols taken uni-
formly and independent from the same alphabet.
There are two common ways to do it within dis-
tributed storage set up. The first of them is di-
rectly mixing information and random symbols
utilizing storage codes. Note that typically it re-
quires additional properties from code but allows
to work within the same field. Another one is pre-
coding information and random symbols by maxi-
mum rank distance codes, for example, Gabidulin
code. In this paper we modify the last approach for
our eavesdropper model, namely we encode infor-
mation content of each node by Reed — Solomon
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based scheme that allows recovering part of infor-
mation content by accessing a limited number of
symbols.

It’s important to understand the bound on a
message size that can be stored in such a system
in presence of a given eavesdropper. In paper [17]
by information-theoretic argument, it was proven
that the number of information symbols B$ stored
by regenerating code can be upper bounded as fol-
lows

k
B® <> min(l-t, (d-i+1)). 8)

i=1
Achieving equality in the bound (8) for a given
Bs, k, d and t leads to the tradeoff between the re-
pair bandwidth dp and the sub-packetization level I.
Let us explicitly find the values of MSR point that
correspond to the case of minimizing [ first and 3
after it. The corresponding relaxed optimization

problem can be stated as

I’ (d, B)=minl,

k .
subject to:Zmin(l—t, (1—%}dﬁj238. 9)

i=1

Let usintroduce b; = (1 —?j dp and rewrite (9)

as

I’ (d, B)=min,
k
subject to:) min(l-t, b;)> B°®. (10)
i=1

k
It can be easily seen that C(I)= Zmin(bi, I-t)
i=1
is a piecewise-linear function of / and has the fol-
lowing form:

0 Le[0; ¢]
E(1-t) le[t; b +t]
c(1)={ . (11)
by +...+bp g +1—t Le[byy+1t; by +1]
b +...b le(by +t, )

This function is strictly monotone increasing on
the segment [ € [0, b, + t]. To find the extreme point
of I such that C(l) > B® we simply take [ = C"1(B°) for
the first non-zero value of C(l), where C71(¥) is the
inverse function of C. As a result, we receive

S

B
l=—-+t. 12
P (12)

In this case B® = kb, that leads to

BS

P a—re1y

(13)

By the similar argument for MBR case we have

l=dp+t,
2B°

___2B (14)
k(2d-Ek+1)

B

Note that this optimization is the main fo-
cus of this paper. We shall say that code resistant
against eavesdropper is MSR if its parameters co-
incide with (12) and (13). To construct it we modify
Construction 1 of MSR codes without eavesdropper
resistance.

MSR-array codes resistant
against eavesdropper

Let us construct MSR-array code resistant
against eavesdropper with optimal access proper-
ty utilizing previously introduced framework. For
content C; of each node i obtained by Construction 1
let us apply the modified safety scheme based on
Reed — Solomon code which was introduced by the
first time in paper [19]. Also, we mention paper
[20] in which the similar schemes were investigated
from another point of view. In that follows to en-
sure existence of Reed — Solomon codes we assume
that we are working in GF(q) with ¢ > max(l + ¢, n).
This scheme is depicted Figure.

In it, we first encode ¢ uniformly and independent-
ly distributed random symbols Z! =(24,05 +++» Zit-1)
by systematic Reed — Solomon code of length [ + .
After it, we add to the last [ positions elements
(o =(¢j,0s -++» ¢;;-1) Of the corresponding node.
Defining the obtained row as Y} = Yi,05 -++> Yi,t+1-1)
by the same argument as in [19] we can formally
prove that

I(Y; g3 C)=0 (15)

for any set of E; c [l + ] such that (E,| < ¢ + 1).

Redundancy

==

B Safety scheme based on Reed — Solomon code
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Remark 1. This fact can be understood form the
point of view that in Reed — Solomon code any ¢t — 1
or less code symbols does not give any information
about stored content.

To recover any 0 < r <[+ 1 symbols of C;, we
need to access the first ¢ elements of Y, that cor-
responds to Z;, encode them by the same Reed —
Solomon code and substract necessary redundancy
bits from corresponding elements of Y;. Based on
these facts we can formulate the following theo-
rem.

Theorem 1. Let GF(q) be a finite field with
q > max(l + t, n). Then MSR-array code of length
n, sub-packetization level [+ ¢, number of helper
nodes d =n — 1 and number of nodes necessary to
recover information content k resistant against
eavesdropper with access to up to # symbols from
any node can be defined by column vectors Y;. Each
Y; is formed from vectors C; of array-codes from
Construction 1 by the modified safety scheme
based on Reed — Solomon code with independent
and uniformly distributed random symbols Z; for
each node i.

Proof. From properties of used securing scheme
we can write that I(Y; 5 C;)=0 for any given C,
where E, c [l + t], (E| 2 t + 1) defines the set of el
ements from node i available for the eavesdropper.
As it holds for any given C; and random symbols
Z, are independent, the elements Y; g are distrib-
uted uniformly and independent over all vectors
of length |E,| over given field GF(q). The last fact

leads to I(Cj;Yi,Ei)zo. The resistance against

eavesdropper means that I(S; Yy g , ..., Y, g )=0.
As there is a bijection mapping between C,, ...,
C, and S this condition can be reformulated as
I(Cy, ..., Cps Yo, Y,z )=0. Applying the
facts above and the chain rule we can easily receive
that

I(Cl, ceey Cn; Y17E1’ Yn,En):H(Yl,El’

n n
Y5 )- 2 H(Y, g |C)< Y I(Y,g; C;)=0. (16)
i-1

i=1

As node repair in Construction 1 is accom-
plished by downloading I/r symbols from each of C;
in our construction the replacement node can con-
nect to first ¢ symbols from each Y;. After it com-
pute the redundancy of Reed — Solomon code, sub-
stract it from symbols of Y, corresponding to sym-
bols of C; necessary for recovery and download only
them. In such a case the repair bandwidth as well
as sub-packetization level meets the corresponding
extreme values (12) and (13). Note that after obtain-
ing the content of failed node the replacement node
has to apply to it safety scheme based on Reed —
Solomon code.

Reconstruction of information content can be
performed in the same way as in Construction 1. The
only difference is that after connecting to & serv-
ers and downloading all information from them we
have to compute the redundancy of Reed — Solomon
code that encodes first ¢ symbols and substract it
from the last I symbols to obtain corresponding C,.
This ends proof.

Example

To illustrate the proposed framework let us
consider the following example. Let us consid-
er GF(8) constructed over primitive polynomial
¢(x) = x3+ x + 1 with root a. As array-code from
Construction 1 let us take code with n=3, E=1,
r=2, I =4. The first node stores information sym-
bols while the last two nodes store parity-check
symbols. Matrices that form parity-check equations
(2) can be written as

0 o 00 00 o2 0
1000 2
4y = ;4,=0 0 0 ey
0 0 0 a 10 0 0
0 01O 11 0
1000
A_0100 an
3710 01 of
0 001

If we take as C; =(1, 1, 1, 1)* when C, = (a3, O,
0, 0) and C53=(a, 1, 1, 1). Let us make obtained
code resistant to eavesdropper by the scheme de-
scribed in the previous section. In such a case, we
receive Y; = (ab, o5, o2, 0, ab), Y, =(a?, 1, o, af,
), Yg = (oc3 o, a, a, a?)!. If we have to recover the
content of the first node from the remaining one we
have to access Y, ( ; 5yand Y (o ; 5. After it, we can
find the redundancy of (5, 1) systematic Reed —
Solomon code for information symbols Y, ; and Y3 .
Receiving (o, o8, o, o) and (a8, a3, at, ab) as well
as correspondlng positions from Y, 4 5 and Y3 4 5
we obtain C, ( o and Cg 5 that form the following
parity-check equations

€1,0 +€2,0 +¢3,0 =0;

acyy + a2c2’2 +eg0=0;
2 +Cg2 +¢39=0;
acp3+eggtezo=0 (18)

and determine C; =(1, 1, 1, 1)*. After it we have

to apply to it 1ntroduced safety scheme and obtain

Yl—(oc a4 0c6 a, o )
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Conclusion

In this paper, we considered the new mathemat-
ical model of passive eavesdropper that has limited
access to symbols from each node. We obtained the
parameters of regenerating codes reaching extreme
points of corresponding bound on the size of the
stored message. Also, we proposed the construction
of MSR-array codes resistant against the eaves-
dropper and illustrated the obtained construction
by the corresponding example. In further research,
we will consider the hybrid eavesdropper model
that has a limited access to all nodes together with
full access to a small subset of them.
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ROHI)I C MUHUMAJBbHBIM XPaHEHHUEeM, ycTOﬁ'—IMBLIe K aTaKaM CIienfiaJbHOI'oO THUIIA

C. A. Kpyrauk®6, muagmuii HayuHbBIH COTPYAHUK, orcid.org/0000-0001-9557-5197, stanislav.kruglik@skoltech.ru
ACKOJIKOBCKUM MHCTUTYT HAYKU U TeXHOJorui, BoabIoit 6-p, 30, cTp. 1, MockBa, 121205, P
SMockoBCKUit (GUBUKO-TeXHUUECKUH HHCTUTYT, MHCTUTYTCKUII ep., 9, Hoaronpyausiii, MockoBckas 00.., 141701, P®

BBenenue: n1y1a 60pbOBI ¢ BPEMEHHBIM MJIM IIOCTOSHHBIM BBIXOJOM U3 CTPOS CEPBEPOB PaCIPelieIeHHON CUCTeMbl XpaHeHu:A nH(Op-
Maluy IPUMEHSAIOTCA CIelualbHble KJIACCH KOJOB, UCIPABIAONINX CTUPaHUA. [[aHHBIE KOJbI II03BOJIAIOT BOCCTAHOBUTH NH()OPMAIINIO
C BpPeMeHHO HeJOCTYIIHOTO y3Jia IIyTeM CKaUMBAHUA MaIoro o6bemMa nHGOPMALUY ¢ PYTUX y310B. IIpu 9ToM BOBHUKAIOT yIPOSHI 3aIIu-
IeHHOCTU XPaHUMBIX JaHHBIX. I[eqb: BBeleHe HOBOII MaTeMaTUUeCKON MOJEIN, B KOTOPOU 3JI0YMBIIIIJIEHHUK UMEeT AOCTYII K HeG0JIb-
IIOMY YHCJY CHMBOJIOB C Ka’KJOT0 y3Ja, ¥ pa3paboTKa COOTBETCTBYIOIINX KOJOB, YCTOMYMBBIX K aTakaM 3JIOYMBIINIIeHHUKA. MeToasI:
TeopeTUKO-UH()POPMAIIMOHHBIN aHAIN3 U IepeMellInBaHue HH(OOPMAIIMOHHBIX CUMBOJIOB CO CIYYalHBIMU C IIOMOIIbIO0 CUCTEMATHYECKOTO
koga Puna — Cosnomona. Pe3yasraThl: BBeleHa HOBasd MaTeMaTH4YeCKasd MOEJb 3JIOYMBIIIJIEHHUKA B PACIPEJIeJIECHHO CuCTeMe XpaHe-
HUA NHGPOPMAIIUH, IMEIOIIEeT0 JOCTYI K MaJIOMy YHCIY CHMBOJIOB C KasKA0ro yaiaa. OTMETHM, UTO pacCMaTPUBAeTCA MOZEIhb IACCUBHOTO
3JIOYMBIIIIEHHIKA — «IIOACIYIINBATEIA», HE CIIOCOGHOTO KaKNM-In60 06pa3oM BUIOM3MEHATH ITOJIyUeHHbIe UM AaHHbIe. HalineHb! xa-
PaKTEePUCTUKY OITUMATIbHBIX KOJOB, YCTONYMBBIX K BBIXO/Y U3 CTPOSA CEPBEPOB B PACIIPE/IeJIEHHOI CUCTEMe XPaHeHUA UH(pOopMaIuy Ipu
HaJIMYUY 3JI0YMBIIIJIEHHNKA, a TAKKe IIOCTPOEHBI OIITUMAaJIbHbIE KOJbI-MaCCUBBI C MUHUMAJIbHBIM XPAaHEHNEM, YCTONYNBbBIE K aTaKaM Ta-
Koro poza. IIpakTudeckass SEHAUMMOCTD: IPECTABICHHAA KOHCTPYKIIUA II03BOJISET COXPAHUTE 3AIUIITEHHOCTD JaHHBIX IIPU 00eCIIeueHN N
9 (HEeKTUBHOTO BOCCTAHOBJIEHU A II0JIb30BATEIbCKON HH(MOPMAIIUH.

KuroueBsie ciioBa — pacupejesieHHAA CUCTeMa, KOAbI-MaCCUBLI ¢ MUHUMAaJIbHBIM XPaHEHHEeM, BOCCTAHOBJIEHNE HEJTOCTYIIHOTO y3JIa,
MaTeMaTH4ecKas MOJesIb CUCTeMbI, YCTOMYNBOCTD K AeHCTBUAM 3JI0YMBIIIJIeHHUKA.

duHaHCOBAT MOIAEPIKKA

HccnenoBanue BbITIONHEHO Tpu nogaep:kKke PO@®U B pamkax HayuHbIX TPoeKToB Ne 19-01-00364, 19-37-90022, 20-07-00652, a Tak-
ke PODPU u SOITH B pamrax HayuHoro npoexkta Ne 20-51-50007.

Mg nutupoBanusa: Kruglik S. A. Minimum-storage regenerating codes resistant to special adversary. Hugopmayuornno-ynpasnsowue
cucmemwt, 2021, Ne 1, c. 38—44. doi:10.31799/1684-8853-2021-1-38-44
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MoTeHuManbHasa NOMeEXoyCTOUMYUBOCTb KOrepPeHTHOro
npuemMa YeTbipexno3uLMoHHOro pa3oMaHUNyNIMPOBAHHOIO
pPagMOCUrHaNa B NPUCYTCTBUN KOrepeHTHOM
rapMoOHMYECKOU NoOMexu

B. B. 3BoHapeB?, kaHf. TeXH. HayK, Ha4dasbHuK nabopatopum, orcid.org/0000-0003-1172-2239,
zvonarevvitalii@yandex.ru

A. C. MonoB?, foKTop TexH. HayK, npocpeccop, orcid.org/0000-0001-5962-0587
3BoeHHO-KoCcMuYeckas akagemus um. A. ®. Moxarickoro, XgaHoBckas Hab., 13, CaHKT-[leTepbypr,
197198, Po

BBegeHue: ncronb3oBaHne U3BECTHbIX METOAMK pacyeTa NnoMexoycTONYMBOCTY NpUeMa pafmocurHana npv Haam4mm, Ha-
npuMep, rapMOHNUYECKUX MOMEX MPUBOAMUT K CYLLECTBEHHO OTIMYAIOLLMMCS YNCTIEHHbIM 3HadYeHusM. Kaxgas nogobHas MeTo-
AMKa pacyeTa UMeeT CBOW anropuTM BbiBoAa pe3ynbTupyroLeit (popMysbl, U 3TV BbIBOLbI OCHOBaHbl HAa YPOBHE «UHXEHEPHOM
cTporocTu». Llenb: Ha ocHoBe NMHENHOro npeobpa3oBaHus KOOPAMHAT paspaboTaTb KOPPEKTHYHO METOAMKY pacyeTa Bepo-
SAITHOCTYU OLUMBKM KOPPESTALMOHHOIO NpuemMa YeTbIpexno3uynoHHOro ¢ha3aoMaHunyIMpoBaHHOro paauocurHana B npucyTCTBum
KOrepeHTHOM rapMoHu4yeckon nomexu. Metogbl: npefcraBieHne YETbIPEXMEPHOU MIOTHOCTU BEPOSITHOCTU BEKTOPA BbIX04-
HbIX HanpsiXeHW KOppensiTopoB AeMOAYNATOpa B YeTbIpEXKPAaTHOM MHTerpase rnpon3BefeHneM OfHOMEPHbIX MI0THOCTEN
BEPOSITHOCTU B MPOCTPAHCTBE COBCTBEHHbIX BEKTOPOB KOBApUALMOHHON MAaTpULibl, B KOTOPOM AB€ MIOTHOCTY BEPOSTHOCTH
npefcTaBasoT cobon AenbTa-yHKUmn [upaka. YeTblpexkpaTHbIA MHTerpan npuBoAUTCA K [BYKPaTHOMY C HOBbIMU npefe-
NlaMu UHTErpupoBaHus, onpeaensieMbIMy U3 ypaBHEHUN NJIOCKOCTeM, orpaHUYMBaroLmx 061acTb UHTErPUPOBaHUS B 3TOM MPo-
cTpaHcTBe. Pe3ynbTarTbl: BbINOJHEH BbIBOL hOPMYN AJ19 TOYHOro pacyeTta cpefHuX BEPOSTHOCTEN CUMBOJIbHbIX U BUTOBBIX
OLUMOOK KOrepeHTHOro npueMa 4YeTblpexno3nLyMoHHOro cha3oMaHunyIMpoBaHHOIro paguocUrHana B npucyTCTBUN KOrepeHTHOM
rapMoHu4eckon nomexu. 1o BbiBegeHHbIM TOYHbIM (YOPMYsIaM MOCTPOEHbI Tpachukn 3aBUCUMOCTEN CPefiHUX BEPOSTHOCTEN
CUMBOJIbHbIX M BUTOBbIX OLUMOOK OT OTHOLUEHUSI CUrHaJ/LWyM AJ1sl 3a[4aHHOr0 OTHOLLUEHUs oMexa/LlyM 1 3afjaHHoro caBura
¢basbl noMexu 0THOCUTENBHO ¢hasbl CUrHana. ViccnefoBaHo BAUsIHUE SHEPreTUYECKUX COOTHOLLIEHUI CUrHana 1 rnoMexu, a Tak-
Xe ¢pa30Boro cABUra nOMexu Ha BepOSITHOCTU CUMBOJIbHOM M BUTOBOM OLUMBKHU. YCTaHOBNIEHO, YTO BJIUSIHUE HEIHEPTeTUYECKOro
rnapameTpa 9KBUBasEHTHO MPUBOAUT K UBMEHEHUO SHEPTreTUYECKUX COOTHOLEeHN. lpaKTuyeckasl 3HaYMMOCTb: pe3ysbTaTbl
MOryT 6bITb UCMOJIb30BaHbI NPU OLjeHKe 3(hPEKTUBHOCTYU CBSI3U B YCIIOBUSIX BO34ENCTBUS NoMeX. [TpuMeHeHue pa3paboTaHHOM
MeTOoAMKM M03BOJINT TOYHO OMNpefennTb SHepreTMyeckne xapakTepucTuKu pafmokaHana, obecneunBarolime Tpebyemoe Kaye-
CTBO npuema nepefaBaeMblx COOBLLEHWI MPU HAIMYUU FAPMOHUYECKOMN MOMEXM.

KnioueBble cnoBa — BEPOSITHOCTb CUMBOJIbHOM U BUTOBOM OLUMOKM, rapMOHUYECKast MOMeXa, YETbIPEXNO3ULMOHHAs ha-
30Basi MaHUMyNALUS, MOMEXOYCTONYUBOCTb.

Iua yuruposanus: 3soHapes B. B., ITomos A. C. IToTeHIna bHasa IOMEX0YCTOMYNBOCTH KOTEPEHTHOTO IIPHEMA UYETHIPEXTO3UI[MOHHOTO
(hasoMaHUNIYIMPOBAHHOIO PAANOCUTHAJA B IPUCYTCTBUY KOT€PEHTHOM rapMOHNYECKOM ToMexu. HHGopMayuoHHO-ynpasiaiowue cucme-
mot, 2021, Ne 1, ¢. 45—-54. doi:10.31799/1684-8853-2021-1-45-54

For citation: Zvonarev V. V., Popov A. S. Potential interference immunity of coherent reception of quadruple phase-manipulated radio
signal in the presence of coherent harmonic interference. Informatsionno-upravliaiushchie sistemy [Information and Control Systems],
2021, no. 1, pp. 4554 (In Russian). doi:10.31799/1684-8853-2021-1-45-54

BBeJIeHI/Ie a TaKXe KOPPEKTHOCTHIO HCIIOJIb3OBAHMA MaTeMa-

THUYECKOI'0 aIllrriapaTa B METOJMKeE €€ PEeIlIeHMAd.

OmpeesieHrie TOMEXOYCTOMYMBOCTY IIPUEMa pa-
OUOCUTHAJa ¢ HamboJsiee IPUMEHSeMbIMU BULAMU
MaHUIYJIANUY IPU HAJTUUNY TIOMEeX Pa3JIUUHOTO Xa-
paKTepa sIBISETCSA OJHOI M3 OCHOBHBIX 3a/ad B Te-
OpUY U MPaKTHUKe Iepefadyu AUCKPETHBIX CO00Ime-
HUN B MHPOKOMMYHUKAIIMOHHBIX PAJAMNOCUCTEMAX,
0cobeHHO AJs (ha30MaHUIYJIUPOBAHHBIX ITOJOCHO-
s derTuBHBIX curHayso [1-14]. dopmanmsanua
IIOCTAHOBKM 3aJ[aull U METOAbI €e PeIleHUs MOI'YT
CYIIIECTBEHHO OTINYATHCS B 3aBUCUMOCTH OT IIPUHSI-
TOTO aJIrOPUTMa O0OPabOTKU CUTHAJA U CTPYKTYPHI
CHCTEeMBI MOJYJIATOP-IeMOAYIATOpP. VICTUHHOCTE pe-
LIEHU OIPeesIsAeTCa IPaBUIbHON IIOCTAHOBKOII 3a-
Jaun, aJeKBaTHOCTBIO MOJeJell CUTHAJa U TIOMEeXH,

Pagnocurranbl ¢ 4YeTBIPEXMO3UIIMOHHON (has3o-
Boit mauunyaanuei (PM-4) HaX0OAAT HIUPOKOE IIPU-
MeHeHNEe B COBPEMEHHBLIX ITM(I)POBLIX HABUTAIMOH-
HBIX, CIYTHUKOBBIX U APYTUX KOMMYHUKAITMOHHBIX
cucreMax. Haubosee 060CHOBAHHBIMU U YIIOTPEOU-
TeJLHBIMHU TTOKA3aTeJIMU KauecTBa mepenaun mud-
poBoil mH(pOPMAIIUU TIPU ITOM SABJSIOTCSI CPeTHUe
BE€POSITHOCTYU CUMBOJIBHOI M OMTOBOW OIMMNOKHU IIPHU-
ema [3, 4, 6, 7, 11, 14], KoTOpBIE IPEACTABIAIOT CO-
00i1, KaK M3BECTHO, JOIIOJIHEHUA K eSUHUIIE IJIs Be-
PoATHOCTEM IPaBUIbHOIO IpUeMa WX JOCTOBEPHO-
CTH IIpueMa. 3aJjaun pacueTa IIOMeXOyCTOHUYNBOCTHI
npreMa CUTHAJIOB C MHOTOMO3UWIIMOHHOM (pa3oBoit
MaHUMYJIAIMe B IPUCYTCTBUU 9(P(PeKTUBHON I
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®DM-4 [13, 15] rapMOHUYECKOI ITOMEXY PEIIaINCh BO
MHOTUX paborax, Hampumep [11, 12, 16—-19]. Ograko
B HACTOAIIee BpeMsA 3a/1aua IOy YeHUA TOUHOH (hop-
MYJbI JIJS BEePOSTHOCTEl CHMMBOJIBHON U OUTOBOIT
OIIMOOK OCTaeTCA aKTyaJ bHOI.

IOas pacuera MOMEXOYCTOMUMBOCTU KOTEPEHT-
HOTO TpumeMa pagmocurHasa ®M-4 B mpucyTcTBUU
KOTePEeHTHOM TapMOHWUYECKOU IIOMEXUW PacCMOTPEeH
VIIPOILIEeHHBIN Bu curHajga ®M-4 Ha k-M TaKTOBOM
mHTepBaJie anuTtesbHocTH 1. Monmess paccMmaTpuBa-
eMbIX CUTHAJIa U MIOMEeXU MOJKHO 3aIIiCATh CJIELYIO-
M 00pas3om:

s;(t)=Accos(wot +9;), ¢; :(i—l)g,
te[(k-1)T, kT ], ie{l, 2, 3, 4};

sy ()= Ay cos(wpt + ¢y ),

rae A, =./2P, — ammiuTyja cursaia; P, — MoI-
HOCTb curHasa; Ay =./2P; — aMOiauTyna IoMexu;
P — MOIIHOCTH TaPMOHUYECKOM IIOMEXH; My — da-
CTOTa HeCyIero KojebaHus; ¢ — CABUT (passl moMe-
X¥ OTHOCUTEJILHO (pa3bl cUrHaJa.

Ha Bxon memoayasiTopa MOCTYNAeT aaIlnuTUBHAS
cMech curHaJa u momex [1-6, 11]:

ul(t)= 8 (t)+sy(t)+n(t).

3mech j — HOMEp IO3UIUU IPUHATOr0 UHGOP-
MAaIMOHHOTO CUMBoOJa; n(f) — IrymMoBas momexa,
mopenupyemas O0eabIiM rayccoBbIM Irrymom (BI'TIT)
C KOPPEeJANNOHHON (PYyHKITHUEH:

<n(t)n(t’)>:%6(t—t’),

rae Ny — OfZHOCTOPOHHSASA CIIeKTPaJIbHAA ILIOTHOCTD
BI'lT; 6(t — t') — menvra-@yuknua dupaka [12, 20].

BriBog popmyasl gt pacuera
IIOMEeXO0yCTOMYNBOCTH KOT€PEeHTHOTO IMpueMa
paguocuruaga ®M-4 npu Bo3aeicTBHHN
KOTepPEeHTHOI TapMOHMYECKOI IIOMeXH

B cooTBeTcTBHU € ITOPUTMOM EMOLYJIAIIUY HA-
Opsi’KeHUe Ha BBIXOZE i-TO KOPPeJATOopa, IPEeICTaB-
JIEHHOT'O Ha puc. 1, mpu npueme j-i MO3UIMK CUTHA-
na & B MoMeHT oTcuera T’ BBIUMCIAETCA IO (hOPMYyJIe
[20, 21]

. 1 T
&l :N—Oi[sj(t)+sn(t)+n(t)Jsi(t)dt:
ziqfs.(t)s.(t)dwifs (t)s;(t)de+
Noy ' Noy "

LT
+N—O£n(t)si(t)dt,

roei, je{l, 2,3, 4}.

Heob6xonumo OTMETHTH, YTO IOMEXOBas U CJIy-
YyaiiHaA COCTABJIAIOIINE BEJUYMHBI & He 3aBHCAT
oT HoMepa (mo3uiuu) MHGOPMAIMOHHOTO CUMBOJIA
IIPUHNMAaeMOro CurHaJa, a omnmpenejadroTCa TOJIBKO
HOMEPOM KOppeJiATopa i. 3HaUeHUe CIyUailHOHN co-
CTaBJIAOIEH BeIUMCIAETCA 0 hopMyJie

1 T
¢ :N—O..[n(t)si(t)dt.

IIpaBuio pelreHus OpPU ONTUMAJBHOM IIpHEMe
MHOI'OIIOSUIITMOHHOT'O (I)M-pa/:mocnrﬂana B JAHHOM
cJaydae MOJKeT OBITh IPEACTABJIEHO B CJELYIOIEeM
dopmasnuzoBaruoM Buze [20]:

é’;§><’;{;j¢i; i, je{l, 2, 3, 4}.

HanpsasxkeHusa ¢ BBIXOMOB BBIUUCJIUTEIEH-MHTE-
TPaToOpPoOB CPABHUBAIOTCA B PEIAIOIIEeM YCTPONCTBE
(cm. puc. 1), u BeIOUpaeTca HOMEP BBIUUCJIUTEJS C
MaKCUMaJbLHBIM HaIIPAKEeHNEeM B MOMEHT oTcuera 7.

00603HAUNM BEKTOP HAIIPAKEHUH ¢ BEIXOI0B KOP-
PeJIATOPOB CJIEAYIOIIMM 00pa3oM:

g =(eh efehoch)

rae nuaekce T — 3HAK TPaHCIIOHPOBaAHUA.

1T g
.x‘ N—ju’(t)si(t)dt_l.
0o
I
<> 1t j éé %
X N—Ogu (t)sl(t)dt—>§
| X
LS
i AN
.:‘ L?uf(t)si(t)dt§>§ 3
NOO §< 5&4
S3 %
1t AN
.:Q s (ar= >
00
|

B Puc. 1. YupouleHHaa QYHKIIMOHAJIBHAA CXeMa Koppe-
JIAIAOHHOTO AeMOAYJIATOPA: Sy, Sy, Sg, §4 — KOIMUH IPH-
HUMAaeMbIX PaJANOCUTHAJIOB NH(MOPMAI[MOHHBIX ITO3UIIUH
B Fig. 1. The simplified functional diagram of the cor-
relation demodulator: sy, s,, 55, s, — copies of the accept-
ed radio signals of information positions
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CooTBeTcTBEHHO { — BEKTOD HAIPAMKEHUU CIY-
YafHBIX COCTABJSAIONINX BeKTOpa & — mpuMeT BUJ,

&=(C1» Ca» G0 Ca)"

Maremaruueckue OXHUIOaHUA BEKTOpa éj MOMXHO
IIpeacTaBUTh B BUAe

<§j> gl - C:—Is t)sdt +— Is t)sdt. (1)

3nech s =(sq, Sy, S3, 54)7 — BeKTOp Komuil mpu-
HUMaeMbIX DPaJUOCUTHAJIOB MH(MOPMAIIMOHHBIX II0-
SUITUH.

Torga us (1) MOKHO BEIDA3UTH BEKTOD &'

& =(e)+¢.

HeTpyaHo TOHATE, uTo 1 & ecTh rayccoBsl ciry-
valigble BeKTOpbl. OTCIOZa COBMECTHAs IJIOTHOCTH
BeposaTHOcTH (IIB) cocraBisromux BekTopa & ecTb

YeTHIDEXMePHa rayccosa: o (&{, &é, ﬁj , F,i).

Q61.uaﬂ dopmysa muOoromepHoit IIB o,(&)) BexTo-
pa & B BEKTOPHO-MATPUYHOM IIPE/ICTABIEHUN UMEET

Buz [20]
e 1
Wy (&J ) - (27'5)_2 ‘ng

o] Lo (@) (-]

. , AT
rae K/ —<(F,] <§]>)(§J—<E’;]>) > — KOBapHUAIWOH-
Has MaTPHUIA BeKTopa &.
Kak usBecTHO, BEPOATHOCTL TOTO, UTO CJIyUaW-
Hada BeJIUYMHA §j OyzeT 6OJIbIIIE KaXKI0T0 U3 MHOMKe-

cTBa ymnce {&;, ..., 10 éjﬂ, ws Ep7)» PABHA
P{F,j >&s j#is Jy i€[l, o, M=
[ee) ;/
- j dg.. j dg;jy j dg; [ dgjq...

x f D (51, s €15 &5 Ejats +ees &M)diM- @

B nanmom cayuae M = 4.
KoBapuammonunas marpuiia AJisg BceX MHIEKCOB
je{l, 2, 3, 4} u onpepenseTcs BHIpAXKEHUEM

(- - ) )7

Eciu npuHNMaeMas cMech PaJUOCUTHAJA, TOMe-
X1 u myma w(t) = 8(t) + s,(t) + n(t) copepaxur cur-

HAJ sj(t) = s(xj, t), a 3HaUnT, OBLI IepegaH nHpopMa-
IIUOHHBIA CIMBOJI X;, TO BePOATHOCT (2) uarepupe-
THUPYeTCA KaK BEPOATHOCTH NIPABUJIBHOTO IIpHeMa

CHMBOJIA X, T. €.

Pupj =P{&] >&ls j#55 ), i1, 2, 8, 4]} = P(%; / x;).

C yueTOoM aIpUOPHBIX BEPOATHOCTEN P; mepegaun
CHMBOJIOB {X;, Xy, X3, X4} MU CUTHAJIOB fsl(t), 85(1),
s5(t), s4(t)} (mpu j € {1, 2, 3, 4}) cpesHAA BEPOATHOCTD
OIMOKY TpreMa CUMBOJIA HAXOAUTCA 10 (hopMyJie
ITOJTHOM BEPOSITHOCTH:

Fom.cp ZP ( le) )

IIpu ampropHOiT paBHOBEPOATHOCTU hopMyry (3)
MOJKHO IIPEJICTABUTE B CJIEYIOIIEM BUIE:

1 4
Pom.cp = ZZ(I - PnpaBj )
j=1

st pacuera cpeameil BEPOSITHOCTH OIIUOKHY ITPU-
eMa CMBOJIa HeOOXOMMO OIIPEIeIUTh:

— MaTpuIly Tpeo0pasoBaHus BeKTopa & B HOBYIO
CUCTEMY Icoop,aHHaT, B KOTOPOII KOBapualmoOHHAaA
MaTpuIia Ké CTaHOBUTCA AMATOHATBHOM;

— BEPOSATHOCTH IPAaBUJBHOIO IIpueMa KaKI0To
nH(pOPMAIMOHHOI'O CUMBOJIA.

OHpeI[eJIeHI/Ie MaATPHUIIBIL HpeOGPaSOBaHI/Iﬂ
B CUCTeéMe KOOpaAuHaT

Cucrema cCUTHAJIOB B JaHHOU craTbe mpu ®PM-4
aBasercsa OuoproronaiabHout [1, 3, 6, 20, 21].
Kosapuamuonuas matpuia KC ABJISAETCSI 0COOEHHOMN
(CUHTYISIPHOM, BBIPOKIEHHOMN). B cooTBeTCcTBUU
C U3BECTHBLIM MOPSIAKOM BBIUNCJIEHUA PAaHTa MaTPU-
Il ¥ ee OIPEeIe/IUTEe/Is MOYKHO [IOKa3aTb, YTO PAHT
MaTPUIILI PABEH IBYM, a €e OIpeIeINTEeIb paBeH HY-
mo (det K, = [K.[ = 0).

ITosTomy uHTeTrpaJ (2) He MOKET OBITH BHIUUCJIEH
ua IBM [21]. IIpu pacueTax OCYILECTBIAETCS IIepe-
X0 W3 IPOCTPAHCTBA BeKTOpa & B IIPOCTPAHCTBO
COOCTBEHHBIX BEKTOPOB 1| KOBapMAIIMOHHON MaTpu-
IIBI KC'

Marpuna KQ B JaHHOM CJIy4dae BBIUUCJAETCA II0
(popmyie

2
Kg:h A,
2

2 _ _ _
roe he =E_ /N, OoTHOIIIeHUe curHaj/mym [1-5],
E,=P,T — sHeprua curtaJa Ha JJIATEJIbHOCTH WH-
($opMAaIMOHHOI'0 CUMBOJIA, 4 MATPUIla A MeeT BT,
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1 0 -1 0

0O 1 0 -1
A:

-1 0 1 O

0 -1 0 1

CobcTBeHHBIE YHMcIa MATPUIBI A HaXOmsATCS
W3 M3BECTHOT'O OIpemeIeHUs XapaKTepUCTUUECKO-
ro ypaBHeHus matpunsl A [15, 21] det(A — AI) =0,

2
HMMeIOIero B/, [(1 —7»)2 —1} =0. Pemenuamu sTo-

T'0 ypaBHEHUA ABJAIOTCA Ay =Ag =0 u Ag =iy =2.

KoBapuanuonnas MaTpuiia B HOBOM cucTeMe Ko-
opzuHAT 1 OyIeT uMeThb BUJ

0000
5[0 0 0 0
Kn=lclo 01 0
0001

Haiigem maTpuily npeo6pasoBaHUSA CUCTEMBI KO-
opauHaT & B HOBYIO CUCTEMY KOODAUHAT 1.

CoOcTBEHHBIE BEKTOPHI MATPUITBI A HAXOJATCA U3
usBecTHoro onpenenenus (A — AIE = 0. Oquu us yno6-
HBIX BAPUAHTOB COOCTBEHHBIX BEKTOPOB NMEET BUJ

0 1 0 1
1 0 1 0
§1= 0 7§2= 1 7E->3= 0 ’ §4= 1
1 0 -1 0

Bce BeKTOPBI IOIapPHO OPTOrOHAJILHEL, T. €. &}‘2’;,. =0
npu j # i, rae j, i € {1, 2, 3, 4}. HopMBI Bcex BEKTOPOB
OIUHAKOBBI: "Y;]" = \/5 OpTOHOPMUPOBAHHBIE BEK-
TOPBI UMEIOT BU,

0

PR

1
V2,
0
1

V2]

Takum o6pasom, MaTpuiia mpeobpasoBaHuii V
CHCTEeMBI KOOPAWHAT & B HOBYIO CUCTEMY KOOPAUHAT
1 OyZeT uMeTh BUT

o &= o &=
§‘|r—l (=3

sl- ©
osd

1
V2
0

o §‘|r—ﬂ o %d,_.
=l

|
%d,_‘ ) édr—* o
|

G- o gl= o

HemnocpencTBeHHBIM BBIUNCIEHUEM MOKHO yCTa-
HOBUTD, UTO JJISA MATPUIBl V CIPaBEIJIUBLI CIEIY-
formue paBeHcTBa: V = VI =Vl CrengosarensHo,
MaTpuia mnpeobpasoBanusa $SIKoOM paBHaA caMoii
matpurtie V. IIpeo6pas3oBaHusa CUCTEMBI KOOPAMHAT
& u 1 3Iech CUMMETPUUHEL, T. e. = VE u &= Vn.
CuMMeTpUUHBI TaKiKe mpeoOpasoBaHUA MaTeMaTU-
YEeCKUX OKUIAHUIN CIyYallHBIX BEKTOPOB & U 1, T. €.
<n>=VEu <€¢>=V<n>.

PacueT BepoATHOCTU NPABUIBHOTO IIpHEMa
MH(OPMAIMIOHHBIX CUMBOJIOB

PaccMoTpuM BeKTOp <&> /1A MepBoii IO3UINH,
rae s;(t) = A.cosm(t). HemocpeacTBeHHBLIMU BBIUHKC-
JIEHUSAMU IIOJIYUYUM BEKTOP MaTeMaTUUYECKUX OKIU-
naHuii BekTopa £l fya mepBoil MO3UIIUY IPUHUMAE-
MOTO CHUTHAJIA:

hc2 + hohycosgy
<§1> ~ h hysiney,
—(hg + hchncosq)n) ’
hehysing,

i () hr%:EH/N0 — OTHoIleHue momexa,/mym [1-5],
E_ =P T — sHeprus moMexu Ha JJIATEJTbHOCTH WH-
(hOopMaIOHHOT'O CUMBOJIA.

Wcnonb3yss MaTpuily npeodbpasoBaHus V, IMOJY-
YaeM BEKTOP MaTeMaTUUYeCKUX OKUJIaHUI B HOBOU

cCucreMe KoOopauHaT <‘I’]1> .

0
0

)| Bhhysine,
\/E(hg + hohycosey )

OTcrozia BULHO, UTO BEPOATHOCTHASA Mepa 3aJaHa
Ha ABYMepHOIl maockocTu (1n30m,) B HOBOI cucTeme
KoopAuHAT 1. B aT0# cucTemMe KoopauHAT YeThIpeX-
mvepHasa IIB o4 (M) mpeacTaBisgeT coboii mpoussese-
HUe YeTbIpex ofHoMepHbIX 1B, a mMeHnHoO:

o4 (n")=or (nd )or (nk )or (n Jor (k).

IlepBBIe [Ba COMHOYKUTENS HUMEIOT JUCIIEPCHUIO,
PaBHYIO HYJIIO0, W IIPEACTaBJIAIOT co0oil mesbTa-
¢dyuruo upaka:

o (nf)=8(nf ~(n)), o1 (nk)=5(nb - (k)

Kpome Toro, umeem <n%> = <n%> =0. Uurerpupo-

BaHUeE IL[E!JII)Ta'(l)yHI{I_II/II/I B IaHHOM CJiy4dyae IIDUBOJUT
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K eJUHUIle, U YeThIPEXKPATHBIM WHTErpaJ CTaHO-
BUTCA IBYKPATHBIM.

B ob6miem cayuae gopmyny (2) mepenmuiiieM mJIs
obeux cucrem KoopauHar &l u ! npu npueme mepso-
1o nH(GOPMAIITUOHHOI'O CUMBOJIA:

o & &g g
Papawt = | &1 [ dEp [ deg [ oy(g! )dey =

—00 —00 —00 —00
1 1
MNis N2s

= ml(n{)dnl | m(ﬂ%)dmx

M Mo
M35 My

x [ op(n)dns | or(n})dns,
M3u Nix

rae n}H u n}B — HUKHUH U BepXHUU IIpe/iesIbl UHTe-
TPUPOBaHUA, KOTOPBIE HAJJO HANTH.

IlepBble Ba COMHOXKHUTENA PABHBI e[UHUIIE, IIO0-
STOMY BbIpaKeHNe YIIPOIIAeTCs:

N3s N4p
Popast = | dng [ oy (ng)or(ng)dny. )
N3u N4n

Haiigem Hu:KHUE U BepXHUE MPeesbl MHTETPU-
poBaHus BbeIpakeHusa (4). A sToro HeoO6XOaMMO
OIIPEeleJINThL YPaBHEHUA ILJIOCKOCTEeH, orpaHuYMBa-
IOMX 00J1aCTh MHTEIPUPOBAHUS B YEeThIPEXMEPHOI
cucteMe kooppuHaT & [20]:

€2-86 =05 E3-& =0; & —& =0. )

Wcnons3ys npeobpasoBauusd £ = Vn, onpepesisgem
3HAUYEHUs COCTABJIAIOIIUX BeKTOpa & uepes cocTaB-
Jsromye BeKTopa 1. Torma numeem:

& Z%(nz +n4); &2 =%(ﬂ1 +n3);

€3 =%(ﬂ2 -N4); &4 =%(ﬂ1 -ng)-

IToncraBasas maHHbIE BhIpaKeHUs B ypaBHeHuE (D),
moJIyJyaeM:

1

€2 —&1 =$(n1 +ng—Ng -1y )=0;
1

&3 —&1 =ﬁ(ﬂ2 —Mg +Mg -y )=0;

1
€48 =E(ﬂ1—ﬂ3—ﬂ2—ﬂ4)=0-

ITonyuaem ypaBHEHHUS IJOCKOCTell B UYeThIPEX-
MEpPHOM IIPOCTPAHCTBE, OTPAHUUYUBAIOIINX 00JIaCTh
WHTErpUPOBaHUSA B CUCTEME KOOPAUHAT 1):

ng =0;
M —M2+n3 Mg =0;
Ny —Mg —Mg—Ng =0.

Hamnee HalijeM ypaBHEHUs CJIEOB IepeCceueHu st
BTUX ILIOCKOCTel Ha MIoCKOoCTH (n30n,). Hma sroro
IpUpaBHUBaEM 3HAUEHUA KOOPAUHAT 1; U 1y HYJIIO U
HOTYYaeM Ng = Ny, Ng = —MNy-

IIpemenbl nHTETrpUPOBaHUA N4 (4) UMeIOT 3HA-
HeHHA Ny, = 0, Ny = 0, Nz = My, Nz, =MNy. B dop-
myse (4) omaomepHbie I1B ompeneseHsl BEIpakeHU-
aMu

2
1 (ﬂé _\/§hchn Sin(Pn)
o1(ma)= Janh, ¥ 2h2 ;
C (4

2
(na) 1 (n}l —\/E(hf +hohy coscpn))
0} = ex
1\ N4 \/ﬁhc p

2h2

HJa mosryueHmA OKOHYATENbHON (GOPMYJbI AJIA
pacueta B ogHOMepHBIe I1B HE0OX0AMMO BBECTH HOD-
MUPOBaHHBIE TepeMeHHbIe [20]

x:n4—(n4> :ﬂs—(%)
he h,

Berumcium mpenesabl MHTETPUPOBAHUSA B Iepe-
MEHHBIX X U Y, T. €. X, Xp» Yy Yg'

Xy :—%:—\E(hc +hy cosQy ); Xy =003
(¢
y}{:: _414 _-<T]3> — T]4 _‘\/Eihrlsill(pn;
hC hC
N4 —\N .
B=%=2—:—\/§hnsm(pn.

Ny

(9

OmpemenumM ciaraeMmoe B yIOOHOM BHIE U3

BbIPpaXeHud HOPMHUPOBKU:

el e )

h h .

C C

Torna MOKHO ITOKa3aTh, YTO HUMKHAA Y, U BEpX-
HAA Y, TPAHHUIBI OIpeeIAI0OTCA CAeJyIOIMMU BbI-
pakeHUAMU:

Yu =—x—\/§[hc +h1'1 (COS(‘DH +SiIl(Pn ):I,
Yo =2 +N2[ e + hy (cos 9 —siney ) |-
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Hopmuposauusie IIB nj1a nepeMeHHBIX X U J paB-
HBI:

1
o(y)= Eexp 5 |

ITonyuennble 3sHaueHus IIB mopcraBiaioTcs
B opmyay (3) AJd BBIUUCIEHUS BEPOATHOCTHU IIpa-
BUJILHOT'O TIpHeMa MePBOT0 MHMOPMAIIMOHHOTO CUM-
BoJia P

npaBI:
1 ©
PnpaBl = 2_ dxx
~~2(hgt+hy cos0y)
x+/2 ho+h(cos@,—sing,
x : (j ’ o exp ——x2 +y2 dy.
2

—x—2[ ho+hy (cos g, +sing,) ]

Beimuirem opMyabl I8 pacueTa BePOATHOCTHU
IIPaBUJIBHOI'O IIpreMa BTOPOI'0, TPEThETr0 N YeTBepP-
TOro I/IH(I)OpMaILI/IOHHI:IX CHMBOJIOB, IIOJIYyYE€HHBbIE II0
TPUBEIEHHON METOAUKE:

0

1
Pr[paB2 :2_ j dx x
—~2(ho+hy singy)
\/E hc_hn T i b1
X+ [ (cosgy—sing )] xz +y2
x exp — dy;

—x—«@[hc +hy(cos o +singy )]

o0

1

PnpaB3 = % _[ dx x
_\/§(hc _hn COS Oy )
\/5 hc 7hr1 bid i il
x+2[ (cos @, +singy)] 24 y2
x exp B dy;
—x—\/é[hc —hy(cos @, —singy )]
1 o]
PnpaB4 = % J‘ dx x
—~V2(he—hysingy)
x+2] he—h (cos +sin@,
) [ (I )] o a2y’ i
2

—x—x/g[hc +hy(cos @, —sin @, )]

B uactHOM ciiyuae, Korza OTHOIIIEHUE IToMeXa,/
mym Oyzer pasHO Hymo (h,=0), umeem PnpaBl =
=P an2 = Prpass = Prpass» ¥ GOPMYTIa [yd pacdera
cpenHel BepOATHOCTU IPABUIBHOTO ITprueMa nHQOP-
MaIOHHOTO CUMBOJIA IIPUMET CJIeLYIOITUN BIA:

TakuMm o00pasoM, B OTCYTCTBUE TIOMEXU CpPe.I-
HAA BEPOSTHOCTL IMIPABUJIBLHOTO IIpHeMa CHUMBOJIA
paBHa BePOATHOCTH OJHOI IIO3UIIMU, HAIIPUMED:
PnpaB = PnpaBl’

YuuThbiBasg CUMMETPUIO OOJACTH OIpeneseHUsd
BTOPOr'0 MHTErpaJa, ¢hopmyay (6) MOKHO YIPOCTUTH

¥ 3aIIMCATH CIELYIOIUM 00pa3oM:

1 0 x+\/§hc x2+y2
Prpan =— [ dx [ exp |y ™
—J/2h, 0

®opmyaa (7) MokeT OBITH IIPEACTABICHA 1 B APY-
roM, paBHOCUJILHOM Bujze [21, 22]:

Pr[paB :[I_Q(hc )]2’ ®3)

2
t
exp —? t — ¢pyurmua laycca.

1 o0
rie Q(x)=—— f
NP x

CpenHsisa 10 CHMBOJIAM BEPOATHOCTD CUMBOJIBHOI
OIITMOKY IIpreMa OIpeesiseTcs BhIpakeHueM

1 4
Fom.cume =1 _ZZPHpaBj'
i=1

I'papuru sasucumocreit P .. (E,/Ng), rOe
E, — oHeprus ogHOTo 0MTa, IPU PA3HBIX YPOBHAX
rapMOHMYECKOU momMexu i 1 3HaueHUAX ee (Pa3oBo-
ro CABUTA (, OTHOCHUTEJBHO (Dasbl HeCyIIero Koje-
0aHuA cUTHAJA ITOCTPOEHBI Ha puc. 2. [[1a pacuera
P cunsEy/Np) ObLIN IPUHATHI CIEAYION[E UCXO-
HbIe TaHHbIe:

— OTHOIIIeHUe IToMexa,/IryM i coctasumo 0, 31 5
(B orcyTcTBue nomexu 9,5 u 14 1B cOOTBETCTBEHHO);

— caBur (assl nomexu ¢ pasen 0 u /4.

®DazoBBIA CABUT IIOMEXU MOYKET TPUHUMATh
pasjiuvHbIe, B TOM YHCJE CJAyUYalHbIe, 3HAUEHU.
ITosToMmy 11e1€C000Pa3HO PACCMOTPETh TaK Ke yCpeI-
HeHHBIe 110 (Da30BOMY CABUTY IIOMEXH ¢, BEPOATHO-
CTU CUMBOJILHOM 1 OMTOBOIT omubok. IIpumem, uTo
coydaiiHas BeIUUMHA (p, MMeeT PaBHOMEPHOe pac-
mpenesienue B mpeaenaax (—m, 7).

dopmyabl AJIsS pacueTa OIIMOOK IIpueMa MIepBO-
TO U BTOPOT'0 OMTOB, a TaK:Ke cpeaHell BEPOATHOCTHU
OIIMOKY TIpueMa OMTa C YUeTOM KOoJa OTOOpaKeHUs
I'pesa mosyueHbl HA OCHOBE MCIIOJIL30BAHUS MaTPU-
IIbI TIEPEXOAHBIX YCJOBHBIX BepoATHocTed [22] u
TIOCTPOEHUA BEPOSATHOCTHOT'O IIPOCTPAHCTBA HA MHO-
JKecTBe COBMECTHBIX coObITuii. IlogpobHOe u3aorke-
Hue aToil Mmetonuku a1ad QPSK zanuMaeT memaJsbiit
00beM 1 OyJeT IIPeACTABJIEHO B OTAEJIbHOMI CTAThe.

I'padpuru 3aBUCUMOCTEN CpegHEN BEpPOATHOCTHU
OMTOBOM U CUMBOJILHOII OIITUOKY OT OTHOIIIEHU S CUT-
HAJI/IIyM TPU 3aJaHHBIX 3HAUEHUSIX OTHOIICHUS

1 = x+2h, 24 y2 [IOMeXa/IIyM IIPHU TeX Ke NCXOAHBIX JaHHBIX, UTO U
Prpas “on J- dx J- exXp| ———5 dy. (6) IJIs PUC. 2, HO yCPeAHEHHBIE IO ¢, IIPeACTaBJIEHbI
T_Jon,  —x—l2h Ha puc. 3.
(4 (]
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E, /Ny, 1B

BepoAaTHOCTH OIIMOKH IIpHeMa CIMBOJIA

—— BePOATHOCTb OMTOBOM OmUOKY 6€3 ToMex
* BEPOATHOCTH OIMTUOKY IIpreMa CUMBOJIA 6e3 moMex
-~ - BepOATHOCTH OIIMOKY IIpHeMa cuMBoJa npu b, = 9,5 1B, ¢ =0
-'-' BepOATHOCTH OINNOKY IIpHeMa cuMBoJa 1pu hy = 9,5 1B, ¢ = /4
BepOATHOCTH OIINOKY IIpHeMa cuMBoJa pu b, = 14 1B, 9 =0
* BEPOATHOCTH OIMOKH mpueMa cuMBoJia npu b, = 14 1B, ¢ = n/4

B Puc. 2. 3aBUCUMOCTb BEPOATHOCTY OIITUOKY IIpUe-
Ma CHMBOJIA OT OTHOIIIEHUS CUTHAJL /Ty M

B Fig. 2. Dependences of the probability of a symbol
reception error on the signal-to-noise ratio

1 £ =

5 [~ J
\é 0’1 % :

< s
25

)
é ° o0l ‘
28 AN A\
o £ 1x10°3 X .
8 = <\ ' T
ES 10 A —
§ 5 1x10 \\ ¥
= A .
5 % 5 g \‘. L
g H 1x10- : ‘
&) ‘\\ "

1x10-6 A\ : !
0 2 4 6 8 10 12 14 16 18 20
E,/ Ny, 1B

—— CpeAHs BePOSTHOCTH OLINOKY IpreMa Gura 6e3 momMex

+++ - CpeJHAA BePOATHOCTb OMIUOKY TpreMa cuMBoJia npu h, = 0 1B

--- CpefHAA BePOATHOCTH OIINOKY Ipuema 6ura npu ki, = 9,5 1B

- -* CpefHAA BePOATHOCTH OIINOKY IIpHeMa CuMBoJIa mpu A, = 9,5 1B
Cpe/iHAA BepPOATHOCTH OIINOKY IpueMa 6uta npu i, = 14 1B

**** cpeJHAA BEPOATHOCTD OITUOKY IpreMa cuMBoJia npu i = 14 1B

B Puc. 3. 3aBUCUMOCTD CpPeJHEN BePOATHOCTY OUTOBOM
¥l CUMBOJIBHOM OIITUOKY OT OTHOIIIEHUA CUTHAJI/IITyM

B Fig. 3. Dependence of the average probability of bit
and character errors on the signal-to-noise ratio

Kax BugHO 13 rpaduKoB, yBeJnueHre (pasoBOro
CIBUATA IIOMEXU IPUBOAUT K YBEJIHUUYCHUIO BEPOST-
HOCTH OITMOKM IIpreMa CUMBOJIa, a YBeJIUUYeHUe OT-
HOIIIEHUA IIOMeXa/IIyM — K HeOOXOAUMOCTY YBeJIU-
YUBATh OTHOIIIEHWE CUTHAJ/IIYM AJA obecrmeueHusa
TpebyeMoii cpenHeil BePOATHOCTU OIIMOKHU IIpueMa
cuMBoOJIa 1 OGuTa.

3aKJIoueHne

IIpencraBieHHBIN pacueT IIOMEXOYCTOMYMBOCTH
KOTe€pPEHTHOr0 MpHeMa YeThIPEeXITO3UIIMOHHOTOo ¢a-
30MaHUITYJIUPOBAHHOTO PAAUOCUTHAJA B IIPUCYT-
CTBUU KOTE€PEHTHOM rapMOHUYECKOI ITOMeXH IT03BO-
JISIET TOYHO OIIPEeIUTh BEPOATHOCTH CUMBOJIHLHOM 1
OMTOBOI OMMOKY TPU 3aJaHHBIX 3HAUEHUAX YPOBHA
moMeXHu U c¢iBUTa (ha3bl IIOMEXY OTHOCUTEJIHLHO (has3bl
curHaJja ” UX yCpeIHeHHBbIe 10 (pase IIOMeXU BeJu-
YUHEI.

Hannume KorepeHTHOI rapMOHHYECKOUN IIOMEXU
CYIIIECTBEHHO YXYAIIAaeT KauecTBO IIpreMa WH OpP-
MaIuu, IOJHOCTHIO HapyIIasa npueM nH(GOPMAIUU.
KpuBble mMeIOT ITOPOTOBLIN XapaKTep IIPU 3HAYECHU-
AX ypoBHA niomexu h > h..

ITpu HEKOTOPHIX 3HAUEHUAX CABUTA (DA3HI TOMEX U
OTHOCUTEJBHO (ha3bl HECYIIero KoJiebauusa curuaja
IpoucxXoauT 3aMerHoe (mo 2 n1B) yBeauueHme Bepo-
ATHOCTY CUMBOJIbHOI ormrnbKu. Takum o6pasom, mo-
Ka3aHo, KaK IIPOMEKYTOYHOe 3HaueHue (ha30BOTO

CIIBUTA HECYIIETO KoJIe0aH!sA IOMeXY, He COBIIaAalo-
miee ¢ pa3oil MHPOPMAITMOHHON ITO3UIIUEN curHaa,
JIOIIOJTHUTEJIBHO YBEJIUUYNBAET 3HAUEHUE BEPOATHO-
CTU OIIMOKU IIpreMa. OTO IIO3BOJISeT YTBEPKIaTh,
YTO BIUAHUE HEIHEPreTUYECKOTO ImapamMeTrpa SKBU-
BAJIEHTHO IIPUBOAUT K UBMEHEHUIO SHEPTeTUUYECKUX
COOTHOIIIEHU .

IIpencraBiieHHBIE Ha PUC. 3 PE3YJIbTATHI MOKA-
3BIBAIOT, UTO KOTePEHTHAA rapMOHINYECKasi roMexa
00JIbIlle OKA3bIBAET BJIUSAHNE HA CPEIHIOI II0 (hase
IIOMeXX BEPOSATHOCTh OHMIMOKM IpueMa CHUMBOJA
Ipy 3aJaHHBIX BHAUEHUSAX OTHOIIEHUS CUTHAJ/
Iy M.

VYceraHOBIEHO, UTO BEPOSITHOCTH OIIINOKY IIpueMa
nepBoro u Broporo 6utoB npu QPSK, ycpenHeHHBIE
1mo $as3oBOMY CABUTY IapMOHUYECKOI KOTepPeHTHOMH
IIOMeX¥ Ipu oToOpaskeHmu 1o I'pero, UMeIoT ofuHa-
KOBYIO BeJIUYHMHY BO BCE€X TOUKaX KpuBoii. OTciona
cJIefyerT, 4TO CIIpaBeaanBa popmyJia

Pom.our =1- \ PnpaB.chB ’

rae P . s.r — CPEIHAS BEPOATHOCTb OUTOBOM OIINO-
K Pyoos cums — CPEAHASA BEPOATHOCTH MIPABUIBHO-
r'o IpueMa CuMBOJIA.

Bnausanue BesmunHBI (DA30BOTO CABUTA HECYIIIETO
KoJyiebaHUA IBOMYHON (pasoMaHUIyIUPOBAHHOI 110~
MeXW Ha KauyeCTBO IIpreMa CHUTHAJa paccMaTpuBa-
Jiock B pabore [22] ¢ mpuMeHeHUEM APYToi (BEKTOD-
HOM) MOZiesIN CUT'HAaJIa 1 IIOMeXU.
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VNH®OPMALIVIOHHO-YMNPABASIOLLIVIE CUCTEMBI N\ Si



/

NHD®OPMAUNOHHBIE KAHAABLI 1 CPEAbI

7

Jluteparypa

10.

52

Bekkues A. I0., Bopucos B. U. Omenka momexosairm-
IIEHHOCTH KaHAJIOB PAJUOCBA3Y B YCIOBUAX JAEMCTBUS
IOMeX OT CPEACTB PaAr0dJIEKTPOHHOM 60PBOBI. Paduo-
mexHuKa u anekmporurka, 2019, . 64, Ne 9, c. 891—
901. doi:10.1134/S0033849419080035

. Kyauxog I. B., JIeatox A. A., I'pauenko E. H. ITomexo-

YCTOMUYMBOCTh KOTE€PEHTHOr0 MPUEMHUKA CUTHAJIOB
C KBaJApaTypHOU aMIJIUTYAHOU MAHUNYJIAIIUEA IPU
HaJIWYWU PEeTPacJupPOBaHHOM momexu. Paduomexuu-
Ka u anexkmponura, 2020, T. 65, Ne 8, c. 804-808.
doi:10.31857/S0033849420070074

Byuunckuii /1. U., Bosuiwok B. B., ®omun A. B. Vccie-
JOBaHUE IIOMEXOYCTONUYNBOCTY IIPUEMHUKA CUTHAJIOB
C MHOTOIIO3UITMOHHOY (Da30BO MaHUITYIAINEN K BO3-
IEeUCTBUIO IIOMEX C PA3JIUYHOU CTPYKTypou. TpyduL
Boerno-kocmuueckoil axademuu um. A. D. Moxcaiicko-
20, 2019, BBII. 671, c. 120-127.

ITapmyTkuna A. B., Macaakos II. A. HccienoBarue
MIOMEXOYCTOMUMBOCTA  COBPEMEHHBIX  CTAHIapTOB
CIIYTHUKOBOI CBSA3U K BO3JEMCTBUIO HECTAI[MOHAPHBIX
nomex. Tpydvt CITHHPAH, 2017, Ne 4(53), c. 159-177.
doi:https://doi.org/10.15622/sp.53.8

Bougapenko B. H., l'apudynanxun B. @., Kpacuor T. B.,
®eoxTuctos [I. C., Borarsipes E. B. [Tomexoycroiiun-
BOCTH KoppesaanuonHoro mpuemuuka MSK-BOC cur-
HajJa K COCPEJOTOUYEHHOUN IoMeXxe. YCnexu co8pemer-
Holl paduoarexmpornuru, 2017, Ne 12, c. 71-74.
Boaxonckas E. B., Koporeii E. B., Bnacora K. B., Pym-
Ko M. B. MogenbHOe 1ccaeoBaH1e TTIOMEX0YCTOMYUBO-
ctu npuema paguocurtaioB ¢ QPSK, BPSK, 8PSK u
DBPSK. Hzsecmus KI'TY, 2017, Ne 46, c. 165—-174.
Chernoyarov O. V., Glushkov A. N., Litvinenko V. P.,
Litvinenko Yu. V., Matveev B. V. Digital demodula-
tor of the quadrature amplitude modulation signals.
Measurement Science Review, 2018, vol. 18, no. 6,
pp- 236—242. http://www.measurement.sk/2018/msr-
2018-0032.pdf (mara oOpamenusa: 12.10.2019).
d0i:10.1515/msr-2018-0032

Glushkov A. N., Litvinenko V. P.,, Matveev B. V.,
Chernoyarov O. V., Salnikova A. V. Basic algorithm
for the coherent digital processing of the radio sig-
nals. 2015 International Conference on Space Science
& Commaunication, Langkawi, Malaysia, IEEE,
pp- 389—-392. https://www.researchgate.net/publica-
tion/308835672_Basic_algorithm_for the coher-
ent_digital processing of the radio signals. (gaTa
oopamenuda: 10.05.2019). doi:10.1109/IconSpace.
2015.7283834

Ezeagwu C. O., Chukwuneke N. S., Emeka S. C., Eze-
ribe B. E. Comparative study of the performance of
different digital modulation schemes. International
Journal of Advances in Scientific Research and Engi-
neering, 2018, vol. 4, no. 3, pp. 149-154. doi:dx.doi.
org/10.7324/IJASRE.2018.32639

Anmol Kumar, Rajdeep Kaur. PSO-based NBI resist-
ant asynchronous MCCDMA multiuser detector. In-

11.

12.

13.

14.

15.

16.

17.

18.

ternational Journal of Intelligent Systems and Appli-
cations, 2016, no. 10, pp. 60-67. doi:10.5815/ijisa.
2016.10.07

Rymnuxos I. B., Hryen Ban 3yur, Hecrepos A. B., Jle-
aox A. A. IloMexoyCTONUMBOCTh MIPHEMAa CUTHAJIOB
C MHOTOIIOBUITMOHHOM (ha30BOM MaHUNYJIAIIUEN B IIPU-
CYTCTBUU rapMOHMYECKON nnomexu. Haykoemxue mex-
Honozuu, 2018, Ne 11, c. 32-38. doi:10.18127/
j19998465-201811-06

3y6apes A. E., ITo3os A. B., IIpuxogsko A. U. Ananus
METOZOB pacuyeTa OMTOBOII BEPOATHOCTU OIIUOKU IIPU
KOTepeHTHOM IpueMe CUTHAaJIOB ¢ M-mwuHoil (ha3oBOit
MmaHUDynAnuen. MexidyHapoOHbvliL HaAy4HO-uccaedo-
sameavckuil sypran, Exarepuuoypr, 2019, Ne 1 (79),
4.1, c. 53—59. https://research-journal.org/technical/
analiz-metodov-rascheta-bitovoj-veroyatnosti-oshibki-
pri-kogerentnom-prieme-signalov-s-m-ichnoj-fazovoj-
manipulyaciej/ (mara o6pamenus: 10.05.2019). doi:
https://doi.org/10.23670/IRJ.2019.79.1.009

Adex A. X., iKykor B. M. AHain3 moMeX0yCTOMYNBO-
CTH PAAMOCTAHIINY IIPU BO3AENCTBUM OPraHU30BAH-
HBIX TToMeX. Becmuuk Tambo8ckoz20 zocydapcmeeHHo-
20 mexHuueckozo yrueepcumema, 2016, 1. 22, Ne 1,
c. 53—57. d0i:10.17277/vestnik.2016.01

Casumenko H. B., Jle6ena E. B. BepoaTHocTu o1m6-
KU KOTEPEHTHOTI'0 IPHeMa MHOTOIIO3UI[MOHHBIX CUTHA-
JIOB B KaHAaJIe ¢ o0IuMy ramMma- uan K-saMupaHusaMu
u 6eJbIM IryMoM. M H@POpMAYUOHHO-YNPABLIIoUUe CU-
cmemst, 2019, Ne 1, c. 76—88. d0i:10.31799/1684-8853-
2019-1-76-88

Kirillov S. N., Lisnichuk A. A. Analysis of nar-
row-band interference effect on cognitive radio sys-
tems based on synthesized four-position radio sig-
nals. Proc. 14th International Scientific-Technical
Conference on Actual Problems of Electronics Instru-
ment Engineering, APEIE 2018, Novosibirsk, IEEE,
2018, pp. 50-54. https://ieeexplore.ieee.org/docu-
ment/8545965 (mara obparrernus: 10.05.2019). doi:10.
1109/APEIE.2018.8545965

Cumopkuna 0. A., Cussix B. B., lllaxtapun B. HU.,
IlleBues B. A. Cxema Kocraca npu BosaelicTBUY a I~
THUBHBIX TAPMOHUYECKUX IIOMEX U IITHPOKOIIOJIOCHOTO
myma. Paduomexnura u sanekmponura, 2016, t. 61,
Ne 7, ¢. 671-680. doi:10.7868/S003384941607010X
Rymxuxos I'. B., Hectrepos A. B., JIexiox A. A. ITomexo-
YCTOMUYMBOCTH ITPUEMa CUTHAJIOB ¢ KBAAPATyPHOU aM-
ILINTYIHON MAHUIYJIANAEe! B IPUCYTCTBUYU TaPMOHMU-
YecKoii momexu. JRypHan paduosnrexmpornuru, 2018,
Ne 11. http://jre.cplire.ru/jre/novli8/9/text.pdf (zaTa
obpamernus: 10.05.2019). doi:10.30898/1684-1719.
2018.11.9

Joxkkua K. FO., Ctunenxko A. M. IlomexoycToituum-
BOCTh HEKOTEPEHTHOI'0 ¥ KOIEePEeHTHOro IpueMa
JIPdPM-curuaja B yCJIOBUAX BO3JeNCTBUA (Da3OMaHU-
yJNPOBAHHON, TADMOHUYECKOH UM rayCCOBCKOU 110~
mex. JRypran Cubupckozo gpedepanviozo yrusepcume-
ma. Cepusa: Texnuxa u mexunonozuu, 2017, T. 10, Ne 2,
c. 260-270. http://elib.sfu-kras.ru/bitstream/handle/

7 VHOOPMAUVIOHHO-YMPABASIOLLVIE CUCTEMEI

/  Ne1,2021



19.

\ NH®OPMAUNOHHbBLIE KAHAABLI 1 CPEADI N\

2311/32132/12_Lozhkin.pdf?sequence=1&isAllowed
=y (mara o6parerus: 10.05.2019). doi:10.17516/1999-
494X-2017-10-2-260-270

Jloxkkun K. IO. ITomexoycroiiunBocTs npuema OFDM-
curHaJja ¢ OTJHOKPATHON (Da3s0BOM MAHUNYJIAIIUEH U
KOPPEKTUDPYIOINM KOAMPOBaHUEM Ha (hOHEe MMOoJurap-
MoHWYeCKOU nmomexu. Mupopmayusa u xwocmoc, 2018,
Ne 2, c. 37-43.

HUNYJANPOBAHHOTO PASUOCUIHAJA C OEJBIM IIIyMOM.
Paduomexnura, 2019, t. 83, Ne 4, c¢. 79-83. doi:10.
18127/j00338486-201904-79

21. Proakis J. G. Digital communications. McGraw-Hill,

Book Company, 1995. 800 p.

22.CaBumesko H. B. MnozomepHvie cuznanvHble KOH-

CMPYKYUL: UX YaACTNOMHASL 3PPHeKmusHocms U no-
mernyuaavHas nomexoycmoiuusocmsy npuema. CII6.,

20.3sonapes B. B., ITomoe A. C. MeTonuka pacuera Io- CIIoI'ITY, 2005. 420 c.
TEHIIMAJBHON ITOMEXOYCTOMUYMBOCTHA OITHUMAJIHLHOI'O

KOI'epeHTHOI'0 IIpreMa MHOI'OIIO3UITMOHHOI'O ¢)a30Ma-

UDC 623.612
doi:10.31799/1684-8853-2021-1-45-54

Potential interference immunity of coherent reception of quadruple phase-manipulated radio signal in the presence of
coherent harmonic interference

V. V. Zvonarev?, PhD, Tech., Head of a Laboratory, orcid.org/0000-0003-1172-2289, zvonarevvitalii@yandex.ru
A. S. Popov?, Dr. Sc., Tech., Professor, orcid.org/0000-0001-5962-0587
aA. F. Mozhaiskiy Military Space Academy, 13, Zhdanovskaia Emb., 197198, Saint-Petersburg, Russian Federation

Introduction: The known methods for calculating the interference immunity of radio signal reception in the presence of, for
example, harmonic interference, often lead to significantly different numerical values. Each calculation technique of this type has its
own algorithm for the resulting formula output, and these conclusions are based on a different level of “engineering rigor”. Purpose: To
develop, on the basis of linear transformation of coordinates, a correct method for calculating the error probability in the correlating
reception of a four-fold phase-manipulated radio signal in the presence of coherent harmonic interference. Methods: Four-dimensional
probability density of a vector of output voltages of the demodulator correlators in a four-fold integral was represented by a product of
one-dimensional probability densities in the space of eigenvectors of the covariance matrix, in which two probability densities are Dirac
delta functions. The quadruple integral is brought to double, with new integration limits defined from the plane equations bounding
the integration region in this space. Results: Formulas were derived for accurate calculation of average probabilities of symbol and
bit errors in coherent reception of a four-fold phase-manipulated radio signal in the presence of coherent harmonic interference. The
derived exact formulas were used to plot the dependencies of the average probabilities of symbol and bit errors on the signal-to-noise
ratio for the given interference-to-noise ratio and the given interference phase shift relative to the signal phase. It has been studied how
the energy ratios of the signal and interference, as well as the interference phase shift, affect the probabilities of symbol and bit errors.
It was found that the influence of a non-energy parameter equivalently leads to a change in the energy ratios. Practical relevance: The
results of the research can be used in assessing the communication efficiency under interference. The developed technique will allow
you to accurately determine the energy characteristics of a radio channel providing the required quality for the reception of transmitted
messages in presence of harmonic interference.

Keywords — symbol and bit error probability, harmonic interference, quadruple phase manipulation, interference immunity.
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NAMATKA AN ABTOPOB

ITocmynawuwue 8 pedakyuio cmambvi nPOxXodsm 0013ameJsibHoe peyeH3Uposatue.

IIpy HATUUWK TOJOKUTESBHON PEIEeH3UU CTAThs PACCMATPUBAETCA PENAKIIMOHHON KOJLIeru-
eii. [IpuusATasA B mevarhb CTAThd HAIPABJSIETCS aBTOPY AJIs COTJIACOBAHUSA PEIAKTOPCKUX IPABOK.
IToce corsiacoBaHUsT aBTOP IPEACTABJISAET B PEIAKITNI0O OKOHUATEIbHBIN BAPDUAHT TEKCTA CTATHH.

IIporenypsl cOriiacoBaHUSA TEKCTA CTATHU MOLYT OCYIIECTBJATHCA KaK HEMOCPEJCTBEHHO

B peflaKkIlNu, Tak 1 1o e-mail (ius.spb@gmail.com).
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Theoretical foundations of digital vector Fourier analysis
of two-dimensional signals padded with zero samples

0. V. Ponomareva?, Dr. Sc., Tech., Professor, orcid.org/0000-0002-7311-3108, ponva@mail.ru
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Introduction: The practice of using Fourier-processing of finite two-dimensional signals (including images), having confirmed
its effectiveness, revealed a number of negative effects inherent in it. A well-known method of dealing with negative effects of
Fourier-processing is padding signals with zeros. However, the use of this operation leads to the need to provide information
control systems with additional memory and perform unproductive calculations. Purpose: To develop new discrete Fourier
transforms for efficient and effective processing of two-dimensional signals padded with zero samples. Method: We have
proposed a new method for splitting a rectangular discrete Fourier transform matrix into square matrices. The method is based
on the application of the modulus comparability relation to order the rows (columns) of the Fourier matrix. Results: New discrete
Fourier transforms with variable parameters were developed, being a generalization of the classical discrete Fourier transform.
The article investigates the properties of Fourier transform bases with variable parameters. In respect to these transforms, the
validity has been proved for the theorems of linearity, shift, correlation and Parseval's equality. In the digital spectral Fourier
analysis, the concepts of a parametric shift of a two-dimensional signal, and a parametric periodicity of a two-dimensional
signal have been introduced. We have estimated the reduction of the required memory size and the number of calculations when
applying the proposed transforms, and compared them with the discrete Fourier transform. Practical relevance: The developed
discrete Fourier transforms with variable parameters can significantly reduce the cost of Fourier processing of two-dimensional
signals (including images) padded with zeros.

Keywords — discrete Fourier transform, two-dimensional signal, Fourier processing, effects of discrete Fourier transform,
basis, variable parameter.

For citation: Ponomareva O. V., Ponomarev A. V. Theoretical foundations of digital vector Fourier analysis of two-dimensional signals
padded with zero samples. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2021, no. 1, pp. 55-65.
d0i:10.31799/1684-8853-2021-1-55-65

Introduction

Fourier-processing of finite discrete two-dimen-
sional (FDTD) signals (including images) in infor-
mational control (IC) systems is the most important
method for studying processes and analyzing in-
formation [1-8]. The theoretical basis of Fourier-
processing of FDTD signals is two-dimensional
direct and inverse discrete Fourier transforms (2D
DFT, 2D IDFT) [9-15] which can be represented in
form of:

— algebraic form 2D DFT

SNI,NZ (k17 k2) =

N{-1N,-1
— 1 \ < kg kany
NN Z z x(nq, nz)WN1 -WN2 ,
14v2 n,;=0 ny=0

where Sy, v, (R, kz) are coefficients (bins) 2D

DFT; k=0, (N7 —1), ky=0, (Ng—1) are spatial
frequencies; x(n;, ny) is 2D signal; n; =0, Ny -1,

ng =0, Ny -1; W]f?lnl =eXp{—jz2v—nk1nlj; Wﬁzznz =

1
27
=exp| —j—kono |;
p( ]N2 2 2j

— algebraic form 2D IDFT
N;-1 N,-1 \
—Rn —R9ol.
xm, )= Y, Y Sy, w, U B)WRM W
B=0 ky=0

The practice of using DFT and 2D DFT, on the
one hand, confirmed their efficiency, on the other
hand, revealed a number of effects: aliasing effect,
scalloping effect, picket fence effect, negatively af-
fecting on the results of analysis and information
processing [16—21].

To eliminate these negative effects of DFT and
2D DFT, the zero-padding operation (ZPO) the
FDTD signal has found wide application. ZPO can
significantly reduce the impact of negative ef-
fects on the results of Fourier-processing [22, 23].
However, effective use of ZPO requires solving the
problem of Fourier-processing of FDTD of this kind
of signals. The essence of the problem lies in the
fact that in Fourier-processing of signals subjected
to ZPO, on the one hand, it is necessary to provide
the corresponding IC systems with a significant
amount of additional memory, on the other hand,
the IC systems must perform unproductive compu-
tations with zero samples, which significantly in-
creases time of Fourier-processing. The paper pro-
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poses and investigates new discrete Fourier trans-
forms, which allow efficient and effective analysis
and processing of two-dimensional signals padded
with zero samples.

The role of the zero-padding operation
of FDTD signals in two-dimensional
Fourier-processing

The systems analysis of Fourier-processing the-
ory of FDTD signals made it possible to formulate
its axiomatic basic provisions:

— determination of FDTD signals on a finite
two-dimensional reference plane, which is inter-
preted as a two-dimensional fundamental period
SANlx N, (2D period). 2D period is set by horizontal
and vertical periods;

— determination of the shift of a two-dimen-
sional discrete signal in the form of a cyclic shift,
carried out by cyclic permutation of its samples on
the final reference area SAy .y,

— definition of a complete two-dimensional ba-
sis system

dele,Nz (kl, n, k27 nz)zwjf;llnl _chzznz,

where n; =0,N;-1; ng=0,Ny-1; k =0,(N; -1);

ky =0,(Ny —-1).

As a result of the discreteness and periodicity
of 2D signals in the spatial domain, the periodic-
ity and discreteness of 2D Fourier spectra in the
spatial-frequency domain, the mathematical oper-
ations of convolution and correlation are cyclical.
However, the analysis, design, and modeling of iso-
planatic systems requires the results of linear oper-
ations with 2D signals.

The method, which allows obtaining the results
of linear operations using cyclic operations, con-
sists in expanding the reference regions with zero
samplex of the convoluted signals by applying ZPO
to them.

If the reference area SAV1 <V, of signal x(n,, n,)
and the reference area SAQ <q, of signal y(n,, ny)
are specified, then the size of the reference area,
padded with zeros to obtain linear convolution
Ryinear(1> 1y), should be

SAW, +Q)x(Vy+@y)°

where n1 =0, (V1 +@ —1); ng =0, (V3 +@y —1).
And the size of the reference area for obtaining
linear correlation C, (n,, n,) should be

SAgy, «av, »

where ny =0, 2V —1); ny =0, (2V, —1).

V4

Therefore, the algorithm for obtaining 2D linear
convolution based on 2D cyclic convolution consists
of the following operations:

1. Pad 2D signals x(n,, n,) and y(ny, n,) with @,
Q, and V;, V, zero samples respectively, which sets
new 2D signals x,(n;, ny), yo(ny, ny) with horizontal
N, and vertical N, periods according to the ratios

N1z (1 +@Q-1); Na =2 (V3 +@2 -1).

2. Perform 2D DFT of 2D signals x((n;, n,) and
Yoy, ng):

F

xo(ny, ng) —> Xo NN, (B1, B2);
F

Yo(my, ng) — Yo N, N, (k1 B2),

where —Z 5 is the 2D DFT execution symbol.
3. Perform 2D IDFT product

Xo,n,,n, (ks B2) Yo v, v, (Bt Bo).

The algorithm for obtaining a linear 2D correla-
tion function based on a cyclic 2D correlation func-
tion is easy to obtain from the previous algorithm.
Fig. 1, a and b illustrates the differences between
cyclic Cq(ny, ny) and linear C;(ny, n,) correlation
functions of a finite unit 2D signal.

According to the two-dimensional version of the
Wiener — Khinchin theorem, Fourier transform
of the linear 2D correlation function allows one to
obtain the energy spectrum of a 2D signal. There
is a so-called direct method for obtaining the ener-
gy spectrum of a 2D signal x(n;, n,), bypassing the
stage of obtaining the correlation function:

2
Gy, N, (B, B2)=N1N2 Sy N, (B, Bo)| -

A significant drawback of this definition of the
energy spectrum of a 2D signal x(n,, n,) is insuf-
ficient detailing Gy, n, (R, k), for example, to
fulfill the conditions of Pugachev canonical signal
decomposition. The method of increasing the detail
Gn,, N, (Fy, kp) is carried out by padding the 2D sig-
nal x(n,, n,) with zeros at least twice. Fig. 2, a and b
illustrates the detailing of the energy spectrum of a
finite single 2D signal.

As noted in the introduction, the effective appli-
cation of the ZPO requires a solution to the problem
of Fourier-processing of FDTD signals padded with
zero samples. The essence of the problem lies in the
fact that in Fourier-processing of signals subjected
to the ZPO, on the one hand, it is necessary to pro-
vide the corresponding IC system with a significant
additional amount of RAM (storage), on the other
hand, IC system must perform a lot of non-produc-
tive calculations with zero samples, which signifi-
cantly increases the time of Fourier-processing.
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a) b)
Ce(ny, ny) Cy(ny, ny)

1

15

n
1 ng ny ny

B Fig. 1. Cyclic (a) and linear (b) correlation 2D functions of a finite single 2D signal

0 0

B Fig. 2. Energy spectrum of a finite single 2D signal with zero frequency in the center of the spectrum: a — a finite
single 2D signal N; =8, N, =8; b — a finite single 2D signal, padded with zero samples to N; =32, N, = 32

Let us consider a generalization of 2D DFT in the form of a 2D DFT with a variable parameter, which makes
it possible to efficiently analyze and process two-dimensional signals subjected to ZPO.

Two-dimensional DFT with variable parameter

Let two 2D signals be given: a signal Xy .y, and asignal Oy ,y, With zero samples.

To perform the linear transformations considered in the previous section, it is necessary to pad (supple-
ment) the horizontal period of the 2D signal X NyxN, with (r, — 1) zero matrices ON1X N,» which leads to a
block matrix:

0 1 N (X))
€Y

XN, x(Nyry) = [XleN2 On,xn, - - OleNz]

Taking into account the separability property of the 2D DFT, Fourier transform of a signal X Nyx(Nyry) in
matrix form can be represented as

ky ke __1 2o )
Sle%Nzrz) h NN, FN1><N1 [XNIX(NZrZ)F(Nzrz)X(Nzrz)]’ @
where
0 1 .. (Ng-D)
00 01 0(N;-1) Th
- Wy wyl oo oyt
1.0 11 1-(N;-1)
1 Wi Wyl wy
Fo :
NyxN; ;
(N1 -D)| w10 W;{Nl—l)-l o W]gNl—l)(Nl—l) ]
1 1
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0 .o (Nz—].) Nz..(NzY‘z—].) ny
x(0,0) .. x(0,(Ng-1)) 0.. 0 ]
1 x1,0 .. x1 {Ny-1)) 0.. 0
XNIX(N2r2) - . . .. . . .. . ;
(N1 -2)| (N1 -2), 0)..x(N;-2), Nz -1) 0 .. 0
(N1 -D| x((Ny-1), 0)..x(N;-1), Na-1)) 0 .. 0 |
m
0 1 oo (Norz 1) ,
0-0 01 0-(Ngry-1) 2
S Wy, L Wy .
1.0 11 1.(Ngry-1)
1 Wy Wy, L W
FQ) _
(Nara)(Nor) = : : - : ' 3)
(Narz —D w0 gy (e D1 gy (Vb D

ny

Let us interrogate the structure of matrix equation (2). It is easy to see that the multiplication of matrices
1 . . .
XN x(N,ry) and F((Z\7)2 ry X (Nor) leads to a rectangular matrix Yy ,(w,r,)- A matrix Yy ,(w,r,) can be interpreted
as the product of a matrix Xy .y, by a matrix F](\}z)x( Nory)*

- (1)
YN x(Nyry) = XNy, 'FNzx(N2r2)’

where
0 1 PP (N2 —1) n2
x(0, 0) x(0,1) ... x(0, (Ny-1)) 1
1 x(1, 0) 21,1 ... x(@1, (Ny-1)
XNlXNz - . . . . o o . ; (4)
(N1 -2)| x((Ny -2), 0) (N7 -2), 1). .. x((Ny -2), (Np~1))
(N1 -1 x((N1-1), 0) x((N1-1),D...x((N;-1), (N3-1)) |
n
0 1 . . (N2r2 - ].)
0.0 01 0-(Nyry—1) ko
- W Wy, L Wy _
1.0 11 1.(Nyry-1)
1 WN2 WN2 .. WN2
F - ®)
Nyx(Nyry) : . . .o . .
(N2 - 1) (N. 1 — . —
L 5-1)-0 (Ny-1)1 (Ny-1)(Ngry-1) |
g WN2 WN2 .. WN2
Comparing matrices F((le)z ry)<(Nyry) (3) and F](\};X( Nyry) (5), we may see that the matrix Fl(\}z)x( Nyry) is the result

. _ i T
of truncating Ny(r, — 1) the rows of the matrix F( Nory(Nors)"

column numbers by A...:

According to [22], “we denote the set of matrix

A:A={0,1,2, ..., (Ngry -1)}.
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We apply to the set A the relation of comparability modulo r,.

It is known that the relation of comparability in modulus m is an equivalence relation and has the proper-
ties of reflexivity, symmetry and transitivity.”

Also we know that “the relation of comparability modulo r, divides the set A into r, classes of residues
modulo ry:

Agr,-1) = {02 =), ...y (Nary ~1)};

rn-1
A=D A A =2 | 4 =A. (6)
i#j i=0

; (1)
The matrix FN2><( Nory)

resented in the form of r, matrices of size N, x N,” [22]:

, applying the partition (6) of the set A into r, residue classes modulo r,, can be rep-

0 1 .. (Ng-1)
0-(0+0,) 0-(1+0,) 0-(Ny—1+0,)
o T WN2 WN2 .. WN2
1-(0+6,) 1.(1+6,) 1-(N,-1+6,)
1 WN2 2 WN2 2 .. WN2 2 2
O 9
NyxNy,0, . . . .. . ’
(N2 -1)| W N2 D(0+02) 3 (Np=1)(1+05) V2DV -1+03)
1y N, N,y - "Nh,
where 0, =0; 1/ry, ..., (ry — 1)/1,.
Discrete two-dimensional exponential functions of the form
def 1y 1y By iy, Bp) = WM t02ms | gyl 32 p o Lo ol 527 L ovny ||
HP,N{,Ny \"v1> %15 142> 182> Y2 N, N, N N,
2n 2n 21 2n
=| cos| —kyny |—jsin| —Fkynq | |-| cos| —(ky +09)n9 |—jsin| —(ky +05) (1o |=
{ £N1 11] J (N1 11}” (N2(2 2) 2] J (Nz(z 2)} 2}
2n 2n 2n 2n
=cos| —kny +—(ky +09)ny |—jsin| —kyny +—(ky +65)n5 |, 8
(Nlll N2(2 2) 2) J (Nl 17 Nz(z 2) 2J 8)

where £ =0, Ny -1; k=0, Ny —1; 0 < 0, < 1, will be called two-dimensional discrete exponential functions
with a variable parameter — 2D DEF-VP (Figs. 3-5).

a) b)
Re[defyp n n,] Re[defyp v, n,]

20

ny ny

B Fig. 3. Two-dimensional exponential function with variable parameter at N; =32, N, =64; k; =1, ky=1; 6,=1/2:
a — areal part; b — an imaginary part
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a)

Re[def yp v, n,]

Re{def VP;N],Ng]

20

ny g

B Fig. 4. Two-dimensional exponential function with variable parameter at N; =32, N,=64; k; =1, ky=2; 0,=1/3:

a — areal part; b — an imaginary part

a)

Re[def yp n,,n,]

60

20
Rl n2

b)

Re[def yp n,, a1

60

20
n %
1 g

B Fig. 5. Two-dimensional exponential function with variable parameter at N; =32, N,=64; k; =2, ky=3; 0,=1/3:

a — areal part; b — an imaginary part

The introduction of discrete exponential functions
with a variable parameter makes it possible to gener-
alize the concept of periodicity of the DEF-VP system.
Recall that the periodicity of the DEF system in the
classical DFT is understood as a periodic continuation
of the DEF system outside the interval of N samples.
Moreover, the system of discrete basis functions in
the classical DFT does not contain discontinuities. In
the case of discrete Fourier transform with a variable
parameter (DFT-VP) (9), for the DEF-VP system to be
inseparable, the periodicity should be understood as
parametric periodicity. The parametric periodicity of
discrete exponential functions with a variable param-
eter is understood as their periodic continuation with
rotation in complex space by an angle of 216. Note that
the introduced concept of parametric periodicity is
valid for 1D and 2D real and complex functions.

Consider the main properties of two-dimension-
al discrete exponential functions of 2D DEF-VP.

Main properties of 2D DEF-VP

Each of the two-dimensional discrete exponen-
tial functions with a variable parameter has its own

spatial frequencies k,, k5, which determine its place
in a particular basic system. The set of 2D DEF-VP
makes its basic system of two-dimensional discrete
Fourier transform with a variable parameter (2D
DFT-VP) in space Iév .

For each value of the parameter 6, we can say that:

1. 2D DEF-VP are complex functions by defini-
tion.

2. The basis system 2D DEF-VP is a generaliza-
tion of the basis system 2D DEF and is equal to it
at 0,=0.

3. 2D DEF-VP are two-dimensional functions of
four equivalent variables k, k5, 1y, 15, and one var-
iable parameter 0,:

0
defHP,Nl,N2 (kl’ ni, kz, ng, 92)=W1\}‘;’_11n1 W]sf];2+ 2)n2-

4. 2D DEF-VP are periodic in variables k; and n,
with a period N; and a variable with a period Ny:

defHP,Nth ((kl ilNl), (nl +qN1), (kz imNz),

ng, 0g) =defyp n n,(k1, 11, kg, ng, 03),

where [, m, q are integers.
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5. 2D DEF-VP are parametrically periodic in a variable n, with a period N,:

0,N.
defpp NN, (B1> 11, ko, g + PNy, 05) = defyp ny v, (R, 11, Ka, g, 03) Wy 2P,

where p is integer.
A parametric shift of a two-dimensional signal Xy ., in the horizontal direction is understood as a
two-dimensional cyclic parametric shift of the form of

0 [XN1><N2] HH Sh,NyxNy

1
1 [XleNz] Hy Sh,NyxNy

Cr.sh= 2 [XleNz] HH Sh,NyxNy

T ¢ (Np-D)
(N2 =D [Xnyxn, I - H fon vy, |

0 . . . o . . m e
where HH_Sh’ NyxN, 18 two-dimensional identity matrix, expression HH.Sh, NyxNy? m=0, (Ng —1) means

raising to the power m of the matrix of two-dimensional parametric shift:

0 12 ... (N2—2) (N2—1) ng
o [ 0 o1. .. 0 1
1 0 00 ... 0
2 0 00 ... 0
Hy sh,NyxNy,0, =

(No -2) 0 00... O 1

(Ng-1)| exp(-2m03) 0 0 . . . 0 |
y

6. The basis system 2D DEF-VP in the variables &;, k,is not multiplicative:

defyp N, N, (B1, N1, kg, N2, 03) -defyp n n, (B3, 11, By, ng, B2) #

#defyp N, N, (B +E3)mod Ny » 1> (B +Eg)mod N,» 25 02)-
7. The basis system 2D DEF-VP in the variables n,, n, is multiplicative:

defgp n,.N, (B1, N1, B2, ng, 0) -defy n N, (By, ng, k2, ny, 02) =

=defyp Ny, N, (F1> (11 +713)mod N, » Bas (M2 + 7y )mod N,» O2)-

8. Average value of 2D DEF-IP with spatial frequencies k20, k5,20 is equal to zero:

N;-1 Ny-1

ST def B E 0 WNzklnl Z N2(k2+61)n2
Y. Y defgp n, N, (1, 1y, ko, g, 0) = 2 NyxN, NyxN,
n,=0 ny=0 ny=0 n=0

1-whh 1 _W(kz+92)N2
- N}a P
1_WN1 l—WN2
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9. The basic system 2D DEF-VP is an orthogonal
basis system with respect to variables &4, k,:

1 Nt Ni (Ngkyny +Ny (k3 +6, )nz)
Nl xNy
N1N2 n;= =0 ng=

Ve + Ny Gy +0)mp)* _ |11 foy =g, ey = ey
Ny %Ny 0,if by # kg, by # Ry

and with respect to variables n;, n,:

N;-1N,-1
z Z (N2k1n1+N1(k2+92)n2)
N+ N NixNy
14Y2 k=0 ky=0
(Naking+Ny(ky+0)n,)* | 1,if ny =ng, ng=ny
NyxNy 0,if ny #ng,ng #ny’

where the symbol * means complex conjugation.
10. 2D DEF-VP can be represented by two unit

0
vectors, which represent W]]\?lnl and Wy k2+ )n2

The unit vectors rotate discontinuously (dlscretely)
in perpendicular complex planes. On the interval

Ny, the unit vector which displays W:}llnl, passes

the angle of 2nk; radians, making k; revolutions,

and on the interval Ny, the unit vector, represent-

ky+6
ing WJ§,22+ 2)’12’ passes the angle 2n(kg +09) radi-

ans, making (kg +05) revolutions. The unit vectors
representing the complex conjugate DEF-VP:

—kiny _ 7 (N1—k)my
WN1 —WN1 and

—(ky+02)ny _ 1x, (Na—(Ra+02))ny
WN2 2772 —WN2

P
T A
N
%//
ko + 0. —

0.5 ng: 2 X Wﬁ;nl
1
>

o >§

-0.5 |

(Nl k1)n,
N1

_1>

1

-1 1

B Fig. 6. Representation of a two-dimensional discrete
exponential function with a variable parameter in the
spatial domain

V4

and make (N7 —k) and (Ng —(kg +05)) revolutions
respectively.

Figure 6 illustrates such a 2D DEF-VP representa-
tion, where the angles 2nk,/N; and 2n(k, + 0,) /N,
are marked with the corresponding points.

11. The basis system 2D DEF-VP is complete in
space Iév .

Expansion in basis systems of the form (8) is de-
fined as a 2D DFT-VP. Algebraic form of 2D DFT-VP

SN,,N, (B1> kg, 03) =

_ 1 N A Fyny (k2+92)n2
= > x(my, nWy ' Wy 9)
N1N2 120 np=0

where k,, k,are spatial frequencies, & =0, (N1 —1),
kg =0, (N3 —1); 0, is a parameter, 0 < 0, < 1; x(n,,

n,) — two-dimensional signal, m =0, Ny -1,

ng =0, Ng—1; Sy, N, (R, kg, 02) are bins of 2D

DFT-VP (two-dimensional vector spatial-frequency
spectrum of the signal x(n,, n,) in the basic 2D DEF-
VP system).

The algebraic form of direct 2D DFT-VP, taking
into account the property of separability of the ker-
nel (core) of 2D DFT-VP, can be represented as

SN, N, (ks kg, 63) =

1 Nt whm 1 Nt W (k2 +02)ny (10)
N]_ Nl N2 Z x(nl, nz) N2 :
n = ny=0

It can be seen that formula (10) makes it pos-
sible to step-by-step calculation of the direct 2D
DFT-VP by the method of sequential calculation
of two DFT-P (parametric DFT). Note that the cal-
culation of the DFT-P can be carried out by meth-
ods of parametric fast Fourier transform (FFT-P)
[1].

There is an inverse 2D DFT-VP (2D IDFT-VP):

x(ny, ng) =
-1N,-1
NN By (k2+62)n2
= > 2 Sn, Ny (ks gy O)W A" W
k=0 ky=0

where n =0, N]_ —].; ng =0, N2 -1.

Using the separability property of the 2D DFT-
VP kernel, we can introduce the matrix form of the
direct 2D DFT-VP:

F@ 1 @)
SleNzyez Nl NIXNl N [XNIXNZ FNZXN2762:|’

where 0 < 6, < 1;
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0 1 .o (N1 -1
0-0 01 0-(N;-1) m
0 r W]\]1 WNI . . W]\]1 1 -
10 01 1.(N;-1)
o 1 WN1 WN1 WN1
FN1><N1 = : . . . . ;
Ny —1) L pr(N:-1)-0 (N -1)-1 (N{-1)(N;-1) |
( 1k ) E Wy Wy,' Co Wyt
1
XN, xN, 1s given by relation (4);
0 1 .o (N2 -1)
k
0-(0+0,) 0-(1+6,) 0-(N,-1+0,) )
0 - WN2 2 WN2 2 .o WN2 2 2 -
1-(0+6,) 1-(1+6,) 1-(Ny-1+0,)
" 1 WN2 WN2 .o WN2
FNpxNy,0, = - . . o ) . (11)
N,-1)(0+6 N,-1)(1+6 Ny—1)(Ny—1+6
(Nz—l) L WZSZZZ )(0+65) W](sz )(1+65) L. Wlflzz )(Np-1+65) |
ny

We note the difference between matrices (11) and (7), which lies in the nature of the parameter 0, change.
The inverse 2D DFT-VP in matrix form is determined by the matrix equation

1 (2 1 1)
X N, = (2% - (1)

N, NN, [SleNz,ez'FNsz2,92]’
where 0 < 6, < 1.

It can be shown that the theorems of linearity, shift, correlation and Parseval’s equality are valid for 2D
DFT-VP. For 2D DFT-VP, similar to 2D DFT, the concepts of power spectrum PNl, N, (k1> k9, B9) and energy
spectrum Gy, n, (B, kg, 02) can be introduced

2
Py, N, (k1> kg, 02) = Sy, N, (Fys EBas 02)| 5 Gy N, (Brs B2y 02) = Py, N, (By, B2y 02) /Af; Af =1/(N1N3).

Let us estimate the efficiency of increasing the detailing of the two-dimensional energy spectrum
GNI, N, (B, ky) using 2D DFT-VP in comparison with the classical 2D DF'T.

Evaluation of the efficiency of Fourier-processing of signals padded with zero samples
in 2D DFT-VP basis

The increase in the detailing of the two-dimensional energy spectrum Gn,,N, (k1> ko) by ry times is carried
out by padding the horizontal period of the 2D signal X NyxN, with (ry — 1) zero matrices O NyxN, (1). Padding
the horizontal period of a 2D signal X NyxN, with (ry — 1) zero matrices O NyxN, makes it possible to obtain a
new 2D signal Xy (w,r,) from a 2D signal Xy .,

Applying the 2D DFT in algebraic form to the 2D signal X Nyx(Nyry)> W€ obtain the number of coefficients
(bins) of 2D DFT SN, ,Nyr, (B1> B2), which is r, times greater than with 2D DFT of the signal X N,xN,+ However,
obtaining a r, times more detailed energy spectrum GNl, Nory (B, ky) by a method based on the separability
of the 2D DFT kernel, will require additional (r, — 1)N;N, cells for storing zero samples and implementing
N{Nyry(N; + Nyry) additional complex operations.

Obtaining an r, times detailed energy spectrum GNI, Nyry (k1> By) by a method based on the separability
property of the 2D DFT-VP kernel does not require additional RAM (storage) for storing zero samples and re-
quires NyNyry(IN; + N,) complex operations. Thus, the use of 2D DFT-VP instead of the classic 2D DFT allows:
Ny

+Nory .
1722 times;

— decrease number of complex operations by y=
Nl + N2
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— decrease storage size by r, times;

— parallelize the process of detailing the
two-dimensional energy spectrum Gy, n, (k1, k),
thus reducing the execution time of the 2D DFT by
ry times.

Conclusions

Discrete Fourier transforms with a variable pa-
rameter have been developed. These transforms
make it possible to efficiently process two-dimen-
sional signals, the horizontal periods of which are
padded with zero samples. The generalization of clas-
sical two-dimensional discrete Fourier transform is
based on a new method of splitting the rectangular
matrix of discrete Fourier transform into square
matrices. The splitting of rectangular matrices into
square matrices is carried out by using the ordering
of the columns of rectangular matrices using the
equivalence relation — the relation of comparability
in modulus. The properties of the bases of the pro-
posed transformations are investigated. The valid-

V4

ity for Fourier transforms with variable parameters
of the following theorems is proved: linearity, shift,
correlation, and Parseval’s equality.

New concepts of digital spectral Fourier analysis
are introduced: the concept of parametric shift of
two-dimensional signal and parametric periodicity
of two-dimensional signal. The estimation of the re-
ducing the amount of RAM (random access memory)
needed and the number of calculations when applying
the proposed transforms is carried out in compari-
son with the application of classical two-dimensional
discrete Fourier transform to 2D signals padded with
zero samples. Developed two-dimensional discrete
Fourier transform with variable parameters can sig-
nificantly reduce the cost of Fourier-processing of
two-dimensional signals (including images), padded
with zero samples. In addition, the developed trans-
forms also allow parallelizing the process, thus sig-
nificantly reducing Fourier-processing time. Note
one more application of developed two-dimensional
discrete Fourier transform with variable parame-
ters: determination of the parameters of 2D hidden
periodicities by varying the parameter 0,.
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Teopernueckue 0CHOBHI IU(PPOBOTO BEKTOPHOTO (Pyphe-aHAIH3a IByMEPHBIX CHTHAJIOB, TOMOJHEHHBIX HYJIeBbIMU
oTcueTaMu

0. B. IToromapeBa?, JOKTOp TeXH. HayK, mpodeccop, orcid. org/0000-0002-7311-3108, ponva@mail.ru

A. B. Ilonomapes?, KaHJ. 9KOH. HAYK, MOIeHT, orcid.org/0000-0002-3746-9289

aM;xeBCKUI rocyJapCTBeHHBIN TexHuuecKui yHuBepcuretr uM. M. T. Kanamuaukoa, Ctygenueckasd yJi., 7, V:KeBcK,
426069, PO

BBeneHue: mpakTUKa OIpUMeHeHUA (Pypbe-00paboTKU (DMHUTHBIX JBYMEDHBIX CUTHAJIOB (B TOM Yucje U300paKeHUii), MOATBEPAUB
ee IeliCTBEHHOCTH, BBIABUJIA U PAJ IPUCYINUX el oTpuaTelbHBIX 93¢ deKrToB. VI3BecTHEIN MeTOn 60PHOBI ¢ HeraTUBHBIMU dddeKTamMu
Gbypbe-06paboTKM — omepanusa JOIOJHEeHUA CUTHAIOB HyaamMu. OgHaKO IPUMeHEHUe dTOi Olepanuu IPUBOAUT K HEOOXOAMMOCTH 00e-
crneyeHNs NHGOPMAIMOHHO-YIIPABIAIOIUX CUCTEM JOIOJHUTEIbHOMN MaMATHIO U IPOBEIEHUA UMY HEIIPOU3BOAUTEIbHBIX BBIUMCICHUI.
Ilenb: paspaboTKa HOBBIX AUCKPETHHIX IpeobpasoBanuii Pypre Aaa 9hGeKTHBHON U Pe3yIbTaTUBHON 06PA0OTKH JBYMEPHBIX CUTHAJIOB,
JOTOJHEHHBIX HyJIAMU. MeToabl: IPeJIosKeH HOBBIM MeTOJA pPas3OMBKU MPSAMOYIOJbHONI MATPUIILI AUCKPETHOTO IIpeobpasoBanusa Pypbe
Ha KBaJpaTHble MaTpUIbl. MeToZ OCHOBAH HA IPUMEHEHUY JIA YIIOPAJOUEHUA CTPOK (CTOI01I0B) MaTpuIlhl @ypbe OTHOIIIEHUA CPABHIMO-
cTH 110 MoAyio. Pe3yapraTh: paspaboTaHb HOBBIE JUCKPETHEIE IIpeodpasoBaHusd Pyphe ¢ BapbUPYyEeMbIMH IapaMeTpPaMu, ABJIAIOIIIECs
000011IeHIEeM KJIaCCUYECKOTO0 JUCKPETHOro npeobpasoBauus @ypoe. MccienqoBansl cBoiicTBa 6a3ucoB npeobpasoBanuii Pypwe ¢ Bapbupy-
eMBIMU Iapamerpamu. J[ja faHHBIX IPeo0pPasoBaHUIl JOKa3aHBI TeOPEMBbI JIMHEHHOCTH, CABUTrA, KOPPeIAnuu 1 paBeHCTBO Ilapcesaiid.
B niudpoBoii crieKTpaabHBIN (Pypbe-aHaIn3 BBeJeHbI IOHATHA IapaMeTPUUECKOr0 CIBUTa ABYMEPHOTO CUTHAJIA U IapaMeTPUYIeCcKOil mepu-
OJMYHOCTY ABYMEPHOTO CUTHAJA. BEIIoIHEeHA OIleHKa COKPAI[eHus TpeOyeMoro o6'beMa IaMsATH U YUCJIA BEIUUCICHUN B CIydYae IPUMeHe-
HUA IPeAJIOKeHHBIX IpeobpasoBanuii. IIpoBeneHo X cpaBHEHHe ¢ ZUCKPETHBHIM IpeoOpasoBanueM Pypoe. IlpakTHuecKkas 3HAUMMOCTD:
paspaboTaHHbIe JUCKPeTHLIE IpeobpasdoBanusa Mypbe ¢ BapbUPyeMbIMH ITapaMeTPaMU II03BOJISAIOT CYIIeCTBEHHO COKPATUTD 3aTPaThHI Ha
Gbypbe-06paboTKy JBYyMEPHBIX CUTHAJIOB (B TOM YKCJIe U300paKe ), JOIOJHEHHBIX HYJIAMU.

KuroueBsie ciioBa — AUCKpeTHOe IpeobpasoBanue Pypbe, IBYMEePHBII CUTHAI, (Dypbe-00paboTKa, 9(hPeKTh JUCKPETHOTO Ipeodpaso-
BaHuA Pyphe, 6asuc, BapbUPyeMbIil mapaMeTp.

g mquruposanus: Ponomareva O. V., Ponomarev A. V. Theoretical foundations of digital vector Fourier analysis of two-dimensional
signals padded with zero samples. Hrugopmayuonno-ynpasasiowue cucmemst, 2021, Ne 1, c. 55—65. doi:10.31799/1684-8853-2021-1-55-65
For citation: Ponomareva O. V., Ponomarev A. V. Theoretical foundations of digital vector Fourier analysis of two-dimensional signals
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CBEAEHUA Ob ABTOPAX

/

BAJIOHUH
Huxomaait
AnexceeBuu

IIpodeccop Kadeapsl BBHIYMCIIH-
TeJBHBIX cUcTeM U ceTeil CaHKT-
IleTepOyprckoro rocygapcTBEHHOTO
YVHHUBEPCUTETA a3POKOCMUYECKOTO
pUOOPOCTPOEHUS.

B 1982 roxy oxonuna Jlenuurpaa-
CKUI BJIEKTPOTEX HUUECKUI UHCTH-
tyT uMm. B. Y. Viabaunosa (Jlennna)
[0 CIIEIMAJbHOCTH <«ABTOMATHKA
U TeJIeMeXaHUKa».

B 2008 roxy sammTui muccepTa-
M0 HA COMCKAHWE YUEHOU CTele-
HU IOKTOPA TEXHUYECKUX HAYK.
fsnsiercss aBropom Gosee 100 Ha-
YYHBIX IIyOIUKAIUI, B TOM YHCTIE
Tpex MoHOrpaduii.

O6JsiacTh HAYYHBIX WHTEPECOB —
TEOpUSA IWHAMUYECKUX CHCTEM,
TEOpUs HUAEHTU(DUKAIUU, TEOPUS
OIIEPaTOPOB, TEOPUS MATPHIL, BHI-
YUCIUTEIbHBIE METO/bI, UHTEPHET-
POOOTOTEXHUKA, HHTEPHET-KHUTH
C HUCIOJHSEMBIMYU aJTOPUTMAMMU,
HAYYHbIE COIMANbHBIE CeTH.

9. aapec: korbendfs@mail.ru

TAUGYJINHA
Nuana
Annb6eproBHA

Munagmuit HayuHBIH COTPYLHUK
naboparopuu IpobJeM KOMIIbIO-
TepHON  OesomacHocTu — CaHKT-
IleTepGyprckoro  deaepassrHOro
nccyeoBaTebcKoro neHTpa PAH.
B 2017 roxy oxonumIa 6aKaaaBpu-
ar OpeHOYPrcKOro rocyfapCTBEH-
HOro yHUBepcureTa, B 2019 rony —
MarucTpaTypy Yuusepcurera
WUTMO mno cmemuansHocTu <«MH-
(hopmarmorHas 6e30macHOCTh».
SBnsercsa aBropom Oosee 27 Hayd-
HBIX TyOJUKALWi.

061acTh HAYYHBIX MHTEPECOB —
uH(popMaIMOHHAA 0e30IacHOCTb,
KubepdusnuecKe CHUCTEMbI, HH-
TeJIEKTYaJIbHBIN aHAJIN3 JAHHbIX,
oOHapysKeHNe aHOMAaJuil B Cpefie
mepeavyy JaHHbIX.

AI1. agpec:
gaifulina@comsec.spb.ru

JGROROBY
A paromup

Tlouerneit mpodeccop Kadeapst
TEOPETUYECKOH MaTeMaTUKU YHU-
BepcureTa Batepsioo, Batepioo,
Ourapuo, Kauana.

B 1960 roxy oxomuma Bemarpan-
CKUIl YHUBEPCUTET II0 CIEI[MaJIb-
HOCTH «JJIEKTPOTEXHUKa», DeJ-
rpazg, FOrociaBus.

B 1963 roxy sammurui muccepra-
[0 HA COMCKAHWE YUEHOU CTele-
HU JOKTOpa Hayk B Bearpajackom
YHUBEPCUTETE.

fBnsercsa aBropom Gosnee 200 Ha-
YYHBIX Iy0JUKAIAI.

OGJsiacTh HAyYYHBIX HHTEPECOB —
JNMHeHaA U MOJUINHENHAS ajre-
Opa, Teopus rpymim, aarebpa Jiu u
rpynns! Jlu, KBaHTOBasA 3aIlyTaH-
HOCTb, KOMOMHATOPHKA.

9. agpec: djokovic@uwaterloo.ca

JPOBUHITEB
ITaBex
AMurpueBnu

HouenTt, nupexrop Beicimeit mKo-
JIBI TPOTPAMMHON MHKeHepuu NH-
CTUTYTa KOMIIBIOTEDHBIX HAYK U
rexHosoruit  Cankr-IleTepOypr-
CKOT0 MOJIUTEeXHUYECKOTO YHIBED-
cutera Ilerpa Benuxkoro.

B 2003 romy oxomumsm CaHKT-
IlerepOyprckuii rocyaapcTBeHHBII
MOJIUTEXHUYECKUN  YHUBEPCUTET
[0 CIIEIMaJbHOCTH «ABTOMATH3M-
POBaHHBIE CUCTEMBI YIIPABIEHUY.
B 2006 roxy sarmuTui auccepra-
W0 HA COMCKAHNE YUEHOU CTere-
HU KaHAUJaTa TEXHUYECKUX HAYK.
fABnserca aBropom 92 HayYHBIX
myOIUKAIAN.

Ob6sacTh HAyYHBIX HHTEPECOB —
mporpaMMHas WH)KEHEepUs, aBTO-
MaTH3aIUs, BepUDUKAIUS, TeCTH-
poBaHUe.

1. agpec:
drob@ics2.ecd.spbstu.ru

3BOHAPEB
Buranuit
BanepseBuu

Hauanpuuk JabGoparopuu, crap-
IV HayYHBIN COTPYAHUK BoeHHo-
r0 MHCTHUTYTa (HAYYHO-KCCIEO0Ba-
TEJIbCKOr0) BOeHHO-KOCMUYECKOit
akagemuu uM. A. @. Moxxaiickoro,
CaukT-Ilerep6ypr.

B 2007 rony oxonumsn BoenHo-KoC-
MuYecKyio akagemuio um. A. @, Mo-
sKafickoro 1o cruenuanbaocTy «CeTn
CBSI3U ¥ CUCTEMBI KOMMYTaI[iH».

B 2017 rogy samurtua guccepTa-
I[UI0 HA COMCKAHWE YUYEHOH crele-
HU KaHAUATA TEXHUUECKUX HAYK.
fABnserca aBropom 50 HayuHBIX
nyOIMKaIui.

06acTh HAYYHBIX WHTEPECOB —
PajMOKaHATbl CBASH B YCIOBUAX
3aMUPaHUIL.

1. ajgpec:
zvonarevvitalii@yandex.ru

KOBAJIEB
Aprem
JAMurpuesuy

Acnupanr, accucteHT Bsicmieit
LIKOJIbI IPOTPAMMHON WHKEHEPUH
VHCTUTYTA KOMIBIOTEPHBIX HAYK
u texHosoruii Cankr-IleTepOypr-
CKOT0 MOJINTEXHUYECKOTO YHUBEP-
curera ITerpa Beaukoro.

B 2018 ropy oxonuma CaHKT-
IlerepOyprexuit TOJINTeX HAYe-
ckuit yauBepcurer [lerpa Bemmko-
ro no cueruansaoctu «IIporpam-
MHad MHKEHEPUI».

flBiseTcs aBTOPOM BOCHMH HAyd-
HBIX IYOJUKAIWiL.

O6acTh HAyYHBIX WHTEPECOB —
aBTOMATU3AIUA MOLJEPIKKI IIPO-
rpaMMHOr0 0o0ecleyeHus, MalluH-
HOe OO0ydeHHe, CEMAaHTHYECKUIT
TIOHCK.

9. agpec: kov3000@ya.ru
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\ CBEAEHWNSI O6 ABTOPAX AN
KOTEHKO TIpodeccop, IIaBHbIH HAYUHBI CO- KPYTJIUK Muagmu#t HaydHBIH COTDPYAHUK,
Hrops TPYAHUK, 3aBeyIONuil 1a60paro- CraHHCIAB acrupanT CKOJIKOBCKOTO HHCTUTY-
pueit mpo0JieM KOMIIBIOTePHOM 6e3- Ta HAYKW ¥ TeXHOJIOTU, CTapIINit

Buranbesuu AnexcanapoBuy

onacuoctu Caukt-IlerepGyprexkoro
(eiepabHOrO MCCIeI0BATENBCKO-
ro nertpa PAH.

B 1983 rony oxoxumn BoenHo-Koc-
MuYecKyio akagemuio um. A. @, Mo-
JRAMCKOro To crenuagbHOCTH «Ma-
TeMaTUYecKoe 00ecIieueHne aBToMA-
TUBUPOBAHHBEIX CHCTEM YIIPABJIe-
HUS», B 1987 rogy — Boennyo aka-
IIEMUI0 CBS3U IO CIENUAIBHOCTH
«AmxenepHass aBTOMATUSUPOBAH-
HBIX CHCTEM yIIPABJICHU».

B 1999 roay sammurun muccepra-
[[UI0 HA COMCKAHWE YUYeHOH cTere-
HU JOKTOPA TEXHUYIECKHUX HAYK.
fBnsiercss aBropom Gosee 500 Ha-
YYHBIX Iy0OIUKAIIIL.

O61acTh HAYUHBIX HHTEPECOB —
(e30IaCHOCTh KOMIIBIOTEPHBIX Ce-
Tel, 0OHAPYKEHUe KOMITBIOTEPHBIX
aTaK, MesKCeTeBbIe KPAHbI U JP.
A1. agpec: ivkote@comsec.spb.ru

mpenogaBareib KadeIpsl DPajvio-
TEeXHUKN ¥ CHCTEM YIPaBIEHUS
MocKoBCKOrO  (DMBUKO-TeXHUYEe-
CKOTO0 HHCTUTYTA.

B 2017 roxy oxonumt MocKoBCKMit
(PUBUKO-TEXHUUECKUH  HHCTUTYT
o crenuaigbHOCcTH «[IpUKTanHbe
MareMaTuKa 1 (GusuKa».

SfBnserca aBropom 26 HAyYHBIX
myOIUKAIAT.

061acTh HAYYHBIX WHTEPECOB —
Teopus WHGOPMAIUK, TEOPUA KO-
IVpOBAHWA, B3amura HHPOpPMA-
nuu.

9I1. ajgpec:
stanislav.kruglik@skoltech.ru

HHURKN®OPOB

HUrops

BanxepreBuu

IomenT Beicme# NIKOJBI IPO-
rpaMMHO# nHKeHepuu MHCTHTYTA
KOMIIBIOTEPHBIX HAYK U TEXHOJIO-
ruit Cankr-IlerepOyprekoro moJu-
TEXHUYECKOro yHuBepcurera Ile-
Tpa Besnukoro.

B 2011 romy oxonumn CaHKT-
IlerepOyprekuil rocymapcTBeHHBIH
TOJMUTEeXHUYECKU  YHUBEPCUTET
o cnenuagbHOCTU «IIporpamMmmuoe
obecreuenve BBIUNCIATEILHON
TeXHUKU ¥ aBTOMATH3UPOBAHHBIX
CHCTEM».

B 2014 ropy samurtuia guccepTa-
U0 HA COMCKAHWE YUEHOH CTele-
HU KaHAUATA TEXHUUECKUX HAYK.
fABngerca asropom 50 HayYHBIX
nyOauKaIuii.

061acTb HAyYHBIX WHTEPECOB —
0oJIbIIINe TaHHBIE, MAIINHHOE 00Y-
4YeHMe, PACIpefieJeHHbIe BIUCTIEe-
HUA, BepupuKamus.

1. agpec:
i.nikiforov@ics2.ecd.spbstu.ru

OJIEHEB
BanenTun
JleoHumoBuu

IupexTop VHCTUTYTA BBICOKOIIPO-
WU3BOAUTEIBHBIX KOMIIBIOTEPHBIX I
ceTeBBIX  TexHoJormit  CaHKT-
ITerepOyprekoro rocyzapcTBEHHO-
0 YHUBEPCUTETA a3POKOCMUYe-
CKOr0 IPHOOPOCTPOEHNU .

B 2007 rogy oxonuma CaHKT-
IlerepOyprexuit rocynapcTBeHHbII
VHUBEPCUTET a3POKOCMUUYECKOI'0
prOOPOCTPOEHUA IO CIIEIIUATBHO-
cru «MHpOpMATHKA ¥ BEIUHCIN-
TeJIbHAA TEXHUKA».

B 2012 rogy samuTui amccepra-
U0 HA COMCKAHWEe YYEHOU cTelle-
HU KaHAUJATa TEXHUYECKUX HAYK.
SfBnserca aBropom Gosee 100 Ha-
VUYHBIX TyOJUKAIUI U TPeX MaTeH-
TOB Ha N300peTeHN .

06 acTh HAyYHBIX WHTEPECOB —
BCTPOEHHBIE CHCTEMBI, OOPTOBBLIE
KOCMHUYECKWe ¥ AaBUAIVIOHHBIE
CeTH 1 JIp.

1. agpec:
Valentin.Olenev(@guap.ru

IIOHOMAPEB

Anekceit

Bragumuposuyu

Tonent kKadeapbl S3bLIKOBOHM IO~
TOTOBKM B IpodeccroHaIbHOR
cepe M:keBCKOro rocygapCTBEH-
HOTO TEXHUYECKOI'0 YHUBEPCUTETA
um. M. T. Kanamsukosa.

B 2001 roxy oxonuma MxeBckuit
MeXaHWYeCKUil WHCTUTYT IO CIe-
nuaasHocTH «IIpUKIagHas MaTe-
Maruka», B 2003 — 1o cmemuaib-
HOCTU «DUHAHCH ¥ KPEJWUT».

B 2004 roxy sammTui guccepTa-
U0 HA COMCKAHWE YUEHOH CTele-
HOA KaHAWJATa OKOHOMUYECKUX
HayK.

SBnsiercs aBropom Gosee 60 Hayu-
HBIX ITyOJUKAIAH,

ObJsiacTb HAyYHBIX WHTEPECOB —
CHCTEMHBIN aHAIN3, YIIPABIEHUE I
obpaboTka WH(MOPMAIUK, TEOPUs
nudpoBoit 06pabOTKU [BYMEPHBIX
CHTHAJIOB, MaTeMaTU4eCKue U WH-
CTPYMEHTAJIbHBIE METOAbl SKOHO-
MUKW U YIpPaBJEHUS HaPOTHBIM
X03SAUCTBOM.

9. agpec: palexizh@gmail.com

IIOHOMAPEBA
Oasra
BragumuposHa

TIpodeccop kadenpsl mpruOOPOB U
METO0B M3MEPEHUH, KOHTPOJIA,
IMaTHOCTUKY VI3KeBCKOro rocyaap-
CTBEHHOT'O TEXHUYECKOTO YHHIBEDP-
curera um. M. T. Kanamaukosa.
B 1976 roxy oxonunia VkeBcKuit
MeXaHUYECKUH WHCTUTYT IO CIie-
OUAJBHOCTH «DJIEKTPOHHBIE BbI-
YHCJIUTEIbHBIE MAIITHbL».

B 2016 roxy sammruia auccepra-
U0 HA COMCKAHWE YUEHOU CTere-
HU JIOKTOPA TEXHUYECKUX HAYK.
SfABnserca aBropom Gosee 150 mHa-
VUHBIX TyOJUKAIIVI.

Ob6sacTh HAyYHBIX HHTEPECOB —
Teopus nu(poBoil 00paboTKYU CHUr-
HAJIOB U M300pa’KeHui; MeTOABI 1
CpeJICTBA M3MEpPEeHUi, KOHTPOJISI 1
IUaTHOCTUKY U JIP.

9. agpec: ponva@mail.ru
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v CBEAEHWSI OB ABTOPAX V4

II0IIOB IIpodeccop, crapmwuii Hay4IHBIH
Anexcanap coTpyAHUK BoeHHOro wuHCTHTyTA

CepreeBuu

(HayYHO-UCCIEJOBATEIBCKOTO0)
Boenno-kocmuueckoit akagemMun
um. A. ®. Moxaiickoro, CaHKT-
IlerepOypr.

B 1971 ropy oxkonumn Jlenun-
rPajiCKyI0 BOGHHYIO MHIKEHEPHYIO
KDPaCHO3HAMEHHYIO aKaeMuio
um. A. @. Mo:xaiicKoro 1o cremu-
asmbpHOCTH «PagnorexHuyecKue cu-
CTEMBI».

B 1989 roxy samurun muccepra-
U0 HA COMCKAHWE YUEHOU CTele-
HU JOKTOPA TEXHUIECKHUX HAYK.
fBnsercs aBropom 150 HayYHBIX
nyOIUKaIUT.

061acTh HAYYHBIX HHTEPECOB —
MPOCTPAHCTBEHHO-BPEMEHHAs 00~
paboTKa CHUI'HAJIOB, CTATHUCTHYE-
CKMI CHHTEe3 aJrOPUTMOB IIpHeMa
[IPU HAJIMYUY TOMEX.

9. axpec: arahar@mail.ru

YBasaeMsble aBTOPHI!

IIpu MOAroTOBKE PYKONMMCEH cTaTeil He00X0AMMO PYKOBOICTBOBATHCS CIEAYIOIIMMH PEKOMEH/AAIMAMU.

CraTby ZOJKHBI COIEPIKATh M3JIOKeHe HOBBIX HAYUHBIX pesybraroB. HasBaHue cTaTby JOJIKHO OBITh KPaTKUM, HO nHGOpPMATUBHEIM. B Ha-
3BaHUU HEJOIYCTUMO UCIIOJIb30BaHME COKPaIlleHuil, KpoMe caMbIxX obenpuaATbix (PAH, P®, CAIIP u T. 11.).

06peM cTaThu (TEKCT, TAOIUIIBI, MILIIOCTPAIIUY U Oubanorpadus) He JOJIJKEH IIPEBHIIATh 9KBUBaIeHTa B 20 cTpaHUIl, HalleYaTaHHBIX HA OyMare
dopmara A4 uHa ogHOi cropone uepes 1,5 nnrepsana Word mpudrom Times New Roman pasmepom 13, 1mosist He MeHee [BYX CAHTHMETDOB.

OG6s3aTe bHBIMY dJIEMEHTaMU O(DOPMJIEHUS CTaThbU ABJIAIOTCH: uHAeke YK, sariasue, mHUIMAIBI U (paMuians aBTropa (aBTOpOB), yueHas cTe-
IIeHb, 3BaHUe (IPU OTCYTCTBUM — JOJKHOCTD), IIOJIHOE HA3BaHUE OPTaHU3al[iN, aHHOTAIWSA U KJIIOUeBbIe CJI0BA HA PYCCKOM U QHTVIMACKOM S3BIKAX,
ORCID u 2JIeKTPOHHBIN afipec OJHOTO U3 aBTOPOB. IIpy HaMCaHUY aHHOTAIIUY He WCIIOJb3yiTe a60peBuaTyp U He JesiaiiTe CChIJIOK HA UCTOUHUKY B
crnucke uTeparypsl. [IpegocTasisaiiTe IOAPUCYHOYHbIE IOAINCH U HA3BaHUS TAGIUI, HA PYCCKOM U AHTJINMCKOM S3BIKAaX.

CraTby aBTOPOB, HE UMEIOIIUX YUEHOH! CTeIleHN, PEKOMEH/IYeTCs ITy0JINKOBATh B COABTOPCTBE C HAYUHBIM PYKOBOUTEIEM, HAJIMIKE [TOANCA HAYIHOTO
PYKOBOUTEJIS HA PYKOIIICH 00513aTEIHHO; B CJIydae CAMOCTOATEILHON ITy0JINKaIiny 00513aTeIbHO IIPeJOCTABIIAITE 3aBEPEHHYIO 110 MeCTy PaBOThI PEKOMEH-
[AIUIO HAYYHOTO PYKOBOAUTEJIS C YKA3aHIEM ero (paMuing, UMeHHU, OTYeCTBa, MecTa paGoThI, JOJKHOCTY, YIEHOTO 3BAHNS, YUCHOH! CTEIIeHU.

dopmyusl Habupaiite B Word, He ncosnb3ysa dhopmyabHeLil pegaktop (Mathtype niu Equation), mpu Heo6xoAnMOCTH MOYKHO HCIIOTIB30BATH (Gop-
MYJIbHBIH PeaKTOD; AJIs1 Ha0opa 0 HOM (OPMyYJIbI He NCIOIb3YHTe ABa PeJakTopa; Ipu Habope GopmMyJt B GOpMyIbHOM PeAaKTOPe 3HAKY IIPeIIUHAHYS,
orpanuumnBaIue Gopmyiry, Habupaiite BMecTe ¢ GOPMyYJIOit; IJIA YCTAHOBKY padMepa mpudTa HUKOIr/a He MoIb3yiTech BKIaaKoi Other..., ncmosis-
3yliTe 3aBOACKNE YCTAHOBKU PeJaKTOPA, He MIOATOHANTe pa3dMep CUMBOJIOB B (popMyJIax IoZ pasmep HIpudTa B TEKCTe CTAThU, He PACTATUBANTE U He
CIKUMaiiTe MBIIIBIO (OPMYJIbI, BCTABJIEHHBIE B TEKCT; B (DOpMyJIax He OTAeJsANTe IpobesaMu 3HAKU: + = —.

s Habopa dopmys B Word HuKoraa He ucnosibsyiite KoHcTpyKTOp (Ha BepxHeil manenu: «Pa6ora ¢ popmynramu» — «KoHeTpyKTOp»), TaK Kak
9TOT pecypc IpeAHa3HAUEH TOJIBKO AJIA BHYTPEHHEro MCI0Ib30BaHuA B Word 1 He OAAepKUBaeTCs IPorpaMMaMu, IpeJHasHaYeHHBIMY AJISA U3r0-
TOBJIEHUS] OPUTMHAJI-MaKeTa JKypHasa.

IIpu HaGope CMMBOJIOB B TEKCTE IOMHUTE, YTO CHMBOJIBI, 0003HAYaeMble JATUHCKUMY OYKBaMu, HAOUPAIOTCsS CBETIBIM KYPCUBOM, DYCCKUMU U
TPEUYEeCKUMH — CBETJIBIM IPAMBIM, BEKTOPHI Ml MATPUIIBI — IIPAMBIM IIOJIYKAPHBIM IIPA(TOM.

WumocTpanyy peiocTaBIsSAI0TCs OTAeIbHBIMU UCXOAHBIMY (haiyiaMu, IOAJAIOIUMICS PeJaK TUPOBAHUIO:

— pUCYHKU, rpadUKM, AMArPaMMbl, 6JI0K-CXEeMbI IIPEJOCTABJISANTE B BUE OTJEIbHBIX MCXOAHBIX (GallIoB, IOAAAOIINXCA PeJaKTUPOBAHUIO, UC-
T0JIB3YsT BEKTOPHBIE TporpamMmbr: Visio (*.vsd, *.vsdx); Coreldraw (*.cdr); Excel (*.xls); Word (*.docx); Adobe Illustrator (*.ai); AutoCad (*.dxf);
Matlab (*.ps, *.pdf wiau skcmopt B hopmar *.ai);

— eCJI PeJJaKTOD, B KOTOPOM BBl M3rorasinBaere pUCyHOK, He IIO3BOJISET COXPAHUTEH B BEKTOPHOM (hopMare, MCIOIb3yiTe QYHKIIUIO S9KCIOPTA
(TOJIBKO 110 OTHOIIEHUIO K UCXOTHOMY PUCYHKY), Hallpumep, B popmar *.ai, *.esp, *.wmf, *.emf, *.svg;

— (oro u pacrpoBsie — B popmare *.tif, *.png ¢ makcumanbabIM paspernenueM (e mexee 300 pixels/inch).

Hasimuue moApuCyHOUYHBIX OATIMCEH U Ha3BaHUI TAaGJINI HA PYCCKOM M aHIVIMIICKOM S3BbIKaX 00s3aTeIbHO (PKeJaTeJIbHO He IIOBTOPSIOIIUX [0~
CJIOBHO KOMMEHTAPUY K PICYHKAM B TEKCTE CTATHH).

B peJakuuio npegocTaBiIsiioTCs:

— cBezeHusa 00 aBTope (haMuIns, UMsi, OTIECTBO, MECTO PaGOTHI, JOJYKHOCTD, YUEHOe 3BaHNe, yueOHOe 3aBeleHNe U IO/ er0 OKOHUAHWSA, yUeHas
CTeIeHb ¥ I'0Jf BaII[ATHI JUCCePTAIlNH, 00JIACTh HAYUYHBIX HHTEPECOB, KOJIMYECTBO HAYYHBIX IyOIMKALI, JOMAIIIHIN U CJIy KeOHBIH agpeca u Teaedo-
HBI, e-mail), poro aBTOPOB: aH(dac, B TeMHOII ofex /e Ha 6esioM (oHe, JOJIIKHBI ObITH BU/IHBI ILJIEYU U IPY/(b, BEICOKAS CTEIIeHb YeTKOCTU N300paskeHust
6e3 TeHell 1 0TOJIECKOB Ha JIUIlE, (DOTO MOYKHO IIPEICTABUTH B 3JIEKTPOHHOM BHe B hopmare *.tif, *.png ¢ MakcuMaIbHBIM paspellieHneM — He MeHee
300 pixels/inch npu MmuanMaasHOM pasmepe dhoto 40x55 mMm;

— DKCIIEPTHOE 3aKJII0UEHNE.

CHHCOK IuTepaTypsl COCTABJIAETC 110 MTOPSAKY CCHLIOK B TEKCTE U 0(DOPMIIAETCA CIIeLyIOIMIIM 00pa3oM:

— JUIs1 KHUT ¥ COOPHUKOB — (DaMUJINS U MHUIINAJIEI aBTOPOB, ITOJHOE Ha3BaHUe KHUTY (CO0PHUKA), TOPOJ, U3ATeIBCTBO, I'0J, 00IIee KOJINIECTBO
crpanwut, doi;

— ISl JKYPHAJIBHBIX cTaTeil — (haMWInsA U MHULKAJILI aBTOPOB, IIOJHOE HAa3BaHNe CTAThU, Ha3BaHUe yKypPHAJIA, I'OJ U3LaHUsl, HOMED JKypHaJIa,
HOMepa cTpaHuis, doi;

— CCBUIKM HA MHOCTPAHHYIO JINTEPATYPY CIeAyeT AaBaTh Ha A3bIKe OPUTMHAJIA 0e3 COKPAIeHUT;

— IIPU UCIIOJIL30BAHUM Web-MaTepruaioB yKasbIBaiiTe agpec caiiTa u JaTy o0paIeHus.

Crucox surepaTypbl ohopMIIsiiTe ABYMS OTAEJbHBIMY G10Kamu 1o obpasiam lit.dot Ha caiire sxypuaina (http://i-us.ru/paperrules): JIurepary-
pa u References.

Bouree mopo6GHO IIpaBuIIa IIOATOTOBKY TEKCTa ¢ 00pasiiaMy M3JI0KeHbI Ha HallleM caiite B pasjese «IIpaBuia s aBTOPOB» .

KoHTaKThI
Kyga: 190000, Cauxr-ITerepOypr,
B. Mopckas yu., x. 67, I'VAII, PUILL
Komy: Pegaxkuus sxypHaua « AHGOPMAIMOHHO-YIIPABIAIOIIAE CUCTEMBbI»
Teu.: (812) 494-70-02
D11. moura: ius.spb@gmail.com
Caiit: www.i-us.ru
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