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Kputckue matpuuybl OguHa u TeHu, conpoBoXjaioLue
NPOCTbie YAUCHA U UX CTeNneHU

H. A. BanoHnH3, fJOKTOP TeXH. HayK, npogpeccop, orcid.org/0000-0001-7338-4920, korbendfs@mail.ru
M. b. CepreeB?, OKTOp TeXH. HayK, npogpeccop, orcid.org/0000-0002-3845-9277
aCaHKT-[leTepbyprckui rocyfapcTBeHHbIN YHUBEPCUTET a9POKOCMUYECKOro npubopoCcTPoOeHuUS,

b. Mopckas yn., 67, CaHkT-lleTepbypr, 190000, P®

BBegeHue: KpUTCKUE MaTpuLbl — OPTOrOHasIbHble MaTPULibl, COCTOSILLME U3 37IEMEHTOB 1 1 —b (BeLLecTBEHHOE Y1CII0), pes-
CTaBSIOT cO60M nAeanbHbi 0OBLEKT AJ151 HArNALHOO NPUIOXKEHNST KOHEYHOMEPHON MaTeMaTukin. K HUM OTHOCSITCS, B 4acTHO-
cTH, MaTpuLbl Afjamapa u, Npy pacLUMpeHnn Yucna a1eMeHToB, KOHpepeHY-MaTpulbl. Hanbonee yaobHbIi annapat ucciaeno-
BaHWs COCTOUT B MPUBJIEYEHNUMN TEOPUM MONIEN N MYSIbTUMANKATUBHBIX rpynn [anya, 4To 0COOEHHO aKTyaslbHO AJ151 HOBbIX TUMOB
KPUTCKUX MaTpuL. Lienb: usyuntb CUMMETPUM KPUTCKUX MaTpUL U UCCIefjoBaTh ABa BblAeNEHHbIX CUMMETPUSIMU HOBbIX TUMa
MaTpuL, HEYETHOIO U YETHOIO MOPSAAKOB COOTBETCTBEHHO, CYLLECTBEHHO OT/IMYAIOLLMXCS OT paHee U3BECTHbIX MaTpuL MepceH-
Ha, duinepa n depma. PesynbTatbl: npuBefieHbl hOPMYyJibl 4715 3HAYEHUI 3IEMEHTOB U OMUCaHbl CUMMETPUM HOBbIX KPUTCKUX
MaTpuy: buymknoB OguHa (c karimoi) nopsgkoB 4t — 1 u 4t — 3 u maTpuy TeHn NopsA[KoB 4t — 2 u 4t — 4. []ns HeYeTHbIX Mopsg-
KOB MaTpuL, paBHbIX MPOCTbIM YUCSIaM U CTEMEHSIM MPOCTbIX YACEN XapaKTEPUCTUYECKMX pa3MepPOB, JOKa3aHo CyLLeCcTBOBaHUe
CUMMETPUI 0COBbIX TUMOB 3TUX MATPUL], BOSKOCUMMETPUYHbIX, COCTOSILLYMUX M3 KOCOCUMMETPUYHOIO (M0 3HaKaM 3J1eMEHTOB)
U CUMMETPUYHOIO LMKAMYeckux 6110koB. NokasaHo, UTo paHee BblgeNeHHble KpUTCKMe MaTpuLbl MepceHHa nopsakos 4t — 1 u
dvinepa nopaakoB 4t — 2 ABNAOTCA UX YACTHbIM C/TyYaeM, CyLLECTBYOLMUM MPU OTCYTCTBUU CUMMETPUN AJ1S1 BCEX BblAENEHHbIX
nopsakoB 6e3 uckoyeHus. MpakTuyeckass 3HAYUMOCTb: OPTOrOHasIbHbIE MOC/IE0BATENIbHOCTY U METOAbI UX 3(DhEKTUBHOIO
HaxoXAeHUs TEOPUEN KOHEYHbIX MOSIEN U TPy UMEIOT HEMOCPEACTBEHHOE NMPAaKTUYECKOE 3HAYEHME A5 3afay MOMEXOoyCTOoM-
4YUBOro KOAUPOBAHUS, CXATUS U MaCKMPOBAaHUS BULEOUHGDOPMALNN.

KntoueBbie cnoBa — matpulbl Agqamapa, MaTpulbl beneBuda, KpUTCKkue MaTpuLbl, KOHEYHbIE MOJISl, CUMMETPUU MaTpuy.

Ina murupoBanusa: Bajmouun H. A., Ceprees M. B. Kpurckue marpuist Onuna u TeHu, COMPOBOKAAOIINE TPOCTHIE YUC/IA I UX CTEIIeHMU.
HHugpopmayuonno-ynpasaswouwue cucmemst, 2022, Ne 1, c. 2-7. doi:10.31799/1684-8853-2022-1-2-7

For citation: Balonin N. A., Sergeev M. B. Odin and Shadow Cretan matrices accompanying primes and their powers. Informatsionno-
upravliaiushchie sistemy [Information and Control Systems], 2022, no. 1, pp. 2—7 (In Russian). doi:10.31799/1684-8853-2022-1-2-7

BBenenue

Bnepsbie HaceoBanye MOPAIKAMU 11 MATPHUIL CO
3HAUEHUAMU 3jeMeHTOB (ypoBHaAMH) 1 u —1 u opro-
roHanbHBIX B cMbicae HTH = nl, roe I — exunnunas
MaTPUIla, 3HAUEHUI YHCJIOBBIX IIOCIEIOBATEIHHO-
CTeil 3aMEeTHI eIrle OCHOBOIIOJIOKHUK TEOPUU MAaTPUI]
Hox. CunsBectp [1, 2]. Axgamap [3] momosHMI 9TO HaA-
OJII0[IeHIE BJIOYKEHUEM PAJA CTEIEeHEeH IIPOCTOro Uuc-
sa 2F B Gojiee MIMPOKYIO UKCJIOBYIO IOCJIENOBATEIIb-
HOCTBH Buja n = 4¢, rie t — HaTypaJIbHOE UNCJIO, CAMO-
CTOSITeJIbHO HAWAs MaTPHUITLI TopAaKoB 12 u 20.

C Tex mop B Teopuu MaTpul, AgzamMapa JOCTUTHY-
TeI Gosbinue ycuexu [4, 5]. Beruncienre MaTpuiibi
pasmepa 428 [6] mogHANO MJIAHKY HUKHErO HEM3-
BECTHOTO TIOKa mopsaxa marpull Amamapa mo 668.
Oo6obmrarornre UX KpUTCKUe MaTpuilsl [7, 8] 6bLium
BBEJIeHBI B PAMKAaX KOMMIO3UIIMOHHOTO IMOCTPOEHUS
TEOPUU SKCTPEMAJILHBIX II0 AeTePMUHAHTY MAaTPHUI]
[9], compoBoK TatOITUX APYTHEe U3BECTHHIE B TEOPUU
YHCJIOBBIE IIOCJIEI0BATEILHOCTH.

WM3yueHn0 CBOMCTB CUMMETPUMN KPUTCKUX Ma-
TPUIL, a8 TaKiKe ABYX HOBBIX BUJOB CUMMETPUUYHBIX
MATPHUI[ HEUYETHOTO ¥ UETHOI'O0 IOPSAJKOB, CYIIe-
CTBEHHO OTJIMUAIOIINXCA OT PaHee M3BECTHHIX Ma-
TPUII, TOCBAIIleHA HAcTOAIIas pabora.

Kpurckue maTpuisr

Kpurckue marpuiisl K Bo MHOIOM IIOX0K U HA Ma-
Tpuiibl Agamapa [10] (maske 6osbIite, ueM B3BeIIIeH-
Hble MaTPuUIlsl [11] ¢ TpeMa ypoBHAMU Ha MOPAJKAX,
KPaTHBIX ABYM). OTO CTOJIb JKe MaJIOypPOBHEBLIE Ma-
TPUIBI ¢ djieMeHTaMu 1 u —b, He MPEBOCXOAAIINMU
0 MOZYJII0 €IUHUIIBI, IJIsI KOTOPBLIX CIPABEIJJINBO
KTK = ol, rme ® <1 — HeKoTOpbIii BecoBOil K0a(-
umuent [7, 11]. Yucsio ypoBHEH B KPUTCKUX Ma-
TPUIAX PacIIupPsIeMO, HAIIpUMeD, dJeMeHTOM d Ha
nuaroHaau. POUKCHPOBATh CeMeHCTBa KPUTCKUX
MaTpPUIL MOYKHO, Kak y MaTpul, Aramapa, yKasbiBasd
XapaKTep 9KCTPpeMyMa WU IIpeJJosKeHneM hopmy-
JIBI J1s1 YPOBHEH b = b(n) u d = d(n).

CeMelicTBO KPUTCKUX MAaTPUIL IITUPE ceMelicTBa
marpun, Axamapa u BKJIOuaeT ero. Hampuwmep,
KpUTCKUe MaTpuilbl mpu b=1 — 3T0 Kjaccudue-
ckue marpulibl Agamapa H, mpu b=1 u d=0 (ma
IUaroHaJ) — 9TO MaTPUIlbl BesleBuua, MJs KOTO-
PBIX CIpaBeAJMBO MHOE YCJIOBIE OPTOTOHAJIBLHOCTHU
CTC = (n — 1)I. YpoBHU u yCJI0BUE OPTOTOHAIBLHOCTH
BIIOJIHE OJHO3HAUHO WACHTUPUIIMPYIOT MATPUILBI,
OJHAKO caMu I10 cebe (popMYyJIbI AJIs YPOBHEIH MOYKHO
TOJYYUTH He allPUOPHU, a aIIOCTEPUOPH, aHAJIUIUPY I
YacTHBIE SKCTPEMYMBI JeTePMUHAHTOB HA CEPUU 3a-
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TaBaeMbIX aHAJIU3UPYEMBIMU IIOCJIEIOBATEIbHOCTS-
MU (TPSMO UM KOCBEHHO) TOPAIKOB [9].

Marpunsl AgpamMapa COIPOBOMKIAIOT TOPAL-
Ku n = 2% u yerTHBIe umMCIa 4f, B KOTOpbLIE CTEIEHU
IBOUMKMU BJIOJKEHHI (TmmoTe3a Ajgamapa), a MaTPUIILI
BeseBuua (B3BellleHHBbIE MaTPUIIbI, KOH(pEPEHI[-Ma-
Tpunibl [11]) BapbupoBaHUMEM HUX IUATOHAJILHOTO
ypoBHA B 0 OXBaTHIBAIOT JONOJHUTEJNHHBIE TTOPAM-
KM, paBHBIe UucJaM Buaa 4t — 2, pasjo:KUMBIM Ha
cyMMy OBYX KBazpartoB. IlociemHee yTBep:KIeHUE
TOJKe SABJAETCA rmnoTesoi [1], MOCKOJIBbKY BUJ 9KC-
TPEMaJbHBIX MATPUI] YCJIOKHAETCA C POCTOM IIO-
pALKa HACTOJBKO, UTO IEePBbIe HEPA3PEIIeHHbIE Te-
opueii cayuau oXBaThIBAIOT uncia 66 1 86 (a me 668,
Kak y Matpui Agamapa).

Marpunsr Mepcenna M [12], oTHOcAIuecsa
K KPUTCKUM, COIIPOBOK/IAOT IOPAKH, PABHBIE UKC-
JaM TociemoBaTenbHOCTH Mepcenna n=2F—-1 u
HeUeTHBIM umcjaM Buaa 4t — 1, B KOTOpbIe OTMeUeH-
HadA MOCJIEeN0BATEJIbHOCTh BJIOJKEHA, U OTIUYAIOTCA

t
t+t

Ha nacroslee BpeMs He M3BECTHO, OT'paHmUUe-
HO JIM MHOJKECTBO IIPOCTHIX umces MepceHHA mIu
UX KOJUUYECTBO KOHEUHO (Kak m y uucea Pepwma).
Cienyromasa 3azada, KOTopasa Hac MHTEPECYyeT, CO-
CTOUT B BBIJEJEHUM KPUTCKUX MATPHUI] IMIOPAIKOB,
COITPOBOKJAOIIUX HPOCTHIE UKCJIA U CTEHeHU IIPO-
CThIX unces Buga 4t — 1 u 4¢ — 3.

Cnyuaii 4t — 1 Hambojiee MPOCT TeM, UTO CyIIe-
cTBOBaHMe KoHeuHOro moJya GF(n) rapaHTHUpyeT Ha-
JuYre KOCOCUMMETUUYHBIX (II0 3HAKaM 5J€MEeHTOB,
He ypoBHAM) matpul, Mepcernua [13]. 3gech cyiie-
CTBEHHO TO OOCTOATENLCTBO, UTO, KAK U Y MAaTPHUI]
Anamapa, AumaroHaJib dTHUX MAaTPUIl BapbUPyeTCs
o ypoBHIO oT 0 1o 1 6e3 mOTEpU OPTOrOHAIBLHOCTH
IIPU YCJIOBUY U3MeHeHusA ypoBHA b. CoGCTBeHHO, Ma-
Tpuiibl Besesrua C TpaHCHOPMUPYIOTCS B MATPUILHI
Apnamapa C=H + I poBHO II0 TAKOMY K€ IIPUHIIN-
Iy — IPeIBapUTEIbHO HYIKHO JOOUTHCS KOCOCUM-
metpuu C, ofHAKO B3aMHBIE TIEPEeX0IbI B TOM YaCT-
HOM cJIy4Jae He U3MEHAIOT OTPUIIATEeIbHbBINA YPOBEHb.

B o0miem corydae pukcanua qUArOHAJIN YMEHb-
11aeT KOJIMUECTBO BO3MOJKHBIX IIOPAIKOB ¢ 4f — 1
nau 4t — 3 10 JKeJ1aeMoro MHOMKeCTBa CTeleHel mpo-
CTBIX UMCeJI, IPUYEeM OTIUYATHLCA MATPUILI OYIYT
cumMeTpusmMu. Takue KPUTCKUE MAaTPUIIBI paHee He
paccMaTpuUBaJNCh, MMOITOMY MBI WX OIUIIIEM MaK-
CUMAaJIbHO OOII0, He amesaInupysa K OUITUKJINIECKOH

dopme.

UppaIMoOHaJbLHBIM YPOBHEM b =

Matpuusl Oquna u matpuusl Tenun

PaccmaTpuBaeMble MAaTPUIlLI MOTYT IIOJyYaTh-
cA U3 XaOTHUUECKUX MATPUIL (ONITUMUSAIUSA JAeTep-
MUHAHTa He HaKJagblBaeT TpeboBaHUII IMOAmEp-
JKUBaTh CTPYKTYPY) UJIU U3 MATPUIl AjxamMapa ujan

Benesuua, ¢ ocHOBaMu (COre) KOTOPBHIX OHU TECHO
CBSI3AaHBI IIPU JOKA3aTeJIbCTBAX TEOPEM CYIIeCTBO-
BaHu4a [12].

Onpedenenue 1. Marpuma OpgumHa HTOPAIKA
4t — 1, ABASIONIErOCS IIPOCTBIM YKCJIOM HWJIU €ro

CTEINeHbIO, — HTO KPUTCKAA MaTPUIlA C YPOBHAMU
v-1

1, -b, d=0 (ma pumaromanu), rme b=———

7 ’ v+20-1"

v =(n-1)/2 — TOJOBUHHBLIA pPas3Mep MAaTPUIIBI, 3a

HCKJIOUEeHIEeM ee KaliMbl d.

Onpedenenue 2. Marpunia Ogusa nopsagka 4t — 3,
ABJIAIOIIETOCSA IIPOCTHIM UYMCJIOM WJIN €ro Crelle-
HbIO, — 5TO KPUTCKas MaTpuiia ¢ yposaamu 1, —b,

d 1

1+Jn

NuBapuantom martpuibl OpmHa sBJISETCS paB-
HOE YWCJO BHeAWMAroHaJbHBIX ypoBHeil. Taxas
CTPYKTYPa II03BOJIAET C JEIKOCTHIO BBIIEJUTDH B Ka-
YyecTBe MEePBOI CTPOKU U CTOJIOIA KaiMy U3 dJIeMeH-
TOB BEKTOPOB e u —be, Iie € — BEeKTOp u3 1 AJUHEI V.
CTpYKTYPBI 00eX MaTPUIL OIIHUCLIBAIOTCS KOCOCKM-
MeTPUUYHOH (II0 3HAKAM 9J€MEHTOB) U CUMMETPUY-
HOIT ()OpMaMU COOTBETCTBEHHO:

(ma guaronainm), roe b =1 — 2d.

d e —be
O4t—1 = —be A B
e [-BT] DT

<

d -be e
04t—3= —be A B .

e BT [-DT]

3mech omepaius, obo3HaueHHadA Kak [*], o3Ha-
UyaeT XapaKTePHYIO AJIs TPEeXYPOBHEBBIX MAaTPHI]
3aMeHY BCeX TMOJOKUTEJbHBIX 3JIEMEHTOB TpaHC-
IIOHMPOBAHHON MATPUIILI HA 1 M BCeX OTPHUIATEJID-
HbIX Ha —b. [lobaBaeHne Kaiimbl u3 1 1 —1 B CTPOKe U
cToJIbIIe (C yUeTOM CUMMETPU ) IOPOKIaeT MATPHUILY
Benesuua C ¢ ypoBaamu —b=-1, d = 0. OTnesnenue
Kaimbl y matpuil OquHa BeJeT K KPUTCKUM MaTpPU-

A B
nmam Ternu T (shadow matrices) Buga T R
-B° D
A B
BT -pT/)

Onpedenenue 3. Marpurna T nopsigka n =4t — 2,
rme n + 1 — IIpocToe YMCJIO0 WM €ro CTeleHb, —
9TO KPUTCKAsdA MAaTPHUIlA C YPOBHAMM OJIOKOB 1,

v-1

-b, d=0 (ma gwmaroHanm), rme b=———,
v++4v-3
v=n/2 =2t — 1 — pasmep 6J0KAa.

Onpedenenue 4. Marpuma T nopsigka n =4t —4,
rme n + 1 — mpocToe YMCIO WUJIU €r0o CTEeleHb, —
9TO KPUTCKAA MaTPUIlA ¢ YPOBHAMU 0JIOKOB 1, —b,

d =# (ua nuaronasu), rme b =1 — 2d.

3+v2n+1
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3HaueHUs YPOBHEI 9JIEMEHTOB BO BCEX UETHIPEX
OTMEUYEHHBIX ONPeleJIEHUAMHU CAydYasax CIeayeT He-
TIOCPEACTBEHHO U3 YCJIOBUA OPTOTOHAJIHLHOCTU U WH-
BapHUaHTa y30pa.

Marpuns: H u C nopsaaxos p™ + 1, roe p — mpo-
CTO€e YWCJIO, CBA3aHBI B3AMMHO OJHO3HAUHBIMU IIpe-
obpazoBaunusamu ¢ marpunamu O u T. IIpu Beuuce-
Hum ux B noje GF(p™) nukanueckue 6ok A =D, B
mmpecTaoT B HanboJiee 9KOHOMHOM BHUJIE.

BzaumubIe IEpexoAbl AU3aWHOB (Y30POB) KPHUT-
CKUX MaTPUIL IIOKa3aHbI A5 KOCOCUMMETPUYHOrO (110
3HAKaM) ¥ CHUMMETPUYHOIO CJIy4yaeB Ha puc. 1, a u 6
COOTBETCTBEHHO. 3IeCh IPUBEJEHBI UX MOPTPETHI —
rpaduuecKue IpPeICTaBICHU B I[BETE.

B mepBoii KOCOCUMMETPUYHOM IO A Bepcuu y3opa
BTOpad (mapuas) marpuiia B cummerprysa, a B CuM-
METPUYHON BepCUU — KOCOCHMMETPUYHOH (110 3HAa-
KaM) sSBJIAETCS ee IIePBasi CTPOKA, B CUJIY YETHOCTU
pasmepa OHA COCTOUT U3 NHBEPTUPOBAHHBIX IO 3HA-
Ky IIOJIOBUHOK. BTOpas moJIOBUHKA peBepCcUpoOBaHa.
MeHHO 5TOT BasKHBIA MHBAPUAHT CTPYKTYPhI Ha-
BsA3BIBaeTCA apudMeTuKO! nmoJieti I'anya, mMeHHO OH
OTBeYaeT 3a COIIPOBOXKAEHNE ITIOPAJKOB MAaTPUII IIPO-
CTBLIMU YWMCJIAMU U UX CTEIIeHAMU.

HaHHOEe 00CTOATENIHBCTBO BCKPBIJI €IIle OCHOBO-
TOJIOXKHUK HMCIIOJIb30BaHUsA mojieir Ilanmu, HO B ero
Bpema (30-e rogsl XX BeKa) UCIIOJIH30BaJIOCH IIPU-
BeleHMe MaTui AmaMapa K IIUKJIUYECKOMY OJIOKY
¢ oguHapHOU Kaiimoii [13] (marpur BeseBuua Torga
emie He ObLI0). JTa (hopMa HEyCcTONUMBA K IOKasa-

TEJII0 CTEIeHU IIPOCTOro umcia. I[Jig KpaTHBIX IPO-
CTBIX YKCEJI OCHOBA (COre) MaTPUIL pa3BaIuBaeTCs Ha
MyJbTUOJIOKU. BUMUKINYEeCKUT XapaKTep OCHOBBI
0CBOOOIKJaeT HAC OT IOI'PYKEHNUS B MYJILTHOIOUHEIE
CTPYKTYPbI, BHAUUTEIBbHO yIIpolnasa moaxo [Ism.

Pasauume mexxay marpurniamu Oguaa m TeHwu
C paHee ONMHMCAHHBIMK MaTpuiiamMu MepceHHa u
ditnepa [12] pyuamamenTtasbHo. Masio3sHaunMasa Ha
mopAAKax IpocThiX umcea 3ameHa 0 Ha 1 Ha qua-
TOHAJIM OTKPBIBAET BO3MOYKHOCTH ITUKJINUYECKUM
cmernienneM 0J0KoB A um B Gumukiios diigepa 8oc-
CMAHABIUBAMb OPMOZOHALLHOCMb IIPU OTCYTCTBUN
II0JIsA, OAHO3HAYHO CBSI3AHHOIO C YKA3AHHBIMU CHM-
merpuaMu. Takum o6pasoM, ITIOMHUMO MAaTPWUIL, CO-
IIPOBOKIAIOIINX IIPOCThIE UMCJIA U UX CTEIEHHU, I10-
ABAAIOTCA Marpuilkl Jitstepa E mopAnko 4t —2 u
Mepcerna M cocTaBHBIX OPAAKOB 41 — 1, KoTOphIe
MOXKHO HaWTu Jub0 mepebopamu, JUOO ONTHUMU3a-
nuen gerepmuHaHTa [9].

Xopolllo M3BeCTHASI W3 JUTEPATYPhl HEBO3MOMK-
HOCTb B paAMKaAX KOMOUHamopHoii meopuu [1, 4, 5]
IOoKasaTh Hajguuyme MaTtpull Agamapa (He BcTpedas
MPUHIIUIINAJILHBIX BO3PAKEHNUI) He O3HAYAEeT, YTO
aJIbTepHATUBHAS IIPUMEHEHUI0 TeXHUKHU IT0JIeH JIo-
TUKa IOUCKa dKcTpeMyMoB [9] B ueM-tubo yirepoHa.
He meHee XOpOIITO M3BECTHO, UTO MATPUIILI MaKCHU-
MyMa JeTepMUHAHTa COIPOBOMKIAIOT BCE IMOPATKH,
HEe3aBHCHMO OT UX COCTABHOro xapakrtepa. Ha mpu-
BeIeHHOII Ha puc. 2 fuarpaMMe 3aMeTHBI IJIUHHBIEe
nenouku matpui; E-M-H-(F) u koporkue Buna T-O-C.

a)

0)

B Puc. 1. BsaumHBIe IepexX0Abl KOCOCUMMETPUYHBIX (@) U CUMMETPUYHBIX (0) nusaiinos marpun T, O, C
B Fig. 1. Mutual transitions of skew-symmetric (a) and symmetric (6) designs of matrices T, O, C
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Marpunist H u C cocyIecTByOT Ha IOPAIKAX
4¢. HexoTopble MaTpuIilbl AzamMapa COIPOBOKIAIOT
CUHXPOHU3UPOBAHHBIE C IIOCJIEIOBATEIbHOCTHIO UU-
cen Pepma Kpurckue marpunsl F nmopaaxkos 4f + 1
[9, 12].

W3 guarpaMMBbl cjeqyeT, HalpuMep, YTO MOMKHO
HAXOOUTH BCE UeThIPe PA3HOBUIHOCTH 000OIITEHHBIX
kpurckux marpuit E-M u T-O meTomom cBepxy (oTme-
JeHreM KafMbl), a He CHU3Y (MCII0JIb30BAHUEM TI0JI5T)
JIJIs COCTaBHOTO IIOpAAKa 15, oTBeuaroiiero MaTpu-
mam H u C mopazaka 16. B Takux cayuasx KpUTCKUe
MaTPHUIbI OYAYT JUIIEHBI HE CYIIEeCTBeHHBIX IJIs
UX [OWCKA MHBIM IIyTeM MHBAPUAHTOB — y HUX He
OyzmeT rapaHTHUPYEMBIX IT0JIEM B3AMMHBIX ITUKJINYE-
CKUX CUMMETPUH X OJIOKOB.

Mo:kHO TOKa3aTh CBA3L IIPOOJIEMBI CYIIIeCTBOBA-
HUA 1 noucka marpull Agamapa ¢ Teopemoit 'aycca
0 TapaHTHUPOBAHHOM pAa3JIOKEHUU MPOCTBIX U CO-
CTABHBIX UMCEJ Ha TpU (PUTYPHBIX UYKCJIa, OTMeYa-
emoMm eirie @epma. IIpocToe mo peanmsamuu OTIHe-
JeHre Ka¥Mbl OTKPBIBAeT BO3MOXKHOCTH HAXOMUTh
matpuibl Onuaa u Tenu (kak 1 maTpunsl MepceHHA
u Jiiyiepa) He CHU3Y, mepedopamMu (aJITOPUTMBI pado-
TeI B noJie [13, 14] Toske oTHOCATCA K KOMOMHATOD-
HBIM TIpOIlelypaM) Uam ontTuMmusaiuei [8, 9, 15], a
CBepXy, OTHeJeHreM KaWMbI OT CTPYKTYDP, IIapame-
TPBHI KOTOPBIX U 0JIOUHOE CTPOEHMEe MbI 37IeCh OIUCa-
JIn.

Takum 00pa3oM, YsI3BUMOI ABJISETCA JIUIIb ITe-
MOYKa HUWKHUX TPOUIl CUMMETPUUYHBIX MAaTPUIL
T-O-C (cm. puc. 2), CBA3AHHBIX C O0COOEHHOCTAMU
PAaBJIOKEeHUsT YKCeJI, COOTBETCTBYIOIINX IIOPSAKAM
matput, O, Ha CyMMBI IBYX KBaApaToB. MaTpUIIbI
MOTYT OTCYTCTBOBAThH II0 ABYM IIpUUMHAM: 10O Ta-
KOHM HOpAJOK HEPABJIOXKUM B YKa3aHHOM CMBICJE,
Jaub0 OH SABJAETCA COCTABHBIM UMCJIOM, ITPUBOMII-
M K MYyJabTHOJ0UHOCTH. Ecam Obl He IIocaemHee
00CTOATEILCTBO, MAaTPUIlLI BesleBuua mopAgKoB 66
u 86 u T. m. OblIM ObI HaBHO Halgenwsl. Ho oHu mo
cux 1op He u3BecTHHI [1]. OTMeUeHHBIE MATPUILHI IO~
TIOJIHAIOT HOBBIMY IIPEACTABUTEJIAMU COCTAB OPTOTO0-
HAJBLHBIX MATPUIL ceMeicTBa Ajamapa ¢ BbIJTeJeH-
HBIMH YepTaMU CUMMETPUU WJIU KOCOCHUMMETPUN
B PaMKAax HCCJIeJOBAHU, KOTOPhIE BEIYyTCSA B HACTO-
aee Bpema [16—18].

Cummerpun matpun Agamapa

Marpunsr Agamapa — 5TO MaTPUIbI IIOPSIIKOB
n =4v, KOTOphble TPAZUIMOHHO NeJAT Ha 4, BbLIe-
JIsis XapaKTepHbIi pasmep 6;i0k0B A, B, C, D B Buze
v=n/4. YcioBue OPTOTOHAJBHOCTH IaeT KBaapa-
THUYHOe ypaBHeHHe cBasu w2 + x2 + y2 + z2=n, pe-
rIaMeHTHpyollee uncao —1 B HUX: By = (U — w)/2,
ky=@©—%)/2, k5= —-Yy)/2, ks =@ —2)/2.

A maTpull mOPAAKOB, UAYIIIUX C IIIAaTOM 8: n =
=4+ 8t =4(2t + 1), pasmep 6J10Ka U = 2t + 1 — HeueT-
Hoe uncJio. IT0sToMy ¥ KOCOCUMMETPUYHBIX C TOYHO-
creio go guarosaau A — I = (I — A)T marpun A yucio
ki =@ —1)/2, 1. e. w= 1, uTo cpasy e faeT ypaBHe-
Hue cdepr! x2+ y2+ 22 = n — 1. [I19 cUMMeTPUYHOTO
BapuanTa pemennsa A = AT u B = C, momenas MecTa-
MU 0003HAYEHUA W U X, CBA3aB CBOOOAHYIO IIepeMeH-
HYIO X ¢ IIepBoOl MaTpuneii, uMmeeM w = Y, YTO IIPUBO-
IUT K ypaBHeHUIo cheponsa x2+ 2y2+22=n

PaspemumMocThio B IIEJBIX UYHCIAX YPaBHEHUN
ceps! u chepousa 3anumauch l'ayce u JInyBuiib,
ceopmeune sameroit x%=8T,+1, y?=8T +1,
22 =8T,+ 1 ypaBHeHU:A K JUHEHHOMY BUAY: T +
+T,+ TZ— tuT, +2T, +T,=t, rnet, Kak u pasee, —
HATypaJIbHOE YHCJIO, 3aJAalolllee HOMEDP MATPUIBI
B OTMEUYEHHOM YMCJIOBOH mocJiiemoBaTeabHOCTH. Ilo
Teopeme 'aycca, a1000€ 11eJI0€ YKUCJIO Pa3pelInMo He
0oJiee UeM TPeMs TPEYTOJTbHBIMU UNCJIAMHU, T. €. UNC-
JaM¥, B3STBIMU U3 IIOCJIEIOBATEIHLHOCTA CYMM YU-
cen 0,1, 3, 6, 10 u 1. 1. (AAUTUBHBIN (paKTOPUAI).
JInyBUIIBb PACIPOCTPAHUJ STO IIPABUJIO HA BTOPOE
JUHENHOe ypaBHeHUe, 0JIU3KO0e K ypaBHeHU0 ['aycca
IO CMBICJTY.

TakuMm 00pasoM, CHMMETPUUHBIE W KOCOCHM-
MeTpUUHBIE MAaTPUIbl AjaMapa COCYIIeCTBYIOT
Ha BCeX NOPAJKaxX, UAYIIUX C IIaroM mopAnka 8.

H H
PasmoBupnocTs mpaBuia CusibBecTpa H -H
H H
I TI03BOJISIET PACIPOCTPAHUTEH CBONCTBO

CUMMETPUM ¥ KOCOCHMMMETPHUM HA YABOEHHBIE IIO-
panku. CiremoBaTelbHO, CPEAU MATPUIL, AzaMapa HeT
TaKOro MopsAAKa, HA KOTOPOM HeJIb3sl HAaWTU IBe OT-
MeUYeHHbIE CUMMETPU.
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3aKIoueHune

B nacrosieit paboTe CBOMCTBO CUMMETPUY U3yUa-
eTcs IIPU JIeJIeHN Y MaTPUIlbl AfaMapa Ha IBe KalMbl 1
COOTBETCTBYIOIINE JeJIEHUAM KaiMbI O0JIBITITE TI0 pPas-
mepy 6Jioku. IIpu 9TOM OKa3bIBaeTCs, UTO CUMMETPUY-
Hble IPUSHAKY IPUCYIIY U KPUTCKUM MaTPUILIAM, KO-
TOpbIe 00PA3yIOTCS OPTOTOHAJIM3AIlel OCHOBEI (Core)
maTpull AjamMapa IIpu MOCJIe0BaTeIbHOM OTIeJIeHUN
TepBOIl U BTOpPOI Kaiimbl. II0CKOJIBKY 3HAUEHUA Jie-
MEHTOB MATPUIIhI IEPECTAOT ObITh I1eJI0UNCIEHHBIMY,
TIOHMMAHNEe CUMMETPUU N3MEHSIEeTCS — MbI OTCJIEIKU-
BaeM 3HaKH, a He IJIaBalOIie IPK CeUeHNN MATPUIIHI
BHAUEHUS dJIEMEHTOB. PasymeeTcs, CUMMETPUM Ma-
TPUII, €CJAU OHU €CThb, COXPAHSIIOTCS IIPU BBLIAEJICHUN
OCHOBBI CBEPXY [IJISI JIFOOBIX ITOPSAIKOB.

I9TuM U 00BACHAETCS HAJUUYME MaTPUIl Jiijepa,
He 0053aTeJIbHO OUITUKJINUYECKUX, HO CUMMEeTPUUHBIX
WJIM KOCOCMMMETHYHBIX Ha IMOPSIIKAaX, Ha IBA MEHb-
X mopsaaKoB Mmarpull Axamapa. OgHako gesaeHume
MOXKeT ObITh TOHBIIIE, KOT/Ia MbI OOpalliaeM BHUMAaHUIe
Ha IBOSKOocuMMeTpuuHble MaTpulibl Onuaa u Tenu,
SIBJIAIOIIECS OCHOBaMU, B TOM UHCJIe, 1 KOH(hEPeHII-
marpuii. B aTom ciryuae xapaKTepHbIe OUITUKJIIBI CO-

IIPOBOYKIAIOT He BCe MOPAAKHU, a TOJIBKO PaBHBIE IIPO-
CTBHIM YUCJIAM U UX CTelleHsAM. PaHee TaKue KPUTCKUE
MAaTPHUIIHI HE BBIAEIAINCH, U UX YPOBHU U CUMMETPUU
He OIMCBIBAJINCH. OTO JAaeT IIPABO I'OBOPUTH O HOBOM
ceMeliCTBe MAaTPHIl, MO3BOJAIOIINX IIOHATH IIy0sKe
CcUMMeTpHuH MaTpull AgaMapa u KoH(pepeHI-MaTPHII,
OCHOBOIT KOTOPBIX OHU SABJISIOTCH.

BaaronapuocTu

Mg BeIpaskaeM 6J1arogapHOCTh 38 MHOT'OJIETHIOIO
TIOMOIIb W TOAAEP:KKY mpodeccopam [[:KeHHUDED
Cebeppu u [Iparomupy J[I;KOKOBUUy. 3a MOMOIIb
B TEXHUUYECKON paboTe ¢ PYKOIUCHIO OJiarogapum
T. B. Basmouuny.

duHaHCOBad MOIIEPKKA

CraTbs IOATOTOBJIEHA IIPW (PUMHAHCOBOM IIOX-
Iep:kke MwuHmcTepcTBa HAyKW W BBICIIIEro obpa-
soBauusa Poccuiickonn Penmeparuu, corJaliieHue
Ne FSRF-2020-0004.
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Introduction: Cretan matrices — orthogonal matrices, consisting of the elements 1 and —b (real number), are an ideal object for
the visual application of finite-dimensional mathematics. These matrices include, in particular, the Hadamard matrices and, with
the expansion of the number of elements, the conference matrices. The most convenient research apparatus is to use field theory and
multiplicative Galois groups, which is especially important for new types of Cretan matrices. Purpose: To study the symmetries of
the Cretan matrices and to investigate two new types of matrices of odd and even orders, distinguished by symmetries, respectively,
which differ significantly from the previously known Mersenne, Euler and Fermat matrices. Results: Formulas for levels are given and
symmetries of new Cretan matrices: Odin bicycles (with a border) of orders 4t — 1 and 4¢ — 3 and shadow matrices of orders 4t — 2 and
4t — 4 are described. For odd character sizes equal to prime numbers and powers of primes, the existence of matrix symmetries of special
types, doubly symmetric, consisting of skew-symmetric (with respect to the signs of elements) and symmetric cyclic blocks, is proved. It
is shown that the previously distinguished Cretan matrices are their special case: Mersenne matrices of orders 4¢ — 1 and Euler matrices
of orders 4t — 2 existing in the absence of symmetry for all selected orders without exception. Practical relevance: Orthogonal sequences
and methods of their effective finding by the theory of finite fields and groups are of direct practical importance for the problems of
noise-immune coding, compression and masking of video information.

Keywords — Hadamard matrices, Belevich matrices, Cretan matrices, finite fields, matrix symmetries.
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aCaHKT-leTepbyprckuit ®egepanbHbiv uccnegoBatenbckmii LeHTp PAH, 14-1 ninkamnsa B. 0., 39,
CaHkT-lleTepbypr, 199178, Po

SCaHKT-eTepbyprckKuit rocyapCTBEHHbIN YHUBEPCUTET TeNIeKOMMYHUKALINI

uM. npoch. M. A. boH4y-bpyeBuua, bonbLieBnkoB np., 22-1, CaHkT-NeTepbypr, 193232, P$
BCaHKT-[leTepbyprckuii rocyfapCTBEHHbIN 3EKTPOTEXHNYECKUI yHuBepeuTeT «J19TU»,

Mpodpeccopa lNonosa yn., 5, CaHkT-IeTepbypr, 197376, P®

BBepgeHue: auarHoCcTMpoBaHMe MCUXMYECKMX 3abonieBaHUA npefcTaBaseT coboi CHOXHbIN MPOLECC, KOTOPbIA BKOYAET
npoBefeHne auanoroBbix beces, aHannM3 roBefeHus 06CNeyeEMOro u NMpoxXoxAeHne UM crieymuaan3upoBaHHbIX TecToB. Ha
ycreLuHoe pelueHne faHHONM 3a4auyn MOXET BAUSITb KaK OTCYTCTBUE 3HAHUI U ONbITa MNCUXO0JIora, Tak U Hasimdume NpoTUBOPEYM-
BbIX WM HEMOJIHbIX UCXOAHbIX AAaHHbIX CO CTOPOHbI NaymeHTa. [na ycTpaHeHusl nocnefHero HepoctaTka paspabaTtbiBaroTcs
9KCMepTHbIE UM MHTENNIEKTYasbHble cucTeMbl. Llenb: pazpaboTaTe MeTOAMKY ONpefeneHnUst ICUXUYECKOro COCTOSIHUS M0Mb30-
BaTesnen coymanbHon ceTu. Pe3ynbTaTtbl: ¢ MOMOLbIO METOLOB MALUMHHOIO 06yyYeHns paspaboTaHa METOAMKaE, NPefHa3HayYeH-
Has 4715 onpefeneHust Tuna rncuxm4eckoro COCTOSIHUSA Mosib30BaTenel coynanbHon ceTu. HoBuaHa npegnaraemMoin MeToauku
3aKJ/II0YaeTCA B HaMyYnMm fByXLIAroBov NpoLenypbl npeaBapuTesibHon 06paboTKu TEKCTa U MOCTPOEHMMN HECKOJIbKUX HabopoB
MPU3HAKOB, OMUCHIBAOLMX IMOLMOHAIbHOE HACTPOEHUE M0/Ib30BaTesNeN CoLYManbHON CETU Ha YpPOBHE MyOnnKyeMbiX MU cO00-
LjeHnn. B kayecTBe MCXOAHbIX faHHbIX MPUBJIEKA/INCh TEKCTOBbIE COOBLLEHUS MONb30BaTeNen coymnanbHol cetu Reddit. B me-
TOAMKeE BbIAENsTCA Tpy aTana: 1) c6op faHHbIX, 2) npeaBapuTenbHas 06paboTka faHHbIX, 3) pa3aMeTKa MocToB U MOCTPOEHNE
npu3HakoB. OLeHKa (hyYHKLMOHUPOBAHMS MPOrpaMMHOro CpefCcTBa, MOCTPOEHHOr0 Ha OCHOBE JaHHOW METOAMKM, NPOBOANIIACH
10 YeTbIpeM rokasaTesisiM: JOCTOBEPHOCTb, TOYHOCTb, NOSIHOTA U F-Mmepa. Hannyudlume pe3ynbTaTbl JEMOHCTPUPYET aHCaMb/b,
MOCTPOEHHbIN Ha OCHOoBe nogxoaa One-vs-Rest, rge B kadyecTBe 6a30BbIX peluaTeney BbICTYNaroT JIMHENHbIE MaLLUMHbI OMOPHbIX
BekTopoB. lMpakTyeckass 3HAaYUMOCTb: pe3y/ibTaTbl UCCIIEA0BAHUS MOTYT MPUMEHSATHLCS MPU MOCTPOEHUN BCIIOMOraTesibHbIX
CUCTEM, KOTOPbIE HanpassieHbl Ha NOAAEPXKY NPUHATUS PELUEHNI CrieynarmcTaMmn-rncuxonoramMmu rnpu onpeseneHnm ncuxmye-
CKUX HapyLUEeHWH.

KntoueBbie cnoBa — MalLUUHHOE o6yqume, counasibHas CeTb, MCUXNYECKNE HapyLleHUA, SMOLUOHallbHOe HacTPoeHne, Ma-
LUMHa OMOPHbIX BEKTOPOB, CBEPTOYHAA HEI;IPOHHaFI CeThb.

st putupoBanud: Bpanunkuit A. A., Illapma . II., Korenko U. B., @egopuenko E. B., Kpacos A. B., Ymakos 1. A. Onpexesenue
IICUXUYECKOT0 COCTOAHUSA IMOJb3oBaTeseil cornmaibHoii cetu Reddit Ha ocHOBe MeTon0B MaIlIMHHOTO 00yueHUs. HHE@OpMAUUOHHO-
ynpasasoujue cucmemvt, 2022, Ne 1, c. 8-18. doi:10.31799/1684-8853-2022-1-8-18

For citation: Branitskiy A. A., Sharma Y. D., Kotenko I. V., Fedorchenko E. V., Krasov A. V., Ushakov I. A. Determination of the mental
state of users of the social network Reddit based on machine learning methods. Informatsionno-upravliaiushchie sistemy [Information
and Control Systems], 2022, no. 1, pp. 8-18 (In Russian). doi:10.31799/1684-8853-2022-1-8-18

Beenenue

CoBpeMeHHbIE MHTEPHET-ILIAT(OPMEI, TAKHE KaK
COIL[MAJILHBIE CeTH, IIPEJOCTABISIOT CBOMM II0JIH30Ba-
TEeJSAM MHOYKECTBO (PYHKIIHI, KOTOPbIE MO3BOJISIOT
UM O0CY KIaTh MHTEPECYIOIe UX TEeMBI, JeJINThCS
IPYT C APYTOM rpauyuecKoi 1 TeKCTOBOUM MH(popMa-
Iuel, BEIPAXKATh COOCTBEHHBIE MHEHWSI U OMOI[UH.
Biaromapsa HAIWYMIO TAKUX OTKPBITBIX COIHAJIb-
HBIX ceTeli, Kak Facebook, Twitter, Instagram,
Snapchat, Reddit, arogu cTaau yacTo UCIOIb30BATD

UX IJIs CO3TAHUSA COOOINECTB U 00CYKICHUS OOITUX
BOIIPOCOB. PoCT MOMyJIAPHOCTY TAKUX CETEBBIX CEp-
BHUCOB TIPUBOAUT K TeHepalluud OTPOMHOTO 00beMa
JaHHBIX, KOTOPBbIe BKJIIOUAIOT AaHKETHbIE JaHHBIE
TOJIb30BaTeJeld, COAEPIKUMOe TIOCTOB M COOOIIEeHUH,
KOMMEHTapUU, OTMETKU O KOJUYECTBE IIPOCMO-
TPOB, 3arpy:KeHHbIe ayano- u rpadudeckue paniabl.
C npyroii CTOPOHBI, B COITMAJIBbHBIX CETAX MOTYT pac-
IPOCTPAHATHCA JIOJKHbIE HOBOCTHU, IIPUCYTCTBOBATH
IpoIaraHaa He3JZ0opOBOro obpasa JKU3HU U BPEeTHBIX
IPUBBIYEK, COJEPsKAThCA MPUSHIBLI K BBIIOJHEHUIO
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IPOTUBO3AaKOHHBIX AelicTBuit. Hanuune Takoil uH-
(opmaliuy HEraTUBHO BJINUSET HA MIOBEIEHYE TI0JIb30-
BaTesJ el U MPUBOAUT K HAPYIIEHUAM B UX IICUXUUE-
CKOM 3/I0POBBE.

I OIeHKU TICUXUYECKOTO COCTOSHUS UCCJIEeNY-
€MOT0 UeJIOBEKAa CIIeIHAJIMCTBI UCIIOIb3YIOT TEKCTO-
ByI0 mH(pOPMAIHNIO, TIOJYUYeHHYIO B pe3yJbTaTe ama-
Jora ¢ HuUM. Pe3yabTaThl 00CI€IOBAHUA ABJIAIOTCS
KOH(DUAEHIINAJbHLIMY, B CBA3U C YEM MMM HEJIb3s
BOCITOJIE30BATHCA TPU IIPOBEAEHUM OTKPBITBIX WC-
caenoBaHmMii. B TOo ’Ke BpemMdA Takad coIuaJbHAA
ceTb, Kak Reddit, mpemocrasiisgeT BO3MOXKHOCTD IIO-
CTPOeHUA W opraHusanuu coobiectB (subreddits),
BHYTPU KOTOPBIX BEIETCA OTKPBHITOE O0CY K AEHE BO-
TIPOCOB, K IPUMEDPY, CBA3aHHBIX ¢ HACTPOEHUEM WJIN
TIICUXUYECKUM 3/JOPOBHEM YUACTHUKOB OIIPEIeJIEHHOM
rpynnbl. Kpome Toro, msBiiekaeMas M3 IIOCTOB CO-
IUAJBHON ceTu MHGOPMAIIUA MOYKET OTPaKaTh 9MO-
IIMOHAJIFHOE COCTOSHUE aBTOpa (HA OCHOBE HAJIUYUS
OIIpeieJIeHHBIX KJIIOUEBBIX CJIOB UM IIOCJIEOBATENb-
HOCTel 3HAaKOB IIpennHaHusd). [losaToMy coruaibHyIo
ceTh MOKHO paccMaTpUBaTh B KaueCcTBe IIJIaT(OPMBbI,
OAXOoAIIeH M coopa M aHajau3a MHPOPMAIIUU O
TICUXUYECKOM COCTOSTHUU ee TI0JIb30BaTe e,

IIpaBUIBLHOCTDH ¥ CBOEBPEMEHHOCTD ONIPeAeIeHU A
TUIIA W CTEIeHU NCUXUYECKOr0 PACCTPOMCTBAa IO-
3BOJISIET C(hOPMUPOBATH KOPPEKTHBIN IIJIaH JIEUEHU T
LIS TTaIeHTa ¥ BOBPeM A IIPeIOTBPATUTD ¥ HEro pas-
BUTHE BOBMOKHBIX OOJIe3Heli. YCIex perreHus dTok
3aJaun BO MHOTOM 3aBUCHUT KaK OT CTEIIeHU KBaJIu-
(ukanuy ncuxoJiora, TaK 1 OT YPOBHA OTKPOBEHHO-
cTu 00cJIeyeMoro maiueHnTa. B To :Ke BpeMs B CBSI3U
¢ MHOTOoOOpasmeM W TMONYJAPHOCTHIO MHTEPHET-pe-
cypcoB ((popymMoB, KaHAJIOB B MeCCeHIKepaxX, CO-
O0IIIeCTB B COITMAJIBHBIX CETAX) IOJIH30BATEIAM CTa-
HOBUTCS IIPOITE M3JaraTh CBOM MBICJIU, BBIPANKATD
SMOITUY ¥ KOHCYJBTHUPOBATHCSA CO CIIeIHMaJIUCTaMU
B aHOHUMHOM (opMmare, He mpuberasa K peaJsbHOMY
IraJjory. B ¢cBA3U ¢ 9TUM aKTyaJbHON ABJISIETCA 3a-
maya, 3aKJOYaroiasica B paspaboTKe METOAUK U
MHQOPMAIIMOHHBIX CHUCTEM, IpeJHASHAUEHHBIX IS
aHAJN3a OTKPBITO MYOJUKYEMbBIX B COITAJIBHBIX Ce-
TAX IIOCTOB W HAIIPABJEHHBIX HAa OOHAPYKEHUE OT-
KJIOHEHU B IICUXUYECKOM COCTOSAHUU UX aBTOPOB.

Amnanu3 pereBaHTHBIX PadoT

BrigBienue HapylneHwuii (mempeccuu, TPeBOTH,
cTpecca) B ICUXUUYECKOM COCTOSTHUM YeJIOBEKA ABJIA-
eTcs BasKHOI 3aaueil, pereHnio KOTOPOIi IOCBAIIe-
HO MHOKecTBO pabor. C yueToM MacCOBO#l JOCTYII-
HocTu VIHTepHeTa coluajbHbIe CETU MOT'YT paccMa-
TPUBATHCA KaK IaaTdopma A coopa mHPOpMAIUT
00 omrpeseIeHNY IICUXUYECKOT0 COCTOAHUS UX TOJIb-
3oBareseii. K nmpumepy, B pabore [1] BBIIOJIHAIOCH
o0HapyKeHUe CTPEeCCOBOTO COCTOSAHUA Y ITOJH30Ba-
Tese commaabHOU cetu Twitter. Ilpemoxenusrit

moAXOoM ObLT HAIIPaBJIEH HAa OIpefesieHIe TeKYIIero
cTaryca ¥ BO3MOYKHBIX N3MEHEeHU B ITOBEeIeHUH IO/~
POCTKOB, HAXOAAITUXCS IO IICUXOJOTUYECKUM JIaB-
JeHreM. AHaJIOTUUYHbIEe 3a/laya U COI[UaJIbHAsA CeTh
OBIIM PAacCMOTPEHHI B [2], Tme aBTOPHI T0OaBUJIM CTA-
TUCTHUYECKNE aTpPUOyThl, KOTOPbIe OLIIN TOJYUYEHBI
B pesyJibTaTe 00paboTKM COODIEHU, OIyOJIMKOBAH-
HBIX B TeueHUe Hemeau. OTMeuaeTcs, YTO UCII0Ib30-
BaHMWe PACIIMPEHHOTO TaKUM 00pasoM Habopa IIpu-
3HAKOB ITO3BOJIET AHAJU3WPOBATH COBOKYITHOCTH
COOBITHH, BO3MOXKHO, TOCHYIKUBIINX MNTPUUNHONA
HAPYIIIeHUSA IICUXNUUYECKOI'0 COCTOSHUS Y aJpecanTa
COOOIIeHN.

CocTosiHMe [Oerpeccuu SIBJISETCA PACIPOCTPAHEH-
HOI (DOPMOI HAPYIIIEHUA ICUXMYIECKOTO 3/J0POBbS, 00-
Hapy KeHUI0 KOTOPOI'0 ITOCBSAIIEHO mccienopanue [3].
ABTODHI 9TOM CTAaTbU OTMEYAIOT BO3SMOKHYIO KOppe-
JAIUI0 MEXKIY HelIPeCCUBHBIM COCTOSHUEM TIOJb-
30BaTesIsI U HAJIUUYUEM SMOI[MOHAJBHBIX CJIOB B €ro
coobOmeHuAX. B [4] obHapy:KeHUe IempecCuBHOTO
cocTossHUA TMoJsbloBaresieii Twitter BBImONTHAIOCH
Ha OCHOBE aHaJn3a BPEMEHHBIX PAIOB, IIPeICTaBIIA-
IOIUX cOOOH IoC/Ieq0BaTeILHOCTE ITapaMeTPOB aK-
TUBHOCTH KaiXJOT0 II0JIb30BATE/IsI B TeUeHue roma.
OrMmeuaeTcs, UTO y JIOJeH, CTpafaioluX AePecCuB-
HBIMH PacCTPOMCTBAMU, HaOJIOAETCA HUBKAS CO-
muaJbHasA aKTUBHOCTD, ITpeobiiafaHe HeTaTUBHBIX
SMOIUI U 3aBBIIIIEHHOe BHUMAaHUWE K CBOEH JIMYHO-
ctu. B [5] npu pemennu aHaOrnyHOM 3amayun ObLI
oIpeeseH MUHUMAJbHBIN epuof (IJIUTeIbHOCTHIO
JIBa MecsdAIla), B TeueHre KOTOPOro IOCTPOEHHBIN Ha-
00p CTaTHCTUUYECKUX IIPU3HAKOB, OIKCHIBAIOIIUX
aKTHUBHOCTHL IIoab3oBareseii Twitter, mocrasiser
HaubOJBIIYI0 TOYHOCTE (69 %) mocTOBEPHOro oIpe-
JeJIEHU JeTTPEeCCUBHOTI'0 COCTOSAHUA.

B ormiaunume or Twitter, B comumaapHOil ceTu
Facebook momyctumblii pasmep IyO6JIMKYeMBIX IIO-
CTOB IIPAKTHUUYECKH He OTPaHHUYeH, UTO II03BOJISET
W3BJIeUb OOJBINMUI 00beM aHAJU3UPYEeMOUM HHQMOP-
Manuu u3 KaskJaoro mocra. B [6] manHaa comuab-
Has CeTh IOCJY/KMJIa MCTOYHUKOM MJis ITPOBEPKU
TUIOTE3bl O CEe30HHOCTH ITPOSBJIEHUS IETPECCUH.
CreleHb TSMKECTH JTOTO COCTOSIHHUS MOMKET KOJe-
6aThCsA B 3aBUCHUMOCTU KaK OT IIepeMeH B JIUYHOI
JKU3HU, TaK U OT ()aKTOPOB OKPYJKAIOIeil cpembl.
71 KOJIWMUYECTBEHHOTO TIPOTHOBUPOBAHUA OTOM
BeJIUUYNHBLI aBTOPHI pPaspadoTa i PerpecCuOHHYI0
MOJeJb, IPHU O0yUYeHUUM KOTOPOH MCIOJb30BAJINICH
pes3yabTaThl OImpoca IMoJb30BaTe el U AaHHbIe, Ka-
caoImecs OOHOBJIEHUS CTaTyca B UX HIPOMUIAX.
CorytacHO TOCTPOEHHOM MOJeJIN YPOBEHb IIPOTHO3U-
PyeMoro IempecCUBHOI'O COCTOSHUS Y IOJb30BaTe-
JIei 3MMOM OKAa3bIBAJICA BBIIIIE, YeM JIETOM.

Kpome TexcToBoit nuapopmaliuu, (pororpaduu, pas-
MellleHHbIe B Ipoduie coruabHoi cetu Facebook,
TaKJKe MOTYT ObITH MH(GOPMATUBHLIMU IIPU OIIpeaee-
HUM 0coOeHHOCTeH XapakTepa uesoBeka [7]. BeLio or-
MEUEeHO, UTO CYIIeCTBYeT IPAMAas 3aBUCUMOCTD MEKIY
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HaJINUMEM JIETIPECCUY B IOBEIEHUH YeJIOBeKa 1 Ipeos-
JIaJJaHVeM TeMHBIX TOHOB M 3aMKHYTBIX IIPOCTPAHCTB
Ha ero Qororpaduu. Iloxoykas sazadya, CBA3aHHAA
C BBISIBJIEHMEM IICUXWYECKUX 3a00JIeBaHUI HA OCHOBE
aHau3a n300pasKeHm, permaercd B [8], ogHAKO B Hel
paccMaTpuBaeTcs APyras colluaabHas CeTh, a UMEHHO
Instagram. B pesysibrare mpoBeeHUs UCCIeI0BaAHNS
OBLTIO BBIABJIEHO HAJIUUNE KOPPEJAINU MEXKIY IIBe-
TOBBIMU CXe€MaMHU B M300pa'KeHUMN U AeIIPeCcCUBHBIM
COCTOSTHHEM ee aBTopa. B JaHHOM MCCJIeJOBAHUU W3-
BJIEKaeMble IPU3HAKY ObLIY PA30UTHI IT0 IBYM THUIIAM.
151 mocTpoeHus MPU3HAKOB IIEPBOTO THUIIA UCIIOJIb30-
BaJINCh IIOKA3aTesIn, CBA3aHHbIE C aKTUBHOCTBIO ITOJIb-
30BaTeJIA U €ro IMOAINCUYNKOB (KOJIMYECTBO KOMMEH-
TapueB U OTMETOK «HPABUTCA» IJIA Ka’KAOTO IIOCTA).
IIpusHakm BTOPOro THUIIA IIOAPA3YMEBAJIU IeTAbLHBIN
aHa/M3 M300paKeHuil (KOJUYECTBO UEJOBEUECKUX
JINII, Ha M300pasKeHun; CpeJHUe 3HAUEHUS IOKas3are-
JIell IMHUKCeJIe: OTTeHKA, HACBIIIIEHHOCTH U SPKOCTH;
Hasmune Instagram-guiabrpa Ha uU300paKeHUN).
SBHOe BamanHme HaboOpa BBIUMCJSEMBIX IIPHU3HAKOB,
Kak 9To moKasaHo B [8], moagpasymeBaeT M3BJIeUEHIIE
U3 M300paKeHuii TaKUX WHIUKATOPOB, KOTOPBIE Ka-
JKYTCS C 9KCIIEPTHON TOUYKM 3PEHUS PeIrpe3eHTaTHB-
HBIMU 151 BbIABJIeHU nenpeccuu. C Apyroii CTOPOHBI,
CYIIIECTBYIOT UCCJIeI0BAHNS, B KOTOPBIX IpoIiiecc (op-
MUPOBAHUS 3TUX MPU3HAKOB IIEPEKJIaIbIBAETCA HEIo-
CpeACTBeHHO Ha MOJeJib MaIlInHHOro oOyuenusa. Tak,
B [9] uccienoBasiach MPUMEHNMOCTD ABYX TUIIOB TUIy-
O0OKIX HEeMPOHHBIX CeTell A/ aHaIn3a COOOIIeHnH 13
conmasbHOi cetr Reddit 1 ux xiaccupuranuy B co-
oTBeTCcTBUU ¢ 11 TMImaMu IICUXUYEeCKNX 3a00JIeBaHUIM.
s yBeInyeHUs TOUHOCTH ITPOrHOSUPOBAHUSA TAKUX
saboneBanuit B [10] mpenaraercss MCHOJIbL30BaTh He-
CKOJIBKO OMHAPHBIX KJACCU(PUKATOPOB, KaKIBIN M3
KOTOpBIX IIpefHABHAUEH [OJis BBISBICHUA HAJTUYMUSI
TOJIBKO OHOTO IICUXMNUECKOI'0 PACCTPOMCTBA 1 IIOCTPO-
eH Ha ocHoBe XGBoost mim cBepTOUHOII HEMPOHHOI
cetu. [Ipyroii BApUAHT TOBBIMIIEHNA KauecTBa aHaJu-
3a IIOCTOB B COITMAIBHBIX CETSIX MOMKET BKJIIOYATH UC-
TIOJIb30BAHIE COBPEMEHHBIX Mojieielt 06paboTKu ecTe-
CTBEHHOTO s13b1Ka, HanmpuMmep BERT [11]. [Ipumenenue
aToir mozmenu u ee momuduranuu B Buge RoBERTa
[12] paccmarpuBaercsa B [13], rme orMeuaeTcsa ux mpe-
BOCXOJICTBO HAJ CeThIO C JOJITOM KPaTKOCPOYHOU IIa-
MaTBI0. [Ipy 5TOM ITpoBeieHHbBIE AJIA COITUAIbHOM CeTH
Reddit sxceprMeHTHI BBITOJIHAINCH TAKUM 00pasoM,
YTO B KAUeCTBE BXOIHBLIX JAaHHBIX aHAJU3WUPOBAJIVCH
KaK TOCTBI W 3arOJIOBKU IIO0 OTJEJbHOCTH, TaK U UX
00'beHEeHNE.

JlOTIOTHUTEeILHBINT TPUPOCT TPOU3BOAUTEIHHO-
CTU KJaccu(prKaToOpOB BOZMOIKEH 3a CUeT II0CTpoe-
HUA PA3HOPOIHOTO CIIMCKA IPU3HAKOB, ITIOKPHIBAIO-
X aHaJu3 KOMMeHTapueB, U300pasKeHUuil U Ipo-
(buist Ha cTpaHUIlE IT0IB30BATEIIS COL[UAIBHONA CeTH.
B [14] ¢ ucronb30BaHMEM TAKOT'O CIINCKA TPU3HAKOB
HCCJIeIOBAJIACh IPUMEHNMOCTb HECKOJIbKUX THUIIOB
HeUPOHHBIX ceTell. B paMkax 3amauy IPOrHO3UPO-

BaHUA ITOABEPIKEHHOCTU II0JIH30BATEJEH COIMAaJIb-
HBIX CeTell TeCTPYKTUBHBIM BO3MENCTBUAM HAUIYU-
e pes3yJbTAThl ObLIU AOCTUTHYTHI IPU IIOMOIIY
HePOHHOU ceTu C TpeMsA CKPBLITHIMU CJIOAMU.

B omnmume or mpeacraBieHHBIX paboT, paspa-
0oTaHHAA METOAMKA OTINYAETCA HAJINUYUEM IBYX-
IIaTOBOI IPOIleAYPHI IPEIBAPUTEIHLHON 00paboTKYI
TEKCTa, & TaKKe BO3MOYKHOCTBHIO TIOCTPOEHUS He-
CKOJIbKUX HaOOPOB IPUBHAKOB, OIUCHIBAOIIUX HMO-
IIMOHAJIFHOE HACTPOEHME II0JIL30BATeJel COIuaJib-
HO¥ ceTu Ha yPOBHE MyOJINKYEeMbIX UMY COOOIITeHUH.

MeTtoauka omnpeneJeHusd MICUXNYeCKroro
COCTOSHUSA MOJIb30BaTeIe’ COI(I/IaJIBHOﬁ ceTu
Reddit

Paspaborannasd MeTOAMKA OINpeleJeHUs IICHU-
XWYEeCKOT'0 COCTOSAHUS II0JIb30BaTeJell COUaJIbHOMN
cetu Reddit Bkutouaer Tpu arama. IlepBrIii aTam —
coop mauubIX. C 3TOH IEeIbI0 MCHOJIb30BAJICS 00IIe-
MOCTYHHBINI wuHTepdelc IPUKIATHOTO IIPOrpaM-
mupoBanusa API Pushshift Reddit Dataset [15].
B Reddit mosb3oBaTenn o0beIUHAIOTCA B COOOIIE-
CTBa CO CXOKMMHU HHTEpPecaMu U YOeKIeHUSIMU.
B pamMkax omHOT0 COO0IIECTBA €T0 YUACTHUKY MOT'YT
OTHPABJATH APYT APYTY COOOIIeHUsI, KOMMEHTHPO-
BaThb COOOIIEHUA APYTUX JI0/[eli 1 T0JIOCOBATH 34 UJIH
mpotus. Ilocyie c6opa JaHHBIX M3 COIUAJILHOU CETHU
Heo0XOoAUMO IIPOBECTU UX IIPeIBapUTEeIbHYIO0 00pa-
OOTKY, BBIINOJHAIOIIYIOCA HAa BTOPOM 3Talle METO-
OUKHU. [ 3TOr0 MCIOJIb3yeTcA NByXIIaroBasd Ipo-
meaypa, BKJIOUaMaa GUIbTPAINIO0 COOOINEeHUN 1
00paboTKy ux comepsxkumoro. HakoHelr, Ha TpeTheM
JTalle BBIMOJHIETCA pa3dMeTKa II0CTOB U U3BJIeUeHe
Tpu3HAKOB. [Ipu MpUCBOEHUY TOCTAM METOK TICUXU-
YEeCKUX PAaCCTPONCTB UX aBTOPOB KCIIOJb30BaJUCH
clIleAyIoIue IIeCcTh KJACCOB: Ielpeccus, TPeBora,
UJIEHOBPEJUTEIbCTBO, CTPECC, THEB U HOpPMa. B Ka-
YecTBe KJIACCU(PUKATOPOB UCIIOIb30BAJINCH CJIENYI0-
IIye [Ba TUIIA MOJeJeld MaIlIMHHOTO 00y YeHUA:

1) tuHeliHbIle KJaccu(pUKaATOPHI: JIMHEHas Ma-
muHa omopHBIX BeKTOopoB (MOB) u anmcamb6iu, wmc-
TMOJIL3YIOINEe B KauecTBe 0Aa30BBIX KJaccu(puraro-
pos MOB u mocTpoeHHBIe Ha OCHOBE OJHOIT M3 IBYX
crpareruiit KomouHupoBauua One-vs-One (OvO) uau
One-vs-Rest (OVR);

2) TekcToBBIE KaaccuduraTopsl: fastText u cBep-
TouHad HelipoHHaA ceTh (CHC).

Coop maHHBIX

Kasxmas samuch B 3arpysKeHHOM Habope JaHHBIX
COIEPIKUT CeMb IT0JIeH, BKJIOUasa aBTopa 1 3aT0JI0BOK
COoOOIIeHN A, a TaK:Ke BpeMs ero cosmanusd (tadu. 1).
Hawnb6osiee nHGOPMATUBHBIM CPEOU BXOTHBIX JaHHBIX
ABJIAETCA II0JIe, o0o3HadeHHOoe Selftext.
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B Tab6ruya 1. Coucok moJieil ¢ X ONUCAHUEM U TUIIOM
JaHHBIX B HaOOpe JaHHBIX

B Table 1. List of fields with their description and data
type within the dataset

Tun

ITose Onucanue

JTaHHBIX
HWmsa monb3oBaTesiss, KOTOPBI
Author > p Crpoka
OIy0JIMKOBAJI 3aIIUCh
MeTka BpeMeHU MyOJIUKaIUT
Created P N " ITesoe
— | sanucu (B popmare POSIX-
ute YUCJIO
BPEMEHH)
Title 3aroJIOBOK IyO0aMKAI[NKA Ctpoka
Selftext Cogep:xumMoe ny0JIuKaIuu CTpoka
PeiiTuHT y0IMKAIIUN, BEIULC-

Score JIAeMbIA KaK PasHOCTb KOJIU- ITenoe
YecTBa rOJIOCOB «3a» U YHUCJIO
KOJIMYEeCTBA T'OJIOCOB «IIPOTHUB»

URL URL-azapec my0auKamumu CTpoka
Hassauue coo0biectsa,

Subreddit | B koTopom pasmerriena myo.u- Ctpoka
Kanus

OBPABOTKA NHDOPMAUN N YINPABAEHWNE

N\

B Reddit Her orpanuuyeHuit Ha pasmep nyO6Ju-
KYyeMBIX COOOIIeHNiT, TI09TOMY II0JIb30BATEJIU MOTYT
CBOOOAHO BBIPAXKATh CBOU MBICJIU U UIEU, MCIOJb-
3ysl HEOIPDAHMUYEHHOe KOJMUYeCTBO CJIOB. B 3aBucu-
MOCTH OT COCTOAHUA IICUXUIECKOTO 3[0POBbA YUACT-
HUKOB MOJKHO BBIJE€JUTH HECKOJBKO COOOIIECTB.
B Hacrosimem mcciiegoBaHUM PACCMOTPEHBI TaKUe
KJIaCcChl TICUXWYECKUX HapYIIeHWH, KakK Jerpec-
cusi, TPeBOra, 4JIeHOBPEIUTEIHCTBO, THEB U CTPECC.
B Tab6us. 2 miasa Kaskgoro m3 9THUX KJACCOB M KJIacca
«HOpMa» MPUBOAUTCA KPaTKOEe OIMCAHUE COOTBET-
CTBYIOITUX UM COOOIIIECTB, a TAKIKE IEPEUNCTAIOTCA
CBEJIEHUA O KOJIMUECTBE YUYACTHUKOB U COOOIIeHUI.
B pesysabraTe aHaimsa coOpaHHBIX HAHHBIX OBIJIO
BBIABJIEHO, UTO HAMOOJIbINIASA OIS IIOCTOB OTHOCUT-
cA K KJaccy «aemnpeccusi». Taxkike g 9TOro Kjacca
XapaKTepHO HAaMOOJbIIee KOJMUECTBO YUYACTHUKOB.
PaccmarpuBaemble JaHHBIE OBIJIN COOPAHBI B TIEPUO
c aaBapa 2018 roga mo ampess 2021 roxa.

IIpenBapuTenbHasT 00Pa0OTKA TAHHBIX

Jdran npenoOpPabOTKM MOAHHBIX B3aKJIOUAETCS
B IIPUBEIEHUN WCXOMHBIX MAHHBIX K OIIpeeJseH-
HOMY (hopMaTy ¥ yHajieHuu M30BITOUHBIX JAHHBIX.
JaHHbIl 9Tall BRITIOJIHAETCA B [IBa IIIara.

B Tab6ruya 2. Reddit-coobiecTBa, cBA3aHHBIE C BOIIPOCAMHU IICUXUIECKOT0 30POBbA
B Table 2. Reddit-communities related with questions of mental health

Kosuuecrso | Konuuectso
Coo0111ecTBO 1 KJIace Onucanue coobIiecTBa
YYaCTHUKOB IIOCTOB
r/depression ITopmepskuBaioliee cooOIIIECTBO, KOTOPOE IIOMOTaeT JI000MY, KTO
erpeccis ’ 0opeTcs ¢ Aemnpeccueii, U IpegoCTaBIAET OTKPHITOE ITPOCTPAHCTBO 757 ToIC. 1,2 M
IIJIsT pa3TOBOPOB U 00CY K ISHU I
r/depressed, Coo0111ecTBO JII0fIeti, CTPaJaloIIUX Aelpeccrueil Nian HaXOqaIuXCs 74 Thic 30 TBIC
Iempeccust B IETIPECCUBHOM COCTOSHUY : :
. Coo00111eCTBO, B KOTOPOM IIPOBOJATCS O0CYKAEHNUA, CBSI3aHHbBIE
r/Anxiety, TpeBora - ? p . POBOZL YA ’ 455 ThIC. 410 TwIC.
C TPEBOKHBIMU PACCTPONCTBAMU
r/Anxietyhelp, Co00111eCTBO, B KOTOPOM YUACTHUKU JEJIATCSA CTAThbIMU, BUIE0- 1 91 ra1c 94 11
TpeBora TEKCTOBBIMU COOOIIEHUAMU B 6JI0TaX, YTOOBI CIPABJIATHCS C TPEBOTOM : '
r/selfharm, Co00111eCcTBO, B KOTOPOM YUACTHUKYU O0CY K AAIOT YJIEHOBPEIUTEIHLCTBO
UJIeHOBPeNu- - i poMy YA pen 71 THIC. 141 TrIC.
U €T'0 aCIIeKThI
TEJIHECTBO
r/SuicideWatch, Coo01116CTBO, KOTOPOE MOAMEPKUBACT JIIOAEH, PA3MbBIIIISIONIX
UJIEHOBPEIU- m L p AAED e, P I;Il 274 ToIC. 580 TrIC.
0 camoyOuiicTBe, UJIU JINII, IOJBEPKEHHBIX PUCKY camMoy6uiicTBa
TEJILCTBO
Co00111eCTBO, B KOTOPOM YUaCTHUKY 00CYIKIAI0T IPOOIEMBI THEBA
r/Anger, rHeB " ’ poMy YA P 27 TeIC. 14 ToIC.
¥ CII0COOBI OOPBHOBI ¢ HUM
Coo0111ecTB0O, 00Cy K Aat0Iee IPUUNHEI CTPECCa U METOAbI YIIPpaBJIeHUA
r/Stress, cTpecc m ’ YAAAIOML p p ABL YLD 11 TEIC. 7.5 TBIC.
cTpeccoMm
r/philosophy, Coo00111eCTBO, B KOTOPOM YYACTHUKN 00CYKIAIOT (PrIocopcKe 15.7 sum 174 181c
HOpMAa BOIIPOCHI ’ :
r/AskReddit, Coo0111eCcTBO, B KOTOPOM YYACTHUKY 3a1aI0T HABOAAIINE 39.3 v 97 s
HOpMAa Ha Pa3MBIIIJIEHNS BOIIPOCHI C I[eJIBI0 ITOJYYUTh HA HUX OTBETHI ’
Ne1, 2022 N\ VH®OPMALIMIOHHO-YMPABASIIOLLVIE CUCTEMbI N\ 1
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IIIar 1.

1. YnansioTes cooOIeHusa, aBTOPhl KOTOPBIX HC-
KJIIOUMJINCh U3 COI[UABLHOI CeTH.

2. YoandamoTess cooOIIeHnsa, ¥ KOTOPLIX YacTh CO-
mep:xumoro (Selftext) Hemocrymua.

3. YnanamTcs cOOOIeHN s, TMEIOII[Ie CX0XKee COo-
Iep:KuMoe, HO OnyOJINKOBAHHBIE B PA3HBIX COODIIe-
CTBaX.

4. YnansioTcsa cooOIeHnsa HauMeHee aKTUBHBIX
ToJIb30BareJieii, uMeronux MmeHee 50 onyoJIUKOBaH-
HBIX IIOCTOB.

5. YmanamoTcsa CcOOOINeHus II0Jb30BaTeJei, sAB-
JISTIOIUXCS BO3MOXKHBIMM 00TaMMU 1M MMEIOIUX 00-
aee 5000 mmocToB.

IlIar 2.

1. 3aro10BOK M COAep:KIMOe II0CTa 00'be IUHSIIOT-
cs B eJUHOE COODITeHe.

2. Ypanamorca Bce ceuliku 1 URL-agpeca, cum-
BOJIBI HOBOHI CTPOKU U TAOYIAINN 3aMEHSIIOTCS CIIM-
BOJIOM TpobGeJa.

3. CyieHrOBBIE BBIPAKEHUS 3aMEHSIOTCS UX TOJI-
HBIMM SKBUBAJEHTHBIMH (opMaMu, HamIpuMep,
idk — I do not know, ur — your, fam — family.

4. CokpallleHus 3aMeHSIIOTCSI MX MOJHBIMHK aHa-
goramu, Hampumep, I'll — I will, let’s — let us,
couldn’t’ve — could not have.

5. YnanamoTcsa Bce CHelUaJbHble CHMBOJLI U3
TeKCTa.

6. YoanseTcs 3amAaTasa U3 YUCEJ.

7. Bce unciia B TEKCTe HOPMAJIU3YIOTCS ITyTEM UX
3aMEeHbI Ha TEKCTOBYIO (POPMY 3TOr0 UMCJIA.

8. OMOI3U-CUMBOJIBI 3aMEHAIOTCSI Ha UX TEKCTO-
Bble 0003HAYEHU .

9. UcnpaBidgmTCA OIEYaTKU IIPU
python-nmaxera wordninja.

CratuctuyecKkue cBefeHUs 00 SKCIIepPUMeHTAb-
HOM Habope MAaHHBIX IOCJe dTala IpegoopaboTKu
OpuBeIeHbI B Ta0I. 3.

TIIOMOIITI

B Tab6ruya 3. CraTuctTuuecKkue cBefeHUs 06 dKCIEpU-
MEeHTaJIbHOM Habope JaHHBIX

B Table 3. Statistical data about experimental dataset

Cpennee Cpennee
Konuuectso YHCJIO
Knace YHCJIO CJIOB
IIOCTOB CHMBOJIOB
B IIOCTE
B IIOCTe
Henpeccus 40 003 127.075 618.99
Tpesora 10 164 138.257 687.271
‘nenospe- 25 734 114.211 550.039
IUTEJIbCTBO
T'HeB 9260 210.887 1040.01
Crpecc 3954 171.799 867.976
Hopma 40 633 47.9625 254.905

Pasmerka mocTos u IIOCTPOEHHuE IIPU3HAKOB

Pasmerka JaHHBIX IO MPUHAJIEKHOCTA K KJIac-
caM [elpecCuy U TPEBOT'U BBHIMOJIHSJIACH IIPU IIOMO-
M ToMcKa caMoBBIpaskeHuit [16], yKasbIBaiomux
Ha COOTBETCTBYIOIlEe IICUXUUYECKOe HapyIIeHue.
Hampuwmep, Berpa:xenue «I (waslam) diagnosed with
(depression|anxiety)», B KOTOpOM IIpPUCYTCTBYeT Me-
CTOMMEHUtEe IIePBOTO JINIIA, MOYKET CBHUIETEJHCTBO-
BaTh O HAJUYMUU TAKOTO HapyIeHudA. [[a KaaccoB
«UYJIEHOBPEAUTEIbCTBO», «CTPECC» U «THEB» PasMeT-
Ka II0CTOB BBITIOJIHAJIACH aHAJIOTUYHBIM 00pa3oM, HO
TIOUCK OCYIIECTBJIAJICA TOJbKO C HCIOJb30BAHUEM
KJIIOUEBBIX CJIOB. SalKCIM, He CBSI3aHHBIM C IICUXU-
YeCKMMU HapYIIeHUAMU, ObLjla IIPHCBOEHA METKa
KJIacca «HOpMa».

IIpomecc mocTpoeHMA BEeKTOpa IIPM3HAKOB IIOJ-
pasyMeBaeT BBIYUCJIEHUE TaKUX IIOKasaTejei, Ko-
TOPBIE II0 OTAEJIbHOCTY WJIY B COBOKYITHOCTH OYIyT
HaXOAUTHCA B KOPPEJISAIMOHHOM 3aBUCUMOCTHU OT
IPOTHOBUPYEeMOli MeTKU KJacca. IlosTomMy Haxox-
JleHIe TaKWX MOoKasareiyieil TpebyeT OT HCCJemoBa-
TeJIA ONpeJeJIeHHbIX 3HAHUI IIpeaMeTHON 06JiacTu.
B pmammOM wmcciemoBaHMM OBLIN BBIIEJIEHBI IPE-
cTaBJIEHHbIE HUKE IPU3HAKU.

1. KonnyecTBO 5MOA3U-CHMBOJIOB B MyOJIUKAIIN
(emojiCount). Berumcyienue 3Toro mpusHaKa BBITIOJ-
HSAJOCHh IIepel IpeaBapUTeIbHON 00pabOTKOM TeK-
cra. Ha puc. 1 mokasano pacupezeeHre BeIUINHBI
emojiCount B 3aBCHMOCTU OT METKHU KJacca.

2. KonrnuecTBO MeCTOMMEHHI IIePBOT'O M BTOPO-
ro Jmuna (firstPropnCount, secondPropnCount).
CorutacHo [17] mocThI TOJIb30BaTENIEH C ICUXUYECKU-
MU HapyIIeHUAMU XapaKTePU3YIOTCA OOJIBIITUM KO-
JINYECTBOM JIMUHBIX MecTonMeHuit. [[Jisg moaTBep: K-
IEeHUA JTOM TUIIOTe3bl ObljIa BBINOJHEHA OIEHKA
CpefHero KOJIMYeCcTBa MECTOMMEHUM B COOOIIEHUN
¢ pasbuBKOI 110 KJaaccam (puc. 2).

3. KomuuecTBO cmemuaJbHBIX Hapeuuii 4acToT-
HOCTU, TAKUX KaK abCOJIIOTHO, IIOCTOSIHHO, BCeraa,
HUKOIZIa, MeJuKoM, mojHocThio (absWordCount).
B coorBeTcTBUU C [18] mOsIB30BaTE U C ICUXUUECKU-
MU HaPYIIEHUSMU IIPU BbIPAMKEHUN CBOUX MBICJIEH
HUCIIOJIBL3YIOT 00JIbINle aOGCOJIIOTHBIX CJIOB IIO CPaBHE-
HUIO CO 3[I0POBLIMU JitoabMu. Ha prc. 3 mokasaua 3a-
BHUCHMOCTH CPEJTHEr'0 KOJINUeCTBa aOCOIOTHBIX CJIOB
B COOOIIIEHUU OT METKHU KJiacca.

4. KonuuecTBO MOJIOKUTENbHBIX (WWwwW.enchant-
edlearning.com/wordlist/positivewords.shtml) u
OTPHUIATEIbHBIX (www.enchantedlearning.com/
wordlist/negativewords.shtml) caoB (posWord-
Count, negWordCount). Ha puc. 4 moxasaua 3aBu-
CHMOCTb CPEJHEro KOJIMUeCTBAa TaKWX CJIOB B CO00-
IIeHUU OT METKU KJacca.

5. O01iee KOJMUYECTBO CJOB B
(wordCount).

6. CearumenT-orieHka coobrienus (afinnScore)
[19].

COOOIIeHn

12 7 VHOOPMALVIOHHO-YMPABASIOLLVIE CUCTEMBI

7  Ne1,2022



\ OBPAEOTKA IHDOPMAUWN N YNIPABAEHVE N\

2500 I
2000
E 1500 N
S 1000 - N
T 400
5 300 HE B B
200 | B B .
100 H B B B B
om W H W B N
w < &
o E( & %E &)
=

Kaccest

B Puc. 1. Pacupegenenue BeaununHbsl emojiCount B 3a-
BUCUMOCTH OT METKHU KJiacca

B Fig. 1. Distribution of emojiCount value in depend-
ence of class label
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B Puc. 2. 3aBUCUMOCTb CpPeJHEro KOJUUYecTBa MeCTO-
UMEHU B COOOIIEHNU OT METKH KJiacca

B Fig. 2. Dependence of average quantity of pronouns
within message from class label
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B Puc. 3. 3aBUCHMOCTh CPEJHEr0o KOoJIHuUYecTBa abCcoJIoT-
HBIX CJIOB B COOOIIIEHUU OT METKHU KJiacca

B Fig. 3. Dependence of average quantity of absolute
words within message from class label
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B Puc. 4. 3aBUCUMOCTb CPEJJHETO KOJINUYECTBA ITOJI0KUTETh-
HBIX ¥ OTPUIIATEILHBIX CJIOB B COOOIIIEHUH OT METKU KJIacca

B Fig. 4. Dependence of average quantity of positive
and negative words within message from class label

7. IlpusHaku, IIOCTPOEHHBIE HA OCHOBE MeEIIIKa
csios (bowVec).

8. I[Ipusuaku, mocTpoeHHble Ha ocHoBe TF-IDF
(tfidfVec).

JKCIIepUMEHTHI

Ilpu mpoBeneHNN SKCIEPHMEHTOB KCIIOJIb30Ba-
JINCh HECKOJIbKO HabopoB npusuakos (HII):

1) I HIT — cem»b mpusuakoB (emojiCount, first-
PropnCount, secondPropnCount, absWordCount,
negWordCount, posWordCount, afinnScore);

2)II HII — Bocempb mpusHakoB (emojiCount,
firstPropnCount, secondPropnCount, absWord-

Count, negWordCount, posWordCount, afinnScore,
bowVec);

3)III HII — Bocemb mpusuHakoB (emojiCount,
firstPropnCount, secondPropnCount, absWord-
Count, negWordCount, posWordCount, afinnScore,
tfidfVec);

4) IV HII — TeKcTOBBIE COOOITIEHU .

CxemMa MIPOBeNEeHUA SKCIEPUMEHTOB COIJIACHO
paspaboTaHHOI MeTOANKEe IIpPeAcTaBJIeHa Ha PHC. D.
OOyueHne JUHEHHBIX KJIACCH(PUKATOPOB BBIMIOJIHSA-
gock ¢ ucnoabszoBaunueMm I, II u III HII, obyuenue
TEKCTOBBIX KJIACCU(PUKATOPOB — C HUCIOJIb30BAHNEM
Tonbko IV HII. 115 HaxoK AeHUuA ONTUMAJLHOTO Ha-
0opa rumeprapaMeTpoB y YKasaHHBIX KJacCU(pUKa-
TopoB mpuMeHsaacsa python-moxyns GridSearchCV.
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ITepBsblii aTan
(cO60p maHHBIX)

ITocTs!

7

¥ KOMMEHTapuu

u3 Reddit-coobmiecTs

\/

Bropoii sTan
(npenBapuTesbHAA
00paboTKa JaHHBIX)

Ha6op TeKcTOBBIX
COOOIIeHn i

~

Tperuii sran
(pasMeTKa IIOCTOB
U IIOCTPOEHUE
TIPU3HAKOB)

B Puc. 5. Cxema mpoBeeHUS SKCIIEPUMEHTA
B Fig.5. Experiment scheme

JIuneliHbIe
KJIacCu(PUKaTOPBL

TekcroBble
KJIacCU(PUKATOPBI

st TuHeHHBIX KJIacCu(PUKATOPOB HAMJIYUIIINE Pe-
3yJBTATBl OBIIN SOCTUTHYTHI IPU HCIIOJb30BAHUN
IIT HII.

Pasbuenne Habopa JaHHBIX Ha OOYYAIOIIYIO U
TECTOBYIO BHIOOPKY BBLIMOJIHSAJIOCH B OTHOIIEHUN 4:1
(puc. 6). IIpu mpoBeeHUN SKCIIEPUMEHTOB UCIIOJIb-
30Bajlach NATUOJOUHASA TEpPeKpecTHas IIPOBepKa
[20], uTO MO3BOJIMJIO OIIEHUTH MOKasaTesau 3PdeK-

TUBHOCTH KJacCu(PUKATOPOB Ha HECKOJLKUX IU3h-
IOHKTHBIX BBIOOPKAX M3 UCXOTHOTO Habopa JaHHBIX.
ITonyuenHble AJA KayKAOro KJaccu(mraropa pe-
3yJIBTATHI B BIJIE MATPHUIl HETOYHOCTEH IIpeICcTaBJIe-
HBI Ha puc. 7, a—0.

006o011IeHMe TT0JIYYeHHBIX Pe3yIbTATOB IIPeICTaB-
JeHO B BHUe TabJ. 4, KOTOpas COMEePIKUT 3HAUCHUSI

B Tabruya 4. Ilokasarenu 3pGeKTUBHOCTH IATH KJIaC-
curKaTOpPOB

35000
mm 00y yaoIuil Hab0p JAHHBIX B Table 4. Effectiveness indicators of five classifiers
30000 == TeCTOBBIN HAOOD JaHHBIX
§ 25000 Kiaaccu- IocToBep- Tounocts, | ITonuora, | F-mepa,
§~ 20000 . duxrarop HOCTB, % Y% Y% Y%
& 15000
2 10000 MOB 80,19 79,53 79,37 79,42
& 8000
A~ 6000
4000 ovO 79,88 79,61 79,21 79,39
2000
0
= = ©
g 5 =2 § %ﬁ; g OvR 80,53 79,73 79,62 79,65
2 3 25 = = 5
- -
B 5} z”; [
= ,;: e fastText 79,86 80,7 77,06 78,68
Knaccor
B Puc. 6. O6yuaromuii u TeCTOBBIIT HAGOPHI JAHHBIX CHC 74,55 68,36 74,13 70,77
B Fig. 6. Training and testing datasets
14 / NHOOPMAUVNOHHO-YNMNPABASIIOLLVME CUCTEMbI / N21, 2022
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IIporaosupyembie METKH KJIaCCOB

Hpor‘HosnpyeMHe METKH KJIaCCOB

B Puc. 7. Marpuia serounocreii 11 MOB (a); OvO (6); OvR (8); fastText (2); CHC (0)
B Fig. 7. Confusion matrix for SVM (a); OvO (6); OVvR (s); fastText (2); convolutional neural network (0)

JIOCTOBEPHOCTH (accuracy) ¥ yCpeJHeHHBIE 110 II1eCTU
KJlaccaM 3HAUYeHUsA TOYHOCTH (precision), IMOJHOTHI
(recall) u F-mepsr (F-measure), BEIYUCIEHHBIE IJIA
BBIOPAHHBIX IIATH KJIaCCU(PUKATOPOB.

Hawunyuive pesynabTaTbl B TEePMUHAX JOCTO-
BEpPHOCTU JeMOHcTpupyeT Kiaccupurarop OVR.

HaubGosbiiee 3HaueHMe IOKa3aTes TOUHOCTH IIPU-
Haamexxut kaaccupuraropy fastText. B To ke Bpe-
Ms MaKCHMaJIbHOe 3HaueHme IoKasaresd F-mepwl,
SABJISIONIErOCs WHTErpaJbHON XapaKTepPUCTUKOM
TOYHOCTH ¥ IIOJTHOTHI, JOCTUTAETCS IIPU IIOMOIIHU
kiaaccupuraropa OvR. IlomydueHHBIe pe3yabTaThI

N\
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TMOATBEPIKIAI0OT AOCTUKEHME ITOCTABJICHHON MeJau U
IOKa3bIBAIOT, UTO Pa3pabOTAHHBINA B JAHHOM MCCJIe-
IOBAHUU CIUCOK ITPU3HAKOB O3BOJISIET IIOBLICUTDH
nokasarean dSP@PEeKTUBHOCTU KJacCupuKaTopoB,
00yUYeHHBIX IJIs OIpeJeeHus MCUXUUYECKUX Hapy-
IIIeHU# Ha YPOBHE TEKCTOBBLIX COOOINEHMIT, II0 CpaB-
HEHUIO C MpU3HaKaMu, aBTOMaTU4YecKu (hopMupye-
MBIMU B ciiyuae Kiaaccupuraropon fastText u CHC.

3aKaouyeHune

B craThe onucana paspaboTamHas METOOUKA AJIA
oIpeeJeHnsA IICUXNYECKOTO0 COCTOSHUSA II0JIb30BAa-
Teselt conmuaabHoii cetu Reddit. B xauecTBe ucxon-
HBIX JAHHBIX PACCMOTPEHBI TEKCTOBBLIE COOOIIEHUS,
my6InKyeMble B KaueCTBe IMOCTOB M KOMMEHTAPHEB
B paMKaxX COOOIecTB AAaHHOW COIMAJILHOM CEeTH.
Husa moBwInIeHUA IoKasaTeselr d(MOEKTUBHOCTU
HUCCAeIYEeMbIX KJACCU(PUKATOPOB MAIITMHHOTO 00Y-
YeHU A IIPeAJioKeHa AByXIaroBas Ipoleaypa mpem-
BapUTEJIbHON 00paboOTKM TeKCTa M IIOCTPOEHO He-
CKOJIBKO HA0OPOB ITPU3HAKOB, YUUTHIBAIOIIUX 9MO-

IUOoHAaJbHOE HACTPOEHUe II0JIb30BaTejieil coIlrajb-
HOI CeT! Ha YPOBHE NYOJNKYEeMbIX UMY COOOIIIeHIH.
IKcIepuMeHTaIbHAaA IPOBEPKAa METOIUKU OCYIIEeCT-
BJIAJIACH Yepe3 IATUOJIOUHYIO IIePEeKPEeCTHYIO IIPO-
BEPKY, B pe3yJibTaTe MPpUMeHeHUA KOTOPO HanuJIyd-
e pes3yabTaThl IPU OIPEeAeJeHUN TCUXUUYECKUX
HaPYIIeHUH JOCTUTHYTHI IIPU IIOMOIIY KOMOMHUPO-
BaHHOTO KJaccu(UKaTopa, IOCTPOEHHOTO HA OCHOBE
noaxoma One-vs-Rest, rme B KauecTBe 6a30BBIX pe-
mIaTesyell BEICTYIIAIOT JUHEeHHbIE MAIITUHBI OTIOPHBIX
BeKTopoB. Kak HampaBjeHMe NaJbHEHIINX HCCJe-
JOBaHUII CTOUT OTMETUTEL PacIIdpeHre Habopa gaH-
HBIX 3a cueT cOopa JaHHBIX U3 APYTUX COMUATBHBIX
ceTell m aHa/M3a M300paKeHN’li, a TaK:Ke IIOCTpoe-
HUe aHcaMOJiell, COUeTAIINX Pa3HOPOTHLIE KJIac-
cu(UKaTOPHkI.

duHaHCOBad MOIIEPKKA
Pabora BbIOIHEeHA TP YACTUUYHON (DMHAHCOBOI

nognep:kKe npoekra PODU 18-29-22034 Mk u 6roa-
sxkeTHOU TeMbl 0073-2019-0002.
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Introduction: Diagnosing mental illness is a complex process that includes conducting dialogue conversations, analyzing the behavior
of the subject and passing specialized tests. The successful solution of this problem can be influenced by both the lack of knowledge and
experience of the psychologist, and the presence of contradictory or incomplete initial data on the part of the patient. To eliminate this
drawback, expert-based or intelligent systems are being developed. Purpose: Development of a technique for determining the mental state
of social network users. Results: Using machine learning methods, a technique has been developed designed to determine the type of a
mental state of social network users. The novelty of the proposed technique is in the usage of a two-step text preprocessing procedure and
the construction of several sets of features which describe the emotional mood of social network users at the level of the messages published
by them. As the initial data, we have used text messages of users of the social network Reddit. There are three stages in the technique:
1) data collection, 2) data preprocessing, 3) post labeling and feature construction. To assess the functioning of a software tool built on
the basis of this technique, four indicators were used: accuracy, precision, recall, and F-measure. The best results are demonstrated with
a One-vs-Rest ensemble using linear support vector machines as basic solvers. Practical relevance: The investigation results can be used
in the construction of auxiliary systems that are aimed at supporting decision-making by psychologists in determining mental disorders.

Keywords — machine learning, social network, mental disorders, emotional mood, support vector machine, convolutional neural
network.
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YBAXXAEMbIE ABTOPbI!

Hayunsie 6asel ganubix, Braodas SCOPUS u Web of Science, o6pabaTsIiBaloT JaHHBIE aBTO-
matuuecku. C O4HOII CTOPOHEBI, 9TO YCKOPSAET HmpoIiecc 00paboTKM JaHHBIX, C IPYTOii — pasiInuuns
B Tpancaurepanuu @VO, HeToOUuHbIE JaHHBIE O MeCTe PabdoThI, 00JIaCTH HAYUHOTO 3HAHUS U T. 1.
IIPUBOLAT K TOMY, UTO B 0a3aX OKa3bIBAETCs HECKOJBbKO ABTOPCKUX CTPAHMUIL AJIA OJAHOIO M TOT'O
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Introduction: Distributed in space-time Networks: lloT and IoT, fog- and edge-computing tend to penetrate into all spheres of
human activity. Enterprises, government, law enforcement agencies, etc. depend on the quality of those technologies. Purpose:
To determine the composition of the Network that provides the required uptime probability. Methods: According to the concept of
structural and functional synthesis, a distributed Network is presented as an unstable queuing system in which servicing devices
are connected and disconnected at an arbitrary point in time. A simulation model of the Network has been built. Results: The state
of the Network depends on the number of devices and tasks, their performance and lifetimes. The model does not use these quan-
tities themselves, but their ratios. The values of the uptime probability of the Network are calculated for all possible combinations
of ratios. The confidence interval has been calculated with a confidence level of 0.95. From the data obtained, it is clear: 1) what
should be the minimum composition of the Network in order to provide the required probability; 2) what probability the current
composition of the Network can provide; 3) what flow of tasks is admissible in order to solve tasks with the required probability.
It is shown that the dependence of the mean tasks residence time on the Network on the composition of the Network has two
inflection points. Using information about these points, the Network Management System forms pools of devices or increases the
number of devices. Discussion: It is assumed that the Net has a fully connected structure. Consequently, for practical application,
it is necessary: to expand the model with an adjacency matrix describing the connections between nodes, and hence the paths of
propagation of tasks over the Network or consider that each node is a relay and is capable of transmitting the task to any other
node on the Network. Overhead costs arising from this are taken into account by adjusting the original data. Practical relevance:
The results allow minimizing costs in the design and operation of distributed systems, maximizing the likelihood of system uptime
under given constraints for resource.
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Introduction

Distributed computing IoT, IIoT (Industrial
Internet of Things), edge, fog and others (hereinaf-
ter referred to as Networks) are integrated into the
information systems of large enterprises: interna-
tional meteorological data processing centers, con-
trol systems for operational-search activities [1],
companies implementing Industry 4.0 standards,
etc. On the one hand, the distribution of computa-
tions is an inevitable process [2], on the other hand,
the welfare of humanity depends on whether the
distributed Network can guarantee the solution of
the tasks, that is, whether the Network ensures the
required quality.

“Quality is a property or a set of properties of an
object that determine its compliance with the pur-
pose”.

Existing research model the Network differently
and evaluate the quality of the Network differently.

At the same time, the Network is characterized
by uncertainty associated: 1) with the tasks being
solved, 2) with the structure of the Network. This
uncertainty has a different nature: 1) stochastic,
2) non-stochastic, i. e. one that cannot be described
using models and methods of probability theory, for

which all alternatives or a probabilistic description
are not known.

Existing studies model the Network differently,
and measure the quality of the Network differently
and struggle against uncertainties.

Research overview

A number of authors approach this problem by
minimizing the time it takes to solve tasks by the
Network. Only the uncertainty of the tasks to be
solved is touched upon.

For example, researchers [3] reduce the time
by using a special algorithm for randomly send-
ing tasks between nodes. The decision on whether
to take a task to work or send it to another node is
taken independently by the Network node. It is as-
sumed that if a node has accepted a task for execu-
tion, then it will necessarily execute it or send it to
the one who will execute it. Cases with sudden fail-
ures or disconnection of nodes from the Network
are ignored.

The authors [4] use the delay time of the
Network’s response to a service request by the user.
It is proposed to reduce latency by replicating da-
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ta in a distributed geographic information system.
If the Network is large, then the iFogStorP method
must be used, otherwise the iFogStor. It is believed
that the probability of solving tasks by the Network
is 100%.

Researchers in [5] went further. They have de-
veloped mathematical models of the Network as
a queuing system (QS) (Multiple Input Multiple
Output) and propose to reduce the time to receive
a service by changing the discipline of service.
According to the results of the study, it can be seen
that the minimum residence time on the Network
is achieved when using a strategy that chooses to
serve a subset of users with the maximum band-
width. And in some cases, a strategy that organizes
services in the order in which tasks are received.
Denial of service is provided only if the queue does
not reach the task.

The next group of works is focused on eliminat-
ing the structure uncertainty of a stochastic na-
ture. The quality of service of the Network estimate
through the fault tolerance of the Network. Fault
tolerance is increased by introducing redundancy
in the form of backups or clustering.

Research [6] concerns fault-tolerant energy-effi-
cient routing in a distributed system based on IoT
sensors. Clusters are created on the basis of two
groups of nodes: normal and powerful. The power-
ful nodes control the load and activity of the normal
nodes. The number of Network nodes is determined
at the initial moment of time and does not increase
during operation. The duration of solving tasks is
ignored. The study concludes: the higher the net-
work fault tolerance is required, the more nodes are
needed; the higher the probability of node failure,
the more nodes are needed to provide the required
fault tolerance. However, the study has no data on
how many nodes are needed.

On the other hand, the more nodes, the more
overhead, the more network management overhead,
the more difficult it is to balance the load. A similar
problem was discovered by the authors of [7].

Overhead costs and load balancing to improve
fault tolerance by optimizing the probability of
failure-free operation are considered by the authors
in [8]. The authors conclude that for an information
and control system processing distributed data, a
distributed structure is better suited (in terms of
the uptime probability). At the same time, the au-
thors’ model considers the “fog layer” as a single
device and takes into account the possibility of its
failure only due to overheating caused by a large
computational load. The possibility of restoring or
changing the probabilistic characteristics of the
“fog layer” during the operation period is not taken
into account by the model.

The work [9] is devoted to the study of the de-
pendence of the uptime probability on the relative

speed of node recovery. The network is represented
as a QS described by the Kolmogorov — Chapman
system of differential equations. The dependences
of the uptime probability of the system on the rela-
tive speed of recovery are obtained for various dis-
tributions of the repair time of nodes (Weibull —
Gnedenko, Pareto and Lognormalnoe). However,
the authors impose a rather strong restriction —
they require that the system have a stochastic na-
ture and, moreover, have a stationary probability
distribution. In [10], the indicated restrictions are
toughened by the requirement of the ordinariness
of the flow of requests and the flow of refusals of
nodes. Fault tolerance is a function of the network’s
mean response time to user requests.

The next line of works is exploring the possibili-
ty of improving the quality of service through com-
pute scheduling, load balancing and routing.

The authors of [11] propose decentralized load
balancing of heterogeneous nodes of the Network
to increase the probability of solving tasks.
Limitations adopted in the work: the structure of
the Network is constant, the nodes solve the ac-
cepted tasks with a probability of 100%. Only the
uncertainty of the tasks being solved is taken into
account.

In [12], the load is controlled centrally based on
templates. Templates are created in advance. Small
variability of the structure of the Network is possi-
ble within the given templates. Tasks and nodes are
classified according to their computational nature.
Nodes accept tasks of their class.

In the articles studying the behavior of Mobile-
edge Computing networks, some restrictions on the
fixed structure of the Network are removed, the
combinatorial complexity of load planning and the
heterogeneity of nodes are taken into account [13].
In [14], researchers propose intelligent planning.

At the same time, the authors imply that the
performance of devices and their number are pre-
determined, therefore, their research may be appli-
cable only to some fairly stationary segments of the
Network, such as clouds, but not fog, and even more
so edge computing. The structure and functions of
the Network, using edge computing, IoT, IIoT, are
changing so much that the authors of the study
[15] are forced to impose a ban on leaving node the
Network until the node solves the task.

As can be seen from the analysis, the existing
works operate with models that are not entirely ad-
equate for the Network, do not fully take into ac-
count the uncertainty that is characteristic of the
Network, namely: resource intensity of tasks; the
ability of the nodes of the Network to arbitrarily
connect and disconnect from the Network; options
when a node takes a task, does not perform it, be-
cause it leaves the Network; situations with denial
of service, when there are free nodes in the Network,
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but they refuse tasks, because their performance is
not enough to solve the task.

A more adequate model of the Network will
make it possible to more accurately predict the be-
havior of the Network in conditions of uncertain-
ty and reasonably put forward requirements for
its composition. To solve the indicated problem of
modeling a distributed Network, solving the tasks
with the required probability under conditions of
strong uncertainty, it is necessary to formulate it,
choose the appropriate indicator of the efficiency of
the Network’s functioning and methods of its cal-
culation.

Strong uncertainty is understood as uncertain-
ty associated with the tasks being solved and the
structure of the Network and having a stochastic or
non-stochastic nature.

“Efficiency is a property (quality) of the system
functioning process, defined as its adaptability to
solving the tasks set for the system” [16, p. 31].

Statement of the research problem

The formulation of the problem is based on the
concept of structural and functional synthesis of
systems, presented in [17] and the keep integrity
law of an object, which states that there is a stable
repeating connection between the properties of an
object and its actions with a fixed purpose of the
object:

1@) = F(@Q, ®(R, U), 1), 1)

where:

I is an indicator of the effectiveness of the
Network, the presentation of the required number
of required characters at the required time (the
number of simultaneously tracked targets, the
number of web-portal users, the probability of im-
age recognition, etc.);

@ — the set of required space-time states of the
Network (Network model) is set by the metasystem
/ Network creator. Shows how exactly the elements
of the Network should interact with each other and
with the Network users. In the general case, it is a
function of time and is set in various ways: by enu-
meration, analytically, by specifying characteristic
properties, etc.;

@ — the set of current space-time states of the
Network, is a model of the current situation, shows
how the elements of the Network interact with each
other and the user of the Network in reality;

R is the set of capacities of the elements of the
Network (model of actions of the elements of the
system in space-time);

U is a set of control actions on the elements of the
Network;

t is the Network operation time;

F is an operator expressing the basic laws of the
existence of the Network.

All types of uncertainties of any nature inherent
in an object are manifested through @, R and ® and
are taken into account in expression (1).

It is advisable to begin the specification of ex-
pression (1) describing the Network with the for-
malization of the performance indicator (7).

Indicator of the effectiveness of the Network
as a system operating in conditions
of strong uncertainty

Systems with high uncertainty have their own
performance indicators and methods of calculating
them. The advantages and limitations of some indi-
cators are analyzed in [18]. This study uses an indi-
cator borrowed from [18] — the uptime probability
of Network (UPN):

P=K'/K, ()]

where P — UPN; the indicator can be called a
probability because it satisfies the corresponding
axiomatics; K, K* — the number of tasks assigned
to the Network and performed by the Network
respectively for the entire period of operation.

The indicator (P) is integral and uses only the
number of tasks set and solved. The number of
tasks set and their characteristics depend on the
user’s goals, the number of tasks solved depends
on the characteristics of the tasks themselves, the
available resources of the Network, their proper-
ties and configuration. Consequently, the indicator
takes into account the uncertainty of any nature
associated with both the tasks and the structure of
the Network. And it can be called a probability, be-
cause it satisfies the corresponding axiomatics.

Axiom 1. The event consists in the solution of
the i-th task by the Network. The solution by the
Network of all assigned (K) tasks forms a complete
group of events F. An arbitrary system of subsets
of the set F is closed under the operations of com-
plement and union, and, therefore, is an algebra of
events.

Axiom 2. Each i-th event, consisting in solving
the i-th task, is associated with a non-negative real
number K;/K, where K, is the same for all tasks and
is equal to 1, therefore, each individual event is as-
sociated with the number 1/K.

Axiom 3. P(0)=0/K =0, P(K)=K/K =1, there-
fore0 < P< 1.

Axiom 4. For disjoint events i # j, P(K) +
+ P(K)=P(K; + K).

It is not very convenient to calculate UPN in this
way for a real Network, because it can be calculated
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only after the Network stops functioning. However,
it is well applicable for studying the properties of
the Network on the model.

In this case, the research problem is set as follows.

Verbal problem setting

Let’s represent the Network as a set of QS G/G/1,
that is, the laws of claims arrival and their servic-
ing are arbitrary. The queue is endless. It is neces-
sary to find the UPN of Network.

At first glance, the problem of specifying type of
operator (F) in expression (1) looks like an ordinary
problem of the theory of queuing, solved analytical-
ly. One of the typical works that solve such a prob-
lem [19] considers the Network as a set of QS M/M/2
with one reliable and one unreliable element, takes
into account the variability of the Network struc-
ture and even delays in the dissemination of infor-
mation on the Network about a failed device.

However, upon a more detailed study, it becomes
clear that some details of real Networks cast doubt
on the advisability of searching for expression (1)
solutions in an analytical form. The most typical of
these details:

— in a real Network, different tasks have dif-
ferent needs for the performance of service devices,
including the minimum permissible performance
of the processing device. In the QS, this is solved
either by classifying claims, or by specifying a
service flow that takes into account both the var-
iability of the device in the form of available per-
formance and various requirements of claims. Both
are challenging in themselves;

— in the course of life on the Network, situa-
tions arise that are of a purposeful aggressive na-
ture that cannot be described in terms of probabili-
ty theory and mathematical statistics, for example,
cyberattacks;

— nodes join the Network and leave it at an arbi-
trary moment in time;

— a node starts to solve a task and does not
finish;

— a task arrives in the system through an arbi-
trary node of the Network.

There are ways to take into account the indicat-
ed features and obtain a solution in an analytical
form: classification of claims and service devices,
phase method, methods of working with devic-
es with variable structure, etc. But the analytical
solution is usually private with strong restrictions
and assumptions, and the final system of equations
is solved simply for 20—30 devices. And usually on-
ly numerically. The number of nodes in a real net-
work can be hundreds of thousands of nodes.

Considering the above, it seems appropriate to
solve the problem by drawing up a simulation model

of the Network. For this, it is necessary to take into
account the information and control connections of
the tasks being solved.

Accounting for the information and control
connections between tasks

As a rule, the tasks performed are linked by in-
formation and control links. And it can be assumed
that the likelihood of completing one depends on the
likelihood of completing the related task. Taking
these dependencies into account greatly complicates
the Network model. In the study [18], it was shown
that for calculating the UPN, information and con-
trol dependencies can be neglected and the UPN can
be calculated separately for each task:

“Theorem. Let a directed graph G be given, re-
flecting the dependencies between tasks. Then the
events involved in solving tasks are independent for
any directed graph.

Supposition. The considered technical systems
are dynamic, therefore, the situation at the current
time does not affect the situation at previous times
(the situation at subsequent times does not affect
the situation at the current times)”.

Formal statement of the research problem

Performance is the number of tasks solved per
unit of time.

Given:

1) T — Network lifetime (MaxModelTime in the
model);

2) P* — required UPN;

3) P — current UPN;

4) maximum available node performance
(,,,4,) — describes the node’s ability to provide its
resources to the task;

5) the minimum performance required by the
task (€,,,,) — the lower estimate of the node perfor-
mance. If the performance of the node is less than
the minimum required, then the node does not take
the task, evenifitisfree: Q .= Q, s

6) maximum task execution time (T,,,) — the
time that cannot be exceeded by the node if the node
has taken the task to work;

7)maximum lifetime of nodes (T,,;,) — de-
scribes the degradation of the Network, a node dis-
appears from the Network if its residence time is
greater than the maximum. If he solves the task,
the task is considered lost;

8) maximum number of incoming tasks at each
moment of time (4,,,,) — characterizes the load of
the Network at each moment of time;

9) maximum number of nodes connecting to the
Network at each moment of time (4,,,;,) — describes
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the increase in the resources of the Network at each
moment of time.

Required:

get such a Network configuration for which the
required UPN will be less than or equal to the cur-
rent one:

P*< P

The simulation model was compiled and investi-
gated in the MatLab language.

Network simulation model

Initial data

From the condition of the problem described
above, it follows that the configuration of the
Network is determined by nine values.

To simplify modeling, the model uses not the
quantities themselves, but their ratios:

1) CurrentTaskDuration=T,, /T, ..

2) CurrentTaskPerfomance = €, , ../, a0

3) CurrentRatio =A,, /A, ,ie

Figure 1 has a simplified block diagram of the
simulation model algorithm.

It can be seen from the given algorithm that the
interaction of the same Network configuration with
different task flows is simulated.

Network configurations are generated random-
ly according to a uniform distribution law with the
following parameters:

T ,oqe € [1; MaxNodeTimelLife];

Q € [1; MaxNodesPerfomancel];

A, .40 € [1; MaxNodesCount].

The Network configurationisinvariant. Relative
to it, other values of the model, generated randomly
according to the uniform distribution law, change:

node

T
i

Entering initial data

v

Generating a network template

CurrentRatio=1:(MaxNodesCount+
MaxTasksCountExceed)

Creating the network by the template

CurrentTime=1:MaxModelTime

Tasks generation
and appointing nodes to tasks

4

Processing raw data to calculate
probability and confidence interval

B Fig. 1.Simplified block diagram of a simulation model

v

Data output
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T, € [1; MaxNodeTimeLife+MaxTaskDuration
Exceed)];

Q. €[1;  (MaxNodesPerfomance+MaxTasks
PerformanceExceed)];

A, €[1; (MaxNodesCount+MaxTasksCount
Exceed)].

The required UPN (P”) is also constant for all
variations. The network lifetime (T') is set by the
simulation time, is stored in the MaxModelTime
variable and takes on a significantly larger value
than other times in the model. This improves confi-
dence in the simulation results.

Tasks appear and are executed at an arbitrary
moment of the Network functioning, there are no
deadlines, therefore, the resulting UPN is the up-
per estimate of the real UPN.

The task is lost if the node accepts the task and
leaves the Network without completing the solu-
tion.

Of all the available nodes for solving the task,
the node is selected whose maximum available per-
formance is closest to the minimum performance
required by the task. The model implements the
FIFO (first input first output) algorithm, i. e. the
task that entered the Network earlier is assigned
first. Among the devices, the one that connected to
the Network earlier is selected.

Real nodes of the Network have physical re-
strictions on the number of connections with other
nodes, therefore, in the model, the value describing
the number of nodes is random and bounded from
above.

The minimum performance required by the i-th
task (©; 445 € (05 Q;,,]), the time to solve the task
when this productivity is obtained ¢; ;. € (05 T, ]
and the maximum available performance of the j-th

node (o, € (0; Q 1) determine the time dur-

node node.
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ing which the node is considered busy and cannot
accept other tasks( ¢

A busy)

tj, busy = 7"i, task(’)i, task/(")', node*

Simulation results

Due to the large amount of data received, in
Tables 1 and 2, only a part of them is shown for
CurrentTaskDuration = 6/10. Therest of the data, if
necessary, can be provided upon request. The mean
UPN values for all possible Network configuration
options are given in the Table 1. The confidence
interval with a confidence level of 0.95 increas-
es with the growth of the CurrentTaskDuration,
CurrentTaskPerfomance, CurrentRatio ratios and
lies in the interval [0.0013; 0.056]. An increase in
the confidence interval is associated with an in-
crease in the intervals in which the simulated val-
ues are located:

T, € [1; (MaxNodeTimeLife+MaxTaskDuration
Exceed)];

Q,en € [1;  (MaxNodesPerfomance+MaxTasks
PerformanceExceed)];

A, €[1;  (MaxNodesCount+MaxTasksCount
Exceed)].

It can be seen from the figure that the smaller
the task/node ratio, the higher the UPN. At the
same time, the unit costs for one task increase [7].
However, the UPN is influenced not only by this ra-
tio, but also by the nature of the tasks performed,
therefore, the Network Management System can
provide the required UPN, based on the duration
of incoming tasks and their performance require-
ments.

The mean tasks residence time in the Network
for CurrentTimeRatio=6/10 is presented in the

B Table 1. Mean UPN for all experiments performed, CurrentTimeRatio = 6/10

CurrentTaskPerfomance
CurrentRatio
1 2 3 4 5 6 7 8 9 10 11
1 0.717 0.677 0.622 0.599 0.566 0.520 | 0.517 0.524 0.548 0.476 0.437
2 0.771 0.704 0.672 0.623 0.598 0.583 | 0.554 0.562 0.547 0.487 0.465
3 0.786 0.727 0.695 0.671 0.629 0.603 | 0.582 0.593 0.577 0.526 0.466
4 0.821 0.760 0.709 0.688 0.669 0.618 | 0.638 0.607 0.611 0.527 0.491
5 0.828 0.773 0.721 0.688 0.662 0.662 | 0.630 0.625 0.624 0.550 0.480
6 0.843 0.777 0.748 0.709 0.682 0.668 | 0.654 0.646 0.631 0.569 0.516
7 0.835 0.794 0.757 0.728 0.697 0.674 | 0.660 0.648 0.651 0.580 0.507
8 0.859 0.799 0.756 0.717 0.716 0.690 | 0.680 0.669 0.656 0.602 0.527
9 0.864 0.805 0.777 0.753 0.718 0.702 | 0.692 0.686 0.675 0.595 0.536
10 0.869 0.822 0.782 0.764 0.728 0.717 0.707 0.693 0.672 0.605 0.537
11 0.868 0.826 0.793 0.751 0.737 0.720 | 0.709 0.696 0.684 0.606 0.544
24 / NHDOPMAUNOHHO-YMNPABASIIOLLVE CUCTEMbI / Ne1, 2022
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Table 2. Times are calculated only for those tasks
that were performed by the Network. Lost tasks or
tasks that were not recruited for any reason were
not counted.

The simulated Network was tested 30 times. The
duration of the Network functioning is 100 units
of model time. Fig. 2 contains a surface, inside
which all configurations of the Network are locat-
ed, which solves the assigned tasks with an UPN of
at least 0.8.

Consequently, this simulation result can be in-
terpreted as follows: the tasks entering the Network
are solved with probability (see the Table 1). For
tasks that are solved by the Network, they are on
the Network on mean (see the Table 2) units of mod-
el time. Tasks are denied service for the following
reasons:

1) the minimum required performance for the
task is greater than the current performance of any
node on the Network;

2) the node leaves the Network, taking the task
and not finishing its solution. The reason for leav-
ing is not important for the simulation results — it
can be a failure of the software or hardware of the
node, disconnection of the node from the Network,
disabling the node during a cyber attack, etc.

Figure 3 shows the dependence of the mean tasks
time on the Network on various Network configura-
tions. The graph was built as follows:

1) each CurrentTaskDuration ratio has its own
legend (line of the same color);

MOAEANPOBAHVE CUCTEM N NPOLECCOB
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2) found the mean value for each row from the
Table 2 (MeanTimeForCurrentRatio). This value
shows the mean tasks residence time on the Network
with a fixed CurrentTaskPerfomance;

3) found the mean value for each column from the
Table 2 (MeanTimeForCurrentTaskPerfomance).
This value shows the tasks residence time on the
Network with a fixed CurrentRatio;

4) the difference between the values obtained
in steps 2 and 3 was calculated: MeanTimeFor
CurrentRatio—CurrentTaskPerfomance for each
row-column pair;

5) a graph of the difference was built for each
number of the pair from step 4.

The graph in Fig. 3 shows a pattern: there
are clearly pronounced inflection points num-
bered 6 and 9. These points correspond to the
6/10 and 9/10 ratios for the CurrentRatio and
CurrentTaskPerfomanceratios. Itisinteresting that
through the same points the surface corresponding
to UPN 0.8 (see Fig. 2) cuts the plane formed by the
lines CurrentRatio and CurrentTaskPerfomance.

Figure 3 shows two distinct situations:

1. Graph in the positive half-plane. This means
that with an increase in the number of tasks, the
mean tasks residence time on the Network grows
faster than with an increase in the minimum re-
quired performance. This happens as long as the
CurrentRatio < 6/10.

2. Graph in the negative half-plane. This means
that with an increase in the number of tasks, the

B Table 2. Mean residence time on the Network of tasks solved by the Network, CurrentTimeRatio = 6/10

The set number Mean Time For
The set number Current
1 2 3 4 5 6 7 8 9 10 11 TaskPerfomance
1 0.708 | 0.760 | 0.824 | 0.852 | 0.928 | 0.939 | 1.007 | 1.082 | 1.188 | 1.183 | 1.253 0.97
2 0.729 | 0.782 | 0.835 | 0.911 | 0.947 | 0.970 | 1.056 | 1.084 | 1.248 | 1.369 | 1.162 1.01
3 0.741 | 0.800 | 0.865 | 0.926 | 0.978 | 1.081 | 1.086 | 1.175 | 1.417 | 1.243 | 1.387 1.06
4 0.739 | 0.821 | 0.885 | 0.973 | 1.017 | 1.110 | 1.146 | 1.240 | 1.500 | 1.424 | 1.348 1.11
5 0.753 | 0.836 | 0.919 | 1.013 | 1.063 | 1.126 | 1.196 | 1.304 | 1.558 | 1.562 | 1.470 1.16
6 0.755 | 0.847 | 0.950 | 1.019 | 1.102 | 1.195 | 1.232 | 1.357 | 1.635 | 1.536 | 1.422 1.19
7 0.767 | 0.867 | 0.960 | 1.034 | 1.131 | 1.164 | 1.282 | 1.371 | 1.708 | 1.575 | 1.525 1.22
8 0.812 | 0.892 | 0.963 | 1.058 | 1.171 | 1.230 | 1.309 | 1.430 | 1.665 | 1.758 | 1.644 1.27
9 0.815 | 0.902 | 0.981 | 1.090 | 1.189 | 1.258 | 1.370 | 1.479 | 1.890 | 1.711 | 1.791 1.32
10 0.811 | 0.899 | 1.047 | 1.109 | 1.211 | 1.332 | 1.399 | 1.569 | 2.070 | 2.033 | 1.749 1.38
11 0.825 | 0.946 | 1.041 | 1.116 | 1.261 | 1.351 | 1.452 | 1.698 | 2.066 | 1.878 | 1.822 1.41
Mean Time Mean Time
For Current- 0.77 | 0.85 | 0.93 1.01 1.09 1.16 1.23 1.34 1.63 1.57 1.51 | For CurrentRa-
Ratio tio
Difference in Difference in
mean resi- 0.21 0.16 0.13 | 0.10 | 0.07 | 0.03 | —0.01 | —0.08 | —0.32 | —0.19 | —0.10 mean resi-
dence times dence times

N\
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Model time in every attempt=100, Needed Probability=0.8, Maximum nodes performance in Time=10,
Maximum nodes count in Time=10, Maximum nodes timelife=10

Maximum tasks duration

Minimum tasks performance

Thehalfline

11

10

Maximum count of tasks

B Fig. 2. Network configuration solving the assigned tasks with a UPN of at least 0.8
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B Fig. 3. Dependence of the mean tasks residence time
on the Network on various Network configurations

mean tasks residence time on the Network grows
more slowly than with an increase in the mini-
mum required performance. This happens when
CurrentRatio > T7/10.

Hence it follows that with an increase in the load
on the Network and CurrentRatio < 6/10, it is bet-
ter to first of all create pools [20] from the exist-

ing nodes. Better in the sense of reducing the mean
residence time on the Network while maintaining
the required UPN. If the CurrentRatio > 7/10, it is
better to focus on connecting new nodes.

In [21], a method is described, which can be used
to use the time and accuracy errors admissible
for tasks and to weaken the requirements for the
Network, while maintaining the required UPN. In
Fig. 2, this appears as a shift of the surface to the
right along the ray outgoing from the origin. The
beam tilt angles depend on the tolerances for the
task.

The work [22] describes an example of pa-
trolling of a naval base by unmanned aerial vehi-
cles “Orlan”. As a result of information and tech-
nical impact, a situation arises when the available
resource of the unmanned aerial vehicles is not
enough to solve the assigned task of monitoring
the perimeter, and the control system forms a pool
with the required performance. A similar situ-
ation of resource scarcity and a decrease in UPN
occurs with an increase in the number of tasks or
their resource intensity. Using the data from the
proposed study, we can say that in order to achieve
the required UPN, it is necessary to keep the ratios
CurrentTaskDuration, CurrentTaskPerfomance,
CurrentRatio in the specified range. This is
achieved either by forming resource pools or by
using task reserves in terms of time and accuracy
[21].
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Directions for further research

The developed model assumes that the Network
has a full-mesh topology. In the future, it is sup-
posed to use the adjacency matrix and study the
behavior of Networks with different topologies,
compare the work of the method offered in [20] with
others.

It is considered that the node that accepts the
task solves it with 100% probability. The reliability
of the nodes themselves can be taken into account
either by creating a special module that thins the
flow of nodes according to the required pattern, or
by making changes to the initial data, on the basis
of which the Network model is generated.

Events consisting in the appearance of tasks and
the connection of nodes to the Network and discon-
nection of nodes from it are random in the presented
model. This is well suited to describe normal oper-
ation: solving planned tasks, failures and failures
caused by natural causes. But this does not fully re-
flect the targeted aggressive effects on the Network:
cyberattacks, information technology intrusions, a
surge in tasks in case of emergencies, etc.

Conclusion

With the help of the approach proposed in the ar-
ticle, a significant step has been taken in concretiz-
ing the expression for the structural and functional
synthesis of the Network (1), namely: such charac-
teristics of a distributed Network as the UPN and
the average time spent on the Network were formu-

lated and studied through the simulation model;
the variables on which the state of the Network de-
pends were indicated. The number of variables has
been reduced almost twice by introducing the ratios
CurrentTaskDuration, CurrentTaskPerfomance,
CurrentRatio; shown, that with further concretiza-
tion of expression (1) Information-control depend-
encies between tasks can be neglected.

Each required UPN of Network is matched its
own surface. To ensure the solution of task with the
required UPN, the Network control system needs
to keep the values of the CurrentTaskDuration,
CurrentTaskPerfomance, CurrentRatio ratios un-
der this surface.

The graph describing the behavior of the
mean residence time of tasks on the Network
has two distinct inflection points. Knowledge of
these points helps the control system to make a
decision on the choice of an acceptable ratio of
CurrentTaskDuration, CurrentTaskPerfomance,
CurrentRatio.

By simple modifications of the model, it is possi-
ble to study the behavior of the Network under con-
ditions of non-stochastic uncertainty, which cannot
be described in terms of probability theory: cyber-
attacks, information technology intrusions, a surge
in tasks in case of emergencies, etc.
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Mopgeas pacnpenesieHHONH HH(POPMAIMOHHON CUCTEMBbI, pelIalouleil 3aayu ¢ TpedyeMoii BepOSITHOCTHIO

B. B. I'peI3yHOB?, KaH/. TeXH. HAyK, AOIeHT, orcid.org/0000-0003-4866-217X, vivl313r@mail.ru
aPoccuiicKUi rocyfapcTBeHHbBIN IMPOMETEe0POJIOTHUeCKU YHUBEPCUTEeT, Boporexckas yi., 79, Cauxkr-IlerepOypr,
192007, PP

Beenenmne: pacrnpeesenabie B mpocrpancTse-epeMenu cetu 110T u 10T, fog- u edge-BbIuncIeHNS UMEIOT TPEH, IPOHUKATH BO Bee ce-
PBI UeJI0BeUECKOM fedaTensbHOCTH. OT KauecTBa pabOThI ATUX TEXHOJOTUM 3aBUCAT IPEAIPUSATHS, OPTaHbl BJIACTU, CUJIOBbIE CTPYKTYPHI U
T. 1. Iless: onpenenuTts cocTas ceTu, o6eCIeUNBAIOIINIT TPEOYEeMYIO BePOATHOCTE 6€30TKAa3HOM paboThl. MeToabl: COTJIAaCHO KOHIIEIIITUN
CTPYKTYPHO-(DYHKITMOHAJBHOTO CHHTE3a PaclupeieleHHAsA CeTh IIPeACTaBieHa KaK HeCTaOWJIbHAA CUCTEMa MacCOBOTO OOCIY:KUBaHUS,
B KOTOPOI OOCJIY;KUBAIOIINE YCTPONCTBA MOJKJIOYAIOTCA U OTKJIIOUAIOTCA B IPOU3BOJILHBIN MOMEHT BpeMeHu. IlocTpoeHa MMUTAIMOH-
Hasi MOJIeJIb ceTr. Pe3yibTaThl: COCTOSHUE CETU 3aBUCUT OT KOJIMUECTBA YCTPOMCTB U 3a7a4, UX IPOU3BOJUTEIbHOCTEN U BPEMEH JKUSHU.
B mozesim paccMaTpuBaoOTCA HE CAMU 9TU BEJIMUNHBI, 8 UX COOTHOIIIeHUA. PaccuynTaHbl 3HAUEHUA BEPOATHOCTU 0€30TKAa3HOM paboThI CETH
IIJISI BCeX BOBMOJKHBIX COUETAHUM COOTHOIIeHN . PaccunTan f0BepUTEIbHBINA NHTEDPBAJ ¢ ypoBHEM qoBepus 0,95. VI3 moyyeHHBIX JaHHBIX
MOHATHO: 1) KAKUM JOJI’KeH ObITh MUHUMAJILHBIIN COCTaB CeTU, YTOOBI 00eCIIeYnTh TPeOyeMyIo BEPOATHOCTD; 2) KaKYI0 BEPOATHOCTH MOYKET
00ecIeynTh TeKYIIUHA COCTAaB CeTH; 3) KaKOU IMOTOK 3aa4 AOIYCTUM, YTOOBI PeliaTh 3afauu ¢ TpedyeMoil BeposaTHOCThI0. Ilokasano, uTo
3aBHCHMOCTD CPEJHEr0 BpeMeH! HAaXO0MKAeHUs 3aJa4dl B CETH OT COCTAaBa CETU MMEET JBe TOUKMU meperuda. Vcmons3ys cBeZieHus 00 9TuX
TOUKaX, CACTEMA YIPaBJIEHUSA CEThI0 (POPMUPYET IIYJIbI U3 YCTPONCTB UK YBEJIUUNBAET KOJIUUECTBO yCTPoicTB. O0Cyskaenne: moapasyme-
BaeTcd, YTO CETh UMeEET IIOJTHOCBASHYI CTPYKTYPY. CliefoBaTeIbHO, IJIA IPAKTUYECKOT0 IPUMEeHEeHU He0OOX0ANMO PACIIMPUTh MOJIEIb
MaTpPUIeil CMeXHOCTH, OIMCHIBAIOIIEH CBA3Y MEKIY y3JIaMU, & SHAUUT, IIYTU PACIIPOCTPAHEHUS 3a/1a4 10 CETH, UJIU CYUTATH, YTO Ka Kbl
y3eJI ABJSAEeTCA PeTPAHCIATOPOM U CIIOCOOeH mepeAaTh 3amauy Ha JII000# Apyroi yses cetu. HakjaagHble U3JePIKKM, BOSHUKAIOIINE TP
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9TOM, YUYUTBEIBAIOTCA Yepe3 KOPPEKTUPOBKY UCXOJHBIX JaHHBIX. Hpa}ch{ecuaﬂ 3HAYMMOCTB: PE3YJbTAaThI IIO3BOJIAIOT MUHUMU3UPOBATH
U3OEPKKHU IIPU IIPOEKTUPOBAHNU U SKCILJIyaTallul paclIpeaejieHHbIX CUCTeM, MaKCUMU3UPOBATh BEPOATHOCTH 06e30TKa3HO pa6OTBI cu-

CTeM IIPU 3aJJaHHBIX OTPAHUYEHUAX Ha PECYPCHI.
KaroueBsie cjioBa — TyMaHHbIe BBIUNCJIEHUA, edge-BbIUNCIEHUSA, PACIIPe/ieIeHHbIE BEIUUCIEHN, OTKAa30yCTOMYNBLIE BEIUNCIECHNU,

QOS, IOCTYIIHOCTD.
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Ilpy HATUYUU TOJIOKUTEIBHON DPEIeH3UU CTaThd PACCMATPUBAETCSA PENAKIIMOHHON KOJLIeru-
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tools.

Introduction: Over the last years program analysis methods were widely used for software quality assurance. Different types
of program analysis require various levels of program representation, analysis methods, etc. Platforms that provide utilities to
implement different types of analysis on their basis become very important because they allow one to simplify the process of
development. Purpose: Development of a platform for analysis of JVM programs. Results: In this paper we present Kex, a platform
for building program analysis tools for JVM bytecode. Kex provides three abstraction levels. First is Kfg, which is an SSA-based
control flow graph representation for bytecode-level analysis and transformation. Second is a symbolic program representation
called Predicate State, which consists of first order logic predicates that represent instructions of the original program, constraints,
etc. The final level is SMT integration layer for constraint solving. It currently provides an interface for interacting with three SMT
solvers. Practical relevance: We have evaluated our platform by considering two prototypes. First prototype is an automatic test
generation tool that has participated in SBST 2021 tool competition. Second prototype is a tool for detection of automatic library
integration errors. Both prototypes have proved that Kex can be used to implement competitive and powerful program analysis

Keywords — program analysis, analysis platform, test generation, symbolic execution.
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Introduction

Modern world is highly dependent on software:
it controls almost every part of human life. Thus,
errors in the modern-day software may lead to
fatal consequences. To address that problem IT-
industry adopts software quality assurance tech-
niques.

Software quality assurance techniques could be
divided into two main groups: manual techniques
and automatic ones. Manual quality assurance
techniques include software testing, code review,
audits, etc. Those techniques have proven their
effectiveness over time and are currently used in
everyday development processes. However, they
all share one significant weakness: manual quality
assurance is very hard and time-consuming work
[1].

Automatic software quality assurance tech-
niques are trying to overcome that weakness.
Alike manual techniques, automatic methods vary
on the level of complexity and depth of the analy-
sis: from simple and fast code smell detection [2]
to resource intensive verification [3]. Over the
last years, automatic quality assurance methods
were widely used for automatic testing, automat-
ic test generation, bug detection, etc. Most of the
automatic quality assurance techniques are based
on methods of static (e. g. symbolic execution [4,
5], bounded model checking [6], etc.) and dynamic

(e. g. fuzzing [7], dynamic symbolic execution [8],
concolic testing [9], etc.) program analysis. Many
IT-companies are currently using program analy-
sis methods as part of their everyday development
process [10, 11].

For most widely used programming languages
like Java, JavaScript, C/C++, etc. there already ex-
ists a large variety of tools for both static and dy-
namic analysis [12-15].

In this paper we present Kex (https://github.
com/vorpal-research/kex), a platform for building
various kinds of program analysis tools for Java
Virtual Machine (JVM) based languages. Kex con-
sists of three main components: Kfg library for
JVM bytecode analysis and transformations, in-
termediate representation called Predicate State
(PS) for symbolic program representation and con-
straint solving module based on satisfiability mod-
ulo theories (SMT) solvers. These modules allow one
to build different types of analyses on top of Kex,
both dynamic (based on bytecode instrumentation
and execution) and static (based on symbolic execu-
tion and constraint solving). To showcase capabil-
ities of Kex we have considered two prototypes of
analysis tools: one for automatic test generation for
Java language and the other for automatic integra-
tion errors detection. Evaluation results show that
Kex can successfully be used to analyze JVM based
languages on a variety of levels of depth, complexi-
ty and precision.
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Related work

As we have mentioned earlier, there already ex-
ists a number of tools and frameworks for analysis
of JVM bytecode. These frameworks differentiate
by analyses they support which the underlying mod-
el of program representation inherently limits. Let
us consider some of the most significant examples.

ASM [16] is an all-purpose Java bytecode anal-
ysis and manipulation framework that was intro-
duced in 2002. The project is still under active de-
velopment and the latest release of version 9.2 was
in the summer of 2021. ASM provides a set of byte-
code analyses and transformations and can be used
both to modify existing classes and to dynamically
generate new classes. ASM is focused on working
with low-level representation of compiled class-
es and therefore is mainly used by many projects
(https://asm.ow2.i0/). The Kfg library also uses
ASM for working with JVM bytecode.

Soot [17] is a Java bytecode optimization frame-
work that was first introduced in 1999. Soot pro-
vides four intermediate representations for byte-
code: baf — simplified stack based bytecode, jim-
ple — 3-address code representation of bytecode,
shimple — static single assignment (SSA) variation
[18] of jimple and grimp — an aggregated version
of jimple suitable for decompilation and code in-
spection. Each representation is more suited for
its own kind of analyses and optimizations includ-
ing points-to analysis, call-graph construction,
data-flow analysis, etc. Both ASM and Soot are li-
braries which are mainly focused on bytecode-level
optimizations and do not provide tools for more in-
depth analysis.

Spoon [19] is a library for Java source code anal-
ysis and transformation. Spoon meta model con-
sists of three parts:

— structural part contains the declarations of
program elements (classes, interfaces, methods,
etc.);

— code part contains executable Java code in the
form of AST;

— reference part models references to program
elements.

Limitations of Spoon come from its meta mod-
el. First, as it works at the source code level, it is
only limited to work with one language, whereas
bytecode level frameworks can work with any JVM
based languages. Second, Spoon provides only
one program model — AST — which is not always
well-suited for various types of analyses.

JBSE [5] is a symbolic JVM for automated pro-
gram analysis, verification and test generation.
JBSE uses javassist [20] library to interact with the
target classes, provides its own API for working
with source code at a bytecode level and provides
an implementation of symbolic state that represents

the state of execution of a program. Symbolic state
can be transformed into an SMT formula in smtlib2
format [21], which is then sent to an SMT solver to
reason about reachability of that state. JBSE also
provides utilities for automatically generating test
cases that reach a given state using reflection [22].
Authors have also developed two tools on top of
JBSE. SUSHI [23] is an automatic test case gener-
ator for Java programs that uses JBSE for symbol-
ic execution and EvoSuite [24] for test generation,
which allows it to generate tests that do not use
reflection. TARDIS [25] is an extension of SUSHI
that uses JBSE to perform concolic testing. Those
tools confirm the applicability of JBSE; however,
it still has some limitations. First, JBSE does not
provide any utilities to work with more structured
program representation rather than stack-based by-
tecode; hence, the symbolic state is also very close
to low-level bytecode representation. Second, the
internal structure of JBSE is more suited for easy
usage of symbolic execution results, but it is hard
to extend it.

JDQL [26] is a framework for Java static anal-
ysis that uses Datalog [27] query language for au-
tomatically detecting bad patterns in the program
source code. JDQL works both with Java source
code and JVM bytecode, provides utilities to per-
form flow analysis and intra-procedural analysis,
and it is easy to extend with new error detectors.
However, JDQL is limited in a sense that it is only
suitable for a lightweight pattern recognition based
static analysis and does not allow performing more
precise and complex types of analyses.

As one can see, there already exist many frame-
works for analysis of JVM programs (both on by-
tecode and source code level). Existing frameworks
are well suited for building analysis tools at one
specific program representation level. For example,
symbolic execution engines do not provide access to
underlying source code and bytecode analyses and
manipulation frameworks do not provide utilities
for more in-depth analysis. This limitation of the
existing frameworks has inspired us to develop a
new platform that will:

— provide utilities for various types of analyses
(both static and dynamic);

— allow multi-level analysis;

— provide application programming interface
(API) for constraint solving.

Kex in detail

Kex is a platform for analysis of JVM based lan-
guages. It takes a set of compiled classes and pro-
vides utilities to perform transformation and anal-
yses on multiple levels of program representation:
control flow graphs, PS and SMT formulae. Kex as-

Ne1,2022 N\

VIHDOPMALIVIOHHO-YMPABASIIOLLVIE CUCTEMBI N\ 31



/  NPOrPAMMHbIE N ANNAPATHBLIE CPEACTBA /

Symbolic
transformations
Inputs
h /
Jar SMT Test inputs
model

. /
Bytecode level -
transformations C!;I(;ls‘t;‘ralugnt

Loop unrolling

Instrumenting

B Fig. 1. A high level overview of Kex
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Error detection

Type inference

sumes a closed-world model during analysis, i. e., it
has full access to all possible types, functions, etc.
A high-level overview of Kex architecture can be
found in Fig. 1. In this section we give a detailed
description of every module of Kex.

Kfg: control flow graph for JVM bytecode

Program analysis requires having an informa-
tive and easy-to-use program model. JVM combines
in itself features of stack machine and register ma-
chine: each execution frame has an operand stack
and an array of local variables. The operand stack
is used to provide operands for bytecode instruc-
tions and to receive results of their computations.
The local variables array serves the same purpose
as processor registers: to store quickly accessible
data and to pass arguments for methods. While
that model of computation is very effective for JVM
purposes, it is not fitted for purposes of program
analysis.

Kfg (https://github.com/vorpal-research/kfg) is
a library for JVM bytecode analysis and transfor-
mation. Kfg builds control flow graphs (CFG) in SSA
form [18] for each method of the target program. Kfg
also provides utilities to create and modify classes
and fields of a project. Kfg is built on top of the lat-
est ASM version 9.2 — an all-purpose Java bytecode
manipulation and analysis framework — and pro-
vides an API to directly access ASM representation
for more low-level features. Currently Kfg supports
JVM bytecode version 62 and lower (which corre-
sponds to JVM version 18). Let us now consider the
internal structure of Kfg in more detail.

Class management

The key concept of the Kfg is the ClassManager,
which stores all the information about available
classesand allowsonetoaccessthoseclasses. Classes
are the essential part of JVM and, therefore, Kfg:
every project consists of a set of classes. Each class
contains the following list of information: modifi-
ers, superclass, interfaces, methods, etc. Each class
also stores an instance of ClassNode — an ASM rep-
resentation of class — allowing it to make low-level
transformations.

Kfg preserves connection between each class
and its actual bytecode stored in the file system,
thus allowing creating, modifying and updating
the bytecode both on singular class level and on pro-
ject level (e. g. modify jar files or directories with
compiled sources). That connection is implemented
through Containers.

To build a precise model of a project one needs
to have access to all the libraries that it depends
on. However, building that model for a large-
scale project with many dependencies can be very
resource intensive and even redundant in some
cases. To have an ability to analyze projects with-
out access to full class path, Kfg introduces an
idea of OuterClass: a class which bytecode Kfg
cannot access. When working with instances of
ConcreteClass (i.e. class whose bytecode that Kfg
has access to), Kfg checks validity and correctness
of all operations. Downside of the OuterClass idea
is that Kfg cannot guarantee correctness of the re-
sulting bytecode and relies on the user to ensure
it.
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Type system of Kfg directly corresponds to JVM
type system described in the JVM specification
[28] and consists of integrals (boolean, byte, char,
short, int and long), floating points (float and dou-
ble), references (classes, arrays and null) and void
type. Let us now consider the details of the control
flow graph.

Methods and CFG

For each method of each ConcreteClass available
to ClassManager Kfg builds a CFG in SSA form.
An example of CFG built by Kfg is shown in Fig. 2.
A control flow graph consists of basic blocks — a
sequence of instructions that are executed one af-
ter other without any branching. Each basic block

ends with terminating instruction; it can be simple
jump, branching, return or throw. As one can see,
basic blocks %entry0, %bb0, %bbl could have been
united to a single basic block as they do not have
any branching and seemingly are always directly
following each other. However, CFG for JVM by-
tecode is more complex, as the instructions (and,
therefore, basic blocks) of JVM bytecode may have
hidden connections to exception catch blocks. JVM
specification defines all the instructions that can
potentially throw exceptions. Each basic block of
Kfg ends either with branching instruction or with
an exception throwing instruction. Figure 2 shows
the examples of both of this cases: blocks %bb2 and
%bb4 end with branch instruction (if — else); blocks

example/ListExample::foo(java/util/List): void

v

%entryO0:
goto %bb0

v

%bb4: %labell
%14 = (%12 !=10)

if (%14) goto %if.thenO else %if.elsel

%bb0: Y%entry0
%6 = interface arg$0.iterator()
goto %bbl

e A
%if.elsel: %bb4

%17 = new java/lang/IllegalStateException
special %17.<init>()

goto %bb5
%bb5: %if.elsel
throw %17

N .

%if.then0: %bb4 %bbl: %bb0
goto %label0 goto %label0

N,/

%]label0: %bbl, %if.then0
%3 = interface %6.hasNext()

goto %bb2
%bb2: Y%label0
%5 = (%3 == false)
if (%5) goto %if.thenl else %if.else0

;

%if.else0: %bb2
%8 = interface %6.next()

%if.thenl: %bb2

goto %bb3 return
%bb3: %if.else0
%10 = (example/ListExample$Point) %8
goto Y%labell
—
%]labell: %bb3
%12 = static ListExample$Point.access$000(%10)
goto %bb4
B Fig.2. An example of CFG built by Kfg
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%bb0 and %label0, for example, end with simple
jump instruction but the last “meaningful” instruc-
tion they contain is the call instruction, which po-
tentially can throw an exception. To express those
hidden connections, basic blocks also store a set of
handler blocks in addition to a set of predecessors,
successors and instructions. Basic blocks them-
selves are also divided into two categories:

— BodyBlock — default block that forms the
CFG;

— CatchBlock — special block that handles
thrown exceptions; that block does not have usu-
al predecessors but a set of thrower blocks that it
catches from; also, CatchBlock stores information
about the catched exception type.

Values and instructions

Instructions of the Kfg operate on Values: rep-
resentation of program variables. Values are divid-
ed into four categories: this reference, arguments,
constants and instructions. Instruction set of Kfg
is corresponding one-to-one to the instruction set of
JVM bytecode with two exceptions:

— JSR instruction [28] is inlined before CFG
building and therefore is not present in Kfg in-
structions set;

— Kfg adds a new phi instruction — a special
instruction that represents #function of SSA form.

CFG analysis and modification

Along with the API to build a CFG model of a
project and translate it back to JVM bytecode, Kfg
provides an API to perform various analyses and
transformations with the built model.

Kfg uses a visitor [29] pattern and provides a
NodeVisitor, a ClassVisitor and a MethodVisitor al-
lowing one to traverse all the classes, fields, meth-
ods and instructions of a project. In addition, Kfg
also provides loop analysis for all of the methods of
a project: information about each loop of a method
is stored in a graph form. To simplify the work with
loops Kfg also provides a LoopVisitor: an extension
of MethodVisitor that allows to traverse all the loops
of a method. Pipelines allow combining a set of visi-
tors into a single instance that will apply each visitor
to all the classes of ClassManager one after another.

At the instruction and value level Kfg imple-
ments the “user” pattern: each instruction, value
and basic block contains a set of objects that it is
used by. Any class that uses CFG elements should
implement BlockUser or ValueUser interfaces. That
idea was inspired by LLVM [30].

Kex currently uses Kfg for:

— loop canonicalization [31];

— loop unrolling;

— bytecode instrumentation on various levels;

— bytecode modification (e. g. all the
System.exit() calls are replaced with a special

SystemExitCallException to prevent JVM stopping
during dynamic analysis);
— CFG modification, etc.

Predicate State representation

Predicate State is Kex’s intermediate rep-
resentation that is used to perform various types of
analysis and that is designed to be easily converted
into an SMT formula. This section describes details
of PS implementation.

Basic PS structure

Predicate State is designed as a directed acyclic
graph because SMT formulae cannot express loops.
PS was originally introduced in Borealis bound-
ed model checker [32]. Kex has adapted PS from
Borealis and extended it to support Kfg instruc-
tions.

Predicate State is built from CFG and, therefore,
CFG should be preprocessed in order to be converti-
ble to PS. Preprocessing consists of two main steps:

— loop canonicalization;

— loop unrolling.

These two steps allow presenting a CFG in a
form that is directly convertible to PS. Both of
these operations are implemented as Kfg loop visi-
tors. The format of PS in Backus — Naur form [33]
is shown in listing 1 and an example of PS is shown
in listing 2.

Asone can see from listing 1, PS has three types:

— BasicState — PS represents a single basic
block, basically just a list of predicates;

— ChoiceState — PS that represents branching,
contains a list of branches (as PS);

— ChainState — PS that combines two states
into a sequence, used to create full program rep-
resentation from BasicState and ChoiceState.

Listing 1. PS format.

<PredicateState> ::= ChainState head:<PredicateState>
tail:<PredicateState>

| ChoiceState choices:<ListOfPredicateStates>

| BasicState data:<ListOfPredicates>

<ListOfPredicateStates> ::= <PredicateState>
<ListOfPredicateStates> | <empty>

<Predicate> ::= ArrayInitializerPredicate arrayRef:<Term>
value:<Term>
ArrayStorePredicate arrayRef:<Term> value:<Term>
CallPredicate Ihv:<Term> call:<Term>
CatchPredicate throwable:<Term>
DefaultSwitchPredicate cond:<Term> cases:<ListOfTerms>
EnterMonitorPredicate monitor:<Term>
EqualityPredicate lhv:<Term> rhv:<Term>
ExitMonitorPredicate monitor:<Term>
FieldInitializerPredicate field:<Term> value:<Term>
FieldStorePredicate field:<Term> value:<Term>
GenerateArrayPredicate lhv:<Term> length:<Term>
generator:<Term>

| InequalityPredicate lhv:<Term> rhv:<Term>
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| NewArrayPredicate Ihv:<Term> dimensions:<ListOfTerms>
elementType:<Type>
| NewPredicate Ihv:<Term> type:<Type>

<Term> ::= ArgumentTerm index:Int type:<Type>
ArrayContainsTerm array:<Term> value:<Term>
ArrayIndexTerm array:<Term> index:<Term>
ArrayLengthTerm array:<Term>

ArrayLoadTerm arrayRef:<Term>

BinaryTerm op:<BinaryOp> lhv:<Term> rhv:<Term>
CallTerm owner:<Term> method:<Method>
arguments:<ListOfTerms>

CastTerm term:<Term>

CmpTerm op:<CmpOp> lhv:<Term> rhv:<Term>
ConstTerm

EqualsTerm Ihv:<Term> rhv:<Term>

ExistsTerm start:<Term> end:<Term> body:<Term>
FieldTerm owner:<Term> fieldName:String
FieldLoadTerm field:<Term>

ForAllTerm start:<Term> end:<Term> body:<Term>
InstanceOfTerm term:<Term> type:<Type>

[teTerm cond:<Term> trueValue:<Term> falseValue:<Type>
LambdaTerm arguments:<ListOfTerms> body:<Term>
NegTerm term:<Term>

ReturnValueTerm method:<Method>
StaticClassRefTerm klass:<Type>

ValueTerm type:<Type> name:String

<ListOfTerms> ::= <Term> <ListOfTerms> | <empty>
Listing 2. PS example.

@S kotlin/jvm/internal/Intrinsics.checkNotNullParameter(arg$0, ‘a’)
@S %1 = arg$0.size()

@S %3=%11=2

@P %3 = false

@S %5 = arg$0.get(0)

@S %7 = (%5 as example/ListExample$Point)
@S %9 = %7.getX()

@S %11=%9!=10

@S %11 =false

@S %13 =arg$0.get(1)

@S %15 = (%13 as example/ListExample$Point)
@S %17 = %15.getY()

@S %19=%17 =11

@S %19 = false

@S %24 = new java/lang/lllegalStateException
@S %23 = ‘a’.toString()

@S %24 <init>(%23)

@S %26 = (%24 as java/lang/Thowable)

)

One may notice that current implementation
of PS is limited because it does not handle try/
catch blocks, i. e. exception handling is not sup-
ported. Potentially it can be implemented by add-
ing ChoiceState at each predicate that leads to two
branches: one to the next predicate in the program
and one to a catch block that handles the exception.
However, that will lead to an exponential growth of
the state size. We consider adding exception control
flow handling into PS as a part of our future work.

The design of PS is closer to SMT formulae than
CFG and it introduces some of the concepts that are
later passed on to an SMT solver. First, the PS mod-

el introduces a memory concept and explicitly sepa-
rates expressions that change the memory from ones
that do not: predicates and terms correspondingly.
Thus, predicates are used to express actions that
change the state and the memory of a program, e. g.
FieldStorePredicate that writes value to some field.
However, there are also predicates that allow us to
express some additional constraints for a program.
The type of predicate determines those properties:

— state — usual predicate that changes the state
(and, therefore, the memory) of program;

— path — predicate that expresses the current
path condition;

— assume — predicate that carries some addi-
tional information that Kex can assume is true;

— axiom — predicate that encodes some axioms
that are always true (e. g. a class reference always
being not null);

— require — predicate that encodes some prop-
erties that Kex should check for correctness.

The PS definition shows that most of the pred-
icates directly correspond to Kfg instructions.
However, there are some exceptions. For example,
FieldInitializerPredicate that allows initializing
the value of a field before actual program execution.

Terms mainly represent Kfg values and opera-
tions that do not change the memory state, e. g. ar-
guments, constants, array index reads, etc. In JVM
bytecode there are no ways to reference the memory
address that holds the value of a field or an element
of an array, one can only read the value stored in
that location. However, during analysis one needs
to differentiate between memory location and the
value that it stores. For that reason, Kex adds
two special pointer terms: ArraylndexTerm and
FieldTerm. To receive the value stored in a given lo-
cation one needs to explicitly specify memory load
action with ArrayLoadTerm and FieldLoadTerm
correspondingly.

Type system of Kex extends the type system of
Kfg by supporting special typing ArrayIndexTerms
and FieldTerms. The type system consists of:

— integrals: bool, byte, char, short, int, long;

— reals: float and double;

— pointers — an equivalent of Kfg references:

o object pointers;
o array pointers;
o references — types of array indexes and
fields;
o null;
— void.

PS modification and analysis

Analysis of a program suggests that one has
an ability to traverse and modify the model, i. e.
Predicate State. Kex provides a Transformer inter-
face to traverse PS and a RecollectingTransformer
interface to modify it. Transformer implements
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CRTP pattern [34] and provides an API to disman-
tle each component of the PS and build it up again
with the same or new structure. PS and its com-
ponents are immutable and therefore if any trans-
former changes the state it returns a new copy
of it.

Kex provides a set of transformer implementa-
tions:

— Stensgaard alias analysis [35];

— static backward slicing [36];

— constant propagation;

— inlining of various types: static fields ini-
tialization inlining, static method inlining, virtual
method inlining (requires type resolving);

— reflection info inlining (e. g. Kotlin reflection
provides a lot of useful type and nullity informa-
tion);

— external information provider: e. g. annota-
tion info inliner that adds method invocation info
from JetBrains annotations (https://github.com/
JetBrains/java-annotations), etc.

Symbolic execution using SMT solver

Kex uses SMT solvers for constraint solving and
currently supports three solvers: Z3 [37], Boolector
[38] and STP [39]. To simplify work with multiple
solvers Kex uses automatically generated unified

NMPOMrPAMMHBIE N ANNAPATHbLIE CPEACTBA

7

wrapper classes. Example of SMT wrapper API can
be found in Fig. 3.

To add the new solver to Kex one needs to provide
implementations of three classes: Engine, Solver
and Unlogic. Engine class should provide bindings
to the API of the solver. Solver class should imple-
ment methods that perform a query and return a
model. Unlogic class should provide an interface to
convert received model back into terms and predi-
cates of PS.

In this section we will describe the model that
Kex uses to express queries over PS in the SMT for-
mula. First, however, let us describe the steps Kex
uses to prepare PS.

Preparing PS

Predicate State preparation consists of two
steps: reifying PS with additional information and
complementing PS with necessary type informa-
tion for SMT solving. The first step is optional and
only used to give solver more information on the
constraint solving: it inlines resolvable methods,
includes available reflection and annotation infor-
mation, propagates constants, etc. The result of the
first step is the PS and the query over that state.

The main goal of the second step is to simplify
the PS and the query so that SMT solver will be able

Z3SMTExpr

| Z3SMTMemory |

| | I
L r |
Z3Float | ‘ 7Z3Bool | | Z3BV | ‘ Z3Double ‘ ‘ Z3Array<Element, Index> ‘
Z3BV32 73BV64 ‘ MemoryContext |
| Z8SMTExprFactory | | Z3SMTContext ‘ | Z3SMTConverter | I Z3FunctionExpr |
A A I\

Z3ExprFactory

Z3Context

e e e e e e e

Human provided classes

| Z3Engine |

Z3Solver

| Z3Unlogic |

B Fig.3.Z3 solver wrapper classes

Z3Conterter
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to solve it faster. It uses two techniques to reach its
goal: memory spacing [40] and slicing.

Memory spacing is a technique that allows split-
ting all memory used in a program into a disjoint
set of sub-memories. Each sub-memory is independ-
ent from the others and can be modeled separate-
ly. Each sub-memory is assigned a unique index,
pointers referencing this memory are identified by
the mentioned index. This reduces the complexity
of solving the resulting formulae, as the disjoint set
of memories decreases the search space SMT solver
needs to work with.

Slicing is used to reduce the overall size of the
PS. The main ideais to remove terms and predicates
that are not “interesting” w.r.t. query from PS. The
term is considered “interesting” if it affects or ali-
ases any of the interesting terms. Aliasing is cur-
rently determined by Stensgaard alias analysis.
Initial set of “interesting terms” contains all the
variable (i. e. non-constant) terms from the query.

These preparation steps allow us to reinforce PS
with additional information and simplify it w.r.t.
SMT solving. Let us now consider how PS are en-
coded into an SMT formula.

Modeling program in SMT formulae

To be able to use SMT solver for constraint solving
one needs to define a memory model suitable for rep-
resenting the program and its variables as SMT for-
mulae. In Kex we have used a memory model inspired
by the work on bounded model checker Borealis. We
have adapted its memory model to JVM and PS.

As was mentioned earlier, PS (like JVM byte-
code) has several primitive data types: booleans,
integers, floating point numbers. Each variable of
a given type can be represented as an expression of
corresponding SMT theory: booleans for boolean,
bitvectors [41] for integers, floating point numbers
[42] for float and double.

The more complex part, however, is modeling
non-primitive data types: objects and arrays. To
represent references in the heap we use a “proper-
ty-based” memory model: memory is encoded as a
collection of SMT arrays [43], each array corre-
sponding to a disjoint partition of heap objects defi-
nitely not aliasing objects from other partitions.
SMT arrays are immutable and each store operation
returns a new version of the array. Therefore the
memory model allows one to work with versioned
memory i. e. one can potentially get the whole mem-
ory state of a program after execution of each in-
struction. Initial memory of the program is emp-
ty, it can be filled with special FieldInitializer and
Arraylnitializer predicates.

This allows it to encode object references as 32-
bit bitvector indices into their partition; arrays are
represented as continuous chunks, with array ref-
erence pointing to its start index.

Object fields are represented in a similar fashion,
using “property memories”: each field is mapped to
a separate SMT array, indexed by object references;
to access field x.y one needs to work with property
memory typeOf(x).y by index x.

Property memories also have one additional
use case: they are used to calculate runtime type
information of pointers. Resolving runtime type
information is very important because it not only
may affect control flow of a program (e. g. through
instanceof instructions) but also is used to resolve
virtual method calls. Each pointer variable of the
program is assigned a special “type” property: each
reference may be used as an index to this property
memory to get its type. Kex analyses the program
as a closed world model, therefore it can assign a
constant to each defined type and encode subtyping
via SMT axioms over a special isSubtype uninter-
preted function:

isSubtype(a,b) = true,
Va,betypesyif a is a subtype of b
isSubtype(a,b) = false, otherwise

All type-related operations in the program are
expressed through isSubtype: casts and instanceof
checks impose new constraints on the “type” prop-
erty of the corresponding variable. That, togeth-
er with the subtyping axioms, gives SMT solver
enough information to correctly analyze types.

We have given a description of the memory
model that Kex uses for symbolic execution. Given
that, PS is a directed acyclic graph; its trans-
lation into SMT formula is straightforward, as
predicates can be directly mapped to correspond-
ing SMT expressions. One may vary the precision
and complexity of SMT formulae by changing the
depth of inlining and loop unrolling. An example
of PS, query and corresponding SMT formula can
be found in Fig. 4.

After encoding PS and query as SMT formulae
Kex performs a request to SMT solver. SMT solver
can return three types of answers:

— SAT — formula is satisfiable, solver also re-
turns an SMT model containing counterexample
that makes formula satisfiable;

— UNSAT — formula is unsatisfiable, solver
also may return an unsatisfiable core [44], i. e. a
minimal set of clauses that makes the formulae un-
satisfiable;

— UNKNOWN — unknown result, returned if
solver is terminated by timeout.

Depending on the query type, these results can
be interpreted differently. However, if the formula
is satisfiable, one needs to be able to raise the pro-
gram state encoded in the SMT model to a higher
level. Let us now describe how that is performed.
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Predicate State

(
@A this !=null
@A arg$0 != null
@S %1 = arg$0.length
@A %1>=0 = true
@S %3 = %1 <=10 Query

@P %3 = false

— *(thic fi (
o =
%2 0;:? = %tg 'if%'d) && @P %13 = false

@P %7 = false )

@A 0 <= arg$1 = true

@A arg$1 < arg$0.length = true
@S %10 = *(arg$0[arg$1])

@S %11 = *(this.field)

@S %13 =%10!= %11

(declare-fun isSubtype ((_ BitVec 32) (_ BitVec 32)) Bool)
(declare-fun __word__property__type0!0 () (Array (_ BitVec 32) (_ BitVec 32)))
(declare-fun arg$0 () (_ BitVec 32))
(declare-fun __word__property__length0!3 () (Array (_ BitVec 32) (_ BitVec 32)))
(declare-fun [int[]!2] () (_ BitVec 32))
(declare-fun this () (_ BitVec 32))
(declare-fun PSExample!1 () (_ BitVec 32))
(declare-fun %13 () Bool)
(declare-fun %11 () (_ BitVec 32))
(declare-fun %10 () (_ BitVec 32))
(declare-fun __word__property__ PSExample.field0!4 () (Array (_ BitVec 32) (_ BitVec 32)))
(declare-fun arg$1 () (_ BitVec 32))
(declare-fun __array__0!5 () (Array (_ BitVec 32) (Array (_ BitVec 32) (_ BitVec 64))))
(declare-fun %7 () Bool)
(declare-fun %5 () (_ BitVec 32))
(declare-fun %3 () Bool)
(declare-fun %1 () (_ BitVec 32))
(assert
(and (not (= this #x00000000))
(not (= arg$0 #x00000000))
(= %1 (select __word__property__length0!3 arg$0))
(bvsle #x00000000 %1)
(= %3 (bvsle %1 #x0000000a))
(not %3)
(= %5 (select __word__property_ PSExample.field0!4 this))
(= %7 (bvsle #x00000000 %5))
(not %7)
(bvsle #x00000000 arg$1)
(not (bvsle (select __word__property__length0!3 arg$0) arg$1))
(= %10 ((_ extract 31 0) (select (select __array__0!5 arg$0) arg$1)))
(= %11 (select __word__property__ PSExample.field0!4 this))
(= %13 (not (= %10 %11)))
(bvsle #x00000000 (select __word__property__length0!3 arg$0))
(not (bvsle #x000003e8 (select __word__property__length0!3 arg$0)))
(bvsle #x00000000 this)
(or (= this #x00000000)
(= (select __word__property__type0!0 this)
PSExample!1))
(bvsle #x00000000 (select _ word__property__type0!0 this))
(not (bvsle #x3fffffff this))
(bvsle #x00000000 arg$0)
(or (= arg$0 #x00000000)
(= (select __word__property__type0!0 arg$0) |int[]'2]))
(bvsle #x00000000 (select __word__property__type0!0 arg$0))
(bvsle #x00000000 (select __word__property__length0!3 arg$0))
(not (bvsle #x3fffffff arg$0))
)
)
(assert (and true
(= (isSubtype PSExample!1 PSExample!1) true)
(= (isSubtype PSExample!1 |int[]!2]) false)
(= (isSubtype |int[]'2| PSExample!1) false)
(= (isSubtype [int[]'2| |int[]!2]) true))

)
(assert (not %13))
(check-sat)

B Fig. 4. An example of PS, query and SMT formula
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Interpreting SM'T model

An SMT model allows one to evaluate concrete
values of formula expressions. In the context of pro-
gram analysis those concrete values describe some
interesting program state: counterexample that
triggers a bug, test case that covers some branch,
etc. Thus, to be useful, the SMT model eventually
needs to be converted into Java objects or Java code
that creates those objects. In Kex that conversion
process consists of two steps: translating the mod-
el into terms and building Java objects from those
terms.

The first step is straightforward: using special
unlogic functions of each solver, Kex converts con-
stants from the SMT model into constant terms.
Kex model consists of three components:

— assignments — a map where each variable of
a program is assigned a constant value evaluated
from SMT model;

— memory shapes — each shape contains two
memory states: initial and final. Each memory
state maps concrete integer addresses into con-
stants;

— type map — a map where each type of a pro-
gram is assigned constant integer value. Type map
is later used to evaluate runtime types of variables
from type property memory.

An example of the Kex model corresponding to
the SMT model is given in listing 3.

Listing 3. An example Kex model.

Model {

this = 32768

arg$0 =1

%1=235

%3 =false

%5 =-1

this.field = 32768
%7 = false

arg$1=0

%10 = -1

%11 ="-1

%13 =false
(1<0>=0
(32768)<0>=0
(1073741823)<0> =0
PSExample.field(32768)<0> = -1
length(1)<0> =35
type(1)<0>=3
type(32768)<0> =4
type(1073741823)<0> =2
}

Although the Kex model is not very illustrative,
it still captures the whole program state. For fur-
ther transformation and analysis, Kex transforms
SMT model into descriptors. Descriptors are used
to represent the object shape; one may consider
them trees that capture (nested) object states. The
descriptor format for the JVM platform is given in
listing 4.

Listing 4. JVM descriptor format.

<Descriptor> ::= “CostantDescriptor”
“ObjectDescriptor” fields:<ListOfFields>
“ArrayDescriptor” elements:<ListOfElements>
“StaticFieldDescriptor” field:<Field>

<ConstantDescriptor> ::= “NullDescriptor”
“BoolDescriptor” value:Boolean
“ByteDescriptor” value:Byte
“ShortDescriptor” value:Short
“CharDescriptor” value:Char
“IntDescriptor” value:Int
“LongDescriptor” value:Long
“FloatDescriptor” value:Float
“DoubleDescriptor” value:Double

<Field> ::= name:String klass:Class value:<Descriptor>
<Element> ::= index:Int value:<Descriptor>

<ListOfFields> ::= <Field> <ListOfFields> | <empty>
<ListOfElements> ::= <Element> <ListOfElements> | <empty>

Additionally Kex is able to build Java objects
from the descriptors if needed. Kex collects all
the variables from the program and builds Java
objects for those projects using following algo-
rithm:

— if avariable has primitive type, create a prim-
itive Java variable with corresponding value;

— if a variable is an object, resolve its runtime
type (using type map) and create Java object of re-
solved type (using Java reflection utilities);

— if a variable is an array, resolve its runtime
type (using type map) and create Java array of re-
solved type (using Java reflection utilities);

— if a variable is a field, recursively create a
Java object corresponding to its value and set the
field value of an object (using Java reflection util-
ities);

— if a variable is an array element, recursively
create a Java object corresponding to its value and
set the element value of an array (using Java reflec-
tion utilities).

Kex also has techniques to generate a test case
that recreates a program state corresponding to the
SMT model, but its implementation details are left
outside of this work.

Evaluation of Kex platform

The evaluation of our platform consists of two
parts. First part is the qualitative comparison of
Kex platform with other analogues considered ear-
lier. Second part is the evaluation of Kex applica-
bility for developing program analysis tools. In this
part we will consider two prototypes of program
analysis tools that were developed based on Kex
platform.
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Qualitative comparison with analogues

To evaluate our platform we decided to compare
it with five other analogues, that were previously
considered, based on seven criteria:

— source artifact: what artifacts does the tool
takes as an input;

— source manipulation and transformation:
does the tool provides utilities for transformation
of the input sources;

— behavioral representation: whether tool pro-
vides behavioral program representation (like CFG,
SSA, etc.) rather than simple stack-based bytecode;

— symbolic representation: does the tool pro-
vide a symbolic representation of a program that
can be used for more in-depth analysis;

— constraint solving: does the tool provides API
to work with any kind of constraint solvers;

— static analysis utilities: does the tool has built
in utilities for static program analysis;

— dynamic program analysis: does the tool has
built in utilities for static program analysis.

The results of the comparison can be found in
the Table. As one can see from the results, ASM
and Soot frameworks are libraries which are
mainly focused on bytecode-level optimizations
and do not provide tools for more in-depth analy-
sis. Spoon is similar to ASM and Soot except that
is concentrates on the Java source code analysis.
JBSE is similar to Kex in almost every criteria;
however, its main weakness is that it does not pro-
vide any utilities to work with behavioral program
representations like CFG. JDQL is only tool that
supports both source code and bytecode analysis
and allows one to solve queries over program var-

NMPOMrPAMMHBIE N ANNAPATHbLIE CPEACTBA
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iables using Datalog. However, it is only suitable
for a lightweight pattern recognition based static
analysis and does not allow performing more pre-
cise and complex types of analyses. Judging by the
results Kex is the tool that fits the most criteria;
the only weakness is that Kex does not support
source code analysis. That decision was intention-
al, because as source code analysis may provide
more information about program (e. g. generics),
it bounds the tool to only one programming lan-
guage (or requires too much infrastructure for
working with multiple languages).

Evaluation of prototypes

To evaluate our platform we have implemented
a prototype of an automatic test generation tool
for Java language based on Kex infrastructure.
The prototype uses symbolic execution to analyze
control flow graphs of the program under test
(PUT) and produces interesting symbolic inputs
for each basic block of PUT. Those symbolic inputs
are then converted into JUnit test cases (either in
Java or in Kotlin language). Prototype currently
supports two modes of test case generation: basic,
which generates reflection based test cases, and
advanced, that tries to generate test cases using
only public API’s of the PUT. We have participated
in the SBST 2021 Tool Competition [45, 46] with
the described prototype. With an overall score of
44.21, Kex ranked fifth. Thorough analysis of the
results has shown that the prototype had many
technical issues due to a low degree of maturity
of the project. On the guava project, Kex was able
to reach ~20% line coverage, which is competitive

B Qualitative comparison of Kex with analogues

Criteria ASM Soot Spoon JBSE JDQL Kex
. JVM JVM JVM Java or JVM
Source artifact bytecode bytecode Java bytecode bytecode JVM bytecode
Source manlpulat‘lon + " " i _ "
and transformation
Behav1ora.1 _ n _ B _ "
representation
Symbohc. B B B . B "
representation
SMTLib2 Datalo API for Z3,
Constraint solving - - - formulae for uerieg Boolector and STP
SMT solvers 4 SMT solvers
Statlc. a.n.alys1s _ _ _ n n "
utilities
Dynam.lc. a%nalysns B B B i B "
utilities

40 7 VHOOPMALVIOHHO-YMPABASIOLLVIE CUCTEMBI

7  Ne1,2022



\ NPOrPAMMHBIE I ANNAPATHBLIE CPEACTBA \

with the results of other participating tools. After
resolving all the technical issues with the proto-
type, it was able to reach ~25% average line cov-
erage on the whole SBST 2021 competition bench-
mark (https://github.com/vorpal-research/kex/
tree/sbst-21). We consider that as significant im-
provement.

Another application of Kex platform is Spider
[47]. The authors had built a tool that allows them
to find library integration errors using static anal-
ysis methods. Authors enrich the source code of
external libraries with formal specifications writ-
ten in LibSL specification language [48]. They use
Kfg library to inject specification automata in-
to the original library classes. All the necessary
checks are marked with calls to a Kex intrinsics
(https://github.com/vorpal-research/kex-intrin-
sics) library. Implemented analysis module finds
the library API function calls and checks their con-
ditions. If the condition can be false then intrinsic
call is reachable, and the error occurs.

We conclude that Kex is an applicable and ex-
tendable platform for building various types of pro-
gram analysis, both static and dynamic.

Conclusion

In this paper we presented a platform for analy-
sis of Java programs called Kex. We have described
all the main components of Kex, their implementa-
tion details and external APIs. Kex can be used to
build tools for various types of program analysis,
both lightweight and complex. During evaluation,
we have considered two prototypes of program
analysis tools: one for automatic test generation
and one for integration errors detection. Evaluation
has shown that Kex is applicable for creating pro-
gram analysis tools for JVM platform.

In the future we plan to further work on improv-
ing capabilities of Kex. In terms of capabilities of
Kex as a platform, we want to implement an excep-
tion handling mechanism in PS and improve lamb-
da function support both on PS level and on SMT
formulae level. Another area of our future work is
the development of tools based on Kex. Currently
we have two main priorities for the future: improve
our automatic test generation tool for Java language
and participate in the SBST 2022 competition and
develop a concolic testing tool based on Kex.
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BBemenune: METOABI CTATUYECKOTO ¥ JUHAMUUECKOTO aHAJIM3a [IPOrPpaMM BCe Jallle UCII0JIb3YIOTCA AJIsS IPOBEePKY KayecTBa IporpaMm-
MHOTO obecrieuenud. OZHAKO pasHbIe BUIbI AHAIN3a IIPOTPAMM TPeOYIOT paboThI C PA3HBIMU MOJEJIAMY IIPEICTaBIEHUA IPOrPAMM, METO1a-
MU aHaJIu3a u T. . Bodpocia BasKHOCTH IIaT(OPM [JIA CO3JaHUA NHCTPYMEHTOB aHaJIN3a IIPOrPaMM, TaK KaK OHU II03BOJIAIOT YIIPOCTUTH 1
YCKOPHUTH Ipoitecc padpaborku. Ileas: pazpaborars miaardopmy 4 ananusa J VM-nporpamm. PesyabraTel: pazpaborana miaardopma Kex
JIJIs1 TIOCTPOEHU ST MHCTPYMEHTOB aHaJIN3a IporpaMm, KoMmnuaupyomuxcsa B J VM-6atiTkon. Kex npemocrasisger Tpu YypoOBHA aOCTPAKITUH.
ITepBeiit ypoBenb — Gubsnoreka Kfg — peanusyer rpad nmoroka ynpasieHus B GOpMe CTaTHYECKOT0 OJHOKPATHOTO IPUCBANBAHUSA A
anasusa u trpancopmaruu JVM-6aiiTkoga. Bropoil ypoBeHbL — CHUMBOJILHOE IIPe/CTaBJIeHNe IPOrpaMMbl, HadbiBaemoe Predicate State,
KOTOpPOe COCTOUT M3 IIPEeJIUKATOB JIOTUKH IIEPBOI'0 IOPALKA, COOTBETCTBYIOIINX MHCTPYKIIUAM IIPOTPAMMBI, KOHTPAKTaM, JOIOJHUTEIb-
HBIM OIPaHUYEeHUAM u T. A. TpeTuit ypoBeHsr — mHTepdec A1a codmpanus u paborsl ¢ SMT-hopmysraMu, T03BOJIAIOIUI PelIaTh 3afaun
BeImOTHUMOCTH. VIHTepdeiic B JTaHHBIII MOMEHT IIOAAepKuBaeT B3aumoeiictaue ¢ Tpemsa SMT-pemarenamu. IlpakTudyeckass SHAUNMOCTb:
minardopma Kex mcnonbsoBasach npu paspaboTKe ABYX MHCTPYMEHTOB: aBTOMATUUYECKOU reHepaluy TeCTOB A A3bIKa Java, KOTOPBIA
6bL TToaH Ha copeBHoBaHUA SBST 2021, 1 aBTOMaTUYECKOI0 IIOMCKA OITUOOK MHTerpanuu oubanorex. O6a sTUX IPOTOTHUIA TOKA3aJIH,
uTo 1aropma Kex MoskeT ObITH HCIIOJIb30BaHA AJIA PAa3Pa00TKU NMHCTPYMEHTOB aBTOMATHYECKOT0 aHAJIN3a IIPOTPaMM.
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Introduction: Development of practical post-quantum signature algorithms is a current challenge in the area of cryptography.
Recently, several candidates on post-quantum signature schemes, in which the exponentiation operations in a hidden
commutative group contained in a non-commutative algebra is used, were proposed. Search for new mechanisms of using a
hidden group, while developing signature schemes resistant to quantum attacks, is of significant practical interest. Purpose:
Development of a new method for designing post-quantum signature algorithms on finite non-commutative associative algebras.
Results: A novel method for developing digital signature algorithms on non-commutative algebras. A new four-dimensional finite
non-commutative associative algebra set over the ground field GF(p) have been proposed as algebraic support of the signature
algorithms. To provide a higher performance of the algorithm, in the introduced algebra the vector multiplication is defined
by a sparse basis vector multiplication table. Study of the algebra structure has shown that it can be represented as a set of
commutative subalgebras of three different types, which intersect exactly in the set of scalar vectors. Using the proposed method
and introduced algebra, a new post-quantum signature scheme has been designed. The introduced method is characterized in
using one of the elements of the signature (e, S) in form of the four-dimensional vector S that is computed as a masked product
of two exponentiated elements G and H of a hidden commutative group: S = B-1G"H'C-1, where non-permutable vectors B and
C are masking multipliers; the natural numbers n and r are calculated depending on the signed document M and public key.
The pair <G, H> composes a minimum generator systems of the hidden group. The signature verification equation has the form
R = (Y,SZ,)8(Y,SZ,)e*, where pairwise non-permutable vectors Y, Z,, Y,, and Z, are element of the public key and natural number e
that is computed depending on the value M and the vector R. Practical relevance: Due to sufficiently small size of public key
and signature and high performance, the developed digital signature scheme represents interest as a practical post-quantum
signature algorithm. The introduced method is very attractive to develop a post-quantum digital signature standard.
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Introduction

At present the most widely used digital signa-
ture algorithms are based on the computational
complexity of the integer factorization problem [1,
2] and the discrete logarithm problem (DLP) [3, 4].
However, both of the said problems can be solved in
polynomial time on a quantum computer [5—7]. The
expected breakthrough in the technology of quan-
tum computations in the near future makes it ex-
tremely urgent to develop practical post-quantum
public-key signature algorithms (post-quantum are
called algorithms that are resistant to attacks us-
ing quantum computers) [8]. Computationally diffi-
cult problems other than factorization problem and
DLP are to be used as the base cryptographic prim-
itive of post-quantum digital signature algorithms.

In the current field of development of pub-
lic-key post-quantum cryptoschemes, considera-
ble attention of the cryptographers is paid to the
development of cryptoschemes on algebras [9, 10],

on Boolean functions [11, 12], and on linear codes
[13, 14].

A landmark event in the area of post-quantum
cryptography is the worldwide algorithm compe-
tition announced by the US National Institute of
Standards and Technology (NIST) for the period
2017-2024 with the aim of developing post-quan-
tum standards for digital signature algorithms and
public key agreement algorithms. The first round
[15] of the competition ended with the selection of
10 signature algorithms and 16 public key agree-
ment algorithms (i. e. 26 public-key algorithms out
of 69 initially submitted for participation in the
competition) as potential candidates for post-quan-
tum standards. The second round [16] ended with
the selection of three signature algorithms and four
public key-agreement algorithms (called finalists)
for the in-depth analysis in the third round. In ad-
dition, three alternative signature algorithms and
five alternative key agreement algorithms were se-
lected for consideration at the fourth round of the
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competition. For the first time in the NIST cryp-
tographic competitions, along with the finalists,
alternative cryptoschemes were selected for final
consideration.

However, the most interesting thing is that ac-
cording to the results of the third round of the com-
petition NIST intends to accept new post-quantum
signature algorithms for consideration at the fourth
round [17]. In a brief overview of the current results
of the competition [17], it is noted: “We are most
interested in a general purpose digital signature
scheme which is not based on structured lattices”.
Taking into account that algorithms Dilithium and
Falcon, which are based on lattices, are considered
the most promising for adopting the post-quantum
signature standard, one can conclude that NIST
remained somewhat dissatisfied with the current
results of the competition in the nomination of sig-
nature algorithms. Thus, search for new methods,
mechanisms, and algebraic supports for the devel-
opment of practical post-quantum digital signature
algorithms is still an urgent task.

One of attractive primitives of the post-quan-
tum signature algorithms is the hidden discrete
logarithm problem (HDLP) defined usually in finite
non-commutative associative algebras (FNAAs).
Earlier, many different forms of the HDLP were
proposed to develop signature algorithms on
FNAASs [18-20]. The main feature of the HDLP-
based signature schemes is the use of the exponen-
tiation operations in hidden commutative groups
and computing the signature in the form of two
integers. The latter defines possibility to forge sig-
natures in the case of known secret value of the dis-
crete logarithm in a hidden group, for calculation
of the public key secret vectors are used as mask-
ing multipliers though. Separate HDLP-based algo-
rithms are characterized by using an auxiliary sig-
nature element in the form of a vector S. In the last
type algorithms for eliminating attacks associated
with the use of the vector S as a fitting parameter,
a doubling of the signature verification equation is
proposed [20].

In this paper, we propose a new method for de-
veloping the signature algorithms including the ex-
ponentiation operations in a hidden group, which is
characterized in using a vector S as a main element
of the signature (e, S) including the randomization
integer e. The vector S is included in the verifica-
tion equation two or more times. The latter defines
computational infeasibility of forging a signature
by calculating the value of S from the verification
equation. At the same time, with the knowledge of
secret masking vectors, it is possible to calculate
the vector S satisfying the verification equation
for arbitrary fixed value of the randomizing signa-
ture element e. Using the proposed method, a new
candidate for post-quantum signature algorithm
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is developed. To provide higher performance a new
four-dimensional FNAA set by a sparse basis vector
multiplication table (BVMT) is proposed and used
as algebraic support of the signature algorithm.

Four-dimensional FNAA used
as algebraic support

A vector space of dimension m, which is set over
a finite ground field GF(p), with the additionally
defined vector multiplication operation that is dis-
tributive at the left and at the right relatively the
addition operation is called m-dimensional alge-
bra. A vector A is presented as an ordered set of its

coordinates: A = (ay, ay, ..., a,,_;) or as a sum of its
components: A =aqe, + a,e; + ... +a,, e, ;, where
e (i=0,1, .., m—-1)are formal basis vectors. If the

vector multiplication is non-commutative and asso-
ciative, then one gets m-dimensional FNAA.
Usually, the multiplication of two vectors
m

A:zzz)laiei and B=Z].=;)1bjej is defined by

the following formula: AB:ZZ(_)IZ;Z;laibjeiej,

where the coordinates a; and b, are multiplied as
elements of the field GF(p) and every the product
of two formal basis vectors is to be replaced by
an one-component vector indicated in a cell at the
intersection of the i-th row and j-th column of so
called BVMT. In general for the case m =4, one vec-
tor multiplication operation is implemented as ex-
ecuting about 16 multiplications and 12 additions
in GF(p). To reduce computational complexity of
the vector multiplication we propose a new sparse
BVMT shown as Table 1, which defines a four-di-
mensional FNAA with reduced two times complexi-
ty of the vector multiplication.

A left-sided unit E; of the said algebra can be
computed from the vector equation XA = A that can
be reduced to the following two independent sys-
tems of two linear equations with unknown values
of the coordinates of the vector X = (x, x;, x5, x3):

B Table 1. Multiplication of basis vectors (A # 0) in the
proposed four-dimensional FNAA with global two-sided
unitE=(0, 1,1, 0)

eo el ez 93
e, 0 0 e, req
e; e, e; 0 0
e, 0 0 e, eg
es he, eg 0 0
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a1Xp +agX9 =aop;
a9 X9 +Nagxy =ag;

a1x; +Aagxg =ayg;
agXy +agXxg =ay.

From the last two systems one easily gets E; = (0,
1, 1, 0). The right-sided unit E, can be computed
from the vector equation AX = A. The latter gives
E,=(0, 1,1, 0)=E;. One can easily see that the vec-
tor E=(0, 1, 1, 0) acts as global two-sided unit in the
considered four-dimensional FNAA. One can show
that for different fixed values A the vector equation
AX =E has a unique solution or has no solutions. In
the first case the vector A is called invertible and in
the second case it is called non-invertible. Inverse
value of A is denoted as the vector A~l. Considering
the vector equation AX = E or equation XA = E, one
can obtain the invertibility (non-invertibility) con-
dition of the vector A:

a,ay # Magag (a,ay = hayas). @®

Using the formulas (1) it is easy to find the num-
ber on non-invertible vectors (equal to p3 + p2 — p)
and then the number Q of invertible vectors (order
of the multiplicative group of the algebra):

Q=p(p?-D(p-1). @)

The structure of a FNAA from the view point of
its decomposition into a set of commutative subal-
gebras represents significant interest while using
it as algebraic support of the HDLP-based signature
algorithms [18]. Next section describes the struc-
ture of the introduced four-dimensional FNAA.

Structure of the algebra used
as algebraic support

To study the structure of the FNAA set by
Table 1, we apply the method used earlier in the pa-
per [18]. Consider the set of the vectors X that are
permutable with a fixed vector A = (a,, a;, a,, a3).
The set of vectors X = (x(, x;, Xy, X3) can be com-
puted as solution space of the following vector equa-
tion:

AX-XA=(0,0,0,0). 3)

If X, and X, are two solutions, then X, + X, and
X, X, are also solutions. One can show that the set
of solutions of the equation (3) represents a subalge-
bra ¥,. The said vector equation can be reduced to
the following system of four linear equations with
the unknowns x,, x{, x5, and xg:

a1xg +agXg —agX1 —agXg +Aagxy =0;
a1 x1 +Aagxg —ayx; —hagxg =0; @

a1 X9 + hagxg —agxg —Ahagxg =0;
agX1 +A9X3 —A1X3 —A3Xy =0.

The system (4) reduces to the following system of
three linear equations:

agxoy —agXxs ZO;
(al—ag)xo +a0(x2—x1):0; (5)
ag(xl —x2)+(a2 —al)xg =0.

Depending on the vector A there are possible the
following cases.

I. Case a;, = a3 = 0. The system (5) reduces to the
system

{(al —ag)xo =0;
(al —(12).7C3 =0.

If a, # ay, then the subalgebra ‘¥, includes the set
of vectors described by the following formula:

X =(xg, X1, X9, x3) =(0, d, h, 0), 6)

whered, h=0, 1, ..., p— 1. The set (6) contains 2p — 1
non-invertible vectors of the forms (0, 0, z, 0) and
0, d, 0, 0) and (p — 1)2 invertible vectors, i. e.,
the multiplicative group I'; of the ¥, subalgebra
has order Q; = (p — 1)2. A generator system of the
group I'; includes two vectors or order p — 1. Such
group is called a group possessing two-dimensional
cyclicity. Subalgebras containing a multiplicative
group of the I'; type are called subalgebras of the
¥, type.

If a; = a,, then every vector of the considered
FNAA is permutable with A. Indeed, in this sub-
case we have a scalar vector A =(0, a;, a;, 0).

IL. Case a; #0; ag = 0. The system (5) reduces to
the system

xg =0;

a —a
X9 =X1 — 1 2

.')CO .
ao

The set of elements of the subalgebra ¥, is de-
scribed by the following formula

X =[d, hh-2"%2, Oj, (7
ap

where d, h = 0, 1, ..., p — 1. Taking into account
the non-invertibility condition in (1), for the non-
invertible vectors contained in (6) one can write
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h[h_udjzo_
ap

For the subcase a, # ay, from the latter formu-
la one can conclude that the set (7) contains 2p — 1
non-invertible vectors and we have subalgebra of
the 'V, type.

For the subcase a; = a,, from the non-invertibil-
ity condition in (1) we have £ = 0 and p non-invert-
ible vectors of the form (d, 0, 0, 0). Respectively,
the order of multiplicative group of the subalgebra
¥, is equal to Q, = p? — p = p(p — 1). The multiplica-
tive group is cyclic and is attributed to the I', type.
Subalgebra containing a multiplicative group of the
I', type is attributed to the ¥, type.

IIL. Case ay = 0; ag # 0. The system (5) reduces to
the system

x3 =05
a1 —ay
as

X9 =X1 — xX3.

The set of elements of the subalgebra ¥, is de-
scribed by the following formula:
b hj’

where d, h =0, 1, ..., p — 1. Taking into account
the non-invertibility condition in (1), for the non-
invertible vectors contained in (8) one can write

d(d p =% d] 0.
as

For the subcase a, # a,, from the latter formula one
can conclude that the set (8) contains 2p — 1 non-in-
vertible vectors and we have subalgebra of the \V; type.

For the subcase a, = a,, from the non-invertibil-
ity condition in (1) we have d = 0 and p non-invert-
ible vectors of the form (0, 0, 0, i). Respectively,
the order of multiplicative group of the subalge-
bra ¥, is equal to Q, = p2 — p = p(p — 1). The mul-
tiplicative group is cyclic and is attributed to the
I'y type. Subalgebra containing a multiplicative
group of the I', type is attributed to the ¥, type.

IV. Case a # 0; ag # 0. The system (5) reduces to
the system

a1 —ay

X:(O,d,d—h )

as

\
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X:[d, nh+2"4 d,a—3d], )

ao ao

where d, h = 0, 1, ..., p — 1. Taking into account
the conditions (1), for the non-invertible vectors
contained in (9) we have

a a a
P 2=
a9

+dp 2”4 (10)

ap

From the quadratic equation (10) one has solu-

tion
a —ag (a1-ap )2 2 203
h= d+ 5 d®+\d
2(10 4a0 Qg
a; —as £NA
1 2 d, (11)
2a0
where
A=(a1 —ay )2 +4kaoa3. 12)

Depending on the value A we have the following
subcases.

IVa. Subcase A is quadratic residue modulo p
(A # 0). From (11) one can see that for every value
ofd=1, 2, ..., p — 1 we have two different values
of h. This gives 2(p — 1) nonzero non-invertible vec-
tors. Totally, the number of non-invertible vectors
is equal to 2p — 1, therefore the set (9) describes sub-
algebras of the ¥, type containing multiplicative
group of I'; type.

IVb. Subcase A is quadratic non-residue modu-
lo p (A # 0). The equation (11) has no solutions and
the set (9) contains only one non-invertible vector,
namely, the zero vector (0, 0, 0, 0). The order of
multiplicative group of the ¥, algebra is Qg =p? - 1.
This group is attributed to the third type denoted
as I[';. A subalgebra described by formula (9) repre-
sents a field that is isomorphic to GF(p2). Therefore,
the groups of the I'; type are cyclic.

IVe. Subcase A = 0. From (11) one can see that
for every value of d =0, 1, ..., p — 1 we have exactly
one value of k. This gives p non-invertible vectors,
therefore, the set (9) describes subalgebras of the
Y, type containing multiplicative group of I'; type,
which has order equal to Q, = p(p — 1).

Like it has been shown in [18], one can prove the

X3 = Xo a_3; following formulas:
ap i) for the number n of different ¥, subalgebras:
1—0.2 n:P2+P+1;
Ye=H—— — %o ii) for the number 1, of different subalgebras of
0 the 'V, type:

The set of all elements of the subalgebra ‘P, is de- Ny = p(p+1), (13)

scribed by the following formula: 1 2 7
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iii) for the number n, of different ¥, subalge-
bras:

ne=p+1 (14)

iv) for the number 1 of different V5 subalgebras:

_p(p-1)

2 (15)

M3

The number of commutative groups of the types
I';, Ty and Iy, in which the group operation is the
vector multiplication, is defined by the formulas
(13)—(15), correspondingly.

Proposed method

Into the base of the proposed method for devel-
opment post-quantum digital signature algorithm
is put the idea of using the vectors G and H con-
tained in a hidden group to compute both the pub-
lic key in the form of several vectors, for example,
Y;, Z,, Y,, Z, (which are pairwise non-permutable)
and the signature element of the form of vector
S = B'1G"H"C!, where non-permutable vectors B
and C are masking multipliers. The design of con-
crete signature scheme should be so that computa-
tion of the non-negative integers n and m allows one
to get the value of S, which satisfies the signature
verification equation with several occurrences of
the signature element S that is non-permutable with
every element of the public key. For example, in the
case of two occurrences of the vector S one can use
the verification equation of the following form

2

R=(Y;SZ; ) (YoSZy) , (16)
where e is the signature randomization element in
the form of a natural number computed as a hash
function value from an electronic document M (to be
signed) and the vector R. Including in the signature
generation procedure a step of computation of
the vector R in the form R = AG*H!A! provides
potential possibility of finding the required values
of the vector S.

To implement this method one needs to use a
FNAA containing sufficiently large number of
commutative groups. The proposed four-dimen-
sional FNAA suits well as algabraic support of the
method. Using the results on study its structure
one can propose algorithms for generation of the
vectors G and H defining the type of the hidden
group (I';, ['y, or I'y). In accordance with the formu-
las (13), (14), and (15), it appears that the most at-
tractive is the use of hidden groups of the types I';
and I';. In the next section we describe a signature
scheme in which the hidden group of the I'; type is

7

used. However, the number of the I'; groups is al-
so sufficiently large, therefore the use of a hidden
group of the I'y type seems to be not critical from
the security point of view. Besides, there is no need
to fix the hidden group type and the user can select
it at stage of generating the public key.

Proposed candidate for post-quantum
signature scheme

Suppose that the four-dimensional FNAA is de-
fined over the field GF(p) with prime characteristic
p =2q + 1, where q is a 256-bit prime. It is easy to
generate such primes, including the case, when the
structure of primes ¢ and p is such that the multi-
plication modulo p and modulo ¢ can be executed
without using the arithmetic division operation
(this item has practical significance to get signifi-
cantly higher performance of the digital signature
algorithm described below). In the developed signa-
ture scheme a hidden group of the I'; type is used
as a hidden group. To set the latter the following
algorithm for generating its minimum generator
system <G, H> is used.

1. Select at random an invertible vector
A =(ay, a,, ay, ag) such that a a5 # Aaya; and, using
the formula (12), compute the value of A.

2.If A # 0 is a quadratic non-residue, then go to
step 1. Otherwise set integer variable d = 1.

3. Using the formula (11), compute the integer A.

4. Using the formula (9), compute the vector
X =(xg, X1, Xg, X3).

5. If aya5=rayas, then set the variabled <—d + 1
and go to step 3. Otherwise compute the vector H =
= XV =X2= (hy, hy, by, h).

6.If H = E or (k, kg) = (0, 0), then set the varia-
ble d < d + 1 and go to step 3. Otherwise generate a
primitive element @ € GF(p) and compute the sca-
lar vector L = (0, a, o, 0).

7. Generate a random integer £ < ¢ and com-
pute the vector G = L*H. Then output the vectors H
and G.

In line with the proposed method, the follow-
ing procedure of computing the public key is pro-
posed.

Algorithm for computation of the public key.

1. Generate private vectors G and H that compose
a minimum generator system <G, H> of a of hidden
group of theI’; type (i. e. a primary group of order q2,
which possesses two-dimensional cyclicity).

2. Generate at random invertible vectors A, B,
and C that are pairwise non-permutable, every of
which in also non-permutable with each of the vec-
tors G and H.

3. Generate uniformly random integers u < ¢
and w < q. Then compute the following four vectors
serving as elements of the public key (Y;, Z;, Y,, Z,):
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Y, = AG“B; Z, = CHA'};
Y, = AH“B; Z, = CGA L. 17

(Calculation of the vector Al can be execut-
ed as finding solution of the vector equation
AX =E)

The size of the public key is equal approximately
to 4096 bits (512 bytes). The private key is the fol-
lowing set of values: u, w, G, H, A, B, and C. The
size of the private key is equal approximately to
5632 bits (704 bytes).

Signature generation algorithm.

Suppose the owner of the public key wishes to
sign an electronic document M. Then he can use the
following algorithm.

1. Generate uniformly random integers £ < g and
t < g and compute the vector R:

R = AGFH!AL. (18)

2. Using a pre-agreed hash function f, compute
the first signature element e = f(M, R).
3. Calculate the integers n and r as follows:

E—ue—é®
n:—zmodq;
e+e

_t—wez—e

e+€2

modg.

4. Calculate the second signature element in the
form of vector S:

S =B 1G"H"C L. 19)

The size of the signature (e, S) is equal approx-
imately to 1280 bits (160 bytes). Computational
complexity of the signature generation algorithm
can be estimated as 4 exponentiation operations in
the FNAA set by Table 1 (=12 288 multiplications
in GF(p)).

Signature verification algorithm.

To verify the signature (e, S) assigned to docu-
ment M one can use the following procedure.

1. Compute the vector R*:

R =(Y;,SZ; )’ (Y2SZ, )e2 . (20)

2. Using a pre-agreed hash function f, compute
the value e* = f(M, R¥).

3. Compare the values e* and e. If e* = ¢, then the
signature (e, S) is accepted as genuine. Otherwise
the signature is rejected.

Computational complexity of the signature ver-
ification algorithm can be estimated as 2 exponen-
tiations in the FNAA used as algebraic support
(~6144 multiplications modulo p).
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Proof of the signature scheme correctness.

Consider a signature (e, S) to document M,
which is computed correctly in full correspond-
ence with the signature generation procedure,
while using the correct signer’s private key. In line
with the signature verification algorithm, for the
signature (e, S) one can write the following:

e &2
R*:(Y]_SZ]_) (YZSZ2) =
e
- (AG”BB—lG”H’“C‘chA—l ) x
2
«(an“BBl6"H C'06A ™ =
( Gu+nHr+1A—1) ( Hw+an+1A—1) _
_ (AG(u+n r+1 1)(AH w+r)e n+1)e2 Alj _
2

_AG(u+n)e+(n+1) H(r+1)e+(w+r) A—1:

n(e+e2 )+eu+e2

r(e+e2 )+we2 +e . 1
Al
k—eu—é®

—AG e+

2
k—we”—e
(e+e2 )+eu+e2 (e+e2 )+we2 +e

H e+e?
=AG'H'A 1 =R=>
:>f(M, R*)zf(M, R)=e¥=e.

A=

The final equality means the input signature
passes the verification procedure as a genuine sig-
nature, i. e., the signature scheme performs cor-
rectly.

Discussion

The developed signature algorithm uses the ex-
ponentiation operation in a hidden commutative
group and powers of these operations are secret,
like in the known HDLP-based signature schemes
[18—20]. However, in the latter schemes for comput-
ing a signature it is sufficient to use only the values
of the said powers, while in the signature scheme
described in the previous section, without using the
secret vectors G, H, A, B, and C a valid signature
cannot be directly generated. This is due to a new
mechanism used for masking the hidden group,
which is presented by formulas (17).

If a potential forger knows the powers u and w
and the minimum generator system of the hidden
group <G, H>, then he will be able to forge signa-
tures as follows:

1. Compute the vectors U = G¥ and W = H¥.

2. Using the public key elements and consider-
ing the vectors A/, B1, and C' as unknowns com-
pose the following system of four linear vector
equations:
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Y;B1=A"U;
Z,A'=C'H;
Y,B 1 =A'W;
ZyA'=C'G.

3y

[The system (21) reduces to a system of 16 line-
ar equations in GF(p) with 12 unknown coordinates
of the vectors A/, B, and C'. Evidently, the system
(21) has a solution, namely, A’ = A, B! =Bl and
C'=C]

3. Solve the system (21). Then, using the found
values of A, B, C and signature generation proce-
dure from previous section, generate a signature.
[If the system (21) has a solution different from
(A, B, C) = (A, B, C), then it will also provide
generation of a valid signature.]

Currently, the proposed method and the algo-
rithm of the case is quite new and is still unclear
what way the signature scheme can be efficiently
attached, when no element of the private key is
known for the attacker. One can propose the next
general approach for forging a signature, which
consists in finding an alternative representa-
tion of the public key, i. e., finding the values
A, B,C, G, G, H, H, where G, G, H, and H
are pairwise permutable vectors, such that they
satisfy the following system of the vector equa-
tions

Y;B 1 =A'G,;
7,A'=C'H};
Y,B ' =AH,;
Z,A'=C'G'.

(22)

One can easily show that for such alternative
representation of the public key a valid signature
can be calculated using a signature verification al-
gorithm which is similar to that described in pre-
vious section. However, all of the equations in (22)
contain products of a couple of unknowns, there-

7

fore, solving the system (22) appears to be a compu-
tationally hard problem.

Indeed, the requirement of permutability on
the unknown vectors G/, G, H', and H , adds three
vector equations to (22) and one gets the system
of seven equations in the FNAA, which reduces to
the system of 28 quadratic equations in GF(p) with
28 unknowns. Finding a solution for such systems
is a computationally difficult problem [21, 22]. One
can suppose that the computational complexity of
finding a solution of the system (22) defines the se-
curity level of the proposed signature scheme.

Development of the methods for solving the sys-
tem (22) and estimation of their computational com-
plexity is an independent research task. We would
only like to note that improving the complexity of
the solution of the mentioned computational prob-
lem can be achieved by increasing the size of the
prime p and/or increasing the public key size. The
latter can be implemented by calculating two addi-
tional public-key elements Y; and Zj, using addi-
tional private integers b <gand d < g, which are also
uniformly random values: Y; = AHB; Z; = CGYAL.
Respectively, such modification of the public key
requires updating the verification equation. For ex-
ample the following one can be used:

2 2
R=(Y;SZ; )’ (Y2SZs)" (YsSZ3)™ . (23)

(In line with the method presented in
Section “Proposed method” and signature algo-
rithm described in previous Section “Proposed
candidate for post-quantum signature scheme”, the
reader can easily update the signature generation
procedure in correspondence with the modified ver-
sions of the public key and verification equation.)

The use of a hypothetical quantum computer is
not effective for solving the specified problem of
solving the system of equations (22). In addition,
when analyzing the security of the proposed dig-
ital signature algorithm, there is no need to solve
DLP or HDLP, despite the fact that the exponential
operations play a significant role in the developed
algorithm. For example, in contrast to the known

B Table 2. Comparison with some known post-quantum digital signature algorithms

Signature scheme Signature size, byte Public key size, byte Sigiitfifg?ﬁ;a.tion Sign;a‘;s;‘,eavr%r.ilflir(l:.ation
Falcon [24] 1280 1793 50 25
Dilithium [25] 2701 1472 15 2
HDLP-based [19] 192 768 50 80
HDLP-based [20] 192 512 40 80
HDLP-based [26] 96 576 30 40
Proposed 160 512 140 290
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HDLP-based algorithms in which the exponenti-
ations plays a fundamental role, the proposed al-
gorithm can be modified in such a way that, when
generating a public key, exponentiation operations
will not be used.

Thus, in comparison with the known HDLP-
based algorithms, the introduced method and the
developed digital signature algorithm is charac-
terized in that the appearance of computationally
efficient algorithms for solving DLP and HLP does
not mean that the signature algorithm has ceased
to be safe. In this connection one can notice that the
presence of a large-sized prime divisor in the de-
composition of the order of the multiplicative group
of the GF(p) field is not a critical requirement. This
feature simplifies the implementation of the algo-
rithm when using the FNAA, set over a field GF(2%),
as algebraic support.

A draft comparison of the developed signature
algorithm with two finalists (Falcon and Dilithium)
of the NIST competition [23] and some of the HDLP-
based signature schemes are presented in Table 2.
The algorithm proposed in this article has a signif-
icant advantage in the sizes of the signature and
public key. Besides, it has higher performance.

\ SAWNTA NHOOPMAUNN N\

Conclusion

Like in a number of known HDLP-based signa-
ture schemes, in the developed algorithm a hidden
group is used, but the latter algorithm more pre-
cisely should be called an algorithm with a hidden
group. The proposed method can be used to devel-
op many different algorithms with a hidden group,
which are attractive as candidates for practical
post-quantum signature algorithms.

The results of this article can be considered as
a starting point for the formation of a new concept
of the development of post-quantum digital signa-
ture algorithms on non-commutative algebras, in
framework of which one will be able potentially to
reduce significantly the size of the public key and
the signature while simultaneous increasing per-
formance.
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Beenenne: pa3paboTKa IPAKTUYHBIX IIOCTKBAHTOBBIX CXEM IIOAIINCH SBJIAETCA OLHUM U3 TEKYIUX BBI3OBOB B 00/1aCTH KpUNTOrpaduu.
HepnaBHO IIpenIoskeHbl HECKOIBKO KAHAMIATOB HA IIOCTKBAHTOBBIE CXEeMBI (D POBOI ITOANICH, B KOTOPHIX UCIIOJIb3YETCs OlepaIiusd dKC-
MOHEHIIUPOBAHUS B CKPBITON IPYIIIe, COAEPIKAIIeiics B HeKOMMYTaTUBHOI aireope. IIonCcK HOBBIX MEXaHN3MOB UCII0Jb30BAHUSA CKPBITOM
rPYNIBI IPU paspaboTKe cxeM IU(POBOMA IOAINUCH, CTOMKNX K KBAHTOBBIM aTaKaM, IPEJCTABJIAET CYIIECTBEHHBIN TPAKTUYECKUI UHTe-
pec. Ilexs: paspaboTaTh HOBEBIH CIIOCOO MOCTPOEHUS TOCTKBAHTOBHIX aJTOPUTMOB IU(POBOI MOANNCH HA KOHEUHBIX HEKOMMYTATUBHBIX
accoIMaTUBHBIX anredpax. Pe3yasTaTsl: IpeAIoKeHbI HOBBIN CIIOCO0 Pa3paboTKM aIropuTMOB IU(POBO MOANNCH HA HEKOMMYTAaTUBHBIX
anrebpax 1 HOBafd YeThIpeXMepHas HEKOMMYyTaTHBHAaA ajiredpa, 3ajaHHas HaJ NpocThiM moseM GF(p), B KauecTBe HOCUTENA YKA3aHHBIX
anropuTMoB. Biarogaps safgaHuio onepanuy BEKTOPHOTO YMHOMKEHU II0 IPOPEKEHHBIM TabInIlaM YMHOKeHI A 6a3UCHBIX BEKTOPOB 00e-
CIIeunBaeTCsA MOBHIIIeHNE IPOU3BOUTEIHFHOCTY aJIrOPUTMOB. VdyueHre CTpOeHUA aIre6psl I0KA3aio, YTO OHA IPEeJICTaBUMAa B BU/ e MHO-
JKecTBa KOMMYTATUBHBIX IIOAAJITe0D, IOIAaPHO IIePEeCeKAIOINXCA CTPOTO B MHOKECTBE BCeX CKAJIAPHBIX BEKTOPOB. IIpeIosKeHHBIN MeTO
OTJINYAeTCs UCIIOIB30BAHNEM OHOTO U3 9JIEMEeHTOB IoAINCH (e, S) B Bue BeKTopa S, BEIYMCIAEeMOT0 KaK 3aMacKIPOBAHHOE IPOU3BeLeHIe
cremneneit 1Byx aiemenToB G u H ckpbiToil KoMmMyTaTuBHOM rpynnsl: S = B-LG"H'C™1, rue nenepecranoBounble BeKTops! B u C apasiores
MaCKUPYIOIUMUA MHOKUTEJIAMI; HATYPAJIbHBIE YUCJIA 1 U I" BBIYUCIAIOTCA B 3aBUCUMOCTH OT ITOAIUCHEIBAEMOTr0 JOKYMeHTa M U OTKPBI-
Toro Kiaoua. ITapa <G, H> cocrasisier 6a3uc CKPBITOM I'PYIIbI. Y PaBHEHUE BepUMUKAIIUY ITOAINCY UMeeT BUI R = (YISZI)Q(Y2SZ2)‘32,
I/le IONAPHO HellePecTaHOBOUHBIE BEKTOPEI Y, Z, Y, u Z, ABIAIOTCA dIeMeHTaMU OTKPBITOr0 KJI0Ua; HaTypPaJbHOE YUCJIO ¢ BBIYUCIIA-
erTca B 3aBHcuUMOCTH OT 3HaueHusa M u BexkTopa R. IIpakTHueckas 3HauMMOCTH: Giarofaps OCTATOYHO MAaJIbIM pasMepaM IOJINCH U
OTKPBITOTO KJII0Ua U BBICOKOI IPOU3BOAUTEIHHOCTH paspaboTanHas cxema I{ud)pOBOI MTOAINCH IIPEACTABIAET HHTEPEC KAaK MPAKTUUHBIH
IMOCTKBAHTOBBIA aJITOPUTM IMOAMUCHU. IIpeaiosKeHHbIN MeTO MOYKeT OBITh MCIIOJb30BaH JIA Pa3spaboTKU CTaHAAapTa Ha ITOCTKBAHTOBBIN
aNITOpUTM IUPPOBOH MOAINCH.

KuaroueBsie c10Ba — IOCTKBAHTOBBIE KPUIITOCXEMBI, KOMIIbIOTepHAs 0e30IIaCHOCTD, dJIEKTPOHHAA Mu(poBas MOAINCH, 3aKada JUC-
KPEeTHOrO JIorapu(MupoBaHusa, KOHEUHbIe HEKOMMYTATUBHBIE aJare0phl, aCCOIUMATUBHBIE AJITe0phl, IIUKJINYEeCKYe TPYIIIbI, MHOTOMEPHAaA
IUKJINIHOCTE.
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BBegfeHune: pa3BuTue TEXHOOMMI B cchepe MHCpbopMaLmn 1 TENEKOMMYHUKaLMK, a Takxe YHUCbUKaLUs ceTei 1, B YHaCTHOCTH,
rnocTpoeHue pacrnpegeneHHbix ceteii VolP-TenedhoHnn no3sonsoT cchopMynmpoBaTb npobrieMy, 3ak/IH0YaroLyloCcs B TOM, YTO
U3BECTHble METO/bI yrpaBeHus 3amToi VoIP ceTell B COBPEMEHHbIX YCI0BUSIX HEAOCTAaTOYHO 3¢hGheKTUBHBI, TakK KaK yunTbi-
BaloT TOJIbKO OfHY CTOPOHY MHEhopMaLmoHHOro npotuesobopcTBa. Lienb: paspabotaTts MeTos obecrieyeHnsi MHGOPMaLMOHHOM
6e3onacHocTu cetu VolP-TenechoHnm, Mo3BoNSAHOLLUIA MOBbICUTb BEPOATHOCTL 3alLmLLeHHOCTH VOIP ceTu nyTeM yMeHbLLeHus 3a-
TpaynBaeMoro BpemeHu, HeobX04UMOro AN aHannsa [e’CTBUIA HapyLIMTens, aHaim3a u 06paboTKun PUCKOB B yCJI0BUSIX BO3-
AedcTBUS HapyLunTens. Pe3ynbTaTbl: Ha OCHOBE MPELIOKEHHON CTPYKTYPbl CUCTEMbI YNpaBnieHusi MHChopMaLMoHHou 6esomnac-
HOCTbHO, MHTErpupyemoit B VoIP ceTb, paspaboTaH MeTo4 obecrieyeHus: uHghopmaumoHHon besonacHocTu cetu VolP-TenedhoHnm
B YC/I0BUSIX BO3[ENCTBUS HapyLUMTENs 3a CYET BHEAPEHWUS NMPOLECCOB MOALEPKKN MPUHATUS PELLEHNS] B CUCTEME YnpaB/ieHNs]
MHhopMaLmoHHoV Be3onacHocTbio VOIP ceTu ¢ ncrnonb3oBaHWeM pacrnpefenieHHbIX M0 CerMeHTaM MHTEeNeKTyalbHbIX CPEACTB
06HapyXXeHWUs1 BTOPXeHWN. [laHHbI MeToA MO3BOJNII OCTPOUTL rpacgh cobbITHil [eCTBUIA HAapyLLUMTES, Ha OCHOBE KOTOPOro Npo-
BeeHO MaTeMaTnyeckoe MogenmpoBaHue atak MiTM u SPIT Ha ceTb VoIP-TenechoHnn. B peaynbTate MogemMpoBaHus MosydYeHa
3aBUCUMOCTb YCMEeLHOro BO3[eNCTBUS OT BHYTPEHHUX U BHELUHUX XapakTepucTUK aTak, KoTopas sIBJISIETCA OCHOBOM pa3pabo-
TaHHOro NPorpaMMHoOro obecreqyeHus, MNo3BOJISIOLLEro MoJyYnTb 3HaYeHUs BEPOSITHOCTM 3alymiyeHHocTn VoIP ceTun oT cTeneHn
BO3A4eNCTBUSA HAapyLUMTENS AJ1s1 fanbHeNLIero BbIbopa afeKkBaTHbIX Mep Mo YnpaBieHUto MHGOPMaLMOHHONM 6e30MacHOCTbIO CeTU
VolIP-TenecpoHnn. Metop BK/toyaeT B cebs npoyecchl aHanansa LughpoBoro noToka u onpeseneHns napameTpoB MpOTOKOIOB U
npocunei atak HapylumTeneit. lpakTuyeckas 3Ha4YMMOCTb: pa3paboTaHHbI METOA NPeAoCTaB/IsSeT BO3BMOXHOCTb UCC/Ie0BaThb
BOMPOCHI M0 3alyuLeHHoc Ty ceTu VolP-TenechoHnm, Ha KOTOPYHO MPOBOAMTCS BO3AECTBUE CO CTOPOHBI HapyLUMTESEN.

KnioueBble cnoBa — VoIP ceTb, uHhopMmaymoHHast 6ezonacHocTb, MiTM, SPIT, MapkoBckuii cily4aiHbii npoLecc, Mogeslb
araku.
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BBenenue

PasBuTne TexHoOJOTUI B cepe MHGOPMAIUU U
TeJIeKOMMYHUKAIIUY, a TaKyKe YHUPUKAIIUA ceTei
¥, B YACTHOCTH, IIOCTPOEHNE paCIpeieIeHHbIX ceTell
VoIP-TenedoHrr TOBIMAIO HA YUCJIO UCCTIETOBAHUI
npobJjeM, CBSIBAHHBIX ¢ oOeciieueHrneM WH(pOPMAIIU-
OHHO Ge3omacHocTu [1].

V:xkecTroueHue TpeOOBAaHUM K CPeACTBAM 3aI[UTHI
uapopmarnuu (C3M) Biaeuer 3a coboit 6oee meTaIb-
HOe mccJjeoBaHue BOIPOCOB MH(DOPMAIIMOHHO 6e3-
omacHocTu (1IB). PaspabaTbiBatoTcss HOBbIE METOMIBI
obecneuenusa VIB. OnHuM u3 HUX ABJSETCA CIIOCO00,
MMO3BOJISIONINY (hOPMHUPOBATH YIIPABJISAIOIINE BO3-
neticrBus Ha C3U 1 00 beKTHI CeTH HAa OCHOBE aHAaJIU-
3a nH(pOPMAIIUY O HAPYIIUTEJE, IIOJYUYEeHHOH! ¢ I10-
MOTITBIO JIOKHOM nHPpPacTpyKTyphI [2]. CyIliecTBYOT
CII0CO0BI, KOTOPhIE ITO3BOJIAIOT YIPABIATH CETEBOI

0e30IIaCHOCTHIO 3a CUeT (PUKCAIUU YA3BUMOCTEHN
CeTy OZHOBPEMEHHO ¢ ee (DYHKIIMOHMPOBaHUEM [3,
4]. B BhIIIENIEPEUNCIEHHBIX PEIIEHNAX YIIPABIeHUE
obecneuennem VB HOCUT peaKTUBHBII XapaKkTep, He
VUUTBHIBAETCSA IIPOTHO3WPOBAHME BO3AEWCTBUIT HaA
CeTb.

BriBog mo 00630py pesneBaHTHBIX paboT [2—4] 3a-
KJIIOUaeTcsa B TOM, UTO IIpu paspaboTke metozo 1B
HEIOCTATOUYHO YIEeJIeHO BHUMAaHVE aHaJM3y AUHAMU-
KU JeiicTBuil Hapyinuteas. OgHuM us3 TpeOGOBaHUIA,
KOTOpBIE TIPeIbABIAIOTCA K NHGOPMAI[MOHHO-BBIYLC-
aurenbubIiM cuctemam (MIBC), Briouas u VoIP ceru,
ABJIAETCA peansalusa crnocoba HaXOAUTH aHOMAJIUU
¥ BO3MOYKHBIE BTOPXKEHUSA CO CTOPOHBI HApPYIIINTE-
JIel B peaJIbHOM BpeMeHU. Bo3HMKaeT mpoTuBOpeune
MEeJK/Iy COBPEMEHHBIMU U Pa3BUBAIOITUMUCS BO3SMOK-
HOCTAMY HAPYIIIUTEJEH IO BTOPIKEHUAM B CETU U CY-
IeCTBYIOIINMU cIiocobaMu 3aiiuThl VOIP ceTu.
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B cBsA3U ¢ 3TUM pe3yJbTAThl aHAJIN3a PeJIeBaHT-
HBIX PaboT MO3BOJIAIOT YTBEPKIAaTh, UTO 3ajJaua 3a-
muTsl nHOGPAcTPYKTYphl VOIP ceTu oT BTOps:KeHU
CO CTOPOHBI BHEIITHUX W BHYTPEHHUX HAPYIIUTEJIeH
aKTyaJbHA.

ITenbio ucciefoBaHUS ABJAETCA IMOBBIIIIEHE Be-
poATHOCTHU 3aImuIenHocTy VOIP ceTu myTeM yMeHb-
IIIeHUsT BpPeMeHU’, HeOOXOAMMOTO OJA ITPOBEAeHUS
aHaJM3a JUHAMUKY JeHCTBUI HAPYIIIUTENS, AHAIU-
3a 1 00pabOTKY PUCKOB.

3ajgaueil mcciaeloBaHUA ABJSAETCA pPaspaboOTKa
merona yupasieHua WUB pas VoIP cetu ¢ mporxo-
3UpPOBAHUEM BO3IEMCTBUII Ha OCHOBE HHTEJJICKTY-
aJbHBIX TexHosoru# [5]. A sToro HeoGXOAUMO
IeKOMIIO3MPOBaTh 3aJady Ha dYacTHBIE II0[3aja-
yy: paspaboTaTb CTPYKTYPY CHUCTEMbI YIPaBJICHUS
(CY) UB, unrerpupyemoii B VoIP ceTs; paspaborars
CTPYKTYPHBIE CXEeMBI MO yJIeil pacIio3HaBAHUA BTOP-
JKeHHUSA C IPOrHO3MPOBAaHNEM U OIleHKU puckoB 1B
3a CcUeT BHEAPEHUS WHTEJIJIeKTYaJbHOM CUCTEMBI;
paspaboraTh aJropuTM MeToma ympaBiaeHusa Wb
VoIP certu; paspaboraTh Mofe i aTak Ha ceThb VolP-
Tesie(pOHUU.

Metox obecrieueHnsa HHGOPMATTUOHHOMH
0ezonacHoctu cetu VoIP-reredonnn

Pacnopenenennas VoIP cets (puc. 1) moxkeT mmof-
Beprarbcia MHMOPMAIIMOHHOMY BTOPIKEHHUIO CO CTO-
POHBI HAPYIITUTEJIA.

IIpennmaraembiii meTon obecneuenusa MB coxep-
SKUT B3aMMOYBSIBAHHYIO ITOCJIEJOBATEIBHOCTD IIPO-
neccoB [3]. Ilpenso:keHo 00HAPYKUBATh, aHAJIUBU-
poBaTh AEHMCTBUSA U IIPOTHOSHPOBATH pPeaIU3aIlUI0
atak Ha VoIP ceTh ¢ mocyienyoiiumM 6JI0KMPOBAHIEM
HapyIIUTEA.

Amanoruuro [6] B IesAX COKpAaIlleHUA BpeMe-
Hu pearupoBaHusa C3U (fqgy) IpenoKeHa CTPYK-
TypHasa cxema CY B (puc. 2) ¢ yueToM BHeIApPEeHUS
MHTEJIJIeKTYyaJbHON CHUCTeMbl OOHAPYKEHUS BTOP-
skeauin (MCOB) [7]. IlamHble 00 WMHIIUAEHTaX 6e3-
OITaCHOCTH cobmparoTes ¢ obopynoBanusa cetu u C3U
C TIOMOIIBIO IIPOTOKOJIOB OOMEHa CJIy»KeOHOII WH-
dopmarnueii. Ilocsae uero npoBogATCSa YHUPUKAIINA,
(puabTpanuag 1 ycTaHOBJIEHIE IPUOPUTETA IOy YeH-
Ho#t mH(popMaruu o 6esonacHocTH cetu. [laee ore-
HUBAeTCsA 3aIlUINEeHHOCTh CeTH Ha OCHOBE MaHHOI
CTPYKTypupoBaHHO! muHGopManuu. OJHOBPEeMEHHO
C 5TUM CTPOUTCA IIPOTHO3 BO3AEUCTBUA U PUCKA OT
Hero [8-10].

Huxuuit yposerb paborsr ICOB mpenmosara-
eT 06paboTKYy COOBITHIT, IPOUCXOAAIINX B CETMEHTE
VoIP ceTu, u mpuHATHE MEP B COOTBETCTBUU C UX
BausHueM Ha VB ¢ ucrionb30BaHMEM MOIYJIA, IIPE-
CcTaBJIEHHOTO Ha puc. 3, a [11]. JauHbIll MOAYIb TIO-
3BOJISIET IIPOBECTH OOpPabOTKY BO3BHUKAIOIINX WU
M3MEHSIOIUXCA PUCKOB.

Bepxunii yposeas MCOB mpenmosaraeT IporHo-
3upoBaHUe Bo3jeiicTBuA Ha VOIP ceTu ¢ mcmosbao-
BaHMUEM APyroro MoayJs (puc. 3, 0).

IIporuosupoBaHMe BO3JeHCTBUA U PUCKA OT HETO
mmpeaJiaraeTcsi peaJin3oBaTh HA OCHOBE WHTEJLJIEK-
TyaJbHBIX TeXHOJIOTHI, & UMEHHO MOAYJISPHOMN T'H-
OpUOHON CHUCTEMbI NPOTHO3UPOBAHUA BPEMEHHBIX
panoB. CyTh 3aKJIOYaeTcad B TOM, UTO IIPOTHO3BI
CPaBHUBAIOTCA IT0 KPUTEPUAM, HAIIPUMEDP TOUHOCTH,
aKTyaJbHOCTH WJIU COOTBETCTBUIO TOPU3OHTY IIPO-
rHos3mpoBauusa [12].

B mensax BeigBieHus ysassumocteirn VolP ceru
Ha OCHOBE TECTUPOBAHUA CETU U IIOIMOJHEHUA 0as3hl
manabix (BIl) yrposamMm HeCaHKIIMOHUPOBAHHOTO
nmericrBua (HCI) sa cuer amasmsa AeHCTBUM IIPO-
TUBHUKA B JIOKHON nHPpacTpyKType VolP cetu pas-
paboran aaroputm Metoma obecrneuenus VB VolP
cetu (puc. 4). OH mO3BOJIAET pean30BaTh HAOJIIO-
JleHUe, BblleJIeHre MPU3HAKOB aTaK! B ITAKeTaX CO-
ob1ennit, mocrynamIiux B VoIP ceTh, u pacmosHa-
BaHUEe BTOPIKEHUA C BLIOOPOM peasiusalluu crocoba
3aIUTHI.

Cucreme ympasienusa VB Heob0Xxogmmo mHpous-
BecTu cbop mH(popManuu o yasBuMocTax VoIP ce-
TH, TEKYIell 3aIUuIleHHOCTH, cO0Op CTATHUCTUKU U
aHaJau3 AeHCTBUI HEJEerMTHUMHOI'O II0Jbh30BaTeJsd,
IIPOTHO3UPOBAHNE YPOBHS BAIUINEHHOCTH C yde-
TOM aHaJIU3a JUHAMUKHU OeHCTBUHN HEJIErMTHMHOTO
OJIL30BATEJSA, BEIPAOOTKY CTPATEeruii IPOTUBOIEI-
CTBUA U PEKOMEHIAIU IO KOPPEKTUPOBKE PAOOTHI
C31.

Yassumocts VoIP cetu — a0 cBoiictBa VoIP ce-
™1 1 C3U, mpu KOTOPBHIX HEJIETUTUMHBIHA IT0JIb30Ba-
TeJIb METOJOM BTOPKEHU S HAPYIITUT 3aIUIIEHHOCTD
uadopmanuu. Ilosromy B menax sdderkTuBHOTO
yupaBiaeHusad WMB u cBoeBpeMeHHOro yCTPaHEHUS
yrpo3 6e30IaCcHOCTY IPEAJI0KEHO BHIABIATH VA3BU-
MOCTH HAa 9Talle, KOTAa 3JI0YMBIIIJIeHHUK HaXOJUTCS
BHE peaJIbHOU ceTH, 3anyIneHHoi B VoIP ceTu B mpo-
mecce ee QyHKITMOHUPOBAHUS.

CyTb HAHHOTO peIlleHUs 3aKJIOUYAeTCsS B TOM,
YTO UJET MOJyUYeHUe MaKeTOB COOOIIeHUIl OT He-
JIETUTUMHBIX II0JIb30BaTejieil, KOTOpble He WIeH-
Tudpunupyorca kaxk yrposa B, a Takike B Ie-
aax nononaHenus BIl usBecTtHbIXx yrpos B CY UDB
GopMUPYIOTCA MAaCCUBLI, UMUTUPYIOINE PECYPCHI
VoIP cetu [13]. Tak:ke popMUpPyIOTCA BUPTYaIhb-
HbIe KOHTelHephl Ha BbIJeJeHHOM cepBepe B CY
Wb na ocHoBe naaHbIX 0 VOIP ceTu 1 3anycramTcs
B paboTy B pexxume QyHKIHOHUPoBaHUA VOIP ce-
tu. [IpyHUMaoTCa Ha BBIIEJIEHHOM CcepBepe IaKe-
THI COOOIIEHUH OT HEJIETUTUMHOTO IIOJh30BaTed,
IOKa COoeIMHEHNEe C HeJEerUTHUMHBIM II0Jb30BaTe-
JeM He OymeT pasopBaHo. HeleruTMMHBINA TOJIb-
30BaTesib, paboTas ¢ JaHHBIM CepBEPOM, IIPEIIIO0-
JaraeT, YTO OH HaXOoAUTCA B peasibHOU VoIP cerwm,
U IIPOBOAUT IOATOTOBKY U Peajim3alliio BTOPIKe-
HusdA. [[eficTBUA HEJeTUTUMHOTO II0Jb30BaTeJA pe-
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B Fig. 2. Information security management system using intelligent intrusion detection system
rucTpupyiorca. B cayuae peanusamuu yrpos b OPUHUMAETCS PellleHle M0 M3MEeHEHUI0 HacTPOeK
TaHHBIE IO AeHCTBUAM HeJIeTUTHMHOI'O IOJb30Ba- C3MU cetu VolP.
TeJIsl PETUCTPUPYIOTCSA U 3aIHChIBAIOTCS B MACCUB Ananus gmedicTBUA TPOTUBHUKA Ha cetu VoIP
Kak HoBada yrposa B, Trem cambiMm monnonuaa BII. OCYIIECTBJIAETCSA 3a CUET MOJeJMPOBAHUA aTaK Ha
,HaJIee IIPDOBOAUTCA aHAJN3, HAa OCHOBE KOTOPOI'O OCHOBE€ Teopuu I"pa(I)OB.
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B Puc. 3. CTpyKTypa MOAYJIA NHTEJNJIEKTYaJIbHOM OIeHKHU PUCKOB (@) M IPOTHO3UPOBAHUA BO3eiicTBUs (0)
B Fig. 3. The structure of the intelligent risk assessment module (a) and impact prediction module (6)

Moaenu meiicTBUIL HAPYIIUTEJIS

Opuoii u3 3amgau odecmeuernusa VIB VoIP cetu ss-
JsieTcsA aHaJu3 BO3AeHCTBUSA, Pe3yaIbTaTOM KOTOPO-
ro ABJAIOTCA HMapaMeTpbl araku. JlaHHOe aelicTBUe
He00XOAMMO JIJIs OIeHKU 3((MEeKTUBHOCTH CUCTEMBI
obecrieuenusa B. B pesysibrare crpouTcs rpagd pea-
ausdanuu yrpos [14] u hopMupyoTcsa peKoMeHIaI
110 KOPPeKTUpoBKe HacTpoek C3NU.

VYureHbl HAPYIIUTEJNN B BUJEe OOBIYHOTO IIOCETH-
TeJIs OPTaHu3alluy U aAMIHUCTPaTopa nHGopMaIlu-
OHHO# ceTH, KOTOophlit mogkaouaer OBM. Eciu Ha-
PYIIUTEh IEPBOTO THUMA 3HAET JOTUH U IapoJib OT
aIMUHUCTPUPOBAHUA CETH, TO CPa3y aBTOPU3YETCSA

Ha cepBepe. Ecau He 3HaAeT, TO OH OAOUPAET JIOTUH
u tapoJib (0pyTdopc (auri. brute force) — araxa 1y-
TeM aBTOMATHYEeCKOro mepebopa mapoJeii (MHOTZA
CBABKHY JIOTMHOB-TIapoJieii), Hambojee IIUTEeIbLHBIH
U IIPOCTOM BUJ B3JIOMa) ¥ aBTOPU3YeTCA Ha cepBe-
pe. ITocie uero HapyIIUTE b AAMUHUCTPUPYET CBOE
YCTPOMCTBO B CETMEHTE CeTU M HAUMHAET CKaHUPO-
Batb cerb SIP (Session Initiation Protocol) cka-
HepoM u HaxoauT cumcok VoIP-ycrtpoiicts. Ilocie
ymauHoro momcka VolP-ycTpoiicTB peanmsyer ara-
Ky. Ha puc. 5 nmpezncrasien rpad peasusanuu yrpos
VoIP cetu [15].

CocToAHMA HAPYIIINTEJA IPYU Peaain3aluy yrpos
omrcausl B Tab. 1.
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13 Y 12 ¥
3 B Omenka nokasarenas B
anuch HapyileHusd B BI VoIP cern

B Puc. 4. Anroputm metoza obecrieuernus: IB VoIP cetu
B Fig. 4. Algorithm of the VoIP network security method
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B Puc. 5. 'pad peanuzanuu yrpos
B Fig.5. Threat realization graph

B Tab6ruya 1. CocTogHUA HaPYIIUTENs NPU peansa-
U yI'PO3

B Table 1. The state of the intruder during the
implementation of threats

PaccMmoTpeHBI IBe aTaKu: YeJIOBEK IIOCEPeIuHe
(Man in the Middle, MiTM) u crram aJisi MHTEPHET-
resedornu (Spam Over Internet Telephony, SPIT),
TaK KaK OHU SIBJIAIOTCA YaCTO UCII0Jb3YeMbIMU U Ha-
HOCAIIUMU OOJIBIIION MaTepuaJbHBIN yIepd mpea-
npusaTuio [16].

1. Modeav npouecca HapyuieHus 6e30nacHOlL ne-
pedauu ungopmayuu 6 cemsax VolP-menegonuu npu
amaxe MiTM.

ITepexBar maHHBIX — camad 6ojbIas IIpobJe-
Ma B ceTax VolP-resedonnm, o0ycJIOBJIEHO 5TO TEM,
uyTO JaHHBIE B cTeKke mporokosoB TCP/IP mepena-
I0TCA B OTKpBITOM Buze [17]. Hapymurenem Bbife-
JseTcs MAapIIpyTHU3aToOpP, KOTOPbII obOpasyer Oec-
mpoBogHyIo ceTb Wi-Fi. Onpenenserca mammaa, Ha
KOTOPOIl YCTAHOBJIEH aHaJu3aTop Tpadura, HaIpU-
mep WireShark. Ilanee uepes netsh moarorasimBa-
ercsa Touka mocryma SSID (Service Set Identifier).
Hapymiurens B xome pasBegKH IMOJIYyYaeT yUeTHBIE
MaHHBIE JIA CO3JaHMA 00IIel TOUKHU JOCTYIA C TAKUM
JKe HasBaHUEM U TAKUM JKe [IapoJieM AOCTyIIa, KaK Ha
mamuae ¢ WireShark. ITocie uero mepesarpysxaer-
cs poyTep, UTOOBI OTKJIIOUUTh BCEX KJIUEHTOB. B 9TOT
MOMEHT BKJIIOUAETCS JBOMHUK JocTyna. B mrore ce-
TeBOE B3aMMOZENCTBIE OCYIIECTBIAETCA Yepes ABOIi-
Huka pocryma. [amee samyckaerca WireShark u

CocrosiHue Onucanme IPOCAYIIUBaeTCA Tpa(UK OT KJINEHTOB.
CocTossHUSA HAPYIIUTEIA IIPU peaus3aliuu yrpo-
S, HcxopHOoe cocTOAHTE 361 MiTM omucans! B Tabu. 2.
Sy IToaroToBKa K BO3AEHCTBUIO
Cranuposanue Hapyirureaem UBC Ha
g VoIP-veTDORCTE ¢ TIOMOMIbIO B Tab6nuya 2. CocToAHUA HAPYIINUTEd NIPU peatmsa-
2 g;{gﬂqne yerp o muu yrposst MiTM
-CKaHepa . .
p B Table 2. The state of the intruder when the MiTM
N threat is implemented
S C6op uudopmaiuu 00 00beKTe BO3/eii-
3 CTBUA Cocrosinue Onucauve
S, Bri6op ocylecTBIeHNA TUIIA ATAKKT So Hcxonnoe cocroanme
S ITocTaHOBKA 3a/jaum Ha BO3AEHICTBIE
S 3acopeHure KaHaJa Iepefayu JaHHBIX
41 IIyTeM criamMma S, Tenepanusa mapoJis IJid BXoJa B CUCTEMY
S Harpyska ¢ 60sbI11uM Bo3ielicTBUEM Ha S Bxop B cucrtemy nos y4eTHOM 3aINCHIO
52 VoIP-o60pynoBaHime 3 «aIMUHHICTPATOD»
S OrmpaBKa MOCTOAHHBIX TAKETOB JAHHBIX IIpocMoTp mMapoJis U UMEHU TOUKU JOCTYIIa
63 Ha ceTh VoIP Sy Ha poyTepe AJIA JaJbHEHIIero Co3JaHu s
IBOMHNKA HA CBOEM yCTPOMCTBE
Sy Cosganue BupTyaabHbix VoIP-ycTpoiicTs
Sy Wmuranusa J0:KHOU TOYKU AOCTyIIA
S WNsmenenue ID-ycTpoiicTBa
paienue B THTepHET uepes JIOKHY IO
85 yerp s 06 u
6
S IIepexBaT ro0COBBIX U MEAUAHHBIX TOUIKY AOCTYIIa
96 =
TOJIb30BaTEIeN S BLIBOZ U3 CTPOA POYTEPA C IIOMOIIIBIO
7 DDoS-araku
S100 HNsmenenne naposasa agmuauctparopa MBC
S BBog B ceThb JT0}KHOM TOUKYU TOCTyIIA
Z Peanuzanusa oTKasa B 00CTyKUBAHUHT 8 BMECTO aTaKyeMOTO POyTepa
X Peanusanusa yrposel XulieHna nHpopma- X Peasnmsanusa yrposs! xulnieHusa nHpopma-
uu uu
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2. Modenv npouecca HapyuleHus 6e30nacHoil nepedayu ungopmayuu 8 cemsax VolP-menegonuu npu amawe SPIT.

JauHbIi BU BO3AEHCTBUA BOSMOXKEH ITPU ITOMOIIIY IIPOrPaMM J03BOHA, TAKMX KaK Spitter, mo Homepam us B]1,
¢ TOHEeCEeHMEM 3apaHee 3aIIMCAHHOT'O TOJIOCOBOTO COOOINIEHN A, C 3apaHee IPOHIeHHON aBTOPUIAIINEI C IIOMOIITHIO
MMOXUITEHHBIX JIOTUHOB U napoJiei ot SIP yueTHbix 3amnuceii [18]. B otiuuwne ot cnama, pacchliiaemMoro 1mo e-mail
B BU/JIe COOOIIEHN, BEPOATHOCTH IPOCTYIINBAHMA I'OJIOCOBBIX COOOIIEHU TT0IH30BATEIIMU CUNTAETCSA BBIIIIE.

CocTosgHuA HAPYIIUTESI IpU peaausanuu yrpossl SPIT omucanb! B Ta0I. 3.

Paspaborana maTeMaTruyecKasa MOJEJb aKTUBHOTO HapyminuTesid (puc. 6) [15], mosBosiAoIas paccunTaTh Be-
POATHOCTHO-BPEMEHHBIE XaPaKTEPUCTUKN aTaKX B 3aBUCUMOCTHU OT 3HAUEHUH BePOATHOCTEHN IIPOMEIKYTOUHBIX
arak [19, 20].

OmpenesieHbBl BEPOATHOCTU HAXOMKIEHUA HAPYIIUTENSA B PA3JIMUYHBIX COCTOAHUAX Peanu3aluy yIPO3BI
Py, ..., Pg:

1
Py= ;
1+ak0 1+B—7 1+B—6 1+B—5 1+B4(1+B3(1+}”+B2]J
Bzl Be| Bs| Bal Bsl B2 B1
P :(a'(X+l32)B3l3435136l37H0j‘ 1 :
Pibefababhb 1+ato 1+B—7 1+B—6 1+B—5 1+B4£1+33£1+7»+32 jJ 1)
Bzl Be| Bs| Bal Bsl B2 P1
By - 1
1+arol 14 Pl Pel g Ps 1+B4(1+B3(1+k+ﬁzj}
Br\  Be| Bs{ Bal B3 B P1

A ,
rme o =—0, 7\.0 — ILJIOTHOCTH IIOTOKAa 3aJav Ha BTOPIKEHNE; |1 — IIJIOTHOCTH IIOTOKa YCIEIIHBIX BTODPIKEHMM;

Ho
Bi» «e» P; — IIOTHOCTH BBINOJHEHUSA 3a7a4 HAPYIIUTEJIeM II0 BTOPAKEHNIO COrMIacHO cocTrogHuam npu MiTM- u
SPIT-arakax.

B Tab6ruya 3. CocTossHUA HAPYIIUTEJA IPU peantusanuu yrpossl SPIT
B Table 3. The state of the intruder when the SPIT threat is implemented

Cocrosnue Onucanue
Sy HcxomHoe cocTossHTEe
S ITocTanoBka 3amaun Ha BO3AeCTBIE
Sy Tenepanusa mapoJis qJisd BXOAa B CUCTEMY
Sy Bxopx B cucTemMy mos yu4eTHOI 3aIIUCHIO «aJMUHUCTPATOD»
Sy ITouck SIP-a60oHEHTOB
Sy O6Huapy:xenue SIP-Tesie(poHOB B ceTU U B pesKuMe oiaiin
Sg Xwulnenre TaHHBIX AJIA aBTOPU3aIny yueTHbIX SIP-zanuceit
Sy Bxop B cucTeMy ¢ TOXUIEHHBIX yUeTHBIX SIP-3anuceit
Sg 3amyck nporpammuoro obecneuenus (I10) Spitter
H Peanuszanusa yrpossl xulneHEnsa nHGOPMAIIUN
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Py Py, lk Py;
W' ~ ~
0 |Pox| 1 | Pi2| 2 |Pes| 8 |Psa| 4 |Pss| 5 |Pse| 6 | Psr| 7 | Ps| 8
<« P() P] Pz P3 P4 P5 PG P7 Ps
Ho p,,

B Puc. 6. I'pad cocroanuda Hapyuread npu peanusanuu yrpod MiTM u SPIT ua VoIP cers
B Fig.6. The intruder’s state graph when the MiTM and SPIT threat is implemented on the VoIP network

BepoaTtrocTu Bosgeiicteua P, = P + Pg, Tak KakK, C ONHOH CTOPOHEI, HAPYIIUTEb B «COCTOSHAN 8» YCIEIITHO
3aBepiraet peaausanuio yrpo3 MiTM u SPIT ua VoIP ceTts, mtocje uero, BepoATHee BCEro, MIPUHUMAET pPellleHne
Ha cJIeyIolllee BO3AENCTBIE Ha 3aIlUIIlaeMyi0 HHPPaCTPYKTYPY, C APYTOii CTOPOHBI, 6€3 KOPPEKTHOI PaboThI
Hapymuresasd B «coctoauuu 0» peanusaius yrpo3d MiTM u SPIT ua VoIP ceTh meBo3amorkHa [13]. C yueToM BbI-
meckasaHHoro cucrema (1) mpumeT BuL

1+a

1+a“—0 1+B—7 1+B—6 1+B—5 1+B—4 1+B3[1+}”+B2J
Br Be Bs Ba Bs Ba B1

P, =

IToryunB 3HaueHMe BEPOSTHOCTH BO3IEHCTBUSA, MOMKHO BBIUKCJIUTDL IIOKa3aTesb (BEPOATHOCTD) 3aIIUIIEeH-

"HOCcTU VOIP ceTn (Paam):

P, 1-P, 3)

amg —

rae P, — BepoATHOCTB BO3/IeliCTBUA CO CTOPOHLI HapymuTend Ha VoIP ceTs.

Peanusamusa Mmoeseii B Bue MPOorpaMMHOTO0 o0ecredyeHn

I omTuMuU3auy pacuera BosaelicTBusa Ha VoIP ceTu 1o BeIpaskeHUIO (2) U MPUHATUSA OTEPATUBHBIX Mep
110 YCTPaHEHUIO HAPYIIIEHU [IEJIOCTHOCTY CETH OBLIIO IPUHATO peliieHue paspaborars 110, mosBossioiiee yupo-
CTUTDH BCE PACUETHI U MOJYUYUTH 'OTOBBIN PE3yJIbTAT.

IIporpamMmmHOe obecrieuenme OBIIO HAaIKUCAHO Ha A3bIKe Java ver.8. ¢ mpuMeHeHueM miatdopmbl JavaFX
(puc. 7).

C momorwio 11O [21] Ha OCHOBE MCXOAHBIX JAHHBIX U3 Ta0J. 4, ABIAIOITUXCA S9KCIEPTHBIMY OIIeHKAMU, OBbIJIN
IIPOBeIeHbI KOHTPOJbHbBIE PEIIeHUA OIEHKU BEPOATHOCTH 3aliuilieHHocTu VoIP ceTu B yCJIOBUAX peanusaliuu
moxbopa mapoJjd ¢ Pa3JINYHON MHTEHCUBHOCTHIO OT 3 10 9 MmuH (puc. 8, a), aBTOPU3aIUU B CUCTEME a IMUHUCTPU-
poBaHUA poyTepa ¢ uHTeHcuBHOCTHIO OT 0,2 1o 0,6 muH (puc. 8, 6) npu MiTM, a Taxk:Ke XUIeHNA TaHHBIX I
aBTopusanuu yueTHbIX SIP-3anuceit c mETEeHCUBHOCTHIO OT 1 10 30 MuH (puc. 8, 6) 1 MaccoBOTr0 BX0Jja B CUCTEMY
¢ TIOXUINEeHHBIX YueTHBIX SIP-3anuceli ¢ *HTEHCUBHOCTBIO OT 2 10 6 MmuH (puc. 8, 2) mpu SPIT.

Amnanus 3aBuCMMOCTeH Ha puc. 8, a—2 IM03BOJIAET CIeJaTh BEIBOJ O TOM, UTO YBeJIUUYeHNe BpeMeH! Pearupo-
BaHua C3U tg;; VOIP cetu mpu arakax MiTM u SPIT morm:xaeT 3aIIuIeHHOCTD PmmL HUKe TpeOyeMoro ypoB-
Hs 0,9. B cBA3K ¢ 9TUM BO3MOKHO OIIPe/ieIUTh TPeOOBAHNUA K tryp C YIETOM YCIOBUI IPOTHBOOOPCTBA:

1) t(31 < 0,0012 MmuHE B ycroBuAX peannsanuu nogdopa napossa npu MiTM (cum. puc. 8, a);

2) tegp < 0,0014 MuH B yCI0BUAX peaJM3alil aBTOPU3AIUK B CUCTeMe aAfMUIHUCTPUPOBAHUA POyTepa Ipu
MiTM (cwm. puc. 8, 6);

3) tegy < 0,046 MuH B yc10BUAX peanusanuu nonrydenns us Bl moruros u napoieii ot SIP yueTHBIX 3anuceit
npu SPIT (cm. puc. 8, 8);

4) tegy < 0,045 MuH B yCI0BUAX peannu3alli MacCcoBOl aBTopusanuu yuyeTHbIX SIP-sanuceit mpu SPIT (cm.
puc. 8, 2).

Tak:xe u3 rpa@uKOB BUAHO, UTO HAaMOOJBINYIO yrpo3y aasa VolP ceru npeacraBaser MiTM-aTtaka, Tak Kak
BEPOATHOCTH 3AIIUIIEHHOCTY PE3KO ITalaeT B KOPOTKUM IPOMEKYTOK BpeMeHU. CiiefoBaTeIbHO, COOBITHE «Pe-
anmsalus reHepaluy IapoJis IJis BXoAa B cUCTeMY» OyaeT 6ojiee BEPOSATHBIM, B CBSI3H C OTUM BEPOSTHOCTD
TOT'0, UTO HAPYIIUTEJH dTUM BOCIIOJb3YyeTCdA, BHICOKA. [loaTOMYy aAMUHUCTPATOPY 6€30IIacHOCTU HEOOXOAUMO
o0paTuTh BHUMaHMUe Ha YCTPaHEeHNEe UMEHHO 9TOU ysa3BuMocTu [14].
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CKOMBLKO COCTOAHWA Y aTaku? 7 Ok Kakoit epemeHHON npomexyTok? (MuH) | 20 PaccyuraTts
02 0.1 0.49809592785552415 | | 0,519455205516166 0,52076B8251378291 0,520 -
1 5 Ka1 Ke9 K17 oo
3 05 0,5098892688876665 | | 0,5197337948855465 | | 0,5208511469963111 oA
6 K2 Ke10 Ka18 i
0.4 0.11 0,5139454716389846 | | 0,5199619540033655 | | 0,5200248254603487 ol
3 7 . Ka3 Ke11 Ka19 03873
2 0,5159978701776465 | | 0,5201522396799062 | | 0,5209911539025464 0312
| 4 Ked Ke12 Ke20 0.2?82
0,5172371964385356 | | 0,5203133594258788 0,239
PaccunTtaTs CpeAHEe BPEMA COCTORHMIA KBS Ke13 0,200
50 10.0 0,5180667266055937 | | 0,520451541581372 080
1 5 KeB Kel4 01753
0.3333333332333333) (2.0 0,5185608790544273 | | 0,5205713588084483 ool
2 6 Ke? Ke15 !
25 9,090909090909092 0,5191073885148707 | | 0,520676244 1463608 0:1264
3 7 Ke8 Ke16 0
05
4

MocTpouTs rpadmk

B Puc. 7. Uurepdeiic I1O gy omepaTuBHOr0 pacueTa BepoATHOCTHU BoazeiicTBusA Ha VoIP cetu
B Fig.7.Software interface for on-line calculation of probability of impact on VoIP networks

B Tab6ruya 4. icxonHble fJaHHbIE N1 KOHTPOJIbHOI OIlEHKY BEPOATHOCTH 3aluineHHocTy VoIP ceTu B ycIoBuAX peanu-
saruu MiTM u SPIT

B Table 4. Initial data for the control assessment of the probability of VoIP network security in the context of MiTM and
SPIT implementation

MiTM SPIT
CobrITHE _ i
Onucaunve ITapameTtp Suaue Onucaunue ITapameTp Suaue
HUE, MUH HIEe, MUH
S T'enepanusa mapoua (I'IT) By == 1 2 Teneparusa mapoJis O BXozxa By == 1 10
2 ILJISI BXOZIA B CCTEMY trIn 9 B CUCTEMY tro
Bxon SHCTeMy (BC) mon _ 1 0,2 Bxopn B cuctemy mop y4eTHOM _ 1
Sy YUEeTHOM 3alNUChI0 «aMUHUI- Ba _Z_ 0,4 BAIICHIO <AIMIHICTDATODS _Z_ 2
cTpaTop» BC 0,6 A parop BC
ITpocmorp mapousa (III1) u
UMeHU TOUKHU JOCTYIIa Ha 1 1
Sy poyTepe AJiA gaabHEHIIero = Z_ 0,5 ITouck SIP-a6oHEeHTOB = Z_ 2
CO3IaHUA IBOHUKA HA CBOEM IIII SIP
ycTpoiicTBe
ViMuTaius JIOMKHONM TOUKHI _ 1 O6uapysxenne (0) SIP- _ 1
Sy ocryna (JITI) = . 0,6 Teie(POHOB B CETH U B PEIKUME Ba _Z_ 1
rocTy A oaiiu 0
X X 1
O6parienne B UaTepuet (OM) 1 UIeHHe JARHLX (X]T) _ 1
Sg HeDE3 NOKHYIO TOTKY AOCTYIA Bs = : 0,3 IJIS ABTOPHSAIINH YUETHBIX " 10
on SIP-zanucei A 30
A A 2
Brrsoj 13 ¢Tpost poyTepa 1 Bropusarus (A) B cucreme L
Sy ¢ oMomIBIo DDoS-aTaKm . 1 C MMOXUITIEHHBIX YUETHBIX Be = 3 4
- DDoS SIP-zanuceii A 6
ITogmena (IT) arakyemoro 1 1
Sg poyTepa JIOKHOU TOUKOMN Br=— 0,2 3anyck I10 Spitter == 0,5
to tSpitter
IocTyIa
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samuu noxbopa naposs npu MiTM; 6 — peanusanuu aBTOPU3aIl[UX B CUCTEMe aJfMUHUCTPpUpPoBaHuA poyrepa npu MiTM;
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C IOXUINeHHBIX yueTHbIX SIP-3anuceit npu SPIT

B Fig.8. Dependence of the VoIP network security indicator on the response time of information security tools in con-
ditions of: a — password matching in MiTM; 6 — authorization implementation in the router administration system with
MiTM; 6 — data theft for authorization of SIP records during SPIT; 2 — a mass logon from stolen SIP accounts at SPIT

3aKIoueHne

IIpencraBien amanus VolP ceTm opranusamnuu,
AJITOPUTM KOHTPOJISI CHUTYaIlMOHHBIX ITapaMeTPOB
IPU CTOXACTUYECKON HeOIpPe[eeHHOCTU, IIPEeJo-
JKeHa apxuTeKkTypa mpororuiia VolP ceru, a Tak:xe

I10, mosBoJssIONIEee ONTUMU3UPOBATDL PACUETHI IS
OBICTPOrO IOJYYEHUS PEe3yIbTATOB OIEHKM 3all[u-
neHHOCTH VOIP ceTm B IeiiAX MOCJIENYIOIIEeTO IIPH-
HATHUSA PEIeHn M0 3aI1Te IeJIOCTHOCTH CeTH.
JauHbBI MeTOM BKJIIOUaeT OOHApPYy KeHre, aHaJIu3
IefiCTBUS HAPYIIIUTESA U IIPOrHO3 Peain3allii aTak
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Ha VoIP ceTrs ¢ mocieayoiuM O0JOKNPOBAHUEM He-
JKeJIaTeJIbHOM aKTUBHOCTH.

HayuHnasa HOBU3HA 3aKJIIOYAETCA B TOM, UTO B OT-
JUYNe OT U3BECTHBIX MeTon obecmeuenusda VB ceru
VoIP-renedoHnN yUnTHIBAeT: BEIABJIEHNIE VSA3BUMO-
creir VoIP ceTu Ha OCHOBE TECTHUPOBAHUSA PEAJJbHOI
ceTu; BBIABJIEHUE YA3BUMOCTel U momoJiHeHue BII
yrposamu HC]I 3a cuer aHaiausa AeHCTBUI IIPOTUB-
HHUKa B JIO}KHOU mHPpacTpyKkType VolP ceru; mpo-
¢unam 1 BUJBI aTaK, HanpaBJieHHBIX Ha VOIP ceTh u
OIIMCaHHBIX B BUIe rpados.

TeoperruecKkas 3SHAUNMOCTD 3aKJIIOUAETCSA B pas-
paboTKe U YCOBEPIIIEHCTBOBAHUU M3BECTHBIX MO/e-
JIei, 4TO ITO3BOJIAET OIPENeATh BEPOATHOCTH BO3-
IEeUCTBUSA, CTPYKTYPY U IPO(GUIb aTaKW, a TaKiKe
croco0ObI 3amuTel VoIP ceru.

IIpakTryecKkasa 3HAUMMOCTH OIPENeJIAeTCA BO3-
MOKHOCTBIO MCIIOJIb30BATh METOJ, yIIpaBJIeHus obe-
cuneuenusa UUB VoIP cetu npu paspaborke CY UB.

ITonyueHbl pesyabTaThl aHAJIUTUYECKOTO MOJE-
JINPOBAHUS, KOTOPBIE IIOKA3aJIM, YTO IIPEIJIOMKEH-
HBIN OAX0[ o0ecrieunBaeT TpedyeMbIii YPOBEHD 10~
CTOBEPHOCTU IIPUHUMAEMBIX PEIleHni, YTO II03BO-
JISIET TIOBBICUTH BEPOATHOCTHO-BPEMEHHBIE XapaKTe-
puctuku paborsl VoIP ceru.

B panbpmeilniem OyayT HCCIEIOBATHCS BO3MOMK-
HOCTH II0 Peayin3alluy JaHHOTO MeTOJa B aBTOMATHU-
3UPOBAHHOM BH/JE C IPUMeHeHeM HelPOHHOM ceTu,
TIO3BOJIAIOIIEI TOJTHOCTHIO HAa TPOTPAMMHOM yPOBHE
MIPUHUMATH CAMOCTOSITE/JIbHbIE PEIleHUs 110 IPe0T-
BpAIeHUIO XUINEHUA WHGOPMAIUU, HAPYIIeHU
IEJIOCTHOCTH U JOCTYITHOCTU CETH.
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Method for ensuring information security of a VoIP telephony network with a forecast of an intruder’s intrusion
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Introduction: The development of technologies in the field of information and telecommunications, as well as the unification of
networks, and in particular the construction of distributed VoIP telephony networks, allow us to formulate the problem that the known
methods of managing the protection of VoIP networks are not effective enough in modern conditions, since they take into account only
one side of the information confrontation. Purpose: To develop a method for ensuring the information security of a VoIP telephony
network, which allows to increase the probability of VoIP network security by reducing the time required for analyzing the actions
of the violator, analyzing and processing risks under the influence of the violator. Results: Based on the proposed structure of an
information security management system integrated into a VoIP network, a method for ensuring the information security of a VoIP
telephony network under the influence of an intruder has been developed by introducing decision-making support processes in the VoIP
network information security management system using intelligent intrusion detection tools distributed across segments. This method
allows you to build a graph of events of the intruder’s actions, on the basis of which mathematical modeling of MiTM and SPIT attacks
on the VoIP telephony network is carried out. As a result of the simulation, the dependence of the successful impact on the internal and
external characteristics of attacks is obtained, which is the main one of the developed software, which allows to obtain the values of the
probability of security of the VoIP network from the parameters of the intruder’s impact for further selection of adequate measures for
managing the information security of the VoIP telephony network. The method includes the processes of analyzing the digital stream
and determining the parameters of protocols and profiles of intruder attacks. Practical relevance: The developed method provides an
opportunity to study issues aimed at the security of the VoIP-telephony network, which is affected by violators.

Keywords — VoIP networks, information security, MiTM, SPIT, Markov random process, attack model.

For citation: Lipatnikov V. A., Shevchenko A. A., Kosolapov V. S., Sokol D. S. Method for ensuring information security of a VoIP
telephony network with a forecast of an intruder’s intrusion strategy. Informatsionno-upravliaiushchie sistemy [Information and
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— CBEAEHWS O6 ABTOPAX

ABNYJJIUH AccucrenT WHCTUTYTa KOMITBIO- BAJIOHUH TIpodeccop Kadempbl BHIYUCIH-

Azar TePHBIX HAYK 1 TeXHOJIoruit CaHKT- Huxomait TeJBHBIX cucTeM U ceTeil CaHKT-
IlerepOyprckoro  moJIMTEXHUYE- TIeTepOyprckoro rocy apcTBEHHOTO

Mapceaesuu AnexceeBuu

croro yHuBepcurera [lerpa Bemu-
KOT0, UCCJIeZ0BATeNb J1ab0paTopuu
Bepu(UKAMM M aHaIW3a Ipo-
rpamum JetBrains Research.

B 2018 romy oxomumn CaHKT-
IlerepGyprexuit MOJIUTeXHUUe-
ckuit yausepcuret Ilerpa Bennko-
ro 1o crnenuanbHocTu «MHpOPMa-
THKA M BBHIUUACIUTENbHAS TEXHU-
Ka».

fIBifeTCsa aBTOPOM TpPeX HAYUHBIX
myOIuKAIAN.

O06sacTh HAyYHBIX HHTEPECOB —
Bepu(uUKaNUA ¥ aHAIU3 IIPO-
rpaMM, aBTOMAaTHYecKas TIeHepa-
115 TECTOB.

9u1. ajgpec:
abdullin@kspt.icc.spbstu.ru

VHUBEPCUTETA a3POKOCMUYECKOTO
puOOPOCTPOEHUS.

B 1982 roxy oxonuna Jlenuurpai-
CKUI DJIEKTPOTEX HUUECKUI NHCTH-
tyT uM. B. U. Yiabanosa (Jlenuna)
[0 CIeIMAJbHOCTH «ABTOMATHKA
U TeIleMeXaHUKa».

B 2008 roxy sammTui guccepra-
M0 HA COMCKAHWE YUEHOU CTele-
HU IOKTOPA TEXHUYECKUX HAYK.
SfAsnsierca aBropom Gosee 100 Ha-
YVYHBIX IIyOIUKAIUI, B TOM YHUCTIE
Tpex MOHOTpaduii.

O6s1acTh HAYYHBIX WHTEPECOB —
TEOpUSA JIWHAMUYECKUX CHCTEM,
TEOpUsA HUAEHTU(DUKAIUU, TEOPUS
OIIEpPaTOPOB, TEOPUS MATPHIL, BBI-
YUCJIUTEIbHBIE METO/bI, UHTEPHET-
pPOOOTOTeXHUKA, WHTEPHET-KHUTH
C HUCIONHSEMBIMU aJrOPUTMAaMU,
HAYYHbIE COIMANbHBIE CETH.

A1 agpec: korbendfs@mail.ru

BPAHUITKUM
Anexcanmp
Anexkcanaposuyu

CrapIinuii HayYHbIH COTPYAHUK Jia-
OopaTopuu IPOOIEM KOMIIBIOTEP-
Hoit Gesomacuoctu Caukxr-Ilerep-
OypPrcKoro MHCTUTYTA UHPOPMATH-
Ku 1 aproMmarusanuu PAH.

B 2012 rony OKOHUMII C OTIIMYNEM
Caukr-TlerepOyprekuii  rocymap-
CTBEHHBIN YHUBEPCHUTET II0 CIIEI[H-
anpHOCcTH «Maremaruueckoe o6e-
CIleUeHNe ¥ aJMUHUCTPUPOBAHUE
MH(GOPMAIMOHHBIX CHCTEM».

B 2018 rogy samuTui amccepra-
W0 HA COMCKAHME YYEHOU CTere-
HU KaHAUJATa TEXHUYECKUX HAYK.
SABnsercsa aBropom Gosee 35 Hayd-
HBIX TyOJUKALWI.

Ob6sacTh HAyYHBIX HHTEPECOB —
HMCKYCCTBEHHBIM WHTEJJIEKT, KOM-
MBIOTEPHBIE CETH, MH(OPMAIIMOH-
Had 06e30IaCHOCTh, (YHKIIMOHAD"
HOEe IIPOrpaMMUpPOBAHUE, TEOPUS
(hOpPMAJIBHBIX A3BIKOB M KOMIIVIIS-
TOPOB.

I, azpec:
branitskiy@comsec.spb.ru

I'PBISYHOB

BaragumupoBuu

Honent xadeapbl wHOOPMAIUOH-
HBIX TEXHOJIOTMH U cucTeM 0es-
omacuoctu Poccuiickoro rocymap-
CTBEHHOTO THJPOMETEOPOJIOTIYe-
ckoro  yHuBepcurera, CaHKT-
ITerepGypr.

B 1999 roxy oxonuma Boernuyio
UH)KEHEePHO-KOCMUYECKYI0 aKaje-
muio uM. A. ®@. Moskaiickoro mo
cmenuanbHOCTH  «BhIumcnauTens-
HBIE MAIINHbI, KOMILIEKCBI, CUCTE-
MBI ¥ CETH».

B 2004 roxy sammTui guccepra-
I[UI0 HA COMCKAaHWE YUEHOH creme-
HU KaHAUJATA TEXHUUECKUX HAYK.
SABnserca aBropom Gostee 80 Hayy-
HBIX [TYOJUKAIIAH.

O6sacTh HAYYHBIX MHTEPECOB —
aJanTUBHOE yIpaBieHue WH(OP-
MAIVIOHHO-BBIUCIUTEIbHBIMY CH-
CTeMaMH B YCJIOBUAX JeCTabuIn3a-
UV, CAMOOPraHUBYIOIINeC WUH-
(hopMAaIMOHHO-BEIUNCIUTEIbHBIE
CHUCTEMBL.

9. agpec: vivl313r@mail.ru

HUIIBIKCOH
Baragumup
MuxaijaoBuu

IupekTop BricIieil ITKOIbI HHTE-
JIEKTYaJIbHBIX CHCTEM U CYIIEPKOM-
TIBIOTEPHBIX TexHosoruit MucTuTy-
Ta KOMIIBIOTEPHBIX HAYK ¥ TEXHOJIO-
ruii Caukr-TlerepOyprekoro moju-
TeXHUYECKOro yHuBepcutera Ile-
Tpa Besmkoro, pyKoBoauTe s 1a60-
partopuu Bep(DUKAIINY U aHAIN3A
mporpamm JetBrains Research.

B 1996 roxy oxomuma CaHKT-
IlerepOyprekuit rocyaapcTBeHHbII
TONUTEXHUUECKUN  YHUBEPCUTET
mo cuenmassHocTH «MHpOPMATH-
Ka U BEIUUCIUTEIbHAST TEXHIKAY.
B 2000 roxy samuTui amccepra-
W0 HA COMCKAHME YUEHOU CTere-
HU KaHANAATA TEXHUYECKUX HAYK.
fAsnserca aBropom Gosee 100 mHa-
VUHBIX TY0IUKAIINT.

O6sacTh HAyYHBIX HHTEPECOB —
(opmanpHEble MeTOABI, Bepupura-
nug ¥ aHajIu3 ImporpaMm, Gop-
MaJbHBIE crnenupuKanum, Kaue-
CTBO IIPOrPAMMHOT0 00€CIIeUeHNU .
9. agpec: vlad@ice.spbstu.ru

KOCOJIAIIOB
Baanucaas
Cepreesuu

l!ﬁ ?R*’

AnpioHKT BoeHHo#t —aramemMuu
cBasu um. Mapmana CoBeTckoro
Comosa C. M. Bygennoro, Caukr-
IIerep6ypr.

B 2011 rogy oxonumn Boenuyio
aKajeMuio cBsA3uW uM. Mapimaia
Cogerckoro Corosa C. M. Bynenso-
T'0 TI0 CIEI[UATBHOCTH «JKCILIyaTa-
U BBIYUCJIUTEIbHBIX MAIIUH,
KOMILIEKCOB U CeTeii».

SIBngeTcA aBTOPOM IECTH HAy4-
HBIX ITyOJUKALINH,

O6s1acTh HAYYHBIX WHTEPECOB —
UH)OPMAMOHHO-BHIUMCIUTEb-
HbI€ CHCTeMbI, WH()OPMAIOHHAS
0€e30IacHOCTb.

9n. agpec: kvs_mil@mail.ru
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\ CBEAEHWSI OB ABTOPAX \

KOTEHEKO TIpodeccop, TIaBHEIH HAYYHEIH CO- KPACOB IomenT, saBemyomuii Kadexpoit

Hrops TPYAHUK, 3aBeyIONIHI 1a6opaTo- Anppeit SAIMIEHHBIX ~ CHCTeM  CBASK

B pueii mpobJsieM KOMIIbIOTEPHOI 6e3- CauxkT-Ilerep6yprckoro rocyzgap-
NTAJIbEBUY BJIa,I[P[MHpOBI/I‘I

omacuoctu CankT-IlerepOyprekoro
WHCTUTYTA WHOOPMATUKU U aBTO-
marusaiuu PAH.

B 1983 rony oxonumn BoerHo-KoC-
MUYeCKyIo akageMuio uM. A. @, Mo-
JKACKOro 110 crenuanbrocTn «Ma-
TEeMaTUYeCKOoe ObecleueHne aBTO-
MATH3UPOBAHHBIX CHCTEM YIPAB-
neHus», B 1987 rony — Boennyio
aKaJeMui0 CBASU II0 CIIEIUAJIBHO-
ctu «VIHXKeHepHAs aBTOMATH3MPO-
BAHHBIX CHCTEM YIIPABJICHU.

B 1999 roxy sammTui amccepTa-
M0 HA COMCKAHME YUYEHOU CTere-
HU JIOKTOPA TeXHUYECKUX HAYK.
SBnsercsa aBropom 6osiee 500 Hayd-
HBIX IyOIMKAIAH.

061acTh HAYYHBIX HHTEPECOB —
6e301acHOCTh KOMIBIOTEDHBIX Ce-
Teit, 00HAPYKeHVe KOMIIBIOTEPHBIX
aTak, MEeKCETeBbIe SKPAHbI 1 JIP.
9. agpec: ivkote@comsec.spb.ru

CTBEHHOT'O YHUBEPCUTETA
um. npod. M. A. Boru-Bpyesuua,
MOYETHBIH pPA0OTHUK  BBICIIETO
podeccroHaIbHOT0 06pa30BaHu.
B 1994 romy oxomumn CaHKT-
IleTepOyprekuii rocymapcTBeHHbIR
9JIEKTPOTEXHUUECKU yYHUBEPCH-
rer «JIOTHU» mo cmemuanbHOCTH
«ABTOMATUKA U YIIPABJIEHNUE B TEX-
HUYECKUX CUCTEMAX>.

B 2001 rogy samuTtui auccepra-
[MIO HA COMCKAHWE YUEHOH CTele-
HU KaHAU/ATa TEXHUUECKUX HAYK.
SABnserca aBropom Gosee 100 Ha-
YYHBIX MyOJUKAIAI.

O6s1acTh HAYYHBIX KHTEPECOB —
uH(pOPMAIOHHAS 0e30I1acHOCTb,
TeJeKOMMYHUKAIINOHHEIE — CHCTe-
MBL.

9. axpec: krasov(@inbox.ru

JUIIATHHUKOB
Baunepwmit
AgnexceeBuu

IIpodeccop, crapiinii HayYHBI CO-
TpyAHUK BOeHHOW akajeMuu CBA-
3u uM. Mapmaza Coserckoro Coro-
sa C. M. Byzmemnoro, Cankt-
IlerepOypr, 3acayKeHHbIN H300pe-
rarenb P®D, uiIeH-KOpPECIIOHZEHT
PAEH.

B 1974 roxy oxonumn Boenuyio
akazeMuio cBsasym uM. Mapirana
Cogerckoro Coroza C. M. Bynenno-
ro 1o cmeruanbHocTH «CHenuans-
Has PaJUOTeXHUKAY.

B 2000 roxgy samuTmi amccepTa-
I[MI0 HA COMCKAHWE yUYeHOH cTere-
HU JJOKTOPA TeXHUYIECKUX HAYK.
fAsnsiercss aBropoM 267 HAYUHBIX
nybaukanuii u 80 maTeHTOB Ha
n300peTeHus.

O6sacTh HAyYHBIX HHTEPECOB —
TEOPUsI MHOTOYDOBHEBOU MepapXu-
YeCKOH PaJMO03IeKTPOHHON 3ally-
ThI, G€30MACHOCTH CBSA3U U UHGOP-
Manuyu HHOOTETeKOMMYHIKAIN-
OHHBIX CETeN.

9. agpec: lipatnikovanl@mail.ru

MOJITOBAH
Anexcanap
AnpgpeeBunu

IIpodeccop, raBHBI HAYYHBIH CO-
TPYIHUK JlabopaTopuu KubepOeso-
[IACHOCTH U IIOCTKBAHTOBBIX KPUII-
rocucrem CaukT-IleTepGypreroro
HHCTUTYTa UH(OPMATUKA U ABTO-
marusanuu PAH.

B 1974 rony oxonumn JleHuHrpaz-
CKUII 3JIEKTPOTEX HUUECKU I WHCTH-
tyT uM. B. U. Yabauoa (Jlennna)
[0 CIENUAJIBHOCTH «ABTOMATUSN-
POBaHHBIE CUCTEMBI YIIPABICHUA?.
B 2005 roxy samwuTui guccepTa-
I[UI0 HA COMCKAHWE YUYEHOH creme-
HU JOKTOPA TEXHUYIECKUX HAYK.
Asnserca asropom Gosee 200 mHa-
YVUHBIX Ty0auKanuii u 60 mareHToB
Ha U300peTeHu .

O6JacTh HAYYHBIX HHTEPECOB —
KOMIIbIOTEpHAsS (e30macHOCTh, 3a-
mura WHGOPMAIWU, KPUIITOrpa-
(us, NTPOTOKOIBI HIEKTPOHHOI
1udpoBoIt moAIuCH.

9. axpec: maal305@yandex.ru

MOJIIOBSAH
Avutpuit
Huxonaesuu

HayuHbIil COTPYAHUK JTaG0PATOPUI
K10ep6esonacHOCT! U IIOCTKBAHTO-
BbIX KpunrocucreM CaukT-Ilerep-
OyprcKoro MHCTUTYTa MH(OPMATH-
Ku u apromarusanuu PAH.

B 2009 roxy oxonums CaHKT-
IlerepOyprexuii rocynapcTBeHHbII
9JIEKTPOTEXHUYECKUN  YHUBEPCHU-
rer «JIOTU» mo cmeruaiabHOCTH
«KommbioTepHas 6e30IaCHOCTE».

B 2012 rogy samwmTui amccepra-
M0 HA COMCKAaHMEe YUEHO! cTere-
HU KaQHAUJATa TEXHUYECKUX HAYK.
SfBnserca aBTopoM 79 HAYUHBIX
My0IMKAI[AI U IIIeCTH TaTeHTOB Ha
n300peTeHns.

061acTh HAYYHBIX MHTEPECOB —
uH(popMaIMOHHAA 0e30IacHOCTb,
samura WHQOPMAINK, KPUITOCH-
CTEMBI C OTKPBITBHIM KJIIOUOM, IIOCT-
KBaHTOBasA Kpunrorpadus, KOHeY-
HbIe HEKOMMY TaTUBHbIE aJre0pbI.
9. agpec: mdn.spectr@mail.ru

MOJIIOBAH
Huxonai
AnppeeBuu

IIpodeccop, 3aBeayoIIuil HAYYHO-
HCCJIE[0BATEIBCKUM OTAEJIOM IIPO-
OseM mH(GOPMAIMOHHON Gesomac-
HOCTH CaukT-Ilerep6yprckoro
HHCTUTYTa NH(OPMATUKY U aBTO-
marusaiuu PAH, 3aciyKeHHBIR
usobperarens PD,

B 1975 roxy oxonums Kumrmaes-
CKU OJUTEeXHUYECKUIT HHCTUTYT
o cmenuangbHocTH «IlomympoBoz-
HUKOBBIE IPUOOPEI».

B 2001 rogy samuTtusn auccepra-
[UI0 HA COMCKAHVE YUEHOH crere-
HU IOKTOPA TEXHUYECKUX HAYK.
SABnserca aBropom Gosee 250 Ha-
y4HBIX nybnuranuii u 60 marten-
TOB Ha N300peTeHN.

O6sacTh HAYyYHBIX MHTEPECOB —
nHpOpManuoHHaA 0e30IIacHOCTD,

kpunrorpadus, 9JIEKTPOHHA A
nubpoBasg  MOAINCH,  OJOYHBIE
mu@psl.

9. agpec: nmold@mail.ru
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/ CBEAEHWNS OB ABTOPAX /
CEPTEEB TIpodeccop, aupextop MHCTHTYTA COKOJI OnepaTop poOTHI (HayuHoit) Boen-
Muxani BBIYHCTUTENbHBIX CHCTEM U IIPO- Jaanua HOI aKajeMuu cBA3H UM. Mapa-
BOpHCOBH‘l TPaMMUPOBAHUS, 3aBEAYIONUI Ka- Cepreem«m sta Coserckoro Corosa C. M. Byznen-

(beapoil BEIYMCIUTENBHBIX CUCTEM
u cereit Caukr-IlerepGyprekoro
rOCYJapCTBEHHOT0 yHUBEPCHUTETA
29DPOKOCMUYECKOr0 IPUOOPOCTPOe-
HUS, OYETHBIH PabOTHUK BBICIIIE-
ro mpodeccuoHaIbHOr0 00pa3oBa-
Husa PO,

B 1980 romy oxomuma JIOTU mo
CIIEIUATBHOCTH «DJIEKTPOHHBIE BBI-
YNCJIUTE IbHBIE MAIITHED.

B 2001 roxmy saumurua guccepra-
W0 HA COMCKAHIE YUEHOM CTeIIeHI
JOKTOpA TEXHUUYECKHUX HAYK.
SfABnserca aBropom Gosee 100 Ha-
VUHBIX Ty0auKanuii u 14 mateHToB
Ha n300peTeHu .

O6GacTh HayYHBIX WHTEPECOB —
Teopus PaspALHBIX BHIUUCIEHUI,
METOABI IIPOEKTUPOBAHUA CIIEI
TIPOIIECCOPOB IJIA CUCTEM KOHTPO-
JIfL ¥ YIPABJIEHUS U IP.

9. agpec: mbse@mail.ru

uoro, Caukr-IlerepOypr.

B 2020 roxy oxomuma JloHCKOI
rOCYapCTBEHHBIA  TEeXHUYECKUiT
YHUBEPCUTET 10 CIIeIMaJIbHOCTH
«MHbDOopMAaIIOHHBIE CHCTEMBL
B c(hepe 3a1TUTHI HHPOPMAIIANY.
SBaserca aBropoM 39 HAyUHBIX
myOJIUKAIVI 1 UeThIPEX IPOrpaMm
st OBM.

O6sacTh HAYYHBIX HHTEPECOB —
KOMIIbIOTepHAas 6e30I1acHOCTb, MH-
dopmarmoHHasST 6€e3011aCHOCTbD,
CII0COOBI KOHTPOJIS YSIBBUMOCTEN 1
yIpaBieHus 0e30IIacHOCTHIO WH-
(GopMaIMOHHO-BBIUYUCIUTEIbHBIX,
UHGOPMAIMOHHO-TeJIeKOMMY HU-
KaIlMOHHBIX M pPacrnpeneieHHbIX
UHGOPMAIMOHHBIX CeTel.

9. anpec: sokol _infosec@mail.ru

YIITAKOB
HUrops
Anexkcanaposuyu

Homent xadexpbl BalUIIEHHBIX
cucrem cBasu Cankr-IleTepOypr-
CKOTO TOCYZAPCTBEHHOTO YHUBEP-
curera TeJIEKOMMYHUKAIII
um. mpod. M. A. Bonu-Bpyesuua.

B 2010 rony oxonumn CaHKT-
IlerepOyprexuit TOCyJapCTBEH-
HBI YHUBEPCUTET TEJIeKOMMYHU-
Kamuit um. mpod. M. A. Bomu-
BpyeBuua 1o crenuaibHOCTH «3a-
L[UIEHHbIE CUCTEMBI CBA3U».

B 2020 romy sarmuTui guccepra-
W0 HA COMCKAHME YYEHOU CTere-
HU KaHAUATA TEXHUYECKUX HayK.
SfABnserca aBropom Gosee 100 mHa-
VUHBIX TyOJUKAIIVI.

Ob6sacTh HAyYHBIX HHTEPECOB —
uH(popMAaIMOHHAA 0e30IIacHOCTb,
TeJIEKOMMYHUKAIVIOHHBIE — CHUCTe-
MBI,

9. agpec: ushakovia@gmail.com

DPETOPYEHKO
Enena
BaamgumupoBHa

Crapuiuit HayIHbBIN COTPYAHUK Ja-
Goparopuu mPOOIEM KOMIIBIOTED-
HO#t GesomacHocTu Cankr-Ilerep-
OyprcKoro MHCTUTYTa MH(DOPMATH-
ku u aBroMatusanuu PAH.

B 2009 roxy okoHYMIA C OTIMYULEM
Caukr-IlerepOypreckuii  rocyzmap-
CTBEHHBIN  3JIEKTPOTEXHUYECKUIT
yuuBepcuter «JIOTU» mo cmeru-
ampHOCTH «KoMmbloTepHas 6eso-
MACHOCTB».

B 2017 roxy samuTuiIa guccepra-
[MIO HA COMCKAHWE yUYEHOH CTele-
HU KaHAUATa TEXHUUECKUX HAYK.
SABasercsa aBropom 6ostee 70 Hayd-
HBIX ITyOJUKALIHH,

O6s1acTh HAYYHBIX KHTEPECOB —
0€e301acHOCTh KOMIIBIOTEPHBIX Ce-
Tell, B TOM UHCJe aHATWU3 3alfy-
IIEHHOCTH U IIOAIEPIKKA IPUHATUA
pellleHuil [0 pearupoBaHUIO HA
KubepaTrakd, WHTEJIeKTYaJbHbIi
aHAJIU3 TaHHBIX.

1. agpec:
doynikova@comsec.spb.ru

IIMAPMA
A
dsxurengep

Crymenr Caukr-Ilerep6yprckoro
TOCYAPCTBEHHOTO HJIEKTPOTEXHU-
yeckoro yausepcurera «JIOTH».
SBngeTcA aBTOPOM TPeX HAYUHBIX
myOIUKAIAN,

O6sacTh HAyYHBIX HHTEPECOB —
nHpOPMAIMOHHAA (e30IaCHOCTb,
WCCIeJOBAHVE COLUATBHEIX CeTel.
9. agpec: yash3498@gmail.com

IIIEBYEHKO
Anexcanap
AnexcanapoBuyu

HayusbIil COTPYAHUK HAyYHO-HC-
CJIeZ0BATENBCKOr0 IIeHTpa Boew-
HOH aKajeMuu cBs3u uM. Mapiia-
na Coserckoro Coroza C. M. Bynen-
Horo, Carkr-IlerepOypr.

B 2015 roxy oxonumsn Psasanckuit
rOCyZapCTBEHHBIN PagUOTeXHIYe-
CKUIl YHUBEPCUTET IO CIEINaJIb-
Hoctu «KoMmmbioTepHas Gesomac-
HOCTb»>.

fABnsiercss aBTOpoM 42 HayUHBIX
nyOIMKaIuit.

O6sacTh HAYyYHBIX HHTEPECOB —
KOMIIbIOTEpHAsS (e30IacHOCTh, UH-
(opmanmonHas 6e30macHOCTb,
CII0COOBI KOHTPOJISA YA3BUMOCTEH 1
ypaBjieHus 0e30IIaCHOCTHIO WH-
(bopMaIIOHHO-BEIUUCIUTENbHEIX,
uH(POPMAIUOHHO-TEJIeKOMMYHU-
KAIWOHHBIX U PAaCIpeJeleHHBIX
UH()OPMAIIOHHBIX ceTell.

911, agpec:
alex_pavel1991@mail.ru
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