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BBegeHue: 6bICTPO pacTylyme 06beMbl UHGOPMAaLNN 6POCAIOT HOBbIE BbI30Bbl COBPEMEHHbIM TEXHOJIOTMAM aHanN3a JaHHbIX.
OAHOM M3 caMblx PacnpoOCTPaHEHHbIX COMYTCTBYHOLMX ONepaLmii B aHaINTUKeE ABASETCA 06beuHeHne Habopos JaHHbIX. 06besuHe-
Hue — KpasiHe pecypcoeMKas onepayms, KOTopas TAXeJ0 MoAAAeTCs MacluTabupyeMoCTy U MOBbILIEHUIO 3PHEKTUBHOCTU NCIOIb-
30BaHMA PECYPCOB B pacrnpesenieHHbIX 6a3ax AaHHbIX WM CUCTEMAX, 0CHOBaHHbIX Ha napagurme MapReduce. Ljenb: paspa6oTaTb
METOZ, NO3BOJIALMI YCKOPUTb 06bEeAUHEHNE HAGOPOB JaHHbIX B PACMpefesieHHbIX CUCTeMaX. Pe3ynbTaTbl: paccMOTPeHbl apXu-
TekTypa Apache Spark, 0co6eHHOCTH pacrnpeseneHHbIX BblYUCaeHUA Ha ocHoBe MapReduce, npoaHannanpoBaHbl TUMIOBbIE METOAbI
06begnHeHns1 Ha6oPOB JaHHbIX, PACCMOTPEHbI 0CHOBHbIE CMIOCO6bI YCKOPEHUS onepayny 06begUHEHNS JaHHbIX. [IDeAI0KeH METO,
103BONISIOLMI YCKOPUTL YaCTHbIN CAyYar 06beaUHEHNS, pean3oBaHHbIi B Apache Spark ¢ ucnosb3oBaHnem npuemMos napTuLu-
OHUPOBAaHWS U YaCTUYHOM nepefayn Ha6opoB Ha BbIYUCIIUTESIbHBIE Y3JIbl KNAcTepa, TaKUM 06pa3oM, YTo6bl 3afeACTBOBAaTL 0fHO-
BpeMeHHO npenmyujecTsa merge u broadcast 06beguHeHni. lpegcTaBieHHbIe IKCNEPUMEHTASIbHbIE JaHHbIE JEMOHCTPUPYIOT, YTO
MEeTOZ TeM 3HauMTeNIbHee YCKOPAET onepaymnto 06beAUHEHNS JaHHbIX OTHOCUTENIbHO CTAHAAPTHbIX METOZO0B, YeM 60JIblIe 06bEM
BXOAHMbIX AaHHbIX. Tak, 418 2 Thb cXaTbiX JaHHbIX 6b110 [10J1y4eH0 yCKOpeHue 0 ~37 % B CPaBHEHUMU CO CTaHZapTHbIM MEXaHU3MOM
Spark SQL.

KnioyeBbie cnoBa — pacnpegeneHHbie Boiyucaenns, MapReduce, Apache Spark, o6beguHeHne JaHHbIX.

Jaa nurupoBanusa: Teipeimkuna E. C., Tymkosckuit C. P. MeTox yckopenusi 00bef{UHEHH PACHPEEIeHHBIX HA00POB TAHHBIX IO
s3aganHoMy Kpureputo. Hugopmayuornno-ynpasasowue cucmemst, 2022, Ne 5, c¢. 2-11. doi:10.31799/1684-8853-2022-5-2-11, EDN:
AAGGGR

For citation: Tyryshkina Y. S., Tumkovskiy S. R. A method to accelerate the joining of distributed datasets by a given criterion.
Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2022, no. 5, pp. 2-11 (In Russian). doi:10.31799/1684-8853-

2022-5-2-11, EDN: AAGGGR

BBenenue

B TeueHme MHOTHX JI€T TOAXOABI K ONITHMHU3AI[HN
3aIIpPOCOB 3aMMCTBOBAJINCH U3 TPANUIMOHHBIX 6a3
JaHHBIX U aJalTHPOBAJHNCEH K Cpelie pacIipesieseH-
HbIX 6a3 gamHbIX. TakuMm o6pas3oM, 3HAHUH, IIONLY-
YeHHbIe TIpU paboTe C IeHTPATU30BAHHBIMYU PeIs-
IIUOHHBIMM CHUCTEMaMH yIpaBjeHUd 06asaMu IaH-
HBIX, OBLJIM HCITOJIb30BAHBI /I ONTHMH3AIMU BbI-
YHUCJIEHUH B pacupefeneHHbIX cuctemax. OgHAKO
pacripesieieHHbIe BBIYUCIEHU 061aa10T YHUKAIb-
HBIMH XapaKTEePUCTHKAMH, KOTOPhIE YACTO CO3AI0T
KaK HOBBIE MPO6JIEeMbI, TAK U HOBBIE BO3MOYKHOCTHU
O THMH3AIAH.

OpHolt U3 BaKHBIX 3a/a4 [IPH aHAIN3E TaHHBIX
ABJsfeTcsa 3amada ux obbenuHeHwusa. B macrosiiee
BpeMsd OHa HMIMPOKO M3ydaercsd, MPeaIaraloTcs HO-
BBIE MeTOABI ee pemrerus [1-3], ocobenHo mist pabo-
ThI ¢ 60JIBITUMHY HAGOpPAMU JaHHBIX B paciipe/eieH-
HOH cpeje, OMHAKO MMEIOIHecs B HACTOAIee Bpe-
Ms METOABI HeJ0CTATOYHO 3((PEKTUBHBI: TPEOYIOT
0OJBIINX EePEMEIIeHUH JaHHBIX MEKAY BhIYUCIIH-
TeJIbHBIMH HOJAMH KJIACTEpPA, WUCIIOAb3YIOT MHOTO
omepaTUBHOM MTaAMATH.

IlepBast mpob6iaema, ¢ KOTOPOM IIPHUXOMUTCS
CTAIKUBATHCS [IPU BBIMOJIHEHUN 3arpoca Ha 00b-
eIMHEHUEe NAHHBIX B paclpe/ielIeHHbIX 0a3ax naH-
HBIX, — 9TO COPTHUPOBKA U IIepeMelleHue JaHHbIX
BHYTPH KJIaCTepa, KOTOPOE YBEINYNBAET HATPY3KY
Ha CeTh, YTO, HECMOTPA HA TeXHUYECKHH IIPOrpece,
oCTaeTcs OJHUM M3 Y3KHX MECT B KJIACTEPHBIX CH-
cremax. Bropas mpob6iema 3aka04aeTcss B TOM, 4TO
HEBO3MOJKHO IIOMECTUTH BECh Ha6op OJAaHHBIX B OIIe-
PaATUBHYIO IaMATh, ¥ JJaHHbIE MHOTOKPATHO IIepe3a-
MHUCHIBAIOTCS HA JKECTKHUE JTUCKU, UTO TAKIKE CHIIBHO
3aMensgeT ux 00paboTky. Tpersbd nmpobiema BbI3Ba-
Ha 0COOEHHOCTAMU JAHHBIX, & UMEHHO TE€M, 4YTO He-
KOTOpbIE 3HAYEHUs B JAHHBIX BCTPEUIAIOTCS TOPA3I0
garire, ueM apyrue. B aTom ciydae mpocras crparte-
rusi OObeIUHEHUs SBISETCS MPUYMHON HEpPaBHO-
MEpPHOTO paj3je/ieHus MaHHBIX HaA MAPTHIMH Ha
BBIYHCIUTEIbHBIX y3jaxX. 3arparbl HA 00paboTKy
TaKUX JAaHHBIX MPUBOAAT B JIy4YIlleM Cilyvdae K 3Ha-
YHUTEIbHOMY yBEIHWYEHUIO 00IEero BpeMeHH pele-
HUd 3a71a49u 00beIUHEHHUS, 4 B XY/AIIEeM — K MOJHOH
HEBO3MOKHOCTH €€ PEIUTb.

B macrosiei paboTe paccMaTpuBAOTCSI 0COOEHHO-
CTH BBIYHUCIEHUH B PacIIpeielIeHHOM cpefe, 00Cy K Ia-
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ercs apxuTekTypa Apache Spark, qma KoTopoii mpes-
JIOJKEHA CTPaTerus YCKOPEeHUA PelleHus 3a1a9u 00b-
eIMHEHWS TaHHbIX. B KauecTBe OCHOBHOTO KPUTEPU
cpaBHenus apxutexkryp Apache Spark u MapReduce
HCITOJIb30BAHO BPEMs PEeIlIeHMUs 3a1a4u 00beIuHEeHNS
nauHbIx. [Ipu 5TOM HaEIKHOCTD BBIYUCIEHUH U y100-
CTBO paspabOTKH CYHUTAIOTCA pPaBHbIMH. [loKasambl
BO3MOKHBIE IIPOOJIEMBI M Y3KHWE€ MECTA THIIOBBIX
cTpareruii 06beJUHEHNA JAHHBIX U 0COOEHHOCTH MX
npumeHenus. [lpencraBieH paspabOTaAHHBIA METOL
peliieHns 3a1a4u 00 beIUHEHUA paclpeeeHHbIX Ha-
OOpOB MAHHBIX IT0 3aJJAHHOMY KPHUTEPHUIO U €r0 JKCIIe-
PUMEHTAIbHBIE UCCIEIOBAHU.

Anamm3s rexnosoruun MapReduce

B macrosiiee BpeMs KpyIHbIe aHAJTUTHYECKHE
mnatdopMbl eKefHEeBHO 00pabarhIiBalOT MECATKU
TepabalT JaHHBIX. JTO IPUBEJO K ITOIBJIEHUIO HO-
BBIX (DAMJIOBBIX CHCTEM M CUCTEM yIIpaBJIeHus 6asa-
Mu gaHHbIX [4]. OqHOM U3 TAKUX ABASeTCS (pauio-
Bag cucrema Google (GFS) [5] unu pacupenenenuas
daiinosas cucrema Hadoop (HDFS). Jlonroe Bpems
CaMbIM OBICTPHIM M HAJEKHBIM PEIIeHHueM IJIs CO3-
JaHWsA IPUIOKEHUH B 9TOM (hailioBo# cucTeme ObLI
Google MapReduce, KOTOpBI# SBIAAETCS OCHOBHBLIM
romnonentoM Hadoop u obecneunBaer o6paboTky
nauabix [6]. Hadoop pa6oraer co cTpyKTypupoBaH-
HBIMH, CJIa00CTPYKTYPUPOBAHHBIMU U HECTPYKTY-
PHUPOBAHHBLIMY JAHHBIMH.

MapReduce — wuHCTpyMeHT pacmpeaeleHHbIX
BBIYMCJIEHUH, CIOCOOHBIA paboraTh HA ThICAYAX
y370B Kiacrepa [7], ABideTcda MOAenabI0 IpOTpaM-
MHPOBAHHUA IJII PaspaboTKH MacIITabupyeMbIX I1a-
PAJLIeIbHBIX IPUIOKEHUN ¢ OOJIBIINMU JaHHBIMU
B BBIYHCJIUTEIbHBIX KaacTepax [8].

Kounenmus MapReduce 3akmouaercs B TOM, 4TO
mpoitecc 00pabOTKY JaHHBIX, XPAHAIIUXCI B OJJHOM
WU HECKOJBKUX (haiiiax, AeJuTcd HA JBa JTAna:
oTobpaxkenue u cokparienue (puc. 1). Pesyabrarom
00paboTKM ABAAIOTCI IApbl  KJIOY-3HAYEHUE.
Kaxapiii sTan mMeer KI0Y-3HAYEHHE B KadecTBe
BX0[a ¥ Bbixona. Kioun v 3HAYEHUS He ABISIOTCS
BHYTPEHHUMH CBOMCTBAMH JAHHBIX, HO OHH BBbI-

OMpAaroTCs MONb30BATEIEM, KOTOPhIH aHATU3UPYET
nauuble. ['emeparus mapsl Kiaod-sHadenne Hadoop
3aBHUCHUT OT Habopa BXOAHBIX TAHHBIX U TPEOyeMoro
BeIxoga. OcHOBHAS 3aja4da mepBoro sramna (map) —
OT(UIBTPOBATH JAHHBIE U MPEIOCTABUTH BO3MOIK-
HOCTH TPYIIIHUPOBATh MJaHHBIE 0 Kiaiody, T. e. (k1,
vl) — List (k2, v2). Bropoit sran (reduce) mcmosns-
3yeT (PyHKIUIO I 00beIWHEHUS 3HAYCHUH, CBI-
3aHHBIX OJHUM KJIIOUOM, U TOJLyYE€HHUs Pe3yIbTara
misa sroro kiaroua, T. e. (k2, List (v2)) — List (k3,
v3). Kmou — 510 mose uau 00BEKT, 0 KOTOPOMY
Oy/ZeT BBIIIONHATHLCA IPYIIUPOBKA U arperanus Ha
arame reduce. 3HAUEHHE — BTO II0JIe HUJIH O0BEKT,
K KOTOpOMY OyZeT IpUMEeHATbCI (PYHKIIUS arperu-
poBaHus.

JlanHble HA BBIXOJE U3 9TAlla map pasneasoTcs
¥ COPTHUPYIOTCS TAKUM 00pasoM, YTOOBI UX MOKHO
OBLIIO pacCIpeeuTh B COOTBETCTBUU C KPUTEPUEM
IPYIMIHUPOBKYN HAa CIEAYIONIEH CTagWu M0 JaTAHO-
JaM, KOTOpble OyIyT y4acTBOBATh B BBIUHCIECHHUU
arperatHo¥ (pyHKIIHY Ha sTare reduce.

Yro kacaeTcs pelleHus 3amadyu 00beIUHEHUS
maHHbIX [9], Texmosorusa MapReduce rapantupyer
BBICOKYI0 HAJ€KHOCTb BBIYMCIEHHH. UpesMepHO
MeJJIEHHOEe pellleHue 3aladyd u3-3a HepaBHOMEp-
HOCTHM KJIOYel B IMaApPTHIIHOHHPOBAHHBIX Habopax
JaHHBIX ¥ MHOTOKPATHOTO TOBTOPEHUS OMEPAaIlhi
YTEHUS U 3AIUCH SBJISETCS HEeJOCTATKOM IaHHOMU
Texuoaoruu [10, 11].

Anamns apxuTeKTypsI Spark

Apache Spark — 5T0 TexHOJIOrHUsS KJIACTEPHBIX
BBIYUCIEHWH, MOAYyYHUBIIAS PA3BUTHE HA OCHOBE
rexunosioruu MapReduce. B otnruarne ot 3amoixeH oM
B momenrb MapReduce kKoHmemnmuu Ha 0CHOBE 9TAIIOB
map u reduce, KOTOpas UCIIOIb3YET JUCKOBOE XPaAHH-
nuire, B Spark nmpuMeHseTcs MogX0 I IT03TAITHON 06-
paboTKHU B OIEPATHBHOM MaMATH. JTO [TO3BOJISET Cy-
[[ECTBEHHO YBEJIUIUTH CKOPOCTh 00paboTku B Spark
mo cpasHenuio ¢ MapReduce [12]. Hcmonb3oBanue
OIEepPaTHBHON IAMSATH B IIPOIECCe BBIYMCICHUN
MIPemoCTaBageT BO3MOKHOCTH MHOTOKPATHOTO [0-
cTyma K JAaHHBIM, YTO HEOOXOMUMO MJisi OBbICTPOM

Input Data

B Puc. 1. Juarpamva MapReduce
B Fig. 1. MapReduce diagram

Output Data
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paboThl AJTOPUTMOB MAIIMHHOTO OOYYEHWs, TJe
IIIUPOKO IIPUMEHAIOTCI UTEPAIIUOHHbBIE AJITOPUTMBL.
KemupoBanue mpoMe:KyTOYHBIX Pe3yIbTATOB B IIa-
MATH YCKOPseT paboTy TAKUX aJrOpPUTMOB.

B ocHoBe apxurexTypsl Apache Spark me:xar nse
OCHOBHBIE a0CTPAKITUH:

1) manpasnenHbri anmukaudecknit rpad (Directed
Acyclic Graphs, DAG);

2) ycToM4uBLIe pacipeeieHHble HA0Ophbl IaH-
veIX (Resilient Distributed Datasets, RDD).

Directed Acyclic Graphs — sT0 mociemoBaTesb-
HOCTHb BBIYHUCJIEHWH, BBIMOJIHAEMBIX C JaHHBIMH,
r7e Kakaas BepliuHa aBiasgeTcd pasmgenom RDD, a
pebpa — sT0 QyHKIHSA peodpasoBaHUS MaHHBIX.
31ecs o pasieaaMu IOHUMAIOTCSA YaCTH TaHHbBIX,
JeKANUX HA pasHbIX JaTaHomax. B orTamdme OT
nmapTunuu, gaHasie B pasgene RDD He o6benums-
I0TCS HEKOTOPBIM OOIIUM KPUTEPHEM.

Resilient Distributed Datasets — sTo uaTepdeiic
IUIsT paboThI ¢ KOJIJIEKITHEH HEeM3MeHSIeMbIX 00bek-
ToB Java unu Scala, KOTOpbIe ABIAIOTCT CCHLIKAMU
Ha pasgenbl Habopa JAaHHBIX, paclpeae/eHHbIe 110
HECKOJIbKHM y3JjiaM KJjacrepa. B mporecce pa6o-
THI Pasfenbl MOTYT ObITh 3arpy:KEeHbI B IMaMATh HA
JaraHomax Kjacrepa, a KOJUICKIIHMHU SBJISIOTCSA I10-
CTOSAHHBIMH JJIS TOTO, YTOOBI MX MOKHO OBIIO BOC-
CTAHOBUTH B ClIyuae IIOTePHU YacTH Habopa JaHHbIX.
Abctrpakmus DAG moMoraeT ycTpaHuTh MHOTO-
aTamHyo Mozenb Bermonaenus Hadoop MapReduce
u obecrieurBaeT NOBBIIIEHNE IIPOU3BOIUTEILHOCTH
mo cpasueunio ¢ Hadoop. Becwh mporece pa6oTsr
¢ TaHHBIMH B Spark sakjgodyaeTcsd B MPUMEHEHUU
K JaHHBIM JIBYX THIIOB OIEPAIlHi: TpeobpasoBauus
¥ TeHCTBUA.

Apache Spark wmcmonbsyeT apXuUTEKTypy IIaB-
HBIU/TIOMYMHEHHBIN C AByMsA OCHOBHBIMH IIPOTPaM-
mamu-gemonamu (Master Daemon, Slave Daemon)
u menemxepom kiacrepa (Cluster Manager). B kia-
crepe Spark Bcerma ecTh ONWH TIaBHBIH (IpaiiBep)
u 11060e KOJTHUYEeCTBO IMOMUYHUHEHHBIX (HMCIIOJIHHUTE-
amen) (puc. 2). [IpaiiBep ¥ UCHOJTHHUTEIHN 3aIyCKAIOT
CBOH OT/IeJIbHBIE IIPOIECCHI Java, U MM0JIb30BaTeIU

Worker Node

Executor| Cache

A

Driver Program

Cluster
Manager

A
A

SparkContext

Worker Node v

Executor| Cache

B Puc. 2. Apxuterrypa Apache Spark [13]
B Fig. 2. Apache Spark architecture [13]

MOTYT 3aIlyCKaTh UX B OXHOM Kiacrepe Spark wiam
Ha Pa3HBIX MALIWHAX.

IIporpamma-npaiiBep, ucmoaHsIEMAs HA TIIABHOM
ysue knacrepa Spark, mranupyer 3aganue u K0op-
IUHUPYET ero ¢ JucrerdepoMm Kiacrtepa. Jpaiisep
npeob6pasyer RDD B DAG, pas6uBaer 3agauy Ha He-
CKOJIBKO TAIIOB U COXPAaHIeT MeTaJaHHble 060 Bcex
RDD u ux pasgenax.

Hcnonuurenb orBeyaer 3a BHINOJHEHHE 3a1a4
u obpabarbiBaerT mAaHHBIE. VICIIOJIHUTEIb B3aUMO-
IEeHCTBYeT C CHCTeMaMH XPaHEHUd: YUTAeT U 3allu-
CbIBaeT JaHHbIe BO BHEITHHE UCTOYHUKH, COXPaHsI-
€T pe3ynbTaThbl BBIUHCJICHUH B IIaMATH, Kellle UJIN
Ha JKeCTKUX JTUCKAX.

IIpu 3amycke npuno:xenus Spark apaiisep mpe-
o0pasyeTr MOJb30BATENIBCKUH KOX B JIOTHYECKU
DAG. Ha srom srame gpaifiBep IBITAETCA OITH-
musupoBarh DAG, Ha oCHOBE KOTOPOrO0 CTPOHUT-
cA (puU3HUYECKUH IIJIaH BBHINOJIHEHHUA IIPOTPAMMBL.
IIporpamma pasbuBaeTca Ha HeOOJBIINE 3aAa4u
¥ OTIpaBJAETCH Ha BHIONHEeHHe B Kiacrep. [locie
9TOTO JApaiBepy HEeOOXOTUMO COTJIACOBATH HCIIONb-
30BaHUE PECYPCOB C MEHEIKepOM Kjacrepa, KOTOo-
PBIN 3aIyCKaeT IMPOIECChl MCIIONHUTENS HA y3JIax
KJacTepa.

PacnpocrpaneHHbIE METOIBI BHIIIOJTHEHHAS
onepamuu o6bennHennsa B Apache Spark

OO0bIuHO HA omepanuu 00beIUHEeHUI Tpebyercs
MHOT'O PECypCOB KjiacTepa KaK CEeTeBBIX, IIOCKOIbKY
OHH BBI3BIBAIOT IlepepaclpefielleHre NAHHBIX BHY-
TPH KJIACTEPa, TAK ¥ BBIYUCAUTEIbHBIX, YTOOBI IIPO-
BECTHU COPTHUPOBKY 3aIIUCEH U UX JIOKAIbHOE 00beIu-
HEeHue, T. €. BBIIIOJTHUTH B IIaMATH MHOTO onepaunﬁ
cpaBuenud [14]. Eciu RDD He umeror cxembl map-
TUIIAOHHUPOBAHUSI UKW OHHU PA3JIHUYHBI AJISI KaKIO0-
ro Habopa JaHHBIX, UX HEOOX0aUMO OyaeT co3aTh,
YTO IIpuBeJeT K IepeMelleHNuI0 JaHHbIX TaKUM 06'
pasom, uTo6nl 06a RDD uMenu oguHAKOBBIE CXEMBI
¥ JaHHBIE C ONUHAKOBBIMHU KJIIOYAMHU HAXOIHJIUCH
B OJJHUX U TeX Ke MapTUrugax (puc. 3).

Kakx u B ciyyae c GOJBIIMHCTBOM OIEpAIlHH,
KJI0Y-3HAYEHUE, BPeMs, 3aTPpaueHHOe Ha BBIMOJIHE-
HUe OIepaluy, HArpy3Ka Ha CeTh MEKAYy HOIaMU
KJacTepa M KOJHWYECTBO PECYpPCOB IMAMSTH YBEIH-
YUBAKTCA C KOJIUYECTBOM KIIOYEH U PACCTOSHHEM
repegayy AAHHBIX, T. €. (PU3UYECKOM MPOTAKEHHO-
CTBIO Mapuipyra, B TOM 9YHCJ/I€ KOJTUYECTBOM MapIii-
PYTHU3UPYIOIIEr0 W PereHepupyomero o00pyaoBa-
HHUs Ha y4dJaCTKe CeTH, KOTOprfI 3allUCHU OOJIKHBI
IPEOo0JIeTh BHYTPHU KIacTepa, 4To0bI 100paThea 10
HYJKHOHU HApTHUIIHH.

Apache Spark ucronbsyer B CBOMX BBIYKCIIEHH-
X IBe cTpareruu [14]: ysen-ysesl u oguH y3eJl.

Crparerus o0bequHEHHS y3ey-y3es IIpenroa-
raer, 4TO JaHHBbIE BO BpeMs OIepaluu o0beauHe-
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¥ Y X
P1 P2 P3
Executor 1 Executor 2 Executor 3

B Puc. 3. Cxema uieaqbHOr0 MAPTUIHOHUPOBAHUS, IIPH
KOTOPOM JaHHBIE PABHOMEPHO PA3IeeHbl HA IMAPTHUIIHH
u kaskgad naprunua (P) nenukom HaxoauTea Ha 0JHOM HC-
nonuauresne (Executor)

B Fig. 3. The scheme of ideal partitioning, in which the
data is evenly divided into partitions and each partition
(P) is entirely located on one executor

HUA OyAYT IepeMeInaThCcsa MeKIy y3IaMu KiacTepa
Tak, 94TO0BI BCe KJIIOYN OKA3aJIMCh HA OJHOM y3Je,
B TO BpeMs KaK CTpaTerus OJHOTO y3Ja BBIIIOIHS-
eT IIUPOKOBEIaTeIbHBIA TUII 00beIUHEeHHU, KOT/ia
JaHHbIE OJJHOTO HAbOpa JAHHBIX OTIPABIAIOTCAI HA
KaKIbIH y3el, T. e. HHpopManusa AyO6aupyercsa Ha
KaKJIOU JaTaHojie B KjIacTepe, KOTOPBIN yiKe MOKET
CPaBHUBATh KJIOYHU JIOKATBHO. ITH MOAXOABI OYIyT
paccMoTpeHsI 60Jiee oPOOHO HUKE.

Cmoco0bI yCKOPEHHUA OIEePAITHH
oobequaeHusa B Apache Spark

B mepByo ouepenb HEOOXOTUMO yOEIUTHC, YTO
BCe OCHOBHbBIE PEKOMEH IAIUH 10 BBHITIOJTHEHUIO OITe-
pamuu o0beUHEeHUS yiKe BbIOJHEeHbI. [lepen 06b-
eIMHEeHUEM CJIeyeT IMOATOTOBUTE JaHHbBIE:

OBEPABOTKA UHO®OPMALIMU U YMPABIIEHUE \

— ecam 0o6a RDD uMeroT ofMHAKOBBIE KJIIOYH
MapTUIIHOHUPOBAHHUS, TO JJIA TOTO, YTOOBI YCKOPUTD
OllepalNIo, JKeJAaTeJbHO CHAYAJA BBINOJIHUTH OT-
JIeIbHYI0 omepanuio arperupoBanusa (combByKey,
cogroup);

— ecau oguH RDD mMeer Hexoe Jerko maeHTH-
dunupyemMoe MOAMHOKECTBO KJIIOYEl, KOTOPhIE BbI
B KOHEYHOM UTOTe He OymeTe UCII0Ib30BaTh, TO Iyd-
e uX OTPUIBTPOBATH IIepen 06 beTHHEHNEM;

— IIpeaBapUTEIbHO PEIapTHIMOHHUPOBATh MaH-
HBIE, eCJIU 3TO BO3MOKHO.

Beipensaiorcs Tpu OCHOBHBIE CTPATETHH 00beIH-
venusa: Sort-Merge, Broadcast u Shuffle Hash.

Oo6wvenunenue Sort-Merge (puc. 4) cocTout us
IBYX STAIIOB U SIBJISIETCS MPEAIOYTUTEIbHBIM, 10~
CKOJIBKY MOMKET 3aIlHChIBATh MaHHBIE HA IHCKH,
He HCIIOJb3ys XpaHEHHEe B OIePATUBHOH IMMamsi-
tu. Ha mepBoM srame coprupyoTcsa HabGOpbI AaH-
HBIX, YTO CaMO I0 cebe 3aHUMAeT MHOTO BPEMEHH.
YcrkopeHMe TaHHOTO dTalla UCCIe0BaIoch B pabo-
rax [15-17]. Ha BTOpOM 3Tame oTCOPTHPOBAHHEIE
MaHHBIE OOBEIWHSIOTCI B MAPTHIIUM W II03Je-
MEHTHO CpaBHUBAIOTCI mo Kamuy. B Spark Bwimre
Bepcuu 2.3 Sort-Merge ucmnonb3yercs B KauecTBe
anropuTMa mo ymondanui. OmHAKO ero HCIOIb-
30BaHWE 110 YMOJYAHHUIO MOKHO OTKJIIUYHUTD C II0-
MOIIbI0 TapameTpa KoHpurypamuu spark.sql.join.
preferSortMergedJoin.

O6nwequuenue Broadcast (puc. 5) obecmeunBaer
MaKCUMAJIbHYI0 TPOU3BOIUTEIbHOCTh CPEIH CTaH-
MapTHBIX METOIOB W pelnaer mpobieMbl HEpaBHO-
MEpPHOTO CEerMEHTHPOBAHUSA M OTPAHHUYEHHOTO Iia-
pannenusMa, OJHAKO OH AKTyaJeH TOJAbKO JAJIA He-
60IbIIMX HAOOPOB MaHHBIX. YTOOBI IPUMEHUTH 3TOT
TIO/IXO0/T, pasMep TaOIUIIbI OKEH ObITh MEHbIIIe 3Ha-
YeHHUs, HACTPOEHHOT0 C IIOMOIIbI0 KOH(PUTYypaAIUH
rourerkcra spark.sql.autoBroadcastJoinThreshold
(mo ymomuauuio 10 MB).

Shuffle

Sort

Y

O

pl

Y

Table A

Y

p2

Y

p3

+ 4 & 4

Shuffle
Sort
p0 |« po
po
pl |« pl
pl Table B
p2 |« p2
p2
p3 |€ p3

~ @@

B Puc. 4. O6bequnenne Sort-Merge
B Fig. 4. Sort-Merge join diagram

Join

Result Table
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7

Table B

/

, /Table B Join

Result Table

4 z

’ , ’ /Table B

7

’ -,

Rt /Table B

0
— p
pl
Table A —<
p2
\ p3 //
Table B «22=777

B Puc. 5. O6bequuenne Broadeast
B Fig. 5. Broadcast join diagram

Oo6benunenne Shuffle Hash (pruc. 6) paboraer na
ocuose kommnennuu MapReduce. Ha sTame map na
OCHOBE JAHHBIX BBIYUCJISIOTCA KJIFOUH, IT0 KOTOPBIM
OyZeT BBINOJHATHCA O0beIWHEHWEe. JTH 3HAYEHU
HCIIOJIB3YI0TCH KAaK KJIYHU TapTHUIIUH, a JaHHbIe IIe-
peMelanTcs BHYTPH KiIacTepa TakK, YTOOBI 3aIlHhCH,
OTHOCSIIIINECS K OMHOMY K04y 00beluHeHus, ObIIn
PAaCHOIOKEeHbI Ha OHOM maTaHoe. Spark Beibupaer
Shuffle Hash o0benruenue, Korga HEBO3MOKHO IIPH-
MeHuTh Sort-Merge, uTo ipoBepseTcs QyHKITHEH:

def canBuildLocalHashMap (plan: LogicalPlan): Boolean = {
plan.statistics.sizelnBytes < conf.autoBroadcastJoinThreshold
* conf.numShufflePartitions

}

Cosnanue xemr-tabiaui; — CIOKHAS OIMEPAIHs,
¥ ee MOKHO BBIIIOJHUTD, TOJIbKO €CIU CPeJHUH pas-

Mep OIHOM MapTHUIIUU JOCTATOYHO MaJl, HACTOJIBKO,
4TOOBI IOMECTUTHCA B OIEPATHUBHYIO IIaMATh BbI-
YHCINUTEIbHOU MAalIWHBI, HA KOTOPON IIPOU3BOIAUT-
cd pacder.

Ha npakruke B 00BIYHOM pe:XKUMeE KCIIOIL30Ba-
HUA KJIacTepa IPOU3BOAUTEIbHOCTD TAKKE 3aBUCUT
oT Kouduryparuu Spark, mocropoHHe#d HArpysKu
Ha KJIacTep B MOMEHT pacyeTa U CHHEPIUU MEeKIY
KoHQUrypaiuei u KoJoM.

MeTton yCKOpeHHIA OIepannu 00 beTHHEHHA

IIpenmaraemsrii B pabore meTos coueraer B cebe
MIPEeNMYIIECTBA BBINIEIEPEUNCICHHBIX IIOAXO0/I0B.
B o xe Bpemsa ou He TpebyeT, 4T0OBI HAGOPHI AAH-
HBIX IIOJTHOCTHIO moMmermanuch B O3Y u mposogu-

Without sort

Without sort

pO
_ & [ .
pl p0
[
Table A — p2 pl >— Table B
e
p3 p2
— ':D:' p3 _
4
P Join i
‘ Result Table ’
B Puc. 6. Oobenunenue Shuffle Hash
B Fig. 6. Shuffle Hash diagram
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Jach UX COPTHUPOBKA, YTO 00ECIEYHUBAET IIPOCTOTY
u 60Jiee BBICOKY0 CKOPOCTh BBITIOJHEHHSA OePaIluN
obbenuHenusa. JlomycTum, y Hac eCcTh aBA HECOp-
THPOBAHHBIX Habopa mamabpix — RDD1 u RDD2.
Heobxomumo mo3aboTuThbess 0 TOM, 4TOOBI HAGOP
RDD1 xpamuicsa Ha AHUCKe TaKUM 00pasoM, 4TOOBI
JaHHbIE KaXI0W MAPTUIIMHN 3alHUCHIBAJIKNCH B OT-
MeNbHBIH (aia. OTO MOXKHO CIeIaTh, OITUCAB CBOM
cobcTBeHHBIHM EKiacc customPartitioner, xoropsii
3a/laeT HEKOTOPYI JIOTHUKY MNapTHIMOHWPOBAHMU,
HaIpUMep, BBIYUCIAA XeIl-(PYHKITHIO TI0 KPUTEPHIO
o6benunennss. OMHAKO IPU CAUIITKOM GOJIBIIIOM KO-
JInYecTBe MAPTHUIMHN NJIAHUPOBAHUE 3a/1a4 3aliMeT
0oJbIlle BpeMeHH, 4eM (PaKTHIEeCKUH pacyer, a mpu
CIHIIKOM MaJIEHbKOM OyIeT HH3Kas Iapajlielb-
HOCTH pacuyera. BajkHO paBHOMEPHO pacIpeienuThb
Ha00Op DAHHBIX II0 MAPTUMUAM H IPEIOTBPATHUTH
HepaBHOMEPHOE HUX pasfelieHue, Koraa O00JbIIoN
00beM JaHHBIX KOHIIEHTPUPYETCSd Ha OJHOH WU He-
CKOJBKUX MalnHax B Kaacrepe [18]. JomycTumsrit
I paboThl MeToma IPOIEHT HEepPaBHOMEPHOCTH
JAHHBIX OTPAHWUYWBAETCS (PU3WYECKUMHU pecypca-
Mu KjaacTtepa. JJaHHBIX B M1I060H MApTHUIIUKA BCETAA
JOJIKHO 6I:;ITI) MEHBbIIIe, YeM HMeeTCd OHepaTHBHOfI
maMATH HA y37ax Kaactepa. HepaBHoMepHOe moma-
JlaHVe 3allCel B OJHY IapTUIIUIO MOXKET IIPUBECTH
k ommbram OOM (Out of Memory) mHa ucmosHu-
renax. Takixe eciu MaHHBIE CHJIbHO HepaBHOMED-
HBI II0 K104y [19], TO OAMH HCIONTHUTENH MOKET
paboraTh [oONbIllEe, YeM OCTajbHbBIE, U 3aJepP:KaTb
obIiee BBIMIOMHEHWE 3amadyu. TakuMm obpasom, He-
PaBHOMEPHOCTH PACHpEeNeTeHNUI JaHHBIX TPUBOTUT
K IIPOIIOPIIMOHATIBHOMY yBEIHNYEeHHUI0O BpeMeHHU pac-
dera. B ganmnoMm ciaydae mpobieMa HepaBHOMEPHO-
CTH peliajach IMyTeM IIPOTHO3UPOBAHUA U pacipe-
IejeHus: TPobIeMHbBIX KJI0Yeld Ha OCHOBe HHQOP-
Malli¥, IPeBAPUTEIbHO TOTyYEeHHOH U3 MaHHBIX,
¥ HAJIOKEHUS Ha HUX JOMOJHUTEIHHON (PYHKIIUU
naprunuoHupoBanua. [IpuynHa HepaBHOMEPHO-
CTH JaHHBIX BCerga o6ycioBIeHA CeMaHTHKOM, HC-
TOYHHKOM JaHHBIX H KPUTEpPHUEeM O6'beI[I/IHeHI/IH.
IlosToMy B mpoltecce peleHus 3amadu 00bemHHe-
HHUSA CTOWUT HCCJIEA0BATh, HACKOJIBKO PaBHOMEPHO
JaHHbIE TPYNNUPYIOTCA [0 KPUTEPUIO OYAYIIEro
obbenunenus. [Ipumep Toro, kak B Spark MoxHO
3amucaTh NAPTUIIUN B OMUH (Daii:

RDD.map({ line => someFunc
}.partitionBy(customPartitioner).saveAsTextFile(filePath)

YUr06BI UCIIOHUTEIN CAMOCTOATEIHHO CKAYMBa-
au daitn us HDFS, Heobxogumo mepenats KoHPU-
rypanuio Hadoop Ha Ka:xABIH y3es, y4acTBYIOMIHT
B pacueTax:

val confBroadcast = sc.broadcast(new SerializableWritable(sc.
hadoopConfiguration))
def readFromHDFS(configuration: Configuration, path: String):
String = {

val fs: FileSystem = FileSystem.get(configuration)

val inputStream = fs.open(new Path(path));
val writer = new StringWriter();
IOUtils.copy(inputStream, writer, “UTF-8");
writer.toString

KnaoueBbIM IIpenMyIiecTBOM 3TOTO MOAXOMAA AB-
nserca orcyrcrsue srana shuffle, sagaua koropo-
ro — HPOMEKYTOUHOE IepeMelleHre JaHHbIX BHY-
TPHU KJIacTepa C IeJbi0 CKOHIEHTPUPOBATH JaHHbIe
Ha OCHOBE KJI0Ya HAPTUINK HA OJHOM y3Ie, T. €.
dusuyeckoe mepemMenieHre JTaHHBIX MEKAY HOTAMU
KJjacTepa BO BpeMs pasjefieHus JAaHHBIX Ha map-
tunuu. Onepanus saveAsTextFile mpu RDDI1
npousBopurca 6e3 srama shuffle, a maprumnuonu-
poBarme RDD2 cymecTByeT TOIBKO Ha JIOTHIECKOM
YPOBHE IIPOTPaMMBbL.

Takum o6pasom:

— RDDI1 genurca Ha mapTUIMU IIyTeM 3aIIHCH
MaHHBIX KAKIO0H MAPTUIIUH B OTAENbHBINA (ai;

— RDD2 uurak He mepemeriaercs BHYTPH KJa-
crepa, Tak Kak 06bekThl aToro RDD cepinarores Ha
MapTHUIUH JOKAJIBHO Ha Kaxnoi naranone. CTpokw,
MpUHAAJIEKAINEe OJHOH HapTUIMH JaHHOTO JaTa-
cera, He KOHI[EHTPHUPYIOTCA HA OLHOM y3Ie, a 0CTa-
I0TCA pacIpeie IeHHBIMH 10 PA3HBIM y37IaM.

IlockonbKy M3BECTHO, B KaKoM (paiijie HaXOmAT-
cd CTPOKH ompenenenuo mapruituu RDD1, To Mbl
MOKEM MPOYUTATH STOT (PAUT HATPAMYI HA TOM
y37e, T/le HAaXOMUTCSI COOTBETCTBYIOIIAs AP TUITU
RDD2. IlpeumyiiectBo MeToma B CKOPOCTH IIOJIY-
YaeTcs 3a CUeT TOTO, YTO, B OTIIMYHE OT CTAHIAPT-
HBIX CTpaTernii 0O6beJUHEHNS, B HAIIIEM CJIydae Hc-
KJ0YAeTCs MPOMEKYTOYHBIH STAIl TepeMelleHns
JaHHBIX MEKIY Y3JIaMHU, a MeKIy HOTaMH KjIacrepa
repeMeIaeTcs TOIbKO YacTh JaHHbBIX HA 00benHe-
uue — RDDI1, B To Bpems kak RDD2 ¢usuuecku ue
mepeMeIaeTcs.

Jl1st paboThI c AP TUITUAMHU UCITOIB3YIOTCA Py HEK-
nuu mapPartitions() mau mapPartitionsWithIndex(),
KOTOpBIe IPeobpasyoT KaKAYI0 MapTHUIIUIO UCXO.-
HOTO Habopa JAHHBIX B HECKOJBKO 3JIEMEHTOB pe-
gyabrara (B HEKOTOPBIX CIIy4asx HU B ofguH). Onuum
W3 BaKHBIX BAPUAHTOB UCIIOJb30BAHUS STUX (PYHK-
U MOKeT OBITh HEKOTOPAs TAKeIad NHUITHATIN3a-
[HA, KOTOPas AelaeTcsi OOUH pa3 [Jd HeCKOJIbKUX
9JIEMEHTOB U IIOBTOPHO HCIOJAb3YEeTCs IJIA KaKI0r0
[IOTOKA/IapTULUU, B OTIHYKEe OT PyHKIHH map(),
[PUMEHIEMOH K KajKIoMy 3JeMeHTy B Habope JaH-
HBIX.

3arem B mportecce o6paborku RDD2 mosxHO mpo-
W3BECTH IlepepasbueHre IO TOMY JKe aJTOPUTMY,
uyro u B RDD1 (c momomipro customPartitioner), a
sareMm BHyTpu pyurruu mapPartitionsWithIndex()
obpaTuThCcd 10 WHIOEKCY K KOHKPEeTHOMY airy
IepBOro HAbopa ¥ 3arpysuTh €ro B MaMATh HAIPS-
MYIO C MCIOJH30BAHUEM CTPYKTYPhI JaHHBIX «CJIO-
Bapb». CloBapu peanns3oBaHbI B BU/E XEII-TAGIHII,
T7ie OTlepaIiy IOUCKA BBITIOIHAITCSA 38 IOCTOAHHOE

N25,2022 N\

UH®OPMALIMOHHO-YIMPABJIAIOLLUE CUCTEMbI AN 7



/ OBPABOTKA MH®OPMALMU U YIPABJIEHUE /

BpeMdA, TaK KakK 3JeMEeHT 3ampallliBaeTci Halpsd-
MyI0, 6€3 IIpOBeJieHUs CPABHEHUH, T. €. CIOKHOCTH
anropurMma noucka coorsercrayer O(1):

val data = RDD2.partitionBy(customPartitioner) val res = data.
mapPartitionsWithIndex((index, partition) = {

val conf = confBroadcast.value.value

val partitionRDD1 = readFromHDFS(conf, path + index)
val partitionData = partitionRDD1.map {

case Array(k, v) => k -> v.toLong;

case _=>""->"

}.toMap

val newPartition = partition.map(

record => {(record , partitionData(record._1))})

new Partition

b

Ba:xHo moMHHTB, 4TO Ipoleaypa mepepasiOue-
HUS BBINOJHATCA BHe KoHTekcra Spark. Spark me
CMOJKET OTCJIEKUBATD U IIPEJOCTABISITH CTATUCTUKY
3arpysKH JAHHBIX, II09TOMY PaspabOTYUK TOJIKEH
CaMOCTOSIT@IbHO KOHTPOJIHUPOBATH HCIIOJIb30BAHUE
OIepaTUBHOHN IMAMATH U MaMITH cOOPIUKA Mycopa
Ha MCIIOJIHUTENIX. Bes xopolrero moHUMaHus 00b-
eMa JAaHHBIX U JOCTYIIHBIX BBIYHMCIUTEIbHBIX pe-
CYPCOB 3TOT IOIXO0J OyIeT HEBO3MOKHO IIPUMEHHUTD.

OcHOBHAsA 0COOEHHOCTBH HTOrO IIOAXONA 3aKJIIO-
yaercsd B TOM, YTO KaKABIH HCIIOJIHUTEIb CMOMKET
CaMOCTOSATENBHO 3arpy:xarh nanubie B O3Y mara-
HOABI, Ha KOTOPOH OH HAXOAHUTCH, € JI000H APyrou
MAaIlUHBI B KJacrepe, 63 yyacTus MalluHbI-Ipai-
BEpa, YTO ABJISETCSI CBOEr0 POAa «y3KHM MECTOM».
C npyroit cTopoHbl, 6ymeT 3arpyskeH 670K JaHHBIX,
KOTOPBIHN JeHCTBUTEIbHO HYKEH B JAHHBIH MOMEHT
KOHKPETHOMY HCIIOJHUTEJIIO [JIS TeX MapTUIIKH, HA
KOTOPBIX OH BBITIOJIHSIET BHIUMCIIEHHS, YTO I03BOJIS-
eT CBOEBPEMEHHO 3arpy:Karh B MaMITh YacTh HA6O-
pa IaHHBIX, a He I[eJUKOM Bech Habop. B HexoTopom
CMBIC/IE 9TO UMHUTAIUS TOBEAEHUS «00beIruHEeHUe
CIUSHHEM», HO B HAIlleM cly4Yae HeT Heo0XOIuMO-
CTH COPTHPOBATH CTPOKH, YTO TAKKE JaeT cepbes-
HBIH BBIUTPBIII B CKOPOCTH BBIMIOJTHEHUS.

AropuT™ mpemjiaraeMoro MeToxa
H pe3y/abTaThbl SKCIIEPHUMEHTOB

AIropuTMHUYECKY IPEAJIOKEeHHBIA METO/] PeaIu-
3yeTca B aBa stamna. Ha mepsom arame (puc. 7) pe-
OpraHusyeTcsi XpaHeHUe I[IePBOr0 Habopa AaHHBIX
(RDD1) napannenbHbIM YTEHHEM CTPOK U3 OJHUX
¢aiinoB u 3anuckio B apyrue. CHHXPOHU3AIIUA [10-
cryma K ¢aimam obecreuynBaercs (PanIoBOM CH-
cremoit HDFS. OpurunanbHble gaHHbIe HEe H3Me-
HAKTCH, TOJIBKO copTupyiorcd. Ilomamanue ompe-
JleJIeHHOW 3amucu B (paily BbIOMpaeTcs HA OCHOBE
Kpurepus oO0benuHeHus. J[amHas omeparus BbI-
nosHsAeTcd 6e3 IPOMEKYTOUHOrO ITana ImepeMelre-
HUA JaHHBIX MEXKAY cTaguAMu map u reduce.

Ha BTopom srame (puc. 8) BhIIOJIHAETCA pemnap-
TUIIHOHUPOBAHNWE HA JOTHMYECKOM YPOBHE TaKiKe

Yreune RDD1

v

Briuncnenune xiaoua
MapPTUIMOHUPOBAHUS

torlmon,
n — KOJIUYECTBO
CTPOK

Boruucnenue
uHIeKca daiia

v

3anwuch B dhana

I

B Puc. 7. ATropuT™ II€pBOTO TAna
B Fig. 7. Algorithm of the first stage

Ha OCHOBE 3aJJaHHOTO KPUTepHus obbenuHeHus 6es3
(husrUecKoro nepeMenieHus AaHHBIX II0 KIACTEPY.
Hamee mis kakI0¥ TAPTUITHN JAHHBIX TapasiIelb-
HO BBITIOJIHSAIOTCS YTEHHE U 3arpy3Ka B MaMATh (pau-
s0B epBoro nabopa RDD1, rxe yixe jJoxambHO Ipo-
M3BOMMTCH OIlepalus CPAaBHEHUS KJIYEH CTPOK,
rocJjieyolee COeUHEHNEe U 3aIIUCh Pe3yJabTara.

Paspaborka Bo dpeiimBopre Spark mocrymua Ha
sa3bikax Python u R, umeromux 60bI1y0 mMomyasap-
HOCTHh cpeau aHanuTukoB. Ha a3pikax Java u Scala
HamucaHo aapo QpeiimBopka Spark, mostomy oHu
SABJIAIOTCS «POAHBIMU» IJI HEro. B oTimuwme ot apy-
rux, fA3bIK IporpammupoBanus Scala mms Spark
[IPeIoCTaBJAEeT NOCTYI K HOBEHUINWM M Hawuboiee
BaKHBIM (yHEKnuaM. [losTomy ansa peanusanuu
IIPeIJIOKEeHHOT0 aJITOPUTMA BhIOpaH a3bIK Scala.

IJKCIIEPHMEHTAIbHBIE WCCIeI0OBAHUA paspabo-
TAHHOTO METOJA ¥ ero AJITOPUTMHYECKON peasinsa-
I [IPOBOJUIINCH C IIEJIBI0 OIPEIEeIUTD BPEMS pellle-
HUA 3a7a4u 00beHHEHUS HEeCTPYKTYPHUPOBAHHBIX
TeKCTOBBIX maHHbIX 00beMoM ot 100 I'B no 7 TH.

B skcnepumenTe ObLIH 3a1eHCTBOBAHBI TEKCTO-
BBIE TAHHBIE, C3KAThIe ¢ moMoIbio anroputma GZIP,
128 mporpaMM-HUCHOJTHUTEJIEH C IIeCThI0 AapaMu
u 16 I'B mamaru u nporpamma gpaiisepa ¢ 8 I'B
maMmsaTu. FcxomHble JaHHBIE IEIWINCH PABHOMEP-
HO II0 KJIouy maprunuonuposanusg Ha 3500 map-
turnuii. Bpema o0benuHEeHUS HAHHBIX U3MEPAIOCH
craggapTHOoi mnporpammoii spark.time(). Kammoe
M3MepeHre IPOBOIUIOCH MATh Pa3, a BpeMs BBITIOJ-
HEHUS yCPEeTHIAIOCE.
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Yreuune RDD2

Brruucienwne Kiaoua
IIapTUMUOHUPOBAHUSI

tor 1 mon,
n — KOJIUYEeCTBO
mapTUIuH

Brruucinenne
uHgexca gaiina

v

Yrenwue daitna

¥

3arpyska JaHHbBIX
u3 aiina
B HashMap

torlmon,
n — KOJIMYECTBO
CTPOK

Kunrou maprunun
ects B HashMap

Coenunenue
CTPOK

3amuch B hain

B Puc. 8. Anropur™ BTOPOro ramna
B Fig. 8. Algorithm of the second stage

OBEPABOTKA UHO®OPMALIMU U YMPABIIEHUE \

Pesynbrars! uccieoBaHus IPEIJIOKEHHOIO B pa-
6oTe MeToma OOBEIUHEHWS B CPaBHEHHUHM CO CTAH-
naptabIM Sort-Merge 06beIuHEHIEM, UCTIOIb3YEMbIM
B Spark SQL [20], mpexacrasienst HaA puc. 9.

Ilo pesymbpraraM IIPOBEIEHHBIX WCCAEIOBAHUMN
MOKHO CHe/aTh BBIBOJ, YTO MPEIJIOMKEHHBIH METO
¥ er0 aJITOPUTMHUYECKAS PeATU3AIH IT03BOJISIOT pe-
IaTh 3a7a4y 00beIUHEHUA HECTPYKTYPHUPOBAHHBIX
TEKCTOBBIX HaHHbIX 00bemoM 2 TH Ha 37 % ObicTpee,
a nia qauaeix o6bemom 7 Th mpumepno Ha 47 %.

3akaroueHue

PaspaboTrka OBICTPHIX W HAIEKHBIX METOIOB
00paboTKu OOJBIINUX MAHHBIX B PacCIIpeaeeHHbIX
cucTeMax ABJIAETCA aKTyajlbHOU 3a7adyel, a mMelo-
muecs MeToabl HepocTaTrouHo sdppexTuBubl. Cpeau
HHUX TexHojorusa Spark sBisercsa Hanboee sapdex-
TUBHOU C TOYKU 3pE€HUA CKOPOCTH BHIYUCIEHUH.

OnHuM U3 Y3KUX MECT B KJIACTEPHBIX CUCTEMAX SB-
JITIOTCS 3[]a9W COPTUPOBKY U TIEPEMEITIEHUS JaHHbBIX
BHYTPH KJIACTEPAa, yBeIMYHUBAIOIIHE HATPY3KY Ha CEeTh.

Hdpyro#i BaxkHOM B3amadell NIpu aHaIU3e IaH-
HBIX SABJIIETCSA UX 00beIUHEHUE, METOIbI KOTOPOTO,
BEKJIIOYAA TeXHoJoruio Spark, HAa ceroqHAMIHUHE MO-
MEHT I10 KPUTEPHI0 BpEMEHH BBITIOTHEHHU HE0CTa-
TOYHO 3(P(PEKTHUBHBL.

IIpennaraeMsblii METOS U €r0 AJITOPUTMHYECKAS
paspaboTka B cpaBHEHUH ¢ TexHojioruei Spark ag-
exTuBHEE TpM perieHWM 3aMaYN O00BETHHEHUS
maaabix HA 37-47 %.

JanpHeiinee pasBUTHE IIPEAJIOKEHHOTO METO-
Ja TpeamojiaraeT ero MOAU(PUKAIINIO A9 00benu-
HEHHUI PasHbIX THUIIOB JAHHBIX, IOCTPOEHHE OITH-
MalbHBIX AaJTOPUTMOB pacIpeieseHus Ha60poB
NAHHBIX II0 MAPTHUIIMAM C IeJbI0 MUHHMU3UPOBATD
UX HepaBHOMEPHOE pasiejieHue.

T,c

900

800
700

745
701

600
500

503

400

407

301

300
200 165

200 222 189

208

137
100

112

1 2

3

[ ] rlpezmaraeMLIﬁ aJITOPUTM

4 5 6 7 V,TB

[ J CTaHI[apTHBIﬁ aJITOPUTM

B Puc. 9. Bpemsa BbINOIHEHUA pacyeTa IPeIIoKeHHbIM U CTAHIAPTHBIM METOIaMH’
B Fig. 9. Time to complete the calculation by the proposed and standard methods
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Introduction: Rapidly growing volumes of information pose new challenges to modern data analysis technologies. One of the most
common related operations in analytics is the joins of datasets. A join is a highly resource-intensive operation which is difficult to scale and
improve in terms of resource efficiency in distributed databases or systems based on the MapReduce paradigm. Purpose: To develop a
method to accelerate the integration of datasets in distributed systems. Results: The architecture of Apache Spark, features of distributed
computing based on MapReduce are examined, typical methods of joining datasets are analyzed, and the main ways to speed up the
operation of joining data are considered. We propose a method to speed up a special case of joins implemented in Apache Spark with the use
of partitioning and partial transfer of datasets to cluster computing nodes. The method is realized to simultaneously harness the benefits
of merge and broadcast joins. The presented experimental data demonstrate that the larger the volume of input data the more efficiently
the method speeds up the operation of joining data in comparison with standard methods. Thus, for 2 TB compressed data, acceleration up
to ~37% was obtained in comparison with standard Spark SQL.

Keywords — distributed computing, MapReduce, Apache Spark, joining data.
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BBegeHue: pelieHne aBTOMaTUIECKUMU CPeACTBaMU 3aaYm Pacrno3HaBaHUs U OLeHUBAHWS CTENeHU BOBIEYEHHOCTH 10J1b30-
BaTesia B MPOLECC YESI0BEKO-MALUMHHOI0 B3anMOAEICTBUSA UK TESIEKOMMYHUKaLUUN SBNSETCA aKTyaslbHbIM B 06/1aCTU KOMITbIO-
TePHOro pacrno3HaBaHusi COCTOSIHUI YesloBeka. 3T0 He06X04MMO /151 MPOEKTUPOBAHUS MPUIIOXEHUI AUCTAHYUOHHOTO 06YYeHus,
6u3Heca u pazpiedyeHui. Llenb: NpoBeCcTy cpaBHUTENbHbIA aHaIN3 CYLLECTBYIOLEro MHPOPMaLUMOHHOro 06ecrneyeHns u METOA0B
B 0671aCTM aBTOMAaTM4YeCKOro pacro3HaBaHus W OLEeHMBAHUS BOBJIEYEHHOCTYU 10/1b30BATENsI B MPOLECC YeSI0BEKO-MALINHHOIO
B3aUMOZeNCTBUA UN BUPTYaSIbHOM KOMMYHUKALMN M 060CHOBATb METOAOJI0MUI0 OCTPOEHUS KOPIyca AAaHHbIX, 0CHOBAHHOIO Ha
ugee MHOroMoAanbHON KOMMYHUKaLMY. Pe3ynbTaTpl: BbIMOJIHEHHbIN aHanu3 paboT Mokasas, YTo B 60JblUeN Y4acTH U3BECTHbIX
kopnycoB (data sets) oTCyTCTBYIOT fJaHHbI€ 110 OHJIANMH-KOMMYHUKALUNU B €CTECTBEHHbIX YC/I0BUAX U HE BCErAa yYMTbIBAIOTCSA
pasHble MOJaNbHOCTU B3aUMOJENCTBUSI B CUCTEME «4eJIOBEK — MalluHa — 4esioBek». [l MHOroypoBHEBOM Knaccugukaymm,
onpegenswlyei cTeneHb BOBIEYEHHOCTH, BaXKHbl, TOMUMO BUFEOMOAAIbHOCTH, TaKXKe aKyCTUYECKas U TEKCTOBas MHGOPpMaLHS.
MepcreKTMBHbIM 0Ka3bIBAETCS yYeT «sA3bIKa Te/la» M0/1b30BaTENA. MUMUKA, BUXKEHUS TeNa, PyK u ronosbl. Kpome Toro, Ans npa-
BUJIbHOW OLJ€HKM BOBJIEYEHHOCTU B KOPIyCe JaHHbIX JO/DKHA COAEPXaTbCA MeTauHGopMayms rno rncuxo3aMoLnoHa bHbIM COCTO-
SAHUAM KOMMYHUKaHTOB. Hanbonee nepcrnekTUBHbIM MOAXOA0M AJ15 aBTOMAaTUYECKOro OLeHUBaHUS CTENEeHU BOBJIEYEHHOCTH Clie-
AyeT npu3HaTb HelpoceTeBo/. [IpakTHYecKass 3HaAYNMOCTb: Ha OCHOBAHMM MOJTYYEHHbIX aHAIMTUYECKMUX BbIBOJOB MNaHUPYETCS
paspaboTka OpuUruHaIbHOM MPOrpaMMHON CUCTEMbI /1S aBTOMaTUYECKOro pacrno3HaBaHusi BOBI€YEHHOCTU U PopMUpoBaHmue Ha-
60pa aHHbIX AJ15 06Y4YeHUS ee BEPOATHOCTHbIX Mogenei. Takxe npeAcTaBIeHHbIN 0630p N03BOSET ChOPMY/IMPOBATb OCHOBHbIE
Tpe6oBaHus K MOJOOHbIM CUCTEMAaM U SIBISETCS BKIAA0M B pelleHne 3afjayy aBTOMaTUYeCcKoro pacrno3HaBaHus ncuxoaMoLmo-
HaNbHbIX COCTOSIHUI YesoBeka. O6cyXgeHne: aHam3 paboT 03BoNSET CAeNaTb BbIBOA, YTO MOHATUE BOBJIEYEHHOCTU B KOHTEK-
cTe pacrno3HaBaHWUs IMOUMI OTAINYAETCA OT PacrpoCTPaHEHHOro B MCUXO0I0rUN. BoBNEYEHHOCTb 110/1b30BaTENS (KOMMYHUKAHTA)
B UHPOPMALMOHHO-KOMMYHUKALMUOHHOMN cepe — NposABJIeHNE PAa3IMYHONM CTeNeHN dIMOLMOHATIbHON, KOTHUTUBHOW M MOBeJeH-
YecKou COCTaBJISIIOLLMX MICUXUYECKON aKTMBHOCTH Yesl0BeKa B NpoLecce B3auMOAENCTBUS C COBECEHMKOM U KOMMbIOTEPHOM
CUCTEMO, UMEKOLLiee INHaMUYeCKMI xapaKTep.

KnioueBbie cnoBa — BOBJIEYEHHOCTb 10/1b30BaTeJis, MHq.')OpMaL{MOHHOE obecrieyeHmne, aBTOMaTUYECKME CUCTEMbI pacrno3HaBaHusa
BOBJ1€4YeHHOCTN, MHOrOM0O4aJIbHOCTb, UICKYCCTBEHHbIE HeﬁpOHHble cetn.
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BBenenue Ilepernoc mHOTEX (POpPM COITMATBHOIO B3aWMO-

IeUCTBHA B MUCTAHIMOHHBIH (DOpPMAT IIOPOKAAET

B coBpemenHOM Mupe cpencTBa OHIANH-KOMMYHU-
Kal¥y yKe JaBHO U IIPOYHO SBJAIOTCA OXHHM K3 OC-
HOBHBIX CIIOCO60B MEKIMYHOCTHOIO B3AUMOIEHCTBHUS.
B nieprion nargemun COVID (¢ 2020 r.) akTyanbHOCTD
IUCTAHI[MOHHBIX TEXHOJOIHMH TONBbKO Bo3pocia. He
B IOCJIEIHIOIO 0Yepesb 9TO KacaeTcs yueOHbIX IIpoIiec-
COB, OpraHU3aNNHN pab0UNX COBEIIAHUN U TeJIeKoHpe-
perruii [1]. JIpyroii cyiiecTBEHHOH COCTaBIIAIONIEH
OHJIAMH-KOMMYHUKAI[UN SBJISETCS IIOBCEIHEBHOE 00-
II[eHHe U pasBiiedenye (Ipeske BCero, MacCoBbIe MHO-
rOIOJIH30BATEbCKIE UIPHI, 3a9aCTyI0 TPEOyIIHe OT
YYACTHUKOB 00CY3KICHHUI KOMAHIHBIX TeHACTBHUL).

PAL HOBBIX IPO06JEM, OTHOU M3 KOTOPBIX ABIIAETCS
Hu3Kada BoBieueHHOCTH (Engagement) ommoro maum
HECKOJIbKUX YYACTHHKOB B KOMMYHHUKATHBHBIN IIPO-
mecc (B IIHPOKOM CMBICIIE 3TOro ciioBa). OTcyrcrBre
KUBOTO KOHTAKTa MENKAY YJYACTHUKAME OHJIANH-
meponpuatuii (3heKT HIPHCYTCTBUA), BO-IIEPBHIX,
MOJKET CII0COOCTBOBATH PACCETHHOCTH BHUMAHMUS CO-
6eceHUKOB U, BO-BTOPBIX, JTHUIIAET KOMMYHUKAHTOB
BO3MOKHOCTH IIPSIMO OIIEHUBATH YPOBEHB 3aWHTEPE-
COBAHHOCTH cOOECemHUKa.

Jra mpobjemMa arTyanbHA, IPEXIe BCEro, AJIsd
ouaiH-00yueHus. Eciiu BOBI€YEHHOCTD yYAIIHXCS
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B y4eOHBIHN IIPOIECC U PaHbIlle OKA3bIBAJIACh B I[€H-
Tpe BHUMaHUA HAYYHOTO COOOIECTBA, TO CErOmH:A
paspaboTKy METOI0B U CPEICTB 06bEeKTHBHOIO U3Me-
PEHHA CTEIIeH! BOBJIEYEHHOCTH B 00pa3oBaTeIbHBIN
IIpoIiecc MOKHO IPU3HATH HEOOXOAUMOCTHIO [2, 3].

BoBneuenHOCTH KaK CHHOHHMY OCO3HAHHOM aK-
TUBHON BHUMATEJIBHOCTH TOCBAIIEH IEAbIH PAJ
TICUXOJIOTUYECKUX HccaemoBanuii [4, 5], pesynbra-
THI KOTOPBIX HAXOJAT MPAKTHYECKOe IPUMEHEHHe
BO MHOTHX 00IACTAX YEIOBEYECKOH [eSITEeIbHOCTH.
Hampuwmep, aogsam, paboraioium B cepe yrpas-
JIeHWsI, WHOIZAa KPUTHYECKH BAKHO YAEPKUBATH
CBOoe BHHMAaHWe Ha paboumx mporeccax (MOHHTO-
PUHT, BU3YAIbHBIH KOHTPOJb U IPUHATHE PEIIeHUH
HA OCHOBE BHJIEOMAaHHBIX). B 4pe3BbIYAUHBIX CH-
Tyaumusax omeparopy HeoO0XoauMo OBICTPO MPHUHATH
NpaBUJIbHOE pEILIeHHe, a JTOT0 MOKHO JOCTHYb
TOJBKO IIPW BOBJIEYEHHOCTH (B APYTOM TEPMHHO-
JIOTUH — AKTHUBHOM BKJIIOUEHHH) ollepaTopa B pa-
6ounii mporecc. IloaToMy IICHXOJIOTH COBMECTHO
C TEXHUYECKUMU CIIeIIUAINCTaMU paspabaThIBAIOT
pasInYHbIE TPEHAKEPHI IJI TPEHHPOBKH BHUMA-
Husa [4, 5]. Cucrembl ynpaBjeHUsS U IpemocTaBiie-
HUA HHPOPMAIMHU AOJIKHBL HE IIPOCTO IIepefaBaTh
BU3yaJbHBIE TaHHbIE, HO U OIIEHUBATh, B TOM YHCIIE,
SMOIMOHATIbHOE COCTOSHHE Jofel, obserdas mpo-
mecc MPUHATHUSA PelleHui [6].

I'maBHO¥ 1eABI0 HACTOAIEH CTATHU SABISETCA
CPaBHUTENBHBIH aHAJTUTHIECKUH 0030pP OCHOBHBIX
METOJI0OB PACIIO3HABAHUS BOBJIEYEHHOCTH YyYacCT-
HHUKOB BUPTYAJIbHOH KOMMYHHUKAI[NHU, B IOCIETHEE
BpeMsA TOABHUBIIHNXCA B KOHTEKCTE HCCIEIOBAHUI
o MamuHHEOMY 00y4denuio. [lox BupTyaIbHON KOM-
MyHHKaIued 37ech MOApasyMeBaeTci Kak o0iie-
HHEe MeXy cobeceIHHKAaMU ITOCPEICTBOM TeJIeKOH-
(bepeHmuit, Tak ¥ B3aMMOJEHCTBUE I10JIH30BATEIIST
¢ cucTeMoi (IPOCMOTP BUIEO, OHJIAWH-UTPHI U TP.).
Jpyroii Ba:xXHOU 3amadedl OKa3bIBAETCA BBITIOTHE-
HHEe aHAJIUTHIECKOT0 0030pa CyIeCTBYIOIIETO WH-
dopmarmonHoro obecmeyeHus, CO3TAHHOTO [JIS
pacro3HaBaHUI BOBJIEUEHHOCTH YIACTHHUKOB.

TepMuH «BOBJIEUEHHOCTH» ObLI BBEIEH B HAyY-
HBIN 060poT B pabore [7], u, Haunuasd ¢ Konna XX B.,
OH aKTHBHO HCIIOJb3YETCA B HAYYHOM COOOIIECTBE,
B IIEPBYI0 OYepesb CPeqy CIEeI[HAINCTOB 110 IICUXO-
JIOTHH, TIe[TaTOTHKE U COIIMOJIOTHH. TeM He MeHee BO
BCEX THUX JUCHHUIINHAX BOBIEYEHHOCTH TPAKTYET-
cA T0-pa3sHOMY, U Ha CETOAHA He CYIIeCTBYET KOH-
CeHcyca OTHOCHUTEIBHO €r0 HAYYHOTO COAep:KaHUsd
[8]. MoxHO KOHCTATUPOBAThH, YTO IIOHITHE BOBJE-
YEHHOCTHY IIPOYHO BOIIJIIO B CHCTEMY HAYYHOTO 3HA-
HUfA, OJHAKO YKCILIHIUTHOE PACKPBLITHE 3TOr0 Tep-
MHHA SBJIAETCA IPEIMETOM HAYYHBIX IUCKYCCUH
[9]. BoBneueHHOCTH ABJISETCA CJIOMKHBIM IICHXOJIO-
TUYECKUM U COLUATIbHBIM (DEHOMEHOM; Pas3inIHbIe
HCClIeoBaTeNN MOHUMAKT 3TOT TEPMUH C PA3HBIX
nosurui [10]. Heo6xoxumo moquepKHy Th IIPH 9TOM,
YTO pasHoobpasue MHEHWH O BOBJIEUYEHHOCTU Ha-

MPAMYIO IPOHUCTEKAET U3 CI0KHOU MPUPOIBI ITOTO
denomena.

B pa6ore [11] BbIgensieTcs TPU OCHOBHBIX KOM-
TIOHEHTA COI[MANbLHON YCTAHOBKHU YeJIOBEKa: KOTHH-
TUBHBIN (mo3HaBarenbubid) [12], addexTuBHBINH
(emommonanpHbIN) [13, 14] u moBegeHuyeckmit [15,
16]. B 3aBucuMoOcTH OT TOrO, B KAKOM KOMIIOHEHTE
IIPUMEHSIETCSI TEPMUH «BOBJIEUYEHHOCTb», €0 OIpe-
IeJeHue MOKeT HeCKOJIBKO oTiauyarbed [17].

Taxske cyIecTBy0T paboThl, B KOTOPBIX IIPOBO-
IATCS UCCIeOBAHUA KOPPEIAINN BCEX TPEX aCIIeK-
TOB BOBJIEUEHHOCTH: II03HABATEIHHOTO, BSMOIIHO-
HAJbHOTO U IT0OBeieHuecKoro. Taxk, B crarke [18] yka-
3bIBAeTCs, YTO Hanboee TayboKas MOTPYKEeHHOCTD
B paboTy oOTMedaeTcsi BO3POCIIEH KOTHUTUBHOU
COCTABIIONIEH, YTO MOJpasyMeBaeT y WHIWBHUA
mporecc ocMbicaenus 3amadu. MccimenoBauue [19]
IEMOHCTPUPYET B3aUMOCBA3H MEXKIY KOTHUTUBHOU
BOBJIEYEHHOCTHIO ¥ 00y4aeMOCThIO CTYIeHTOB. B pa-
6ote [13] sKCcIIEpUMEHTANIBHBIM IIYTEM I0KA3BIBAET-
cs CBA3Db MEKIY SMOITMOHAIBLHON U MTOBEIeHYECKOH
BOBJIEUEHHOCTHIO.

B xoHTekcTe aBTOMATHYECKOTO PACIO3HABAHUA
BOBJIEYEHHOCTH CJIEAYEeT YUUTHIBATH TOT (PAKT, UTO
aBTOMATHYECKUMHU METOJAMH MOKHO aHaIU3UPO-
BATh TOJIBbKO BHEIIIHEE IIPOSBIIEHNE, a He UCTHHHY O
BOBJIEYEHHOCTD UYeJIOBeKa. BOBIIeueHHOCTh B 06.1a-
CTH aBTOMATHYECKOTO aHA/IN3a — 3TO IMPOSBIeHUE
pasIuYHON CTEmeHW SMOITHOHAJIbHOH, KOTHUTHUB-
HOH ¥ IIOBEIEHYECKOH COCTABIAMIINX YeJIOBeKa
B IIpOIlecce B3aMMOMEHCTBUS C COOECeIHUKOM WU
KOMITBIOTEPHOM CHUCTEMOM, HuMelolllee AUHaAMUYe-
ckmil xapakrep. 1lo pasniuyHBIM ypPOBHAM HHTEH-
CHBHOCTH PSJi aBTOPOB BBIJIENISIET BOBJIEYEHHOCTD
OouHapHyio (BoBjieueH/He BoBieueH) [20, 21], Tpex-
YpPOBHEBYIO (He BOBIIeUEH, BOBJieueH (POPMAJIBHO,
CHJIBHO BOBJIeueH) [22], yeThIpexypoBHEBYIO (OYEHbD
HU3KYI0, HU3KYI0, BLICOKYIO M OUeHb BBICOKYIO) [23—
25] u gasxe mecaruyposueByio [26]. [lomumo kare-
TOPHAILHOTO pPAa3eIeHUus CTEIeHW BOBJIEUEHHO-
CTH, TAKIKEe aKTHBHO IPUMEHSIETCA U HelpepbIBHAS
olleHKa BoBJeueHHOCTHU [27, 28].

0630p nHGpOPMAITHOHHOTO 00€eCIeYEeHH T
AJIA PaCliosHaBAHUA BOBJACYECHHOCTH

Jlst Toro uTo0BI paspaboraTh CUCTEMY aBTOMATHU-
YECKOT0 PaCIO3HABAHUS BOBICYEHHOCTH, HEOOXOMH-
MO IIOCTPOUTH MOJIENb C YUETOM PeasibHbIX JaHHBIX.
Bce cymecTByorue KOpIychl, Comep:Kalue pasmMmer-
Ky JAQHHBIX II0 BOBJIEYEHHOCTH, MOKHO Pa3IeIuTh Ha
JIBe TPYIIIBI 110 IPUHIIAILY B3aUMOIEHUCTBUS y4acCT-
HUKOB. K mepBoii rpyIime oTHOCATCS KOPILYCHI, IIpU
3aIKMCH KOTOPBIX YYACTHUKH KOMMYHHUIIUPOBAIN
npyr ¢ npyrom, takue kaxk NoXi [27], MEDICA [28],
MHHRI [29], RECOLA [20], Emotion Miner Data
Corpus (EMDC) u Stimer [2]. Ipyras rpymia mpes-
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cTaBIgeT co00M KOPILYCHI, COJEepsKallue CIeHApHH,
B KOTOPBIX YYACTHUKH B3AUMOJIEHCTBYIOT C KOMITBIO-
TEPHOH CHUCTEMOM, HAIPUMEP IIPOCMATPUBAIOT 00y-
JaloIue BUAEO WX UTPAT B oHnaiH-urpsl. K Ta-
KM KopIrycaM oTHocaTca Engagement Recognition
dataset [21], EngageWild [23], DAISEE [24], kopmyca
aBropoB Kamath [22], Whitehill [25], Psaltis [29].
B Tabn. 1 comep:xuTca cpaBHUTENBHBIH 0030p KOp-
IIyCOB, IPUMEHAEMbIX [[JIT aHAIN3a BOBIIEYEHHOCTH.

Kax BumHO u3 TabIuLbI, CYLUIECTBYET HECKOIBKO
TIPeICTaBUTEIbHBIX KOPIIYCOB /IJI ABTOMATUIECKOTO
pacrosHaBaHusa BOBiIe4eHHOCTH. CTOUT OTMETHUTH,
YTO GOJBIIUHCTBO PACCMOTPEHHBIX KOPIIYCOB BKJIIO-
9aioT B ce0d TOJIbKO BHUAEOJAHHBIE. JTO 00yCIOBIIE-
HO T€M, UTO CIIeHAPHHU AJII 3aIINCU MIOAPa3yMeBaIOT
TOJBKO IIPOCMOTP YYACTHHUKAMHU BUI0(PATMEHTOB
WIN ydacTHe B OHJIAWH-urpax. B takmx kopmycax
TIpeficTaBIeHa BOBIEYEHHOCTb YIACTHUKOB BO B3aU-
MozeHcTBHE ¢ KOMIIBIOTEPHOH crucTeMol. B mHOrOMO-
MaTbHBIX KOPIIycax CoepsKarcd HaHHBIE II0 BOBJE-
YEeHHOCTH YYaCTHHKOB B IIPOIECC KOMMYHUKAITUH
IpyT ¢ apyrom. IIpodaBneHne BOBIEYEHHOCTH B [HA-
jore ¢ co0ecefHWKOM 3aBUCHUT HE TOJIBKO OT cO06-
CTBEHHOT'0 MHTEpeca K TeMe PasroBopa, HO U OT YepT
JUYHOCTH COOECeTHUKA, eT0 KOMMYHUKATUBHBIX Ha-

7

BBIKOB, & TAKJKE OT IIPOSBJIEHUS SMOI[HOHAIBHOTO CO-
CTOSTHHS 000MX KOMMYHHUKAHTOB.

Hawub6onbias BapuaTuBHOCTS HH(POPMAHTOB Cpe-
¥ OMHOMOJAIBHBIX KOPIIYCOB IIPECTABJIEHA B KOP-
nycax Sumer [2] (128 uen.) u DAISEE [24] (112 ueun.).
IIpu sTom kopryc EMDC umeer HanboabInuii 06beM
BugeonauubIx (140 4) M0 cpaBHEHHIO CO BCEMH pac-
cmorpennbiMu Koprycamu. Koprrye NoXi [27] comep-
JKUAT B ce0e JaHHbIe 00JIBIIOr0 KOJIMYeCTBA yUYaCTHH-
KoB (87 4es.), KOTOpbIe OOIIAMKUCH MEXKIY COO0H Ha
pasIuYHbIe TEMbI Ha CeMU A3bIKax. Fcxoms us aToro
MOKHO CKasarhb, uro NoXi sBisercs mauboiee pe-
[IPe3eHTaTUBHBIM KOPILYCOM JJIs 00y YeHUsT MHOTOMO-
JAIBHBIX CHCTEM aBTOMATHYECKOTO PACIIO3HABAHUA
BOBJIEYEHHOCTH.

Eme ogumM HeMaloBaXHBIM (PAKTOPOM IIPH
aHajIu3e JaHHBIX [JII PACIIO3HABAHUS BOBJIEYEHHO-
ctu saBisercs yuer apderra Xoropua (apdexr Ha-
6imrogarensa) [30] mpu 3anucu y4aCTHHKOB JKCIIEPH-
MeHTa. dderT XoTopHA IpeacTaBaseT coboi pe-
aKIUI0 — U3MEHEHHe IIOBeJIeHUs YeJI0BeKa B OTBET
Ha 0CO3HAHUE TOTO, YTO 38 HUM HAOIIOJAIOT CO CTO-
ponbl. Bo Bcex paccMOTpEeHHBIX KOPILycaxX y4aCTHH-
KU 9KCIIEPUMEHTOB 3HAJIHU O IPECTOSIIeH 3alNCH,
[I09TOMY MOIJIH BECTH cebs He BIIOJHE eCTEeCTBEHHO.

B Ta6auya 1. CpaBHuTENbHAA XAPAKTEPUCTHEA KOPILYCOB I ABTOMATHIECKOTO aHAIN3a BOBIEYEHHOCTH YIACTHHKOB
B Table 1. Comparative characteristics of corpora collected for automatic analysis of communicant engagement

MozganbpHOCTH
Kopnyc O6bem, a Pasmerka manubIx
B|A|T|®

NoXi (https://moxi.aria-agent.eu/) [27] + |+ |+ | - 25,3 Bosaieuenmocts, (senpeprisras), omomui,
JKECTHI, MUMUKA
Bosneuennocts (HempepbIiBHAS),

MEDICA [28] + |+ |+ | - 1,1 BHHMATEJIbHOCTh, CTPECC, DMOI[HUH,
HEPEeIIuTEeIbHOCTH

MHHRI [26] I I R 4.2 Bosneuennocts (10 ypoBHeit),
XapaKTePUCTUKHU JIHIHOCTH
Bosneuennocts (GunapHast), cornacue,

RECOLA [20] + |+ | - |+ 3,8 JOMUHUPOBAHUE, IPOU3BOAUTEIHHOCTD,
B3aMMOIIOHUMAHHE

Emotion Miner Data Corpus (EMDC) Pasrosop (BoBI€Y€HHOCTH), 9MOIIUH,

(https://www.prweb.com/releas- + |+ - - 140 IICUXUYECKUE COCTOSHHUS U MTOBEEHHE,

€s/2018/03/prweb15339730.htm) JINYHOCTD U CUTYaI[Hs

Kopnyc Stmer [2] + | - -1 - 47 Bosneuennocts (6 ypoBHeTt)

Kopmyc Whitehill [25] + | - -1 - 22,6 Bosneuennocts (4 ypoBHsI)

DAISEE (https:/www.iith.ac.in/~daisee- Bosneuennocts (4 ypoBH:), CKyKa,

- -1- 25,2

dataset/) [24] 3aMelarejbCTBO, PA304apoOBaHue

Engagement Recognition dataset [21] + | - -1 - 20 Bosneuennocts (3 ypoBHS), BMOLIHU

Kopmyc Psaltis [29] + | - -1 - 12 Bosiieuennocts (GuuapHast)

EngageWild (https:/www.sites.google.

com/view/emotiw2020) [23] + |- -1 - 8,5 Bosneuennocts (4 ypoBH:)

Kopoyc Kamath (https:/github.com/e-

drishti/wacv2016) [22] + | - | = | — | 4408 xagpoB | BoBmeuenHocTs (3 ypoBHA)

IlIpumeuanue: B — Buneo; A — aynuo; T — Texcr; @ — dusnonornyeckre CUrHaIbI.

14 7/ VH®OPMALIMOHHO-YMPABJISIIOLLVE CUCTEMbI

7/ N25, 2022



\ WHOOPMALIMOHHO-YMPABJSIOWLUE CUCTEMbl  \

B kopoycax DAIiSEE u Kamath [22] ucmonbsosa-
nach BeO-Kamepa, KoTopas [I03BOJIAIA IPUOIU3UTH
YCJIOBHSA HYKCIIEPUMEHTA K €CTECTBEHHBIM, IIOTOMY
49T0 BebG-KaMepa He3aMeTHA U ABIAETCA TOBOJIHHO
NPUBBIYHBIM IIPEIMETOM COBPEMEHHON 00CTAHOBKH.

0O630p MeTOTOB A1 PACIIO3HABAHMS
BOBJIC4CHHOCTH

BonpmuHCTBO aBTOMATUYECKHX CHCTEM PAacIo-
3HAaBaAHUA BOBJICUEHHOCTH y‘IaCTHI/IKOB BI/IpTyaJIL-
HOM KOMMYHHUKAIIUU UJIN B3aUMOAEUCTBUA C KOM-
OBIOTEPHOU CHCTEMOM OCHOBBIBAIOTCSA Ha aHAN3e
penpeseHTaTUBHBIX AaHHBIX. Hannume TeKCTOBOU
HWH(QOPMAIIUA B BbICKA3LIBAHUH IUKTOPA MOKET
CI/IMBOJII/ISI/IPOBaTb 06 O,Z[HOSH&'—IHOfI BOBJICUEHHOCTHU
IuKTOpa. BusyanbHble 1 aKyCTHYECKIE XapaKTepu-
CTUKU YeJIOBeKa MOTYT IlepefaBaTh KaK BOBJIEYEH-
HOCTH YeJIOBeKa B BUPTYAJbHYI KOMMYHHUKAIIHIO,
Tak u ee orcyrcrBue. I[losaTomy Hambomee perpe-
3€HTATHUBHBIMH MOJAJLHOCTSIMHU SBJISIIOTCSI BHIEO-
u aynuonauubie. [Ipu aHanuse BumeoqaHHBIX HEOO-
XOJIMMO B IIEPBYIO OUepeab JeTeKTHPOBaTh 001aCTh
JINIIA, & TAKIKe JKeCThI PYK, TOJIOBBI, IT03bI TEJIA U TIP.
3aTeM HpOBOHI/ITCH n3BJjieyeHue Bn3yaanbe nu a}cy-
CTHYECKHUX HPHU3HAKOB, KOTOPBLIE B IIOCIEAYIOIIEM
IoJalTCI HA BXOJ KJacCH(pUKATopa, U Ha BBHIXOIE

IAIOTCA BEPOSATHOCTHBIE IIPEACKA3aHUA CTEIeHU
BOBJIEYEHHOCTH YYaACTHHKOB. AJITOPUTM pacIiosHa-
BAHMUS BOBJIEUEHHOCTH C IPUMEHSIEMBIMUA METOIAMU
npeno6paboTKX TAaHHBIX, U3BJIEYEHUA MIPU3HAKOB
¥ KJacCcuUKaIIMy IPeICTaBIeH HA PUCYHKE.

Metoasr mpexoopadoTku. [[1a BeigeseHus pe-
MPe3eHTATUBHON HWHMOPMAIIUM M3 BHUAEOJAHHBIX
HeoOXOIMMO IeTEeKTHPOBATh rpaduyeckue o6ia-
CTH MHTepeca, KOTOpble IIPeACTaBJIAIT CO00U rpa-
HHUILI 00JIaCTed NHUIla, Tela, PyK ¥ mp. AIroputm
Buoasr — sxomca Hambosgee 4acTo HUCIOIb3YETCA
U IeTeKTUPOBAHUsA 06JIaCTH JIUIA B 3a1ade pac-
nosHaBauus BoBieuenHoctu [22]. K msobpaxenu-
AM JeTeKTHPOBAHHBIX 00JacTell MHTepeca TaKIKe
MOKET IIPUMEHATHCA HOPMAIHU3AIUs, HaIIpPUMep
¢ momoInbo (puiabrpa ['abopa, KoTopbli mpeobpa-
3yeT u300paskeHus B OTTeHKH ceporo [25]. lanubie
METOIBI MO3BOJISIOT BBIZIEJIUTH PEIEBAHTHYIO WH-
dopmaruio us n306paKeHu 1T aHATN3a MUMUKN
JIUIIA U JKEeCTOB.

MeTtoapl m3BjIeUYeHHsI IMPU3HAKOB. Bce Bu3y-
aJbHBbIE MPU3HAKW, KCIIOJb3yeMble IJIs aHAJIN3a
BOBJIEYEHHOCTH, MOYKHO Pa3/e/IuTh HA TPU IPYILIbL:
reoMeTpuyecKre, TEKCTypPHbIe U HelpoceTeBbIe.
leomerpruueckre NPU3HAKH WCIIONB3YIOTCA IS
omnpeneneHud obracTu monoxeHud ry6 [31], spaukos
[31], mossr Tena [32], rmas [23, 33], romxoser [23], [32,
33]. Brarogapsa sToMy MOKHO OIIPEENIUTh, OTKPbI-
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B Systematization of methods for recognition of user engagement into virtual communication
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THI MJIM 3aKPBITHI I71a3a y co0eCeHUKA, CMOTPHUT JIX
IUKTOP B MOHHTOP WJH OTBJIEKAETCH, II0 IIOJIOKEe-
HUIO I'y6 MOYKHO CKa3aTh O TOM, IIPOM3HOCHUT JIN PEYb
IUKTOP, WJIXM AHAJIU3UPOBATH OMOIMHU (HAIIPUMED,
yabIOKa MOKasbIBaeT PamocTh). Takike 1o xecTam
Teja MOKHO OIPEIEeJUTH CTEIIeHb BOBJIEYEHHOCTHU
OUKTOpa, HAIPUMeEp, €CAU pyKa IIOAIUpaeT TOJIO-
BY, TO 3TO TOBOPHUT O HU3KOM 3aMHTEPECOBAHHOCTH.
OpenFace u OpenPose — mporpamMMHble HWHCTPY-
MEHTapHH, MO3BOJAKINE HAXOAUTH KOOPAHUHATHI
JIWIIA ¥ YaCTeH Tejia COOTBeTCTBEeHHO. [loMumo aT0-
ro, OpenFace Tax:xe BbigensgeT eqUHNANLI 1eACTBUS
JWIA, HAIPUMEpP, 3aKPBITHI IMIa3a WU OTKPBITHI.
OpenFace u OpenPose npumensanca B paborax [2,
34-38] pns pacmo3HaBaHUA BOBJIEYEHHOCTH Cobe-
CEeIHUKOB.

Hawub6osee uacTo ucnonb3yeMbIM METOLOM H3BJIE-
YeHWsA TEKCTYPHBIX I[PU3HAKOB JJIA pPacCIO3HaBa-
HUS BOBJIeYEeHHOCTH [21, 22] aBnsfeTcsa rucrorpam-
Ma opueHTHpOBaHHBIX rpaaueHToB (Histogram of
Oriented Gradients, HoG). HoG mosBonser Bbize-
JISTH KOHTYPHYI0 WH(OPMAIIHIO 00BEKTOB, yAAJAA
pu 5ToM QoHoBEIH 1ryM. HexoTopslie ucciemosare-
JIM WCIIOIB3YIOT Ipeo0ydeHHbIe HEHPOHHbIE CETH,
rakue kak VGG [32, 38], ResNet (Residual Neural
Network) [31], nna usBIeYeHHUsT BU3YaNbHBIX IIPHU-
sHakoB. OMHAKO HEMpoceTeBble IPU3HAKY HE HECYT
B cebe (pusuueckoit uHpopmanuu 06 06beKTax, HO
3a9aCTyI0 ITO3BOJIAIOT JOCTUTATh BHICOKOTO PE3yJib-
TaTa KIacCUu(pUKAINU YPOBHSI BOBIEYEHHOCTH.

Hnsa pacrmosHaBaHUS BOBJIEYEHHOCTH B OCHOB-
HOM HCIIOJNIB3YIOT CIEKTPAJIbHBIE AKYCTUYECKUE
NpU3HAKY, TAKUE KaK MeJ-4aCTOTHbIE KelcTpalib-
uele kKoadduimentsr (Mel-Frequency Cepstral
Coefficients, MFCC), uacrorsl popmanT u mp. [26,
28]. JlaHHbIe XapaKTEPUCTUKHA OTPAKAIOT (PU3HUUE-
CKYIO COCTABJISAIONIYIO PEUEBOr0 CUTHAJIA U 3aBUCAT
oT 0cobeHHOCTeH PabOThI APTHKYIAIHOHHBIX OpPra-
HOB KaKI0ro YejioBeka. Takike OMHUM M3 HCIIOJb-
3yeMbIX HAOOpPOB MPU3HAKOB IJA PACIO3HABAHUSI
BoBireyeHHocTu [31] saserca OpenSmile, KoTopsrit
BEKJOYaeT B ce0s 65 HU3KOYPOBHEBBIX JECKPUIITO-
POB.

Metoasr kaaccuduranmuu. CyiiecTByeT MHO-
JKECTBO METOMOB KJIACCH(PHUKAIIUYU BOBJIEYEHHOCTH,
UX MOJKHO Pas[ejuTh Ha JBe TPYIIIbL: TPAJUI[HOH-
HbIe [eTEePMHHHPOBAHHBIE METOABI Kjaaccudpura-
MY U UCKYCCTBEHHbIE HEHPOHHBIE CETH (CM. PHUCY-
HOK).

I derTUBHBIM TPAAUIMOHHBIM METOIOM pac-
MI03HABAHWS BOBJIEYEHHOCTH SABJISIETCS METOJ OIIOP-
HBIX BeKTOpoB (Support Vector Machine, SVM) [22,
25, 26, 29]. ABrops! pabots! [26] npumenaaun SVM
I OMHAPHOU KjaacCH()MKAIIUKA BOBJICYEHHOCTH HA
OCHOBE aHAJIN3a PA3JIUYHBIX TUIIOB JaHHBIX: BUIEO,
aynuo U (PU3HOJIOTHYECKUX CUrHaiaoB. MHorue uc-
crepoBarenu ucnoiabszoBatu SVM miasa xmaccudu-
Kalli¥ TOJBKO BHUAEOMAHHBIX II0 Kampam [22, 25,

29]. B pabore [22] aBTOMaTHUECKada CHCTEMA PACIIO-
3HABAJa TPU CTEHEHH BOBJIEUEHHOCTH, HCIIOIbH3Ys
SVM c o6yuenuem Ha HECKOJBKHX sapax. [l pyroi
MEeTO[ TPAAUIMOHHBIX KJIaCCU(PUKATOPOB, KOTOPHIN
WCIOJNb3yeTCsd JJis PACIO3HABAHUSA BOBJIEUEHHO-
ctu, — crayuainsii mec (Random Forest, RF) [2].

IIpu mamuuwm 60MBIIOr0 O6HEMa JaHHBIX HAU-
6ostee 5 (HEeKTUBHBIMY METOIAMY MAIIUHHOHN KJIac-
cuduKaIuu IBIIIOTCA HeHpOoHHbIEe ceTu. [l ama-
W34 BUAEOJAHHBIX MOKHO BBIJIEJIUTH JBE OCHOB-
HbIe TPYINbI HEHPOHHBIX CETEU: IPAMOTO PACIPO-
crpaHenus, Hanpumep ceeprounbie (Convolutional
Neural Network, CNN), u ¢ o6paTHbIMU CBSI3IMH,
nanpumep pekyppentabie (Recurrent Neural
Network, RNN). B pa6ore [21] ga 6urapHo# Kaac-
cuUKaIuy BOBJIEYEHHOCTH ABTOPBI HCIOJB3YIOT
apxurekTypy Heiipocetu VGG-B, npexsapurensHo
00y4eHHYI0 Ha SMOIIMOHAJBHOM KOPIyCe TaHHBIX.
AsTops! cratsu [35] qad pacno3sHaBaHUA BOBJIEYEH-
HOCTH IIpefiaraioT I0X0J] MHTETrpaJIbHOr0 PACIo-
suaBanua (End-to-End), ocHOBaHHBIN Ha HCIIOJIb-
30BAHHUU apXUTEKTyp HeWpoHHBIX ceTeir ResNet
u Temporal Convolutional Network (TCN).

PexkyppeHTHBIE HEHPOHHBIE CETH TAKIKE SBIIS-
oTcd 3(PpPeKTUBHBIMH B 3a7a4ax pPacIlo3HaBaHUI
BOBJIEYEHHOCTH YYACTHUKOB BHUPTYAJIbHOH KOM-
MyHuKanuu. B pa6ore [24] ucnonabszoBanach apxu-
TekTypa Heipocetu InceptionNet V3 [39] nna mo-
KaJpOBOTO aHA/JIW3a BUAEOJAHHBIX U HEHPOHHAST
cetb Long-Term Recurrent Convolutional Network
(LRCN) mgms xinaccuUKAIMKA BCETO BUIEO IIEIH-
KoM. ABTOpPHBI crarbu [36] MPUMEHSIIOT HEHPOHHYIO
CeTh C yIpaB/iieMbIMH PEKYPPEHTHBIMHU HeHpOoHa-
mu (Gated Recurrent Unit, GRU). Taxmxe gasa ama-
JIM3a BOBJIEYEHHOCTH UCIIOIb3Y0TCA HEHPOHHBIE Ce-
TH ¢ A0JIT0H KpaTkocpounoi namareio (Long Short-
Term Memory, LSTM) [23, 34]. B crarwe [37] wuc-
MoJb3y0TCA HeCKOIbKO LSTM-cereit: nius ananusa
IUKTOpa, cobeceJHUKA 1 000MX KOMMYHHKAHTOB.

Jlnst moBBIIIEHHMA YPOBHS TOYHOCTHU PACIIO3HA-
BAHMS BOBJIEYEHHOCTH MIPUMEHSETCSI 00beInHeHNe
MozmanbHOCTed. B pabore [32] amanusupyrorcs Bu-
IIe0- ¥ ayIMOJaHHbIE C IOMOIIbI0 0aeCOBCKOM ceTn
(Bayesian Network, BN), a rak:xe RNN, a B pa6o-
Te [31] — c IOMOIIBIO JOTHCTUYECKOH perpeccuu
(Logistic Regression, LR).

AHan3s uccjeToBaHUi 0 PACIIO3HABAHUIO
BOBJICYECHHOCTH

B macrosamiee Bpemsa CyIlnecTByeT psn KOM-
MEpPYECKMX CHCTEM [Jid aHAaIh3a BOBIEYEHHOCTH
[IepcoHasia KOMIIAHMA B WX TPYAOBYIO HEATENlb-
HocTh. Hanbosiee M3BECTHBIMHU SBIAIOTCA CHCTEMBI
TalentTech (https://talenttech.ru/engagement/),
Happy dJob (https:/happy-job.ru/), Gallup (https:/
www.gallup.com/workplace/229424/employee-
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engagement.aspx). OqHaKo HaHHBIE CHCTEMBI aHa-
JU3UPYIOT BOBJIEUYEHHOCTH COTPYAHUKOB KOMIIAHUN
IIPU IIOMOIIA METOOJIOTUM, OCHOBAHHOM Ha OIPOC-
aukax [40-42]. KomMmepuyeckux cucTeM, OCHOBAaH-
HBIX Ha aHaju3e ayJauOBHU3yAJbHOH HWH(MOPMAIIHU
MIPOSIBJIEHUS BOBJIEYEHHOCTH, HA NAHHBIA MOMEHT
He cyuiecTByeT. IMeHHO M0STOMY [gajiee B HACTO-
Aed CTarbe PacCMaTPUBAITCA HEKOMMepUYecKue
aBTOMATUYECKHE CHCTEMbI, paGoTaioliue ¢ aymauo
¥ BU3YAJIbHBIMYU JAHHBIMH.

XapaKTepUCTHKU CHCTEM [JId aBTOMATHYECKO-
r0 pacIo3HABAHWS BOBJIEUEHHOCTH II0Jbh30BaTe-
g mpuBefeHbl B Taba. 2. Jaa omenku sdderTus-
HOCTH MPHUMEHATCI KO3(QQPHUIIUEHT KOPPeIAIlHu
ITupcona (Pearson’s Correlation Coefficient, PCC),
cpenuekBagparudeckas omubra (Mean Squared
Error, MSE), a rak:xe Tounocts (Precision) u F-mepa
(F-score).

Kax mokaspiBaeT 0630p CyIeCTBYIOIHX pa6orT,
B HACTOsAIIlEe BpeMs Jalle BCero CUCTeMa IIPOBOIUT
aHaJu3 BUJEOJAHHBIX, 4 He ayH0 U TeKCTa. ITO0 00-
YCJIOBJIEHO T€M, YTO BHAEOJAHHBIE IBIAITCI O6ojiee
pelpe3eHTaTHuBHBIMHY JIJIST aHAIM3a BOBIEYEHHOCTH
U B CUTYAIlMAX, KOTJa B3aMMOJEHCTBHE UYeOBEKa
IIPOUCXOIUT He C COOECeTHUKOM, a, HAIIpUMEp, C WH-
opmarmonHoii cucremoi. B Takux ciydasax 3auH-
TEPECOBAHHOCTh IIPOSBIAETCA TOJIBKO B MHMUKE
u kecrax. [IpoaBieHre peYeBON AKTUBHOCTH, KaK
IIPaBHUJIO, TOBOPUT O TOM, YTO YEJIOBEK BOBJICYEH,
[I09TOMY IIPH OMHAPHOH KIacCU(PUKAIIUY BOBICYEH-

HOCTH HET CMBICJIA aHAIHU3UPOBATH AKYCTHYECKUE
¥ CMBICJIOBBIe pusHaku. OQHAKO IIPH MHOTOYPOB-
HEBOH KJIacCU(PHUKAIINHY, TOKA3bIBAIOIIEeH NHTEHCHB-
HOCTh BOBJIEUEHHOCTH, AHAJIHU3 AyJHO W TEKCTOBOM
MOI[aJIbHOCTefI MOJKEeT IIOMOYb IIOBBICUTH TOYHOCTH
pacro3HaBaHUS.

HccnemoBanuii, HampaBlIeHHBIX Ha aHaJIHU3
(pUBHOIOTHYECKHUX CHUTHAJIOB YeJIOBeKa IJIs pellle-
HUS JaHHOU 3aJa4H, JOBOJIBLHO Majo. OTO CBA3aHO
¢ TeM, 4TO cOOp TAKMUX JAHHBIX SBISETCS JOCTATOY-
HO TPYZAOEMKHM IIPOI[eCCOM, K TOMY € HOCHMBIEe
y'—IaCTHI/IKaMI/I BKCHepI/IMeHTa JAaTYUKU MOI‘yT Me-
[IaTh €CTECTBEHHOMY TIOBEIeHUIO yeloBeka. Takke
aHalN3 ayauo W TeKCTOBOM MOmaJIbHOCTEH B 06.ia-
CTH pAaCIIO3HABAHUS BOBJIEYEHHOCTH SIBJISETCS He-
JOCTATOYHO H3yYEHHBIM. AKTyaJIbHOCTH IAHHOU
3a/la4M MPOABJAETCI B CHTyaI[MsIX, KOI/a aHAJIU3
BUICONAHHBIX CTAHOBUTCS HEBO3MOKHBIM, HAIIPH-
Mep, Ipu HepaboTauei KaMepe IPU BUPTYaIbHOH
KOMMyHI/IKaHI/II/I.

Hcnonb3oBanue HEMPOHHBIX CeTeH AJA PacIo-
3HABaHHA BOBIEUEHHOCTH II0KA3BIBAET 60JIee BHICO-
KYI0 TOYHOCTH II0 CPABHEHHIO C IPUMEHEeHHUeM Tpa-
IUITMOHHBIX METOIOB Kiaccudukanuu (cMm. Tadi. 2).
Opnoit u3 mpuuuH 5 PEKTUBHOCTH HEHPOHHBIX Ce-
Teﬁ ABJIAETCA BO3SMOXHOCTDH UCIIOJIB30BATH npe,uBa-
pUTENbHO 00yUeHHbIE MOIENIN HA APYTUX KOPIycax
¢ 60IBIIHM 00bEMOM JAHHBIX C [IEPEHOCOM 00y YeHHU
(Transfer Learning). Hekoropsie cyiecTByroIme
SKCIIEPUMEHTAIbHBIE HCCIEJOBAHUA IIOKA3BIBAIOT

B Ta6auya 2. CpaBHeHNe UCCIEIOBAHUI 10 ABTOMATHYECKOMY PACIIO3HABAHUIO BOBIEIEHHOCTH
B Table 2. Comparison of studies on automatic engagement recognition

Merox (pabora) Kopnyc MopmanbHOCTE Meroas! knaccuduranuu IToxasarens OIleHKN | SHadYeHUe IIOKa3aTess
[38] RNN 0,39
. InceptionNet o 0,47
[24] DAISEE Precision
LRCN 0,58
[35] ResNet, TCN 0,64
[36] B GRU 0,07
[33] . TCN MSE 0,08
EngageWild
[34] 0,06
[23] LSTM PCC 0,25
[37] Cpenuss F-score 0,96
NoXi RNN 0,60
[32] A+B PCC
BN 0,74
A 0,65
B 0,58
() 0,54
[26] MHHRI SVM F-score
A+B 0,56
A+d 0,59
B+® 0,52
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9(p(PeKTUBHOCTH HCIOJIB30BAHUA IIPEROOYIEHHBIX
MoOjieJIel Ha HBMOITMOHATbHBIX KOPIIyCcax IJis aHAIH-
33 BOBJIEUEHHOCTH. JTO CBA3aHO CO 3HAYUTEIHHOU
KOppeIAIreH MeKIY SMOIIMOHAIBHBIM COCTOTHHUEM
YeJI0BeKa M BOBJIEUYEHHOCTHIO KAK B KOMMYHHUKAI[U-
X, TaK B 00pa3oBaTeNIbHbIX U UTPOBBIX [21, 43-45]
B3aUMOJIEHCTBUIX MEKIY JTIOAbMH.

Hcxomst W3 SKCIIEPUMEHTATBHBIX KCCJIEN0Ba-
Hui [24, 35, 38], MoxHO creraTb BBIBOM, YTO C IIO-
MoIIbi0 apxuTeKTypbl ResNet momyuaercs Gomee
3¢ eKTUBHOE pACIIO3HABAHNE BOBJIEUEHHOCTH, YeEM
¢ RNN. Ha Busyanspuom ropuyce DAISEE aBTopsr
paborst [35] mocturaroT TouHOoCTH 64 %, UCTIONB3YS
neiipounyio cerb ResNet. LSTM [34] mosBomser
ymenbmuTb MSE ornocurensro GRU [36] u TCN
[33] mo 0,06 ua xopiryce EngageWild.

IKCIIepUMEHTAIbHBIE HCCIEIOBAHUSI IIOKA3bI-
BAIOT, YTO /[AJi IOBBINIEHWSA TOYHOCTH PACIO3HA-
BAHWSA BOBJIIEUEHHOCTH, IIOMHMO aHAIN3a MUMHUKH,
5 (PEeKTUBHO AHAIM3UPOBATH MOBOPOT TOJIOBBI,
sKecTbl W HampasjeHue Bariaaza [29, 32]. Takxe,
KaK IpaBuiio, O0beNHEHNE HECKOJBKHUX MOJAAJIb-
HOCTEH: BHEO0, ayauo, TEeKCTa, (PU3UOJIOTHIECKUX
CHUTHAJIOB — IIO3BOJISIET YJAYYIIUTH TOUHOCTH pac-
mo3HaBauHuA BoBneueHHocTH. OpmHako B pabore
[26] sxcepuMeHTHI IIOKA3aJIl IPOTHBOIIOIOMKHBIN
pesyabTaT: OJHOMOJAIbHBIE ITOAXOAbI ITPEB3OIIIN
MHOTOMOJa/IbHBIE. ABTOPBI MIPEIOIATAI0T, YTO 3TO
CBS3aHO CO CIOCOO0OM OOBeqUHEHHS MOAAIbHOCTEH
Ha ypOBHE MPUHATHUS pelnieHusa. BeposarHo, 06benu-
HeHWe HA yPOBHE IPU3HAKOB IO3BOJUT IOBBICHUTH
TOYHOCTH OJHOMOJAIHLHOTO PACIO3HABAHU.

3aKIroueHue

Kaxk mokasbiBaeT 0630p CyILIECTBYIOIIUX KOPILY-
COB, /IJIs1 aHAIN3a BOBJIEYEHHOCTH IPAKTUIECKHU BCE
JaHHBbIE COOMPAIOTCsa B 1a00PATOPHBIX (KOHTPOJIH-
pyembIx) yciaoBusix. B ToM ciydyae, Korma aBTOPBI
KOPILyCOB PacCMaTPHUBAIOT CIIEHAPUHM KOMMYHUKA-
MU MEKIY A0IbMH, 00IIeHHE TPOUCXOIUT TOIBKO
Mexay AByMsa ydacTHukamu. Hu ogus u3 omucau-
HBIX BBIIIE KOPILYCOB HE BKJIIOYAET B 0 KOMMY-
HUKAIUI0 MEXIy JIAbMu B rpymme. K Tomy ke
Ha CeromHsA Bce 60Jbllle KOMMYHUKATHBHBIX aKTOB
IIPOMCXOMUT B OHJIAMH-pe:xume. Tak:xke cToUT OT-
METHUTHb, 4YTO 60.TIBIHI/IHCTBO MHOIrOMOOAQJIbHBIX KOP-
ILyCOB aHIJIOA3bIYHbIE, MEHbIIAA YACTh — Ha (paH-
Iy3CKOM M HEMEI[KOM SI3bIKaX.

AHnanuTruecKkuit 0630p CyIIECTBYOIIUX METOIOB
aHa/n3a BOBJIEUYEHHOCTH IT03BOJISET COPMYJIHPO-
BaTh CIEIYIOIHE OCHOBHBIE TpeboBaHud K paspaba-
THIBAEMOM HaMH IIPOTPAMMHOM CHCTEMEe aBTOMATH-
YeCKOr0 PaCIiO3HABAHUS BOBJIEIEHHOCTH:

1. MHOTOMOIA/IBHBINM aHANU3 JaHHBIX BepOalb-
HBbIX H HeBep6aJlebe CUTHAJIOB HpOHBJIeHI/Iﬁ BO-
BJIEYEHHOCTH KOMMYHUKAHTOB.

2. PacmiosnaBanve BOBJIEYEHHOCTH C BBICOKOH
ToYHOCTBIO (He MeHee 70 %).

3. YueT SMOIIMOHAIBLHOTO COCTOSTHUS KOMMYHH-
KaHTOB.

4. ITogmepsxka oraiis- 1 OHIANH-PEKUMOB.

5. Bo3MOKHOCTD MHTErpaIliy B CyIIECTBYIOIIUE
CHCTEMbI TeJIeKOH(EPEHITHH.

6. Ucmonb3oBaHme HEHPOCETEBBIX ITOAXOIOB.

OcHOBBIBasiCh HA STUX BHIBOAAX, ABTOPHI CTATHH
IUIAHUPYIOT cOOpaTh COOCTBEHHBIN KOPILYC JaHHBIX,
B KOTOPOM JIOJIZKHBI OBITH yIOBAETBOPEHBI CIELYIO-
mrie TpeboBaAHU:

1. MHOrOMOAMBLHOCTD: KOPIIYC MOJIZKEH BKJIIO-
yaTh B ce0d BUJIEO0, ayJHUO0 U TeKCTOBbIE [aHHbIE.

2. BkaoueHne clleHapueB KOMMYHHUKAIIUY TPYII-
IIBbI OT ABYX U 6oJiee Jaojen.

3. BaHI/ICb JAaHHBIX B €CTECTBEHHBIX YCJIOBHUAX
C HCIIOJB30BAaHHEM COBPEMEHHBIX CPEICTB Teje-
KOMMyHHUKauu (Hanpumep, Zoom, Signal, Aunexc,
Temnemoct u T. 11.).

4. BepbanbHasi KOMMYHHKAIIUA TUKTOPOB MEK-
Iy co00i HA PYyCCKOM S3BIKE.

5. Munumuszanud sdpderxra XoTopHA IPH 3aIIH-
CHU DAaHHBbIX.

6. PasmeTka JaHHBIX II0 METKAM BOBJIEYEHHO-
CTH W TICHXOOMOIIMOHAIBHBIX COCTOTHUH HHQOP-
MAaHTOB.

Taxum 06pas3oM, MBI IIAHUPYEM COOPATH HOBBIN
PYCCKOS3BIYHBIA MHOTOMOIAIbHBIN KOPITYC, COIEP-
SKalIUM 3alUCH KOMMYHUKAITUHM JIIONEeNd B T'pyIIIIe.
Ha ocHoBe sTux maHHBIX 6ymeT paspaboTaHa mpo-
rpaMMHas CUCTeMa JJIf PACIIO3HABAHWS BOBJIEYEH-
HOCTH C HCIIOJIB30OBAHHEM MHOIOMOLAJIBHOTO aHAJH-
3a HHpOPMAIUH.

duHaHCOBAA MOAAEPKKA

Hacrosamuii 0630p BBITIOJIHEH B pAMKaX BeAyIIeH
Hay4uHoi IKoibl PP (rpamt Ne HII-17.2022.1.6),
a TakKe YACTUYHO B PaMKaX OMIKETHOH TEeMBbI
(Ne FFZF-2022-0005).
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Introduction: The solution of the task of the recognition and assessment of user engagement in the acts of human-machine interaction
or telecommunication, achieved through the use of automatic means, is highly important in computer recognition of human psycho-
emotional states. This is necessary for e-learning, business and entertainment applications design. Purpose: To conduct a comparative
analysis of the current information support in the field of automatic recognition and assessment of user involvement in human-machine
interaction or virtual communication, as well as to establish a methodology for building a data body based on the idea of multimodal
communication. Results: The conducted analysis of research papers has shown that in most existing databases there is a substantial lack
of data for natural online communication. Moreover, not all databases contain different modalities in “human — machine — human”
communication system. Text and audio modalities turn out to be important for a multilevel engagement classification task, aimed at the
determination of engagement intensity. It is also promising to take into account “body language” features, such as facial expressions,
movements of the body and the head, gestures. For the correct assessment of involvement, an engagement database must contain meta-
data on the psycho-emotional states of communicants. Neural network-based approaches to the automatic detection of user engagement
show the best performance. Practical relevance: Based on the obtained analytical conclusions, the authors of the paper are going
to elaborate an original software system for automatic recognition of user engagement, and to collect a data set for machine learning
purposes. The presented review formulates basic requirements for such systems and contributes to the solution of the problem of automatic
recognition of psycho-emotional states. Discussion: The survey leads to the conclusion that the notion of engagement as understood in
studies on automatic emotion recognition differs from that used in psychology. User (or communicant) engagement in terms of info- and
communicative sphere implies the manifestation of a person’s mental activity level (emotional, cognitive, and behavioral components)
changing dynamically while interacting with another person or computer system.

Keywords — user engagement, information support, automatic emotion recognition systems, multimodality, artificial neural networks.
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BBegeHue: BO3MOXHOCTH B3aUMOJENCTBUS C (PU3NYECKMM MUPOM 4Yepe3 CETeBble MHPPACTPYKTypbl NPOCTPAHCTBEHHO-Pacpe-
JENIeHHbIX y3/10B MHTEPHETA BELLes HECMOTPS Ha HEOCTIOPUMbIE MPENUMYLLECTBA TEXHOIOMUN BbI3bIBAOT CyLECTBEHHbIE HArpy3Ku Ha
noTpebuteneit MHGopMaymu. B aTol CBA3M aKTyanbHbIM ABJISIETCS CO3JaHNe METOA0B, 06ECeYNBAIOLYNX COKPALLEHNE nepesjaBaeMblX
06bEMOB JaHHbIX 3@ CYET afanTUBHON CUHXPOHU3ALMN CUCTEM MOHUTOPUHIA CO BPEMEHEM NPOTEKAHNS peasibHbiX Npoleccos. Ljenb:
paspaboTatb 10AXo4 K QOpMUPOBaHMUIO aaNTUBHbIX PACChITIOK 6POKEPa JaHHbIX Ha OCHOBE UCCIIEJ0BaHNS UMKIIMYHOCTY HAGIIOZEeHNI
YCTPONCTB MHTEPHETA BeLyel. Pe3ynbTaTbl: B paMKax KOpriopaTuBHoW ceTu KpacHOSIpCKOro HayyHoro LeHTpa pa3BepHyTa MHppacTpyk-
Typa yCTPONCTB M NPUOXEHUI UHTEPHETa Belyes /11 MOHUTOPUHIa oKasaTenel TeMnepatypbl, BnaxHocTi u PM2.5 B cneynanusu-
POBAHHBIX TEXHOJIOMMYECKUX MOMELLEHUSAX C TEIEKOMMYHUKALNOHHBIM 060pyAoBaHneM. K cobupaeMbIM JaHHbIM NPUMEHEH METO
AUCKPeTHoro npeobpazoBanusi ®ypbe. Ha 0CHOBaHUM paccynTaHHbIX MapaMeTpoB rapMOHUYECKOro psfia CAeaH BbIBOJ O YaCTOTHbIX
XapaKTepuCTUKax JaHHbIX. Bbi6paHbl 0CHOBHbIE MUKM, OMUCHIBAIOLYMNE NEPUOANYHOCTD JaHHbIX, ONPeAENeHbl TOYKM KOE6aHMI 1 1Mo
TeopeMe KoTeslbHUKOBA BblGpaHa YacToTa UCKPeTU3aLuu, obecrednBaroLyasi J0CTaTOYHYI0 MHTEHCUBHOCTb HabOAeHNH. AHanu3 no-
Kasas, 4yTo 4151 PasINYHbIX MOMELLEHNI [aHHbIe UMEOT MEPUOZNYECKUI XapaKTEP, HO X rapMOHUYECKME MPOPUIN He COBNAAaroT.
Bbi60p 3HaYeHUIt rapMOHUK, aMIINTYAa Kose6aHNsi KOTOPbIX ONMPEAEeNsSeT AUHAMUKY U3MEHEHUI B HAOMIOAaeMbIX flaHHbIX, cesyeT
MPOBOAUTL NEPUOANYECKN A1 KaXK[Oro HabaogaeMoro ycTposcTBa. 10T M0A4X04 peann3oBaH B nNporpaMMHOM 06ecriedeHnn 6po-
Kepa, KOTopbIii BblaeT AaHHbIe M0 MOANUCKaM OT Ka)K[joro U3 yCTPONCTB B COOTBETCTBUM C YAaCTOTON uX uaMeHeHuit. MpakTuyeckas
3HAYUMOCTb: aHA/IN3 YaCTOTHbIX XapaKTEPUCTUK [JaHHbIX ONPeAENseT HACTPONKM 6POKepa, KOTOPble COKPALLYatoT MOTOKU BbiaBaeMo
MHGOpMaLK, YTO ABSETCS OQHUM U3 aclieKTOB 06eCreYeHnss HafleXXHOCTU UH(PPACTPYKTYPbl UHTepHETa Belyei. KpoMe Toro, Habsmo-
JeHne 3a UBMEHEHUSMU XapaKTepa JaHHbIX M03BOJISIET BbISIBJIATb HEMOMAAAKMN B Pa60TE OXaxAaroLymx CUCTEM, KOTOPbIe MOTYT MPUBO-
AUTb K BbIXOAY M3 CTPOSI CJIOXKHOIO J0POroCTosLero 060pyA0BaHus, 061a4aroLLyero roBbILLEHHON TEMNI00TAaqed.

KnroyeBble cnoBa — MHTEPHET Belye, NPOTOKOJT 06MeHa cooblyeHnsmu, Message Queuing Telemetry Transport, AUCKpeTHoe
npeobpasoBaHue Oypbe, Teopema KotenbHukoBa.

Juaa nmurupoBanus: Vcaesa O. C., Hcaer C. B., Kynscos H. B. ®opmuposanue afanTuBHbBIX pacChliIOK OpOKepa JaHHBIX WHTEPHETA
Beieit. Hngpopmayuonno-ynpasasowue cucmemet, 2022, Ne 5, c. 23-31. doi:10.31799/1684-8853-2022-5-23-31, EDN: DNOSCW
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BBenenue

Kounenmua wunrepuera Bemeir (Internet of
Things, IoT) xak 0600mamIEro KJI0OYEBOrO MMOHS-
TS IS «Bel[b-OPHEHTUPOBAHHBIX», «HHTEPHET-
OPMEHTHPOBAHHBIX» M «CEMAHTHKO-OPHEHTHPO-
BAHHBIX» TEXHOJOTHH 00eCHeYnBaeT PaCIIMpeHune
6a30Bbix ocHOB WHTepHeTa B (pusuueckyio cdepy
[1, 2]. Bo3MOHOCTh B3aWMOJIEHUCTBHA C (pusmue-
CKMM MHPOM OCYIIECTBJfeTcs Oiaromaps HaJu-
YHIO YCTPOUCTB, CIIOCOOHBIX OLIYIIATH (PHU3UUIECKUE
SABJIEHUA W MPeoOpa3oBbIBATH MX B IOTOK HHQOP-
Malli¥, a TaK/Ke CIIOCOOHBIX 3alyCKaTh IEHCTBHSI,
BJIMSOIINE Ha (PU3UUYECKHE YCTPOMCTBA uepes WC-
MOJHUTENbHBIe MexaHusMbl. Takum o6pasom, IoT
IIPeCTABISET COO0N MUHAMHYECKYIO ITI00aTbHYIO
ceTeByl0 MHQPACTPYKTYpPy IPOCTPAHCTBEHHO-pAac-
IIpeeIeHHbIX Y3J0B, OCHAINEHHBIX BCTPOCHHBIMHU
cpeAcTBaMU IJI B3aUMOAEUCTBUA JPYT C APYTOM

WJI¥ C BHEITHEH cpeod U CIIoCOOHBIX U3MePATD, 10~
HUMAaTh U [aKe U3MEeHITh CBoe OKpy:KeHue [3].

Ilo pasHbIM OIlEHKAM MEXKIYHAPOAHBIX aHa-
JUTHYECKUX AareHTCTB, KOJHYECTBO AKTHUBHBIX
yerpoticts [oT B Oiuikaiiniee BpeMs B MUPE JTOCTHUT-
et ot 30 mo 60 mupx [4]. Takue 1uppsI IPEIITO-
marator, uto 10T cTaHeT ogHUM U3 OCHOBHBIX HCTOY-
HHAKOB 0OJBIINX AAHHBIX [5], 4TO BiedeT 3a cobou
HEeO0XOIMMOCTh IIE€PEOCMBICIEHUS TPATUIMOHHBIX
MOIXOI0B K OPraHU3alldM BBIYHCIUTEIBHBIX pe-
CypcoB u ycuyr. Perenus mpo0iieM HaIeKHOCTH,
TIPOUBBOUTENIBHOCTH, OE30TIACHOCTH U KOH(UIEH-
[UATbHOCTHA B3aMMOJEHCTBUS BCEX YPOBHEH cere-
BOM APXHMTEKTYpPhl MOCTABIUKOB WM MOTPEOHUTE-
sed mH(OPMAIINH JIeKAT Ha CThIKe TAKUX obacTei
3HAHUM, KaK TEIeKOMMYHUKAIIUH, UH(OPMATHUKA,
alIeKTpoHuKa u aAp. [6]. U Takoe pemieHre 0CHOBBI-
BaeTcs HA JeTalIbLHOM HCCIEOBAHUU apXUTEKTYPhI
IoT u mpoToKoI0B Iepemayn JaHHBIX.
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B obmem ciayuae apxurerrypa IoT cocrout ms
ciaeayoux (PyHKIHOHAIbHBIX YPOBHEH: CEHCOp-
HOTO, TPAHCIIOPTHOTO, CEPBUCHOIO U IIPUKJIAJTHOTO
[7]. YpoBuu u o6bexThl I0T obmamaroT cBOMCTBOM
HEOHOPOHOCTH M MOTYT COZIEPKATh MOTOJTHUTEb-
HbIE IPUIIOKEHU JJIs 00CIYyKUBAHNSA, YIPABICHU
¥ HWCIOJb30BAHUS YCTPOUCTB, BKIIOYAA HIHPOKHUU
CIIEKTP WHTEJIEKTyalbHBIX CHCTEM. biaromaps
Takoi HeomHopoxuocTu loT cramoBUTCS BaKHBIM
acmekToM ImoBcenHeBHOU xusuU [8, 9]. Ha cencop-
HOM yPOBHE Pa3MeIlaoTcsa JaTYUKH, 00eCIednBaio-
re c60p HHMOPMAIIUK O COCTOSHUN HABII0aeMbIX
06bekTOB. ¥YcrpoiictBa [oT mmeoT orpaHnveHHBbIE
pecypcel, KOTOpble He AOIYCKAIOT CIOMKHOH 00pa-
00TKM HaHHBIX Ha Mecre. 1 ux mepemauum pas-
BOpPAYUBAETCSA TPAHCIOPTHAA CTPYKTYypa, BKJIIO-
yaroas 03kl U CeTH Ilepefadyu JaHHbIX. Yepes
3TOT ypoBenb ot ycrpoiictB IoT mocrymaror man-
uple. OHU WHTETPUPYIOTCI HA CEPBHUCHOM YPOBHE,
rme pasmerijaeTcd OpoKep MOAaHHBIX, obecredynBa-
oIui c60p, UHTErpanuoo, XpaHeHne U Iepenady
WHQOPMAIMH B COOTBETCTBUU C WCIIOJIb3yEeMBbIMU
nporokosiaMu. Ha 5ToM ypoBHE KOHCOIUIUPYIOTCS
HeCTPYKTYPHUPOBAaHHBbIE UJIH NOJLYyCTPYKTYPUPOBAH-
HbIe JJaHHbIE, KOTOPbIE XapaKTepPU3yITCSI 60IBIITHM
o6beMoM, pasHoO6pasueM W YacTOTON TeHepalluu
[10]. TlomroroBieHHBbIe MmaHHBIE IOCTYIIAIOT Ha
MIPUKJIAJHON yPOBEHb, BK/IIOUAIOIIAN MTPO6IEMHO-
OPHEHTHPOBAHHBIE IPUJIOMKEHU, PeIallne 3a-
Jadyy KOHKPEeTHOH mpemamerHo# obOmactu [11]. Iasa
O6MeHa JAaHHBIMHA HCIIOJb3YIOTCA pPas3JaUuvYHbIEC IIPO-
TOKOJIbI. B HallleM ucciiefoBaHWU BBIOPAH OTKPBHI-
1 iporokosn MQTT (Message Queue Telemetry
Transport) [12]. O mosBossieT paboTaTh ¢ yaalieH-
HBIMHU JIOKAI[MSIMH, UMEIOI[MMH OTPAHUYEHHUS II0
BO3MOKHOM 06paboTKe M MPOIMYCKHOMW CIIOCOOHOCTH
KaHAJIOB CBA3U. Peanusanusa MpoToKoia npeaycma-
TpUBAeT B3aWMMOAEHCTBUE JIOTHYECKUX CYIIHOCTEH
co crenyromumu poiaamu: Usparens (Publisher) —
ycrpoiictBo 10T, dopmupyiomee coobimerue;
Bporep (Broker) — cmnemuanausupoBaHHOE IIPO-
rpaMMHOe obecrieueHue, mojrydalee U pacipeie-
nasmoiee cooburenus, nampumep Mosquitto MQTT,
u Ilognucunk (Subscriber) — ycrpoiicTBa uiu mpo-
rpaMMHOe obecIieyeHue, IMOIydarolee NaHHbIe OT
Pa3HBIX H3I[aTeJIeﬁ II0 3aJaHHBIM TeMaTHUu4YeCKUM
moxmuckam [13, 14].

I'eTeporeHHOCTH U MEPAPXUYHOCTH APXUTEKTYPhI
IoT obycmaBriuBaOT HEOOXOAMMOCTD CO3JAHUSI CIIE-
HATU3UPOBAHHBIX IIOAXOI0B K aHAIu3y 6esomac-
HOCTH, a TaK}e K OpraHu3allii MeXaHu3MOB cbopa
¥ MOHUTOpPUHTA FeHepUpyeMbIX TaHHbIX. B paborax
[15, 16] mokasaHbl MOAXOABI K MOHHUTOPHUHTY W aHA-
JIN3Y CeTEeBOT0 TpaHuKa CTPYKTYPUPOBAHHBIX TaH-
HBIX KypHAaJI0B obpainenwnii. B [17, 18] npoBoxuTcs
aHAJIN3 ysI3BUMOCTEMH, OIpeIeieMblX 0COOEHHOCT-
Mu ayrenTuduranuu B nporokome MQTT cxembr
Hsparenpr — Bporep — Ilogmucuuk, omHAKO MOJIY-

YeHHbIE B HUX PEKOMEHAIIMU HOCAT OOIINH Xapak-
Tep W He IPemoCTABIAT ABTOMATU3WMPOBAHHBIX
moaxomxos. B [19, 20] BeImoHEHO HCCIe0BAHKE CeTe-
Bou apxuTekTyps! loT ¥ mpenoxkeHbl YHUBEPCATD-
Hble HHCTPYMEHTHI aHAINu3a 0e30IaCHOCTH Pa3JInd-
ubIx ypoBHei cetu [0T. B ux ocHoBe JeKuUT mOAXO.
K IOCTPOEHHIO IIpoduiell YMHBIX YCTPOMCTB U3 CTa-
THUCTUYECKUX XAPAKTEPUCTUK CEAHCOB CBI3MU: HHTEH-
CHBHOCTH U IPOAOIKUATEIbHOCTH TIepejadn TaKeTOB
nauubix. [Ipemmoxen emuHbIH (IS BCeX ypPOBHEH
apxurexkTypbl [0T) momxom K obHapy:KEeHHIO aTak,
OCHOBaHHBIM HA METOJaX MAIIMHHOIO O0YYEeHWS.
IIpo6memMbl afaITHBHOTO JOCTYHA K JAHHBIM Ha IIPHU-
KJIaaHoM ypoBHe apxutekTyphl 10T, kax mpasuio,
0CTAIOTCS 32 paMKaMHu IPOBOAUMBIX MCCIEIOBAHUM.
Cy1iecTBeHHOE 3HAUEHHE HTA MPobieMa UMeeT Ipu
WCIIOJIb30BAHUM KOHEUYHBIX YCTPOHCTB, 006Jamaro-
IUX OTPAHUYEHHBIMH BO3MOKHOCTAMU 110 06paboT-
Ke JaHHBIX (MOOMIBLHBIX CEPBUCOB M MPHJIOMKEHUM).
PasymHoe cokpaiienue nepemgaBaeMbix 00bEMOB HH-
dopmanuu IBAAETCS OHUM M3 ACIIEKTOB 3aIIHTHI OT
neperpysku cetu 10T u crocob6erByeT 06ecreueHn o
ee HaJIEIKHOCTH U Oe3omacHocTH. B aToM ciyuae Tpe-
Oyercs aBTOMATH3HPOBATH AHAJHN3 IIOCTYIIAOIIUAX
ot ycrpoiictB loT makeToB, ompenensaTs CKOpoCcTU
MMPOTEeKaHUsA HAOIIONaeMbIX COOBITUH U BBIMTOJHATD
aJalTUBHYIO HACTPOUKY pe:kuMa BhIgauu HHGopMa-
[UHU OT OpOKepa JaHHBIX MOTPEOUTEIIM.

Ilenp wmcememoBammsa — paspaboTaTh IOAXON
K OpMHPOBAHUIO aTATITHBHBIX PACCHLIOK OpoKepa
MaHHBIX Ha OCHOBE MCCJIeIOBAHUS JaHHBIX, cOOupa-
eMbIx ycrpoiictBamu loT.

IlockoabKy GONBITMHCTBO IIPOIECCOB KaK AJIs
MIPOM3BOACTBEHHBIX, TAK W MIJIA OBITOBBIX CHCTEM
WMEIOT IePUOTUIECKUH XapaKTep, TO H3yUYeHHe ITHK-
JIMYECKUX XapaKTepPUCTHUE JAHHBIX, COOMpPAeMbIX
yerpotictBamu loT, ompaBmano u mo3BOMHUT JydIle
MMOHUMATh CYTh IIPOUCXOASIINX B HUX SBICHHUMH.
IlukauuHOCTE — 5TO CBOMCTBO PabOTHI CHCTEMBI,
KOTOpasi CTPEMUTCS COXPAHUTH CBOE COCTOSHUE
B rpaHuIiax pasuosecus. [l ucemeqoBanus B pa6o-
Te MPUMEHEH MeTO][ MUCKPEeTHOro IpeobpasoBaHmsd
Oypre [21], 1 HA OCHOBE pacCUUTAHHBIX TAPAMETPOB
TapMOHHYECKOTO pAfa CHelaH BBIBOL O YaCTOTHBIX
XapaKTepUCTUKAX NAaHHBIX. [[0M06HBIN TOAX0M TIO-
JIyYHJI CBOE IpHUMeHeHHe B paboTax Io HccienoBa-
HUIO YaCTOTHO-BPEMEHHBIX XapaKTePUCTUK Pa3Ind-
HBIX IIOCJIEJOBATEIbHOCTEHN JaHHEIX [22].

IlocTaHoBKA 3ama4yn UCCIEeTOBAHUA
nmaHubeIx IoT

s mpoBeJeHUA HCCIENOBAHUN B paMKax KOp-
MMOPaTUBHOHN ceTu KpacHOSpCKOro HAy9YHOTrO IeHTpa
pasBepHyTa HHQPPACTPYKTYpa YCTPOMCTB M IPHUJIO-
skerui [oT. Yerpoiictra IoT pasmerriens B crierinaiu-
3UPOBAHHBIX TEXHOJOIHUYECKHUX IIOMEIEHUIX C Telle-
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KOMMYHHUKAIIMOHHLIM 000PYIOBAHUEM W BBIMOJIHSI-
0T MOHMTOPHHT MOKa3aTejed TeMIIePaTyphl, BIAK-
vHoctu u PM2.5. PesynbraTsl nusmepeHuil JaTInuKOB
ot ycrpoiicts IoT mo nporokony MQTT mocrymaror
OpokepaM, KOTOpbIe WX cOGHMpaT, 06pabaTHIBAIOT,
pasMernamT B 6a3ax JAHHBIX U IIEPEJAIOT B yCTPOU-
crBa u mpuiokenus. Kpome Toro, 6pokep cobupaer
ceTeBbIe JKYPHAJBI, COlepKall[ie CBeIeHUs O HaJIu-
yuu 0o0palleHnii K JaHHBIM U HECAHKIIMOHHUPOBAH-
HBIX 3a1pocax. ¥ MOANMHUCIUKOB (HarpuMep, MOOUIIE-
HBIX IPUJIOYKEHHUH) CYIIEeCTBYIOT OTPDAHUYEHUS Ha
00bEMbI M YACTOTY IOCTYILJIEHHSA NAHHBIX. 3ajada
Opokepa — ob0ecreYynTh aJallTHBHOCTDh PEKUMA BBI-
a9y TaHHBIX, IIPA KOTOPOM Y4acTOTA UX OOHOBIEHHU
COOTBETCTBOBAJIA GBI CKOPOCTH IMPOTEKAHUS HAOIIIO-
naeMbix cobbiTuii. Tpebyercs BBIIOJIHUTH AHAIHA3
MIOCTYITAIHUX JAHHBIX U CO3[[ATh HHCTPYMEHTHI JIJI5
dopMupOBaHUA aMANITHBHBIX PACCHLIOK.

Kouuenryansuas cxema wHppacTpykTypsl loT
(puc. 1) comep:XUT KAk pasBepHyThie B HACTOSIIHAN
MOMEHT CHCTEMBI M CEPBHUCHI, TAK M ITOTEHITHAIbHbIE
TOYKH PACHIUPEHHUA U 00beTUHAET MOTOKH JaHHbBIX
yerpoticts 0T u mpunoxenntii.

B konuenTyanbHOM cxeMe mpecTaBIeHbl OCHOB-
HBIE YCTPOMCTBA U IMIPUJIOKEHUST HHPPACTPYKTYPhI:

— yCTpo#cTBa CEHCOPHOTO YPOBHA s c6o-
pa AaHHBIX U B3AHMMOIEUCTBHUA C OKPY:KEHHEM IIO
nporokonry MQTT (Ha pucyHKe 0603HAYEHBI KAk
Sensor);

— MapUIPyTU3aTOPHI TPA(UKa U3 BHEIIHEH CeTH
B kiaacrep (Ingress);

— y37bl KjacTepa, IpeJHa3HAYeHHbIE MJIA
pPa3BepPTHIBAHUA KOHTEHHEPOB C IIPUIIOKEHUIMHU
(Control, Worker);

— OpOKephl PACCHUIKHM MAHHBIX II0 IIPOTOKOJLY

MQTT (MQTT Broker);

Subscriber 1 Sensor 1
— hord
20.3° e =
=01~ 1> coz

A I—_

Ingress 1

Grafana Users MQTT Control 1+ -
. App 1 | Broker 1 ETCD
| = o
A % Handler 1 Japytes
L S y @
| DB 7 Jupyter
notebook

B EEEE

Worker 1 Worker 2

o——— [IOT MQTT data flow

B Puc. 1. Kounenryansuas cxema uHppacTpyrrypst loT
B Fig. 1. Conceptual diagram of the IoT infrastructure

Control 0 |

|
I ‘ +}1§l_bD

| ' '
B @ BB o

‘Control 2+ |

_I_

Subscriber n

Talsl

Ingress 2 | |

1l

Users Kibana

ETCD "~ Appn |
‘ MQTT

Broker n-° )
Data — :
) Handler n = |
R Studio Elastic :
Worker 4 Worker 5 Worker 6 |

®———) Application data flow
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— CEpBUCHI AJIA aHAIN3a MaHHBIX U HACTPOUKHU
paccwimok (Data Handler);

— 6asa manubix (DB — B mHame# peamusanuu
MySQL u PhpMyAdmin);

— 06pabOTYMKN JAHHBIX W IIPUIOKEHUS, BbI-
crymamoimiue nognucuukamu MQTT-6pokepa (Sub-
skriber);

— cpexcTBa pa3paboTku, rpaduyuecKre HHTEpP-
(efickl ¥ KOMIIOHEHTBHI CTATHCTHYECKOTO AHAJIH-
3a m Busyamnusanuu (R-Studio, Jupiter, Kibuna,
Grafana, Elastik, Users App).

Heranu opraHmsanuu ¥ HACTPOUKH CAMOU WH-
dpacrpyrrypsr IoT B mHacrosmeir cratbe He pac-
cMaTpUBaIOTCA.

W3 npuBemeHHON CTPYKTYPhI BBIAEIEHBI IIOTO-
KU MaHHBIX MEXIy U3IaTe/sIMU, OpOKepaMu U MOJ-
nucunkamu. Yerpoiictea loT coGuparor mamuHbIe
¢ MaTYMKOB (Temmeparypsbl, Baaxuoctu u PM2.5),
Ha puc. 2 mokasaH ¢gparmMeHT rpaduKa pesysabra-
TOB M3MEPEHHH, I0JIy4aeMbIX OPOKepPOM JaHHBIX OT
yerpoiicts [oT.

W3 unabaromeHuii BHIHO, YTO XapaKTEPUCTUKHU
MUKJINYHOCTH Pe3yJabTaTOB W3MEpPeHHH pasiuya-
I0TCA I8 KaM/JI0TO U3 YCTPOUCTB.

dopmMupoBaHHE aJaNITHBHBIX PACCHLIOK

YerpoiictBa IoT ycramoBiensl B TeXHOJIOTHYE-
CKHUX IIOMEIIeHHAX ¢ 000pyI0BAHIEM, 0018 1a0IIHM
MOBBIMIEHHOHN TeriooTaadeii. B momerenusax ycra-
HOBJIEHBI CUCTEMbBI KOHIUITMOHUPOBAHUS, BBIXO U3
CTPOsA WM W3MEHEHHEe PeKuMa pPaboThl KOTOPBIX
MOBJI€YET IPO0JIeMbI B pa00TOCIIOCOOHOCTH CIIOKHO-
ro KOMMYHHUKAIIHOHHOTO ¥ BBIYUCIUTEIHHOTO 060-
pynoBanus. [lepruogudHOCTD MOCTYILIEHUA TaHHBIX
c ycrpoiicts IoT B MQTT-6pokep HacTpauBaercs Ha
WCTOYHUKAX JAHHBIX.

PaccmorpuMm auckpeTHBIE MOMEHTHI BpPEMEHU
mabmionesua {¢,}, rme n=[0, N-1], N - xonu-
YecTBO OTCUYeTOB. Bpema Mexay HabGIo0OIeHUAMEA

At=(t,,,—-t,)+ 1, The T — 3afepXEKH Iepeqadn
MaHHBIX. SHAYEHHUE T CTOJIb MAaJO0, YTO IIEPUOJ IHUC-
KpPeTHU3aIuK MOKHO CUUTATH IIOCTOSHHBIM, PABHBIM
T = (,,,—t,). JaurenpHOCTE HAbOMIONEHWH paBHA
NT. TlpencraBum mocjien0BaTeIbHOCTh HaOMIOMAE-
MBIX TAHHBIX KAK (DYHKIIHIO JUCKPETHOTO apryMeH-
Ta, MPUHUMAIOIIY TPOU3BOJbHBIE MOJOKUTEIb-
HbIE 3HAYEHUS B JUCKPETHBIE IPOMEKYTKH BpeMe-
au nT: x(t) = {x(nT)}, rne x(nT) — n-i pesyabrar
Habaogerut B MoMeHT nl.

Oyurnus x(f) — mepuommyeckas, B 00IIeM CIy-
Yae CBOHCTBO IMEPHUOIUYHOCTH AOCTUTAETCH IIyTEeM
IIOBTOPEHHUSI PACCMATPUBAEMBIX MAHHBIX C HEPHO-
mom NT. ]I nst nepromguyecKoi Py HKIIUYU MOKET ObITh
BBITIOJIHEHO CIIEKTPAIbHOE PA3JIOKEHHE B BUIE PAa
®ypbe u noayden guckperHbii cuextp X(k), k € Z,
COCTOSIIIIUHA W3 TApMOHUK, KparHbiXx Aw® = 27m/T.
ITockonbry ucxogHaa PyHKIHA X(f) — TUCKpeTHA,
IOCTATOYHO OIPENeIUTh CIIeKTPAJIbHbIE 3HAUYEHUS
mas k= [0, N-1]. Koadpdurmenrsr pasmoxeHns
B pang Pypre MOTyT OBITH MOJY4YEHBI IO hopmyiie
IUCKPETHOTO IPeobpasoBaHusi, KOTOPOE 3aBUCHUT
TOJBKO OT MH/IEKCA BXOJHOTO CUTHAJIA:

N1 2y
X(k)= > x(n)e N . oY
n=0

IIpeo6pasoBanue mo3Boasger nmo N uaMepeHUAM
3HaueHu# x(¢) moxyduThb N CIEeKTPaIbHBIX OTCIETOB
Ha OJHOM Ilepuoje moBroperus cuexrpa X(k).

IIpumenuMm g HaIIUM pesyabTaraM HAGIOTEHUH
110 KasKJI0My M3 MCTOYHHKOB AHUCKPETHOe Ipeobpa-
3oBanue Pypre, paccMOTPUM MOIYIH KOMILIEKC-
HBIX YHCENl IIOJIyYeHHBIX Ko3(dumuentos. Ilo
HUM OyaeM [meaTh BBIBOJ O 3HAYEHUSIX AMILIUTY]
¥ 9yacTtor rapMoHHK. Ha ocHOBe mOIy4eHHOTO pe-
3yJabTaTa creiaeM BBIBOM O YaCTOTE U3MEHEeHHUA Ha-
6ir0jaeMbIx COOBITHH U C(OPMHUPYEM HACTPOUKU
IUII BBIIAYY JAHHBIX, KOTOPBIE ITO3BOJIAT BHIOUPATD
3HAYUMBbIe COOBITHA. Takyw II0CIeq0BATEIbHOCTD
IEeUCTBU TPpebyeTCs BHIMOMHATD AJI O0JIBIIOTO Ha-
6opa MaHHBIX C 3aJaHHOU TEPUOTUIHOCTHIO, YTOOBI
OIlepaTUBHO M3MEHITH HACTPOHKM BPEMEHHU COOBI-
THH BBIAYX MaHHBIX. Peanusaiua 5TOro moaxoaa
[IO3BOJIUT aBTOMATHYECKH (DOPMHUPOBATH AJANITHUB-
HBIE TOIIACKH.

Ilosacuum momxonm XK (hOPMUPOBAHUIO aaAIITHUB-
HBIX PACCHLIOK Ha puMepe. BosbMeM BBIOGOPKY naH-
HBIX, ABJIAIUAXCI pe3yabTaToM usMepeHuit B N
orcuerax (puc. 3).

ITpumenum quckpetHoe mpeodpasopanue Pypoe (1)
¥ IOCTPOMM YaCTOTHBIN CIEKTD AAHHBIX. BecoBbre
K03(P(PUIIUEHTHI PA3I0KEHNs ABIAIOTCI KOMILIEKC-
HBIM CIIEKTPOM II€PHOJUYECKOT0 CHrHAaja (Haleh
BBIOOPKYM JaHHBIX). I1o Koaddurmentam Pypbe 110-
crpoum mod(X(k)), rne mod — dyHKIMA, BOo3BpaIia-
0Iast JeHCTBUTEIbHY 0 YaCTh KOMILJIEKCHOTO YHCIA.
I'padux pesynbraTos nmoxkasaH Ha puc. 4.
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IlocTpoeHHbBIH CIIEKTP — MUCKPETHBIH U COCTOUT
3 TAPMOHMK, KpaTHbIX Aw. Ero mepsas rapMmoHuka
npu k = 0 ABIAETCS OCHOBHOM YACTOTOM CUTHAJIA B OT-
paskaeT IMOCTOSTHHYIO COCTABISIONIYIO MAHHBIX. Il
HACTPOUKM aJalTUBHBIX PACCHLIOK €e He yYHThIBA-
em. OcrabHBIE YaCTOTHI JUCKPETHOIO CIIeKTpa (rIpu
k > 1) apasioTcd rapMOHMKaMu curuajia. Tpedyercd
HAWTH 3HAYEHWsS TapMOHUK, aMIIATyIa KOieOaHus
KOTOPBIX TIOKA3BIBAET AWHAMHUKY H3MEHEHUH B Ha-
0JIF0aeMbIX JAaHHBIX. SamafuM MOPOr & JIJIS BbIOOpa
3HAYEHWH aMILIUTY/I, KOTOPbIe OyIeM YYUTHIBATE ITPU
ananuse. MUHUMAIBHOE € MOMKET OBITH OIIPENeIeHO
3 XapaKTEePUCTHUK TOYHOCTH WCIIONIb3YEMBIX IATYHU-
koB [oT. Beioepem koadpduriuents! pasmoxenus X(k)
rakue, 4o Re(X(k)) > ¢ u BbIOIHEHO yCIIOBHE

X(k-1) <Xk > X(k + 1). (2)

ITo % (umomepy kos(duimenTa) ompemeaum Iie-
puon Kose6aHUU, COOTBETCTBYIOIIUA BbHIOPAHHBIM
X(k), pasnenus nntepBan Habaogenu N1 Ha HO-
Mep oTcyera:

P(k) = NTk. 3

YacroTy kKosebaHuil OymeM pacCYUTHIBATDH II0
dopmyne

F(k) = 1/P(k). 4)

Boibepem g1 k, yIOBI€TBOPSIOIHUX YCIOBHIO (2),
MaKCHMAJIbHYI0 YaCTOTy KOJEeOaHUH CIEKTpa CUr-
HaJla, OIpeIessIoNlyIo epuos auckperusanuu Fd:

Fd = max F(k). (5)

Bocmonbsyemes Teopemoit KorembHurosa [23,
24], corracHO KOTOPOM €CJIU CIEeKTP CHTHAJa orpa-
HHU4YeH 4yacToTou F' max> TO OH MOKET OBITH OHO3HAY-
HO BOCCTAHOBJIEH MO €ro IWUCKPETHBIM OTCYEeTaM,
B3ATBIM Yepe3 HHTePBaJIbl BpEMEHHU C YacTOTOH KakK
MHHHUMYM B iBa pasa IPEeBBIMIAIEH MaKCUMAalh-
HYI0 4aCTOTYy CHUIHAJIA, KOTOPBIH MBI XOTUM H3Me-
PpHUTH, T. €. HA KaKg0e KojaebaHue curuaia (u3Mene-
HYe U3MEPEHHBIX 3HAYEHWH) MOJKHO IIPUXOIUTHCS
KakK MUHHMYM aBa orcuyera. Orcioma cienyer, 4To
IUI HAOJIOMEHUs 38 JaHHBIMHA JOCTATOYHO BBIIIOJ-
HATH U3MEPEHHUs C YaCTOTOH JUCKPETH3AI[UHU

F,.x = 2Fd. (6)

MunuManbHbIA EPUO] IUCKPETH3AIUU OIpe-

Iensercsa o0paTHO MaKCUMAaJIbHOM YacTOTe:

Pmin = l/Fmax' D

B paccmarpuBaemom npumepe sHavenua k € {10,
14, 122} ynoBnerBopsoT ycaoBuio (2) Kosddumu-
eHTOB pasioxkeHua (1) ¢ yacToTamMHu, COOTBETCTBY-
omumMu  nepuogam komebammit (3) P(k) € {6480,
4632, 525} cekyun coorBercTBeHHO. [Io (4) ompe-
nmensem yactory. Ilo (5) BeIGHpaeM MaKCUMAaIbHY O
YacTOTy KOJieGaHui HaOMI0IaeMbIX JaHHBIX: Fd =
= 1/525 T'11, 1 9acTOTy AUCKPETU3AIMU MOKEM BbI-
6pare u3 (6): F .. = Fd -2 = 2/525 I'm. OTciona
nonydaem 1o (7) mepmox nuckpermsanmum P =
= 262,5 c. Haiinennsrit nepuox P, ; TpuMeHseTCS
JUUISI HACTPOMKH OpOoKepa, 4To obecreuynBaeT HAOIIIO-
JeHue 3a COOBITUAMHE B COOTBETCTBUH C TUHAMUKOU
UX U3MEeHeHUH.

Bb16op nmepuoaa IMCKpeTH3anay JaHHbIX
s yerpoiicrs IoT

IlpenmoskeHHbI IIOAXON NHPUMEHHM MIJis Ha-
CTPOUKH BBIAYHU AAaHHBIX OT ycrpoiictB [oT, B Tom
yuciie  JIST  OHEePrOHE3aBHCHUMBIX  HMCTOYHUKOB.
YMeHbIlleHHEe YAaCTOTHI [IEPEChLIKYU AAHHBIX OT Ta-
KHX YCTPOMCTB K OpOKepy M yBeJIUYeHHE [JIUTEeNb-
HOCTH IIEPUOZIOB IIOKOS IPOJJIUT BPEMs HX aBTOHOM-
HOTO )yHKIIMOHUPOBAHUA.

Br160op mapamMeTpoB AUCKPETU3AIMH U3MEPEHU I
BBIIIOJHAETCS HA OCHOBE CTATHCTHUKU HX PaboThI
mo copmyne (7). PaccmarpuBaercd AJIATEIbHBIN
vHTepBan Habmwozenui. [lms wusbexanus more-
pu UHQPOPMATHBHOCTH B MOMEHTHI HEAKTHBHOCTH
yerpoiicts IoT mpu BhIGOpe MHTEpBaa TUCKPETHU-
3aIU¥ CIeAyeT YIUTHIBATh MUHUMAJIbHBIA IIEPUOLT
M3MEPEeHUH HPH MaKCUMAJIbHOU CKOPOCTH IIPOTE-
KaHusA HAOJI0IaeMbIX IpoIiieccoB. B obmem ciydae
CKOPOCTH MOJKET OBITH IT0JIyYeHa Ha OCHOBE cOOpaH-
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B Fig. 5. Data for calculating the maximum speed of pro-
cesses

HOM CTATUCTUKHU (IIPH MUMUTAIIUA KPUTHUYECKUX CO-
CTOSTHUMN):

X(k)-X(k-1
Smax: maxM. (8)

k=1,N At

Hna kammaoro Haba01aeMoro mokKasaress 3aja-
auM 3HadeHue X, €ro JOIYCTHMOTO M3MeHEeHHHd,
TOra IIEPUOJ BBIUHCJAETCI HA OCHOBE CKOPOCTHU
IIPOTEKAHUSA IPOIECCOB:

PS = Xmin / Smax' (9)

Pesynsrupyronuii mepuos JUCKPETU3AIINN [JI
paborsr yerpoiicts IoT onpenenserca us pesyibra-
ToB (7) u (9):

min)'

(10)

Paccmorpum mpumep ompenmelieHus IepPHOAA
aucKpeTusanuu iasa gatdukoB loT wmamepenus
TeMIIepaTypbl OKPY:KAWIIeHd cpeabl. YCTpoMcTBa
IoT BRImOMHAIOT M3MEPEHUA U MEpenaloT JaHHBIe
opokepy rasxmbie 10 c. Tpebyerca mommep:kuBaTh
TeMIIepaTypy TeXHOJOTHIECKUX ITOMEIeHUuH B Iua-
masone 18-24 °C. ITokaskeM, KakuM IOJIKEH OBITH
PEKUM BBIJAYM JAHHBIX MIPH JOMYCTUMOM H3MEHe-
auu Ha 2 °C.

CropocTh TPOTEKAHUS IPOIECCOB BBIYUCIAET-
¢ U3 JaHHBIX, MOJYYEHHBIX KaK IIPU CTAHAAPTHOM
peskrMe paboThI, TAK W IPHU UMUTAIMH BHIXOJA W3
CTPOS CHUCTEM OXJIAKJEHWS W YBEJIHUYEHUH HATPY3-
KU Ha cepBepHoe obopyaoBanue. @parmeHT rpadu-
Ka MCXOMHBIX JaHHBIX IPHUBEJIEH HA PHC. 5.

Ilo (8) mMakcumanbHAsd CKOPOCTh H3MEHEHUST
temmeparypsl cocrasisger 0,04 °C/e, mo (9), (10)
nepuon auckperusanuu cocrasiager 50 c. IIpo-
BEJIeHHBIH pacyeT II03BOJISIET COKPATHTH KOJIHYe-
CTBO II€pefaBaeMbIX NAHHBIX W MEPHUOIOB AKTHB-
woctu ycrpoiictB IoT B 5 pas. Ilepemacrpoiika
yerpoiicts IoT momxHa TPOUCXOAUTH TPH U3MEHe-
HUHW IapaMeTpoB (PU3UYECKOTO0 COCTOSHHUS OKPY-
KEeHUA.

O6cy:xaeHue MpeIIoKeHHOTo MOIX0aa

Peanmusanus npepno:xennoro B pabore moa-
Xofla BBINIOJIHEHA B BHIEe cepBuca Ha A3bIKe R.
Hcnonbsyemsbrii 6poKep HMeeT OTKPBITHIA KO M MO-
IUPUITUPOBAH [JIA IOAYYEHHA KOH(PUTYPAIHOH-
HBIX HAcTpoek oT cepBuca. lloxyuarenu naHHBIX
MIOAIIUCHIBAIOTCS HA JaHHBIE O6poKepa 6e3 BO3MOIK-
HOCTH B3aWMOJEHCTBOBATH HAMPAMYI C YCTPOH-
crBamu loT.

Tlogxom mpuMeHUM A1 CTAHAAPTHOTO (PYHKITHO-
HUPOBAHUA, KOIJa HEOOXOIUMO CHHU3UTH HATPY3KY
Ha MOOWJIbHBIE YCTPONCTBA, BBHIMOJIHIIOIINE MOHH-
TOpUHT HaHHBIX. OH MO3BOJSET COKPATHTH 00BEM
pacchUIOK OT 6GpPOKepa W yMEHBIIUTh 3arpy3Ky Ka-
HAJIOB CBA3H IIPHU COXPAHEHWH aJeKBATHOCTH IIPE]-
CTaBJIEHUsA MPOTEKAIIUX IporeccoB. Takue pac-
cpIkm momevatoTcesa duarom «0 — at most once»
B moJe KadectBa obcay:xuanua Quality of Service
(QoS) mpororona MQTT. CoobirieHus, BHIXOAAIIHE
3a TPAHUIILI [UATIA30HOB 6€301acHOr0 (DYHKITHOHH-
pOBaHMU cUCTEM, He (DHIBTPYIOTCI TAHHBIM CEPBU-
coM u moMeuarTca paarom «2 — exactly once», uto
rapaHTHpyeT UX 0013aTeJIbHYI0 JOCTABKY IIOAIIKC-
yuKaM. B ganbHelmeM cepBHChl 00pabOTKU IaH-
HBIX OyIyT MOAH(UIMPOBAHBI IJIA OOHAPY)KEHUS
KPUTHYECKUX CUTYallMHd M IOCBUIKA COOOILIEHUH
OpoxepoM ¢ u3MeHeHHBbIMH (iaramu QoS.

B macTosamuii MOMEHT paccMaTpPUBAIOTCA Ba-
pUaHTHI BHeAPeHUuI PyHKIIHHE cepBHca B KoJ 6po-
Kepa. OTO BO3MOIKHO, IIOCKOJIbKY B pacderax HC-
moJIb3yercs ObICTpoe JUCKpPeTHOe ITpeobpasoBanmue
Dypre, umemree caoxHocTs O(N*logN), uro He
MIPUBOAUT K CYIECTBEHHBIM BBIUHUCIUTEIbHBIM
3aTparaM, B TOM YHCJIe ¥ MIPHA YBEIUYEHUHU IJIH-
TEJIBbHOCTHU IEPHOoa, 38 KOTOPBIA aHAIU3UPYIOTCI
IaHHble (ITOATBEPIKAEHO dKcIepuMenTamu). B pac-
CMOTPEHHOM ITPUMepe IIUTEIbHOCTb IePHUOA BhI-
OOpPKHM MTAHHBIX, IPEBHIIIAIIIAT CYTKH, HE aKTy-
ajlbHA, TAK KAaK IPOTEKAIOU[He IIPOIEeCCHl UMEIOT
[IEePUOAUYHOCTH HECKOJIBKO NeCATKOB cekyHxa. Ho
ATOT MOXOJ MOKET ObITh IPUMEHEH [JI MeIJIeHHO
IPOTEKAIOIIUX [IPOIECCOB, Iie IEePUOJ PAaCCHIIOK
MOKET OBITH CYIeCTBEHHO yBEJIHYEH, YTO IOTpe-
OyeT yBeIMYeHUs IepUOia BHIOOPKU aHAIU3HpPYe-
MBIX JAHHBIX.

Ilpu wnHabniomeHUU HECKOIBKUX IapaMeTpPOB
ciaeayeT BbIOMPATH I HUX MUHUMAJIbHBIA IIEPH-
on muckperusaruu. Hampumep, aas mokasaresei
BJIQJKHOCTH TEXHOJIOTMYECKUX IIOMEIeHUH CyIie-
CTBEHHBIM KPHUTEPHEM SBIIETCA CKOPOCTH M3MEHe-
HHUA HoKasarens He 6onee 6 % B yac AJIs HCKIIOUYe-
HUA KOHIEHCAIIUM BJIATH. JTA OIEHKA yCTaHaBJIH-
BaeTcd A pacdeTa IIepHoAa AUCKPETU3AIUH I
YCTPOMCTB u3MepeHus BiIakHoCTH. K Henepuoguye-
CKUM IIpoIlleccaM HJIHM IIpolieccam, UMeIOIUM MTHO-
BEHHOE IIPOTeKaHue, IPEeJIOKEeHHBIH B paboTe moj-
XOJT HE TIPUMEHHUM.
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3axroueHue

Wurepuer Bewieil onpepesnser HOBbIE apXUTEK-
TYpHBbIE W TEXHOJOTHYECKHEe PEeINeHHus IJA pas-
HOOOpa3HBIX HH(POKOMMYHUKAIIMOHHBIX  3a4ad.
BeimonenHoe wuccienoBaHue 1Mo (hOPMHPOBAHUIO
aJalTUBHBIX PACCHLIOK JaHHBIX ycTpoiicTB loT as-
JIsIeTCs OCHOBOM (DYHKI[MOHHWPOBAHUSI ABTOHOMHBIX
cucreM cbopa JTAHHBIX W HE3aBHUCHMBIX CEPBHCOB
nuid ux ananusa. [I[pumeHeHre MaTeMaTHYeCKUX Me-
TOXOB COKpalaer 00beMbl IepeaaBaeMbIX JaHHBIX
¥ OINTHMHU3UPYyeT paboTy Bcex 3JIeMEHTOB HH(pa-
crpykTypsI 10T, Kammoe ycTpoicTBO KOTOPOH MMe-
eT COOCTBEHHBIE CIEKTPAIbHBbIE XapaKTEPUCTUKU.
ABromMaTusanus yKasaHHBIX (DYHKIIUA II03BOJISIET
COOTHOCHUTH BpeMs HabJII0[eHui CO BpeMeHeM IIpo-
TeKaHHUA PeaJbHBIX IIPOIECCOB. AHAIN3 YACTOTHBIX
XapaKTePUCTUEK COOPAHHBIX JAHHBIX BBIIOIHIETCS
B 3aJaHHbIE IPOMEKYTKHU BPEMEHHU U OIpenesseT
aJlalTHBHOCTL IEPCOHAILHBIX HACTPOEK Oporepa
JAHHBIX I[I0 BCEM AHAIMU3UPYEMBIM YCTPOHUCTBAM,
YTO MO3BOJIIET COKPATHUTH HArPy3Ky Ha yCTPOU-
cTBa — MOTpPeOUTeIr HH(POPMAIIHH.

Hanbueiiee ucciaefoBaHue CIEKTPAIBHBIX Xa-
PAKTEPUCTUEK COOMpPAEMBIX JAHHBIX I[TO3BOJHUT II0-
HUMAaTh CyTh Ha6GII0aeMbIX SBJIEHUH W BBIABISATH
HapylleHus B paboTe YCTPOMCTB, OKa3bIBAIOIIMX

BIUSHUe Ha M3MepsaeMble IIOKasaTean. Beaencreue
9TOTO IpHMEHeHWe TAHHOTO IIOAXO0Ma AJII MOHHTO-
PHHTa COCTOAHUA CIENHATU3UPOBAHHBIX TEXHOJIO-
TUYECKUX IOMEIIEHUH ¢ TeJIeKOMMYHUKAITHOHHBIM
060pyZOBaHHEM HMeEeT CyLIeCTBEHHOe NpaKTHde-
ckoe 3HaueHwe. Tak, HampuMmep, U3MEHEHHUE CIIEK-
TPaJIbHBIX XapPaKTEePUCTUK TEMIIEPATYPHBIX HAOIIO-
JIeHWH Jake B cIydyae HAXOK/IEHUS BCeX 3HAUEHUH
B [IOIIyCTHUMBIX I'PAHUIIAX CBUAETEIBCTBYET 0 HEOO-
XOZUMOCTH IIPOBECTH JUATHOCTHUKY OXJIAKTAIOIIETO
060pyI0BaHMA, IOCKOIBKY MOXKET OBITH CIEICTBHEM
OTRJIIOYEHUA YACTU YCTPOUCTB WM U3MEHEHHUT UX
pesxkuMa paborsl. [IpeBeHTHBHBIE MEPHI MO3BOJIAT
n36eXaTh HEKOHTPOJIUPYEMOTO IIPEBBIINIEHUT TEM-
IIepaTypHBbIX 3HAUYEHUH, KOTOPOe IIPUBEAET K BBI-
XOIY W3 CTPOS CI0KHOTO JOPOrOCTOAIIETO 060pyHo-
BaHUA, 001a/1aI0IEer0 IIOBBIIIEHHOH TeII00TaaYe .
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Formation of adaptive publications from the Internet of Things data broker
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Introduction: The possibility of interaction with the physical world through the network infrastructures of spatially distributed nodes
of Internet of Things (IoT), despite the undeniable advantages of the technology, produces significant loads on information consumers.
In this regard, the current interest is the creation of methods that provide the reduction of transmitted data due to the adaptive
synchronization of monitoring systems with the time of real processes. Purpose: To develop an approach to the formation of adaptive
data broker publications based on the study of the cyclicity of observations of Internet of Things devices. Results: Within the corporate
network of Krasnoyarsk Research Center, an infrastructure of devices and applications of the Internet of Things has been deployed to
monitor temperature, humidity and PM2.5 in specialized technological rooms with telecommunications equipment. The discrete Fourier
transform method was applied to the collected data. Based on the calculated parameters of the harmonic series, a conclusion has been made
about the frequency characteristics of the data. The main peaks describing the periodicity of the data have been selected, the oscillation
points have been determined, and, according to the Nyquist — Shannon — Kotelnikov theorem, a sampling frequency that provides
a sufficient intensity of observations has been chosen. The analysis has shown that for different rooms the data are periodic but their
harmonic profiles do not coincide. The choice of harmonic values whose oscillation amplitude determines the dynamics of changes in the
data observed should be carried out periodically for each device under observation. This approach is implemented in the broker software
which distributes data in subscriptions from each of the devices in accordance with the frequency of their changes. Practical relevance:
The analysis of the frequency characteristics of data determines the broker settings that reduce output information flows, which is one
of the aspects of ensuring the reliability of the IoT infrastructure. In addition, observing data changes allows to detect cooling system
operation faults and malfunctions which can lead to the failure of sophisticated and expensive equipment with increased heat irradiation.

Keywords — Internet of Things, Message Queuing Telemetry Transport, discrete Fourier transform, Nyquist — Shannon — Kotelnikov
sampling theorem.
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Pa3pa6oTKka aBTOMaTU3MPOBAHHOIO MPOrpaMMHOIo
MHCTPYMEHTa Ha OCHOBEe MeTO/,0B MaLUMHHOIro 06y4yeHus
BNA pelleHUsa 3aav paguoniaHMpoOBaHUA

Ha yyacTKax MeTponoJIuTeHa
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aHayunoHanbHbIN UCCEe[0BaTeNbCKUM Huxeropogckum rocygapcTBeHHbIN yHuBepeuteT um. H. U. JlobayeBckoro,
larapuxa np., 23, Hmwxuui Hosropog, 603950, PO

BBegeHne: coOBPEMEHHbIN MOAXOA K PAAUONIIaHNPOBAHNIO 06ECNIEYNBAET MaccaxupaM METPONouTeHa 6ecrepe6osiHbii JocTyn
K ceTn UHTepHeT 61arofaps UCnosb30BaHUIO CrieynanbHON MOAEN PaChpOCTPAHEHUS CUrHaa, KOTOPasi BbIYNCSET BEUYMHbI M10-
TEpPb MOLYHOCTYU CUTHAJIa MPY ero pacrpoCcTPaHeHUn MeXAY NepesaTynkoM U NPUEMHUKOM Ha JIMHUAX METPornoauTeHa. Hegoctatkom
MOZenn ABASETCA BbICOKAs BbIYUCIUTEIbHAS CIOXHOCTb. Llenb: pa3pa6oTaTe anroputM npesckasaHus BeNYuH MoTepb MOLYHOCTH
CUrHana ¢ Mcrosb30BaHUEM METOZOB MALUMHHOIO 06YYeHWS, XapaKTePU3YIOLMICS BbICOKOH TOYHOCTBIO U HU3KOM BbIYUCTNTENbHON
C/IOXXHOCTbIO. Pe3ynbTatbl: aHain3 METOZ0B MaLUMHHOMO 06YYeHUS BbISBUJI, YTO MAKCUMasbHO BO3MOXHYH TOYHOCTb NPy PeLueHnm
10CTaBJIEHHON 33Ja4un o6ecrieynBaeT METOF CyyainHoro seca. Paspa6oTtaHa CTPYKTypa JaHHbIX AN 06yYeHNs Bbl6paHHOro MeTo4a
W npescKkazaHns BeMYNH 0TEPb MOLYHOCTM CUrHa/Ia, COAEpalyas napaMmeTpbl YU(pPOBOH KapTbl MHWA MeTpononuTeHa. Chopmu-
pOBaH pAA AONYLEHUI py pa3paboTKe UTOroBOro alropuTMa: 3afadya peLuaeTcsi MeTOFOM KNaccupuKkaymm, npesckasbiBaeMble 3Ha-
YeHus ABASKOTCA LiesIbIMU Ynciamu. Pa3pa6oTaH anroputM npefcKasaHns BeIMYnH NOTepb MOLYHOCTU CUTHANE, He MCTOMb3YIoLLMI
MoJeNb pacnpoCcTPaHEHNs HaNPAMYHO, YTO CHU3UJIO BbIYUCIIUTENbHYIO CJIOXHOCTb M YMEHBLINIO BPEMS BbINONHEHNS 3a4ay4 Pajno-
NAaHNPOBAHNs NPU COXPaHEHUM BbICOKON TOYHOCTY npesckasanus. [pakTuyeckas 3HaYuMOoCTb: 61arogaps NCrosb30BaHNIO METOL0B
MALLNHHOIO 06yyeHusl B pa3paboTaHHbIX aAropuTMax BPeMs BbiMOJIHEHUS 3a[ay PaAMONNaHUPOBaHUS COKPATUIIOCh C HECKOJTbKUX
JAHeH 0 HECKOJIbKUX 4acOB C COXPaHEHMeM TOYHOCTH, YTO [103BOJIAET 06pabaTbiBaThb 60/IblLUeE KOMYECTBO 3aKa30B M0 PajnoniaHu-
DOBaHUIO UJIU XK COKPaLYaTh BPeMs Pa6bOTbl UHXEHEPOB HA BbINOHEHNE TAKOr0 Xe KOJIMYECTBA 3aKa30B, YTO NIPUBOAUT K PUHAHCOBO
BbIroge.

KnioueBbie cnoBa — MalluHHOE 06yquMe, noTepu MOLHOCTU CUIrHana, airoputMbl rnpegcKkal3aHus, TOYHOCTb aJiropuTMma, 6asoBas
CTaHUuA, UM¢)pOBaH Kapta MeCTHOCTH.

Jdna nurupoBanua: Anépkuna A. A., Curunsia A. C. Paspa6orka aBToMaru3npoBaHHOTO IPOrPAMMHOI0 HHCTPYMEHTA Ha OCHOBE Me-
TO/[OB MAIIIHHHOrO 00yYeHU I PeIeHns 3a1a4 PaAHOIIaHNPOBAHUSA Ha y4acTKax MeTpononurena. Hngopmayuonno-ynpasasiowue
cucmemur, 2022, Ne 5, ¢. 32-39. doi:10.31799/1684-8853-2022-5-32-39, EDN: IVCTMH
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Beenenune

IIpumeHeHWE METOLOB MCKYCCTBEHHOTO HHTEJI-
JIeKTa B HacTosdIlee BpeMsd IIHPOKO pacIpocTpaHe-
HO BO MHOTUX c(pepax npombintrenHoctu [1]. Ileasbio
MaHHOH paboThl ABIAETCA pa3paboTKa aJropuTMa
BBICOKOHM TOYHOCTH AJI IIPEJCKa3aHUsI BeJIHUYUHBI
IIOTEPH MOIIHOCTH PaJHOCUTHAJA IIPH €Tr0 Pacipo-
CTPaHEHHHU MEXAYy IepeJaTINKOM U IIPHUeMHHKOM
BJIOJIb JIUHUPM MeTpomojuTeHa. PaspabarsiBaeMbli
aJITOPUTM HaIlpaBjeH Ha CHU:KEHHE BBIUUCIUTENb-
HOM CJIOKHOCTH ITPUMEHSIEeMON B HaCTOdAlllee BpeMs
METOIUKH PaJUOIIAaHUPOBAHUA OECIIPOBOIHBIX Ce-
Tel B MeTpomoauTene [2, 3].

PasBurue TexHoIOrHi HHUQPPOBON CBA3U IIPUBO-
IUT K pasBEePTHIBAHUIO Bce Oosblero uymcaa Oec-
IIPOBOAHBIX CeTel Pas3HbIX IIOKOJIEHUH U HaszHade-
Huii. HeyknonHO moBaIaeTcs poab 6eCcIpoBOLHOM

CBSI3U B OpraHU3aIUuU II0BCeJHEBHOU KU3HU JIIOJEH,
YTO MPUBEJIO K PA3BEPTHIBAHHUIO 30H IMOKPHITUS Ce-
teti Wi-Fi (cemeiictBo crangapros IEEE 802.11)
Ha OOII[eCTBEHHBIX IIPOCTPAHCTBAX, B TOM YHCIE
BHYTPH TOHHEJNEH W Ha OTKPBITHIX ydacTKax Me-
TpomosinTeHa. CeTu TAKOTO THUIIA COCTOSIT W3 MO-
OWJIBbHBIX CTAHI[MH, PA3MEIIeHHbIX Ha KPbIIIe MoJ-
BHJKHOTO COCTaBa, ¥ CTAI[HOHAPHO PACIOJIOKEHHbBIX
BIOJIb MapuipyTa moesga 0asoBbix crammuii (BC).
KauecTBo pasBepHyTOH ceTu B GOJIBIINOH CTEIEHU
ompeensaeTca MPaBUIbHBIM BEIOOPOM TOYEK PACIIO-
nmoxkennsa BC Bmons myTeii [4-8].

OCHOBHYI0 TPYAHOCTH HPH BbIOOPE KOOPAHUHAT
BC npencraBiser pacueT BeNMHYWHBI 3aTyXaHUS
curasna (Path Loss, PL) mexay Toukamu pacro-
J0KeHuA 6a30BBIX M MOOHJBHBIX CTAHIIUA B TOH-
HeJIIX MEeTPOIIOJUTeHa, TaK KaK TOHHEIW HMEIOT
CIIOKHYI0 TEOMETPHUI0 C MHOKECTBOM IIOBOPOTOB,
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CIIyCKOB/IIOJ'bEMOB U paccenBaresel, KOTopble mpe-
MATCTBYIOT pacrpocTpaHenuio curHaia. as dpop-
MHUPOBAHHUSA IOAXO0JA K OMPEHeJeHUI0 HAWIYYIITNX
Touyek pacnosokenus BC BIOIb myTH claeqoBaHUA
moe3noB paspaboTaHa MOEIb PACIPOCTPAHEHUS
cuTHAajIa B yKasaHHBIX ycaoBuax [2, 3]. Ha ocHose
pa3paboTaHHONU MOMENIH BhIPAGOTAH KOMIIIEKCHBIH
MOAXOJ K OIPEeIeJeHHUI0 HAWIYYIIero PaCIOIOkKe-
aus BC Bpons myTeit. PaspaboranHbiil moaxon xa-
pakKTepusyeTcs BBICOKOM BBIYHUCIUTEIBHOH CIIOXK-
HoCThIO. [l TonyueHns (puHATBHON pPACCTAHOBKU
BC Tpebyercs B HEKOTOPBIX CIIydyasx BpeMs A0 He-
CKOJIBKMX HeNeNlb, YTO SBJIIETCA CYIIECTBEHHBIM
MPENsTCTBHUEM [ Pa3BepPThIBAHUS OECIPOBOAHbBIX
cerel HA GOJIBIIOM KOJIUYECTBE YIACTKOB, IIeperlia-
HHUPOBAHUS CETEH MW CPABHEHHA HECKOJhKHUX Ba-
PHUAHTOB KOH(MUTYPAIIUY OIHOMH CeTH.

C 1enpio yCTPAHUTD OMUCAHHBIN HEJOCTATOK CY-
IIECTBYIOLIEro MOAX04a Ipeajaraerca paspaboTka
aJIropuTMa Ha 0CHOBE METOI0B MAIIMHHOTO 00yude-
HUA 74 IpeCKa3aHus YPOBHS 3aTyXaHUsA MOIIHO-
ctu curuana [9-12]. B pa6ore npuMeHsiuch CoOBpe-
MeHHbIe METO[bl, ITO3BOJHUBIIKE HE HCIOJH30BATh
HAIPSIMYI0 MOJEJIb PACIpPOCTPAHEHHUS, YTO, B CBOIO
odepenb, CHU3UIO BPEMSA M CTOMMOCTH OIIEHKH II0-
kpbiTHd [9, 13-18].

B paborax pasHBIX HCCIEIOBATENIbCKUX TI'PYIII
M3YyYaNCh Pa3IudHble METOABI MAIITMHHOTO 00y Je-
HUsA 414 npeackasanusa Beandnsbl PL [13, 18] uaun
WHIWKATOPA MOIIHOCTH HPUHATOrO curHaga [14,
15, 17] pnst 3aa4 ceTeBOrO MIAHUPOBAHUS B TOPOJI-
ckoit cpene [13, 16-18] u BHyTpH momerenui [14].
Bo Bcex nsy4yenHbIX paboTax mpouesypbl 00yIeHns
¥ TECTHPOBAHMUS BBIMOIHAINUCH C IIOMOIIbIO HAabopa
JMaHHBIX O MIOTEPAX HA Tpacce, CO3MaHHOTO Ha OCHO-
Be Pe3yJbTaTOB MOAEIUPOBAHUSA CETH, UCIIOIb3YI0-
el 1udpPoBy0 Mozeab MecTHOCTH [13, 16, 18], unu
HA OCHOBeE I0JIeBBIX u3aMepenuii [14, 17].

B pa6ore [13] ucciemoBaauch u UCIIOIb30BAHCH
CIeyIolre aJrOPUTMbL: OITOPHBIH BEKTOpP perpec-
cun (Support Vector Machine, SVM), cnyuaiiusiit
nmec (Random Forest, RF) u K-6mumxaiimux coce-
neit (K-Nearest Neighbor, KNN). Hcmons3yembie
pe3yabTaThl MOJETHPOBAHUA BKIOYATIN B ceba o6a
YCJIOBUS PACIIPOCTPAHEHUS — IPH HAJIUYHU IIPS-
MoH BHAMMOCTH u 6e3. PesymbraThl MOKa3bIBAIOT,
YTO BCE OIEHEHHBIE aJTOPUTMbI IPOTHO3UPYIOT I10-
TepH Ha Tpacce ¢ BBICOKOH TOYHOCTHIO, 00ecreqnBas
cpemHeKBaJpaTHYHble OMHUOKU mopsagra 2-2,2 nb
Ipu HAIWYUU OpAMoHM Buaumoctu u 3,4-4,1 nb
06e3 COOTBETCTBEHHO. B mpoliecce muccaeqoBaHUM
anroputrMoB KNN moraszan HaWIydniyo mpou3Bo-
IUTEIbHOCTh, TAKUM 00pasoM, OH SBJISIETCS IPEe.-
MMOYTHUTEIbHBIM BAPUAHTOM JJIS IPOTHO3UPOBAHUA
IIOTephb Ha Tpacce B TOPOACKUX ycaoBuAx [13].

B pa6ore [14] npencraBieH HHCTPYMEHT OLIEHKH
HA OCHOBE MAIIMHHOTO O0ydYeHWs, HUCIIOJIb3YIOIIHMA
He Mojesib pacmpocrpanenus [19], a uamepeHHbIe

IIPU SKCIJIyaTalliW CETH BEJIWYHUHBLI HHIUKATOPA
MOIIHOCTH IIPUHATOTO CUTHAJA, 3aBUCSIIHNE OT Pac-
CTOsIHUHA, reorpaduu W IapaMeTpoB KOH(MUrypa-
muu BC [20]. Cobpanuble maHHBIE ITPUMEHIIOTCS
s o6yyenus kiaaccuduraropa. Ilocie cpaBHenus
PasIMYHBIX AJITOPUTMOB MAIITMHHOTO O0yYeHUsA pe-
3yJIbTAThI IOKA3AJIH, YTO METO KIacCu(PUKAIINH HA
ocaoBe SVM mpeBoCXOQUT APyrue KJIacCH(UKATO-
pbI, obecriedynBas TOYHOCTH 10 86,7 % [14].

dopMHupoOBaHHE TAHHBIX /I 00yIEeHH S
U IPUMEHEHHUA aJIrOpuTMOB MallIMHHOT' O
o0yueHus

TepmMun «maimuHHOE O0O0ydeHHe» 0603HAYAET
MHOKECTBO MaTeMaTHYEeCKUX METO0B, PENIaIOIHuX
3a/1a4yy ITOUCKa 3aKOHOMEPHOCTEH MEeK Y BXOTHBIMU
MaHHBIMYU (IPHU3HAKAMU) U BBIXOAHBIMU JaHHBIMU
(orBeramm) o6berTa [21]. O6BbEKTOM B peraemoi 3a-
JIade ABIAETCA MPOIECC 3aTyXaHUd paJHuOCUTHAIA
IIPH PAcCHIpPOCTPAHEHHU MEKAY TOYKAMHU Iepeaar-
YHWKaA U MPUEMHUKA BIOJIb JUHUH METPOIIOIUTEHA.

Ilenbio paspabarbiBaeMoro aJrOpUTMAa IBASETCS
pefcKasaHue BEeJIHYHHBI IOTEPh MOIHOCTH IpHU
pacupocTpaHeHUU CUTHAJIA BIO0JIb JUHUH METPOIIO-
JIUTEHA 10 XapaKTePUCTHKAM TeOMETPHH ydacTKa
pactpoctpanenus. Takum o6pasoMm, B MOCTABJIEH-
HOH 3a/1a4e MPU3HAKAMU 00'bEKTa SIBISIOTCA TeoMe-
TPUUYECKUEe mapaMeTpbl 00JaCTH PaCIpPOCTPAHEHU
curHaia (1udpoBoOii KAPTHI 30HEI), & OTBETOM — Be-
Iu4YrHA B Jenubenax MOTEPU MOIIHOCTH CHUTHAJIA
IIpU pacupocTpaHeHuu. B KauecTBe cpenbl pacipo-
CTpaHEeHHWA PAJAUOCUTHAJIA PACCMATPHUBAIOTCA OT-
KPBIThIE YYACTKHU ¥ TOHHEJIU METPOIIOJIUTEHA.

Jlisg xapaKTepuCTHYEeCKOTr0 OMHCAHUS 006aacTu
pacmpocTpaHeHHA 3aJaeTcd OCh JHHHU MEeTPOIO-
aureHa. Jlnd ympoijeHuda pacdyeToB OCh 3a4aeTcCd
IBYyMA KPUBBIMH B TOPH30HTAJHHOH U BEPTUKAID-
HOH ILJIOCKOCTSIX. BHoJIb OCH JIHHUM B KaKIOHU ILJIO-
CKOCTH BBOIWUTCSI KPHUBOJHHEHHAS KOOPAHHATHAS
ochk. Tak:xe nuHUsA pas3buBaeTca HA HAGOp cerMeH-
TOB, KaKJbI U3 KOTOPHIX HMeEEeT CJAEAYIOIHe Xa-
PaKTEepPUCTUKH: IIIUPHUHA, BHICOTA, PAJTUYC IIOBOPOTA
B TOPU3OHTAJIBHOU IIJIOCKOCTH, IJIHHA, HAIpaBJe-
HHe ToBOpoTa (JIeBO/IPaBO TN BEPX/HU3), BEITHYH-
Ha YKJIOHA B BEPTUKAJIHHOMU IIJIOCKOCTH.

Jlnst cocraBmeHus MUQPOBON KapThl 30HBI Me-
KOy (PUKCHPOBAHHBIMHU JBYMS TOYKAMH YUYaCTOK
MeKy HUMH IIOKPBIBAETCA KOOPAMHATHON CETKOH
CIeIyoIUM 00pa3oM: KOOPAUHATA OTHOH M3 TOYEK
(mepemarymKa WU NPUEMHHUKA) OOBABISETCA Ha-
YaJIbHOM, Jajiee ¢ BRIOPAHHBIM IIaroM (Hampumep,
25 M) BIOJb OCH IMHUH OMPEIEIII0TCA ClIeayIoIue
y3IIbI CETKH B CTOPOHY BTOPOM TOYKH [0 MOMEHTa
peBbINIIeHUud ee KoopauHaT. KoopauHara mocmen-
Hell TOYKU OKpYyIisercs [0 OJMKaNIIero ysia Io-
CTPOEHHOH KOOPAHMHATHOH ceTKH. B KakmoMm ysie
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TOIYYEeHHOW KOOPAUHATHOM CETKU ONPEeneadiTcd
cheyIolre mapaMeTpbl: Pajuyc MOBOPOTA U Ha-
IIpaBlieHHe B TOPU30HTAIBHOM IIJIOCKOCTH, BEINIH-
Ha YKJIOHA ¥ HAIIpaBJIeHNe YKJIOHA B BEPTUKAIbHOU
IIJIOCKOCTH, PACCTOAHUE MEKAY TOYKAMU Iepenar-
gyuka (Tx) u mpuemuuka (Rx), Tun paccmarpuBae-
MOTO y4YacTKa (TOHHeJIbHbIN/HAa3eMHbIL).

MunumanbHO HEOOXOMUMBIM HAOOPOM MPH3HA-
KOB JIJIf OTTUCAHUA IU(PPOBOH KAPTHI 30HBI PACIPO-
CTPaHEHUA PAAUOCUTHAIA ObLIH BHIOPAHBI CIAEAYIO-
1[ie METPUKH:

— paccrosaua mexay toukam Tx u Rx Bmoab
OCH JINHUH;

— HampaBJ/ieHHWe ITOBOPOTa IyTH B TOYKax TX,
Rx B ropu3oHTaIbHOH IIJIOCKOCTH;

— pajauyc oBOpOTAa MyTH B TOuKax Tx, Rx B ro-
PHU30HTAIBHON MJIOCKOCTH,

— HaIlpaBJIeHHe YKJOHA IIyTH B To4Kax Tx, Rx
B BEPTUKAJIBHOU IIJIOCKOCTH;

— BeJIMYMHA YKJOHA IMyTH B To4YKax Tx, Rx
B BEPTHUKAJIBHOH IIJIOCKOCTH;

— UIEHTU(MHUKATOP THUIIA y4acTKa (OTKPBITHIN/
TOHHEJIbHBIN) B Toukax Tx, Rx;

— yCpenHeHHbIe METPUKH MEKIy TOUKamu (Ha-
IpaBlieHHe ITI0BOPOTA, paguycC IOBOPOTA, HAIIpaBJIe-
HUeE YKJIOHA, BeJIUYNHA YKJIOHA).

B kauecTBe JOMOIHUTENBHBIX METPHK paccMa-
TPUBAJIHUCH:

— MeIWaHHBbIE METPUKH MEXIy Toukamu (Ha-
IpaBlieHHe IT0BOPOTa, paguycC IOBOPOTA, HAIIpaBJe-
HUe YKJIOHA, BeJINYNHA YKJIOHA);

— CpeJHeKBaJpaTUYHbIe OTKJIOHEHUS METPUK
MEeKAy TOUKaMmu (HalpaBjeHHe IIOBOPOTa, PamnycC
IIOBOPOTA, HAIIpABJIEHWE YKJIOHA, BEJIUYHHA YKJIO-
HA) OT CPEeIHUX 3HAYCHU;

— MHHHMAJIbHOE 3HAYEHHE METPUK MEKIY TOY-
KamMu (HampaBlieHHe TOBOPOTAa, Paguyc IIOBOPOTA,
HanpaBJeHue YKIO0HA, BeIUYNHA YKIOHA);

— MaKCHMAaJIbHOE 3HaUueHHWe METPUK MeKIY TOY-
Kamu (HampasiieHHe IIOBOPOTa, Paguyc IIOBOPOTA,
HaIpaBJeHHEe YKIOHA, BeIUYNHA YKIOHA).

YcpenHeHHbIe, MeTHAHHBIE, CPEIHEKBAAPATHY-
Hble, MUHUMAJbHbIE W MAKCHUMAJbHbIE 3HAUYEHWUS
HaXOAATCA 10 MACCHUBY COOTBETCTBYIOIINX METPHK,
MMOJyYEeHHBIX B KAKIOM y3jie HAHEeCeHHOW Ha yua-
CTOK CeTKe.

Br16op anropurMa MalImHHOTO 00yJIeHHU A
Hu Ha0opa MPU3HAKOB JJIs IPEeICKa3aHus
BEJIMYUHBI IOTEPH MOUTHOCTH CHTHAJIA

BeixogHoit orBeT 10001 3amaun, peraeMon me-
TOZAMHU MAIIUHHOTO OOYYEeHHUs, MOMKET OBbITh WU
MEeTKOM OIHOrO0 W3 Habopa KJIaccoB, TOTAA STO 3a-
mauya kmnaccuduranuum [22], WiaM BelecTBEHHBIM
3HAYeHHeM, TOra 9To 3ajmada perpeccun [21]. Ilpu
MIPOBEJeHUH JAHHOTO HCCAeIOBAHUA ObLIN PACCMO-

TpeHbl HanboJiee MOMYIAPHbIE AJITOPUTMbBI KJIACCH-
duranun u perpeccuu [22]. Ucenemyembie Mmomenu
(tabm. 1) MOTYT OBITH MCIIOJIB30BAHBI IS PEIICHUT
3aa4 000UX THUIIOB.

B naunoii pabore ncciaes0BaHbI M UCIIOIH30BAHBI
MEeTOIbl MAIIMHHOTO O0yYeHHA C yUHUTEJIeM, KOTO-
pble ImpeacTaBAsAOT co060H HabOp MaTeMaTHIECKUX
byHEIHA, 1peobpasyoIux BXOJHbIE B BHIXOJHBIE
JaHHbIe Ha OCHOBE IIPHUMEpPOB Iap BBOJA-BHIBOJA
[20].

B mepBom moaxofe 3amava pemanach Kak 3aaa-
Ya PEerpeccHu, T. €. BBIXOJHBIMHU 3HAYEHUSIMU OBIIH
BemecTBeHHble 3HaveHus PL. [l orienku MeTo10B
B 9TOM CJIydae HCIIOIb30Bajiach METPUKA — KO-
dunuent gerepmunanuu R2, paBHBIH OTHOLIEHUIO
IUCTIePCUY TPeACKa3aHHbIX MAaHHBIX K JIUCIEPCHU
UCXOAHBIX AaHHBIX [12]. na pasyMHBIX Momesein
K03((PULIHEHT AETEePMHUHAINN JEKUT B Ipemeiax
or 0 o 1, mpudeMm caydait R2 = 1 cooTBeTcTByeT
uneanbHoM Momenu, R2 = 0 — Mojenu Ha ypoBHE
ONTHUMAIbLHOH «KOHCTaHTHOI», RZ < 0 — Mopmenn
XyiKe «KOHCTAHTHOM» (TaKue aJIrOpUTMbI HE HYKHO
paccmarpuBarh). OnTUMAaIbHBIM KOHCTAHTHBIM aJI-
TOPUTMOM Ha3bIBAeTCAd TAKOU ajJTOpPUTM, KOTOPBIH
BCerjia BO3BpAlllaeT cpeHee 3HaYeHUe OTBETOB I
06bEKTOB 00yUJaroIei BbIOOPKH.

IIpu pemrenun uccmeqyeMol 3a1auu Kak 3a1a4u
KJIacCU(PUKAIINY IS OIEHKH TOYHOCTH HCIIOJIb3Y-
eTcAd MeTPUKa TOYHOCTD, PABHAA IIPOIEHTHOMY OT-
HOIIIEHUI0 MHPABUJIBHO IIPEACKa3aHHbIX 3HAYEHHU
OTHOCHUTEJIFHO BCEX 3HAYECHUH.

Pesynwrarer mpruMeHeHUs 000MX MOAXOIOB IIPE-
craBnens! B Tabmn. 1. Ilpumeps! 3aBucuMocTel Beau-
yuubl PL ot paccrosaus mexay Toukamu Tx u Rx,
MIOJIyYEeHHbBIE C IIOMOIIbI0 MCXOMHON MOMIEIH PACIIPO-
cTpaHeHus curHaia [2, 3] m ajaropurmMa Ha OCHOBE
MeTo/ia MAITHHHOTO 00yJeHns, IPUBeeHbI Ha puc. 1.

ITo smauenusaM MeTpuku R2, GIM3KUM K emu-
HHUIIe, MOKHO CIEJIATh BBIBOJ, YTO MOIEIHU XOPOIIIO
IIPUMEHUMBI [JIS pellleHua 3anad perpeccuu. Ha
npuMepe npeackazanua PL MeTozoM omopHBIX BEK-
TopoB (puc. 1, @) BUAHO, 4TO HpeaCKa3aHHbIe 3Ha-
YEeHHU XOPOIIO IIOBTOPAIT PEATbHYI0 32 BUCUMOCTD.
Ho rak xax sHaueHHnA BCcex Mojeei, IpHUBeIeHHbIX

B Taé6auya 1. CpaBHeHHe Mofenel MAIIMHHOTO 00yIeHNT
B Table 1. Comparison of machine learning models
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Mopgens ITapamerp R? TounocTs

SVM 0,99 0,71
lepeso perrenuit 0,99 0,95
CayuaiiHblii 1ec 0,99 0,98
K—6nnﬁfanmnx 0,99 0,94
cocenen

Jloructuueckas 1 0.8
perpeccus
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B Puc. 1. [lemoucTpanys MpUMeHEHH METOIOB OIMOPHBIX BEKTOPOB (@) U CIydaiHblii jiec (6) 1Jis mpeackasanus Benuaunbl PL
B Fig. 1. Demonstration of the application of SVM (a) and Random Forest (6) methods for predicting the value of PL

B Tabauile, OJIU3KH K eqUHHIE, KOdQ(PUIIUEHT Ie-
TEePMUHAIIUY HEBO3MOKHO HCIIOIH30BATh /IS CPaB-
HEHUI METOOB MEKY COOOI.

ITo sHAYEHHAM METPHUKM TOUHOCTH IPHU PEIeHU N
3a7a4M KJIacCU(PUKAIMN BUIHO, YTO STOT KJIACC MO-
JeJIF XOPOIIIO IMPUMEHHUM [ PEelIeHUs HCXOMHOU
3amayn. OTHU BBIBOJBI MOATBEPIKIAIOTCA Tpaduue-
CKH Ha puc. 1, 6, re mpejicTaBieH Ha60p peaabHbIX
IaHHBIX ¥ MIPeJCKasaHHbIX. B pesynbrare cpaBHe-
HHUA METOJIOB [I/I PElIeHUs 3a71a4 IPOeKTa ObLJI BbI-
OpaH MeTo[ KJIacCU(PUKAIINH CIyIaHHBIH JIec.

IIpu uccnemoBaHWy BO3MOKHOCTH JOCTUKEHUS
MaKCHMAJIbHOU TOYHOCTH B BBIOPAHHOM METO[e
paccMaTpuBaIOCh PA3IMYHOE KOJWYECTBO IIPU3HA-
KOB B oOyualonux ganubix [12]. B mepBom momxome
ObLT B3AT HA60p u3 16 MUHHMAIBHO HEOOXOIHUMbBIX
MIPU3HAKOB, IIEPEUYHUCIEHHBIX B IPEABIAYIIEeM pas-
nexne. Jlamee paccMarpuBascs pacuiupeHHbId Habop
u3 32 METPHK.

Hcnonb3oBanue paciuimpeHHOro Habopa MeTpUkK
IIPUBEJIO0 K HE3HAYUTEIHHOMY ITOBBIIIEHHWIO0 TOYHO-
ctu anroputma Ha 0,015, HO yBeIHYHIIO BpeMSA BbI-
nonuenus B 1,8 pasza. B pesynbrare 010 perneHo
M0JIb30BATHCA HAO0POM U3 OCHOBHBIX METPHEK.

Takum o6pasoM, mpu paspaboTKe aJTOPUTMAa
MpeACKasaHus BEIWYMHBI 3aTYXaHUS MOIIHOCTH
CUTHAJA IPU €r0 PACIPOCTPAHEHUH MEKIY IBYMA
(pUKCUPOBAHHBIMH TOYKAMH C IOMOIIbI0 BbIOpAH-
HOTO MeTOo/ia MAIIWHHOTO O0y4YeHHUd i JOCTUKe-
HUS MaKCUMAaJbHON TOYHOCTH MPEICKA3aAHUS ObLIN
CeIaHbl CIeIYOIIHe Oy e HH:

— nas paspabaTbIiBAEMOro aJrOpuTMa BBIOpAH
MEeTO] KJIACCU(PUKAIIUY CIyYaHbIH JIeC;

— I7d WCIOJB30BAHUA MeTola KJIACCH(pHUKA-
IIU¥M BBIXOAHbIE 3HAYEHUS IIPEICKA3aHHBIX BeJIH-
YWH BBIPAKANNCh B IIEJNBIX 3HAUYEHUAX Oe1uber.

IlorpemrsocTs mpeackasaHusd B TAKOM ITOXOE CO-
crasur 1 ab;

— s o0ydeHus paspaboTaHHOTO AJrOpPUTMAa
U Tipefickazauud BenuduHbl PL ucnonn3oBasics Ha-
60p 13 16 MUHNMAJIHLHO HEOOXOAUMBIX IPU3HAKOB.

IIpumepsI pa6oTHI aTTOPUTMA
npenckazaausa PL u ero rounocrs

B xozme paspaboTku amropuTma pelieHa 3amada
npeackasaHud BeanuuHbl PL mo 3HaueHuam reo-
MEeTPHYECKHX IIapaMeTpoB 00JacTé pacipocTpa-
venusa. llpumepsl npumeHeHus paspaboTaHHOrO
aJropuTMa IIpeicTaBlIeHbl HA puc. 2, a, 6. Kamnas
TOYKa Ha KpUBbIX — BennuuHa PL Mexny cocenneit
BC c menbuieit koopauHATOMH (Y€pHBIE TOUKHU HA PH-
CYHKaXx) ¥ TeKylleid TOYKOU (Hampumep, 3HaAUEHHE
PL gna tourkwm ¢ xoopauuarou 31 600 m — sto PL
mesxxay BC ¢ roopmunaroit 31 400 u TekyIei To4-
ot 31 600). {ucraHumsa MexIy JIOOBIMH JBYMS
COCeJHUMHU TOYKAMHU KAKJOH KPUBOH COCTABIAET
25 M. Ilo mpuBeneHHBIM IpUMepPaM BUIHO COOTBET-
CTBUE NPEJCKA3aHHBIX 3HAUEHUH CO 3HAUEHUIMU,
IIpeICKa3aHHBIMU UCXOHOU Mojenbio [2, 3].

TouHocTh paspaboTaHHOrO aJITOPUTMA IIPUBE/IE-
Ha B Ta0J1. 2, TIe yKa3aHbl cpeJHHUe 3HAYEeHU OIITn0-
KU pa3paboTaHHOro ajaropuTMa IpU MpeACKasaHuu
PL u xooppunar pacnono:xenus BC mo cpaBHEHHIO
C CYIIECTBYIOIIMM IIOJXOJOM HA OCHOBE HMCXOJHOU
MOJIeJIH pacupocTpaHeHusa curHazia [2].

SHavyeHusd, NpUBeqeHHbIe B Tab1. 2, MOKa3bIBa-
0T, YTO Pa3paboTaHHBIN aJTrOPUTM XapaKTepU3yeT-
€S BBICOKOH TOYHOCTHIO, & INIABHBIM €0 IIPeuMyIIle-
CTBOM ABJAETCS CYIIECTBEHHOE CHUKEHNE BpeMeHU
BBITIONIHeHUA. MICXOMHBIN aJTrOpPUTM paguONIaHU-
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B Puc. 2. I[Ipumenenue pa3pab0TaHHOTO aJITOPUTMAa Ha TOHHEIBLHOM (@) U OTKPBHITOM (6) yIacTke
B Fig. 2. Application of the developed algorithm in the tunnel (e¢) and open (6) section

B Tab6auya 2. Tounocts pazpaboTaHHOTO ATTOPUTMA
B Table 2. Accuracy of the developed algorithm

3HaueHue ClleHAPH

IIapameTp
TOHHEJIBHOTO Ha3eMHOro

Omubka npenckasanus PL, 1,9 0,3
b
Omrubka onpepeneHus 107 75
roopauuar BC, m
Omn6ka maoraoctu BC, 0,5 0,3
BC/xm

poBauwus [2] TpebyeT MHOTOKPATHOTO BHI30BA UCXO/I-
HOM MOJIeJIi pACIpOCTPAHEHUI CUTHAIA. Bpems BbI-
MIOJTHEHU PASUOIIaHUPOBAHNU A, 3aKII0YA0NIIETr0C
B paccranoBke BC Ha OgHOM TOHHEIBHOM y4acTKe
OAWHOH 3 KM JWHUH METPOIIOJHTEHA, COCTABIIET
okoJ0 yaca. C moMoInso pa3spaboTaHHOTO aJITOPUT-
Ma mpenckasanus PL, ucmonabsyroriero MmeTo ciy-
YaHOrO Jieca, yajlI0oCh COKPATUTD BpeMA BEHIIIOJIHE-
HHUA 10 OJJHOH MUHYTHI.

3aKaIroueHue

IIpoBenmenb! aHaIW3 METOJOB MALIWHHOIO 00-
YYEHHS W CPABHEHUE METOJ0B PErpecCuy W Kjac-
cu(HUKaLNNY; OIpesiesleH MeTOoH, 00ecrednBaronuii
MaKCHMAJIbHO BO3MOKHYI TOYHOCTH IIPH PELIEHUN
IIOCTABJIEHHON 3aJadud IIPeJCKA3aHUA BEIUYUHBI
PL; paspa6orana cTpyKTypa ZaHHBIX AJIA 00y IeHU
BBIOpaHHOTO MeToxa. Ha ocHoBaHuM mHQOpPMAIUA
0 nudPOBOH KapTe HCCIELYEMOro yIacTKa chopMu-
POBAH pAX DOMYIIEHUH IPU pa3paboTKe HTOrOBOrO

aJITOpuTMa IIpeCEKa3daHud BeJIUYUHBI IIOTePU MOIII-
HOCTH CHUTHAJIA.

Paspaboranusiii anroputMm mnpeackasamus PL
XapaKTepru3yeTcs BBICOKOM TOYHOCTBIO W MAJbIM
BpeMeHeM UCIIOTHEeHUd, YTO II03BOJINJIO CyIIeCTBeH-
HO COKPATUTHb BPEMSA BBIIIOJTHEHUA PAAUOIIIIaHUPO-
BaHUS.
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Development of an automated software tool based on machine learning methods for solving problems of radio
planning in subway sections
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aNational Research Lobachevsky State University of Nizhny Novgorod, 23, Gagarin Ave., 603950, Nizhny Novgorod,
Russian Federation

Introduction: The modern approach to radio planning provides subway passengers with uninterrupted access to the Internet. This
is achieved through the use of a special signal propagation model which calculates signal power loss during its propagation between a
transmitter and a receiver on subway lines. The disadvantage of the model is the high computational complexity. Purpose: Using machine
learning methods to develop an algorithm for predicting the signal power loss, the algorithm being characterized by high accuracy and low
computational complexity. Results: The analysis of machine learning methods revealed that the maximum possible accuracy in solving
the problem is provided by the random forest method. A data structure containing the parameters of a digital map of subway lines was
developed to train the selected method and predict a signal power loss. While developing the final algorithm a number of assumptions were
made, such as: the problem is solved as a classification problem, the predicted values are integers. A signal power loss prediction algorithm
that does not directly use the propagation model was developed, which reduced the computational complexity and the execution time for
solving radio planning problems, with high prediction accuracy maintained. Practical relevance: Due to the use of machine learning
methods in developed algorithms the time for performing radio planning was reduced from several days to several hours, with accuracy
preserved. This allows to process more radio planning orders or to reduce the working time for engineers to complete the same number of
orders, which is a financial benefit.

Keywords — machine learning, signal power loss, prediction algorithms, accuracy of an algorithm, base station, digital map.
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BBegeHue: o mMepe pocta KOJIMYECTBA M MHOro06pasusi YCTPONCTB, MOAKITIOYEHHbIX K CETU VIHTEPHET, pacTyT Tpe6oBaHusl Kak
K Npou3BOANUTENIbHOCTYU CETH, TaK M K 06ecreyeHnto 6€30MacHOCTU XpaHeH!s 1 nepeaayu faHHbIX. [Ipobaembl Mpou3BoanTeIbHOCTU
peLuaroT, KaK rpaBusio, 3a CYET 06/1a4HbIX, TYMAaHHbIX U rPaHNYHbIX BbIYMCIEHUN, a NpobieMa 6e30MacHOCTU XpaHEeHUs U nepeaayu
JaHHbIX 0CTaeTCs akTyanbHoW. OfHUM U3 3HPEKTUBHBIX MyTel ee pelleHns SBASETCSA UCMOb30BaHUe TEXHOMOrN 610KyYelH. Ljenb:
MPOEKTUPOBAHNE apXUTEKTYPbl CETU TYMAHHbIX BbIYUCIEHUI HA OCHOBE TEXHOJIOrUU GI0KYelH. Pe3ynbTaTbl: NpoBefeHHbIe NCCes0-
BaHMs B 0671aCTU TYMaHHbIX BbIYUCIEHNI [03BOSINIIN ONPEAENUTb TPE6OBAHUS K UX apXUTEKTYpe: aBTOHOMHOCTb, MAacLLTabupyeMocTb,
rM6KOCTb, MEPAPXNYHOCTb, 6€30MaCHOCTb, HAZIEXHOCTb, JOCTYMHOCTb, YA06CTBO 06CYXUBaHUS. BbigeneHHbie KpUTepumn nocTpoeHus
apXUTeKTypbl 06YCIOBUIIN BbI6OP B M10/1b3Y YaCTHOrO 6/I0KYeliHa N3-3a ero 60J1ee BbICOKOM NPOU3BOAUTENIbLHOCTY 10 CPABHEHUIO C OT-
KPbITbIM 6710K4€iiHOM. [poBefieH CpaBHUTENbHbIA aHaIn3 aaropuTMOB KOHCEHCYCa, KOTOpPbIe Yalle ApYrux UCMOJb3YITCS B YaCTHbIX
6/10KYeliHax, 1 Bbi6paH Hanbosee MoAXoAALMIi. B cooTBETCTBMM C yCTaHOBIEHHbIMU TPEOOBAHUSIMU U PE3Y/IbTaTaMu aHaIn3a CrpoekK-
TUPOBaHa MOAENb apXUTEKTYPbl TYMAHHbIX BbIYUCIEHUI HA OCHOBE YaCTHOIo 6J10KYeiHa. ADXMTEKTYpa BKJIKOYAET YeTbIpe 3/1eMeHTa:
KOHEYHbIe yCTPONCTBA, TYMaHHbIE y3J1bl, y3/bl OPKECTPaLumu 1 061a4HyH MHPPACTPYKTYpY. B 6710KYeiH BXOAAT TyMaHHbIe y3J1bl 1 y3J1bl
OpKecTpayuu, 3a cYeT Yero obecrneynBaeTcss KOHPUAEHLUNaNbHOCTb, JOCTYMNHOCTb U LJ€TIOCTHOCTb [laHHbIX B TyMaHHoW ceTy. [pakTuye-
CKasl 3HaYUMOCTb: pe3ysibTaTbl UCCIe0BaHNS MOTYT ObITb UCI10/Ib30BaHbI MPU MPOEKTUPOBAHNM CeTel TYMaHHbIX BbIYUCIEHNN KaK 1Mo
OTAENIbHOCTH, TaK U B COCTaBe MOBU/IbHBIX ceTel 56.

KntoyeBble cnoBa — TYMaHHbIE BbIYUCEHUS, APXUTEKTYPA TYMAaHHbIX BbIYUCIEHUH, 610KY€IH, MHpOPMALMOHHas 6e30MacHOCTb,
OPKeCTpaLys, UHTEPHET BeLLel.
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Bsenenune

B coBpemenHOM MEpe CBf3b IIPHOOpPETAET KJIIO-
yeBoe 3HAYEHWEe, U ee TeXHOJOIHH ObICTPO pasBH-
paiorcsd. Ha maHHBIM MOMEHT K CETSM CBSI3HM IIOJ-
KJIIOUYEeHBbI MUJIIHAPIbI PA3IHYHBIX YCTPOUCTB, a K
2030 roxy marTCA MPOTHO3BI HA MECATKU MUJIIIH-
apIoB MOAKII0YEeHHBIX ycTpoicTs [1]. CymecTByioT
Takue TeXHOJIOTUH, Kak uHTepHer Berei (Internet
of Things, IoT), KoTOpble HPENBABIAIT BHICO-
Kue TpeOOBAHUS K CBASH MEKAY YCTPOMCTBAMU.
O6umemupoBas nudpoBusanus Tpebyer orpoMHOro
KOJIMYECTBA HCIIOJIb3YEMbIX YCTPONCTB, UMEIOIIHAX
BbIXOJ KAK MUHHUMYM B JIOKQJIbHYIO CeTb, a 3a4da-
cTyIo U B 00saxo [2].

C passutuem texuosnoruu loT Bo Bcex cdepax
BO3HHUKAIOT CHAEAYIONIHE MPO6IeMbl: HEIOCTATOK
Ha yCTPOMCTBAX BBIYUCIUTEILHBIX PECYPCOB U WH-
dopmarmonnas 6esomacuocrs (MB) mamubIX, Co-
Iepskamuxcsa B ceTu. Kemu mpobieMy HemocTaTKa

MOIITHOCTEH CEeTOAHA PEeIIaloT B OCHOBHOM 3a CYET
06J1aYHBIX, TYMAHHbBIX U TPAHUYHBIX BHIUUCIEHUH,
To mpobiema Gesomacuoctu loT-ycrpoiicTs crout
oueHb ocTpo. Cormacuo nanabiMm ENISA (ArerntcTBo
Espomneiickoro corsa 1o ceTsaM u nH(POPMAI[MOHHOH
6e30I1acHOCTH), WHIUIEHTBI C YCTPOHCTBAMH WH-
TepHeTa Bellell BXOAAT B TPOUKY yrpo3 ¢ HAMbOOIb-
UM (PHHAHCOBBIM yIIepOoM 19 KOMIIaHUH.

Ha naHHBII MOMEHT yiKe eCTb pa3iu4yHble Ipe/-
JIOKEHUA 110 apXUTEKTyPe TYMaHHbBIX BIYHUCICHUH,
OMHAKO OHU CTAJKUBAIOTCSA C OMpeJeSeHHBIMUA BO-
mpocamMu B obmactu obecrieuenus UB maHHBIX ©
OITHUMHBAINH TOTPEOIEHUA PECYPCOB Y YCTPOHUCTB,
IPeIOCTABIAIOIINX CBOM YCIAYTH [ TyMaHHBIX
BbIumcIeHnd. JrajoHHas apxurexrypa OpenFog
RA [3] mpennaraer pemenue mpo6ieM, OLTHAKO He
BCe BapHUAHTHI 3TUX PEIIeHUH PACCMOTPEHEI.

B 2018 roxy HamuonanbHbIi HHCTUTYT CTAHIAP-
toB u TexHosorui CIIIA edopmynuposan opuiinaib-
HOe OIIpejie/ieHre TePMUHA TyMaHHbIe BEIYHUCIECHUA:
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«TymaHHbIe BBIYUCIEHUS — 5TO MHOTOYPOBHE-
Bas MOIeNb, 00ecreynBamlas MOBCeMECTHBIN I0-
CTYI K 00I1Ie#l COBOKYIITHOCTH MAacCIITA0MPYEeMBbIX BbI-
YHUCIUTENbHBIX pecypcoB. TyMaHHBIE y3Jbl SBJIS-
IOTCA KOHTEKCTHO-3aBUCHMBIMH M IOAJEPKHUBAIOT
eIUHYI0 CHCTEMY YIIPABICHUS JaHHBIMUA U OPTAHU-
sanuu cBsa3u. TyMaHHbIe BHIUYHCIEHU MUHUMHU3HU-
PYIOT BpeMs CEeTeBOro OTKJIHWKA IOAJAeP:KUBAEMBIX
NPUIOXKEHUH, a TakxKe 00ecIeYuBaAI0T KOHEYHBIE
YCTPOMCTBA JIOKAJIbLHBLIMHU BBIYHCIUTEIbHBIMUA Pe-
cypcaM |, IPU He0O0XOIUMOCTH, CETEBBIM IIOIKIIIO-
YeHUEeM K IeHTPAIN30BAHHBIM CEPBHCAM>.

B TymMaHHBIX BBIYHCIEHHUAX MOKHO BBIJIEIUTDH
crenyromue npobrems! u yrposst UB [4-6].

1. [Ipo6mema ayTeHTU(PHUKAIIUH  YCTPOUCTB.
Yro06bl IOIyYUTH AOCTYII K CIy:KO0aM ceTH TyMaHa,
YCTPOMCTBO JOMKHO CHAYAJIA CTATh YACTbIO CETH,
PO ayTeHTH(PUKAIIHNI0. JTO MPEACTABIAET CO-
601 cepbe3Hy MpPobJeMy, ITOCKOJIbKY YCTPOMCTBA
OTpaHUYEHBI PA3INYHBIMH IIapaMeTPaMHU.

2. ITpobaema 6e3omacHoCcTH 6eCIIPOBOIHOM TTepe-
naun maHubIX. ObecreuyeHre 6e30ITACHOCTH TyMAaH-
HOH CeTH 3aTPyAHEHO M3-3a YA3BUMOCTEH CTaAHIapT-
HBIX IIPOTOKOJIOB 6ECITPOBOIHOM IIepeIadu JaHHbBIX.

3. IIpobiema, cBsI3aHHAA C JOBEPUEM YCTPOUCTB
BHYTPH B CETHU. YCTPONCTBA TYMAHHBIX BBIYHCIIE-
HHUM 4aCTO pasBopavynuBaioTcsa 6e3 CTPOroro KOHTPO-
Jis ¥ 3AIMTHI, II09TOMY OHM IIOJBEP:KEHbI BCEM TH-
nam yrpos 6e30IacHOCTH.

4. I[Ipobrema KOHQUIESHIIHATIHLHOCTA KOHEUHBIX
[0JIb30BaTeJeH. ¥3/Ibl TyMaHa HAXOAATCA B HEIO-
CPEeICTBEHHOM OJM30CTH OT KOHEYHBIX II0Jbh30Ba-
TeJel U MOTYT cOOUpaTh KOH(pUIEHIIHATbHBIE TaH-
HBIE.

5. Bpemonocubie araku. Cpega TyMaHHBIX BbI-
YHCJIEHUH MOJKET IIOJBEPraThCsi MHOTOUHCIEHHBIM
BPEIOHOCHBIM aTakaM, U, TaKuM o0pasom, 6e3 ymo0-
HBIX Mep 6e30IacHOCTH BO3MOKHOCTH CETH MOTYT
OBITH CEPHE3HO TIOJOPBAHBI.

[lepeuncienubie mpPobIeMbl HE ITO3BOJIAIOT Ta-
PaHTHPOBATH KOH(MUAECHIIMATBHOCTE H IEJIOCT-
HOCTb MH()OPMAIIUK B TYMAHHBIX CETAX. OTO MOKET
IIPUBECTH K PACKPBITUI0 KOHPUIEHIIUATbHBIX IaH-
HBIX II0Jb30BaTejel, c600 OIepaluii B CeTH, Perry-
TAIMOHHBIM W MATEPHUAIbHBIM IOTEPSM KOpIIopa-
nuii. B namHo# paboTe MbI paccMaTpUBaEM BO3MOIK-
HOCTbH pellleHUs BhIIBICHHBIX IPOGIEM C TIOMOIIbIO
TEXHOJIOTUH OJIOKYEHH.

IIpeunmymecTBa HHTETPAINH TEXHOJOTHH
OJIOKYEeiH ¥ TYMAaHHBIX BHIYHCICHAHN

Brokueiin — 3T0 TeXHOJIOTHA XPaHEHUS TaHHBIX
B IIENOYKE IIOCJIENOBATEIbHO CBA3AHHBIX OJIOKOB.
Kamxabiii 60K COOEep:KUT YHUKAIBHBIA KO, HA3bl-
BaeMbIi xereM. BIIOK Takike COEPIKUT Xelll TPe/IbI-
nymiero 6soka B 1emouke. Ilociie Toro Kak 3amuch
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nobaBjieHa B I[ENIOYKY, €€ HEeBO3MOKHO M3MEHHUTH.
Hecmorps Ha TO, 9TO OGJIOKYEHH MOJBEPIKEH CIIeIIH-
(rueckuM arakam, ero IIMPOKO KCIIOIB3YIOT IPH
peanu3alniy Pa3IUYHBbIX IPOEKTOB [JI PEIICeHMUS
akTyasbHbIX Hpobiem UB.

1. Samura ot DDoS. Ilpeamonaraercsa cosganue
OJHOPAHTOBOM CETH JOCTaBKH KOHTEHTA HA OCHOBE
HEWCIIOIb3yeMOHN IT0JIOCHI IIPOILyCKAHUS yYaCTHH-
KOB ceTH. B mpoekre ucmonb3oBasach HHPPACTPYK-
Typa 6a0xueiina Ethereum u npexmonarasace sKo-
HOMHYECKas MOIeJb MOTHBAIUKA IOJKIIOYEHHBIX
YYaCTHHUKOB Ha OCHOBE COOCTBEHHOIO ITH(PpPOBOTO
akTuba [7].

2. BesomacHoCTh KOHEYHBIX YCTPOMCTB UHTEPHE-
Ta Bemel. Perucrparmus ycTpoiicTBa B JOBEPEHHOM
pacrpejieIeHHOM pPeecTpe TeOPEeTHYECKH II03BOJIS-
€T YCTPaHUTHb pPa3JINYHbIC YI3BUMOCTH HHTEpHEe-
Ta Berled (obecreyeHre I[€IOCTHOCTH IPOIINBOK
YCTPOHCTB, IIPO6IEeMBI C MOAKII0YEHHEM U ay TeHTH-
durarueit). OquuM u3 6a30BbIX MEXAHHU3MOB 3aIIH-
Thl YCTPOMWCTB C IOMOIIBI0 TEXHOJIOTHH OJOKYEHH
SABJISIETCS XPaHEHNE KOHTPOJIBHOM CyMMBbI METAJaH-
ubix IIO mpomuBku (Bepcus, BpeMs OOHOBJICHHUS
U T. 11.) B 610K9eline. J[l000e 0GHOBIIEHNE CBEPIETCS
C IOBEPEHHBIM Ky PHAIOM-IIPOTOKOJIOM U3MEHEHUH,
TeM CaMbIM OGeCHe‘-II/IBaeTCH rapaHTus IeJIOCTHO-
cru ycrporcra. Ha ceromus samura pacupezesieH-
HBIX CeTel SABJAETCA OJHUM U3 HauboJjee IepCriek-
THUBHBIX IIPUKJIAOHBIX HpI/IMeHeHI/Iﬁ TEeXHOJIOTUN
6soxueiin B cpepe UUB. CTout Tak:xe oTMEeTUTH pe-
aTu3aIuu pacupeeIeHHOTO PeecTpa, HalleJIeHHbIe
ua samury loT (mpoext IOTA) [8].

3. JeneHTpanu3oBaHHasI UIEHTU(DUKALINA U ay-
renTudukanusa. KoHmenmus nerneaTparn3oBanHONR
UIEHTU(PHUKAIIAA C IIOMOIbIO OJOKUYEHHA IMpPemIo-
JIaraeT, 4YTO IO0Jb30BATEIN MOTYT CaAMOCTOATEIHHO
XPaHUTh CBOU IEPCOHAJIbHBIE HJaHHbIE. Takum 00-
pasom obecredrBaeTCs IIOMHBIA KOHTPOJIb HAJ J0-
CTYIOM K TUYHOU nH@opMaruu [9].

B memoM MOMKHO BBIZEIUTH ClIELYIOI[HWE OCHOB-
Hble INIPEUMYIIECTBA OT WHTerpanuu 0OJIOK4eiiHa
¥ TYMaHHBIX BEIYUCIEHUH.

1. BiokueiiH mosBossgeT o0eclieduBaTh I[EJI0CT-
HOCTB, JOCTYITHOCTh ¥ KOH(PUIEHIIUAIHLHOCTD, T. €.
WD nasHBIX B TYMAHHOU CETH.

2. Brokueiin pemiaer mpobiaeMmy obecredeHus ay-
TeHTU(PUKALNY YCTPOHCTB B TYMAaHHOM CETH.

3. Hcnonb3oBanue 6I0KYeiHA IOBBINIAET 3AIIH-
Ty cetu oT D0S, BpeIOHOCHBIX U IPYTHUX aTakK, a TaK-
JKe OT IIOMeX W WMCKaKeHuu camou cetu. KoHeuwo,
OJIOKYEHH UMEeT CBOU ySI3BUMOCTH, OJJHAKO HUCITOJIb-
30BaHUE YaCTHOTO OJIOKYEHHA C HYKHBIM aJTOPUT-
MOM KOHCEHCyCa IT03BOJIAeT HHBEJIHPOBATH 6OJIb-
MIHHCTBO U3 HUX.

4. Briok4yeiiH I103BOJIsAET O00ECIEYMBATH IIOCTO-
SHHBIA MOHUTOPHHI MCIIOJIb3YyEeMbIX U JOCTYITHBIX
PecypcoB B KaKIOM KjacTepe CeTH WU y3Jje, T. €.
MIOBBINIAETCS OCBEOMJIEHHOCTh BHYTPH CETH.
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5. Y4acTHUKM TYMaHHBIX BRIYUCIEHUH MOTYT IO~
JlydyaTh BO3HarpaskJeHue 3a c4eT IIPeJOoCTaBIIeHU:A
CBOUX PECypcoOB TYMaHHOH CEeTH, YTO CO3/1aeT MOTH-
BaIMIO /I yIYACTHUA B TYMaHHbBIX BBIUUCIEHUAX.

HpoeRT MOJdeJaU TYMaHHBbIX BBIYHCJICHHUH
C HCII0JIh30BAHHEM TE€XHOJIOTHH 0JIOKYEHH

Bosbiile Bcero mpuMeHEHUH TyMAaHHBIE BBIYKC-
JIEHUA HAXOAAT B «YMHBIX» CHCTEMaX, KOTOpbIE Tpe-
O6y0T 06paboTKEN WH(POPMAIIHH B PEIKIME PeaTbHOTO
BpPEMEHH: YMHbBIE aBTOMOOUIIH, APOHBI-TOCTABIIUKH,
ymubie moma [10]. Bee 570 MOKHO 00beTUHUTE B paM-
KH YMHOTO TOPOJa, MO3TOMY IIPH IPOEKTUPOBAHUU
Momenu 6ysieM OTTaIKUBATHCA OT 9TOTO OOBEKTA.

Tax:xe HaI0 UMEThb B BUIY yiKe€ BBIIOJHEHHBIE
WCCIIeOBAHUA B 00JACTH NMPOEKTHPOBAHUS apXH-
TeKTypbl TyMmMaHHbIX BbhruucieHuii: OpenFog RA,
NIST [11] u ap. B xome uccimemoBaumii MbI HCIIOJIb-
30Bajy HEKOTOPBIE MPEeIIOKeHHbIe PeIIeHUus B I10-
CTPOEHUHM apXUTEKTYPhI U MIPUIEPKUBAINCH IPHUH-
muoB, onpeneneHubix B OpenFog:

— aBTOHOMHOCTD;

MacHITabupPyeMoCTh;

OTKPBITOCTH;

0€e30ITaCHOCTb;

RAS (mamemHOCTB, TOCTYIIHOCTH, yIOOCTBO
06CIyKUBAHUS);

— TubKOCTB;

— HMepapxXUuYHOCTb;

— IPOrpaMMHUPYEMOCTb.

Beienum ocHOBHBIE yHOTpeOIsieMble HAMHU dJIe-
MEHTBI.

1. KoneuHoe ycTpOHCTBO — OCHOBHOM KJIHEHT
TYyMaHHBIX CIyx06. MoxeT mpeacTaBiaiaTh cO00H yM-
HYIO MAIIUHY, poyTep, komubioTep. Haao morumars,
4YTO B ApPajUrMe TYMAHHBIX BBIYUCIEHUH TaTYAKN
B TYMaHHOM MallliHe He 00pamarwTci HAIPAMYIO
B TYMAaH, a y4aCTBYIOT B PAHUYHBIX BHIYUCICHUSIX,
a caMu IpaHWYHbIE BBIUHCIEHHUA II0 HEOOXOIHUMO-
cTu MOryT obpamiarbesd B TyMaH uiu obmaxo. OmHo
KOHEYHOE YCTPOHMCTBO MOTYT OOCIYKMBATH MHOKE-
CTBO TYMAHHBIX Y3JIOB.

2. TymaHHBIN y3eJ — OCHOBHOU 3JIEMEHT TyMaH-
Houi cetu. OH IpeacTaBAIeT cO60H (PUBUIECKOE UITU
BUPTyalIbHOE YCTPOHUCTBO, KOTOPOE IIPe0CTABIAET
BBIYMCIUTEIbHBIE YCAYTH TyMaHuHo# cetu. Mopenu
WX pa3BepTHIBAHUA TaKHe jKe, KaK U y 00JauHbIX
BBIYUCIECHUH.

3. ¥3ei opKecTpanuy — yIPABIAIOIUHN 3IEMEHT
B TymanHoi ceru. OH opranusyer paboTy TyMmaH-
HBIX y3JI0B, BeleT y4eT U MOHHUTOPHHT PECYpPCOB,
yIpaBIsfeT COOBITHSIMHU W HUMEeT IIPOYHe OpraHu-
gyrorue PYHKIIMH, He0OXOUMbIe s HOPMaJbHO-
ro PyHKIIMOHUPOBAHUA TyMaHHOU ceTu. KammbIit
y3eJl yIpaBJisieT OJHUM THOKUM CEerMEeHTOM TyMaH-
HOU CeTH.
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4. O6maunasa wH@pPACTPYKTypa — TyMaHHBbIE
BBIYUCJIEHUS pPaspabarbiBaiuCh KAk [IOIOJHEHUE
K 00JaKy, IOSTOMY apXHUTEKTypa TYMAaHHBIX BBI-
YHUCIEHUH [A0JIKHA YYUTHIBATH CBA3H C O6JIAYHON
UHPPACTPYKTYPOH [AJSA PA3IUUHBIX «TIKEIBIX»
BBIYHCJIEHUH UIH XPAHEHUs 00JIBIIOT0 KOJIHYECTBA
nHPOPMAIIHH.

Mopgens oTKpbITOrO 6I0KYEHiHA HE HOAXOMHUT II0
MHOTHM IIpHYMHAM. Bo-miepBhIX, OHA He obecredu-
BaeT colOimojeHne Bcex acnekToB MB manmbix, a
MMEHHO KOH(HACHI[MAIHHOCTH. B TYMaHHBIX BBI-
YHUCIEHUAX MOKET COIEPIKATHCA MHOKECTBO KOH(DU-
MEeHIMAJIbHOM WH(MOPMAIIUK, K TOMY Ke OHa obpa-
OaTbiBaeTCsa 0JIM3K0 K KOHEYHBIM YCTPOMCTBAM, UTO
MOJKET II03BOJIUTH YCTAHOBUTH JUYHOCTD BJIAJIEINb-
11a. Bo-BTOpBIX, OTKPBITHIN OJIOKYEHH TPpeOyeT MHO-
IO PecypcoB Ha MOATBEPIKIEHNE TPAH3AKIUMA, 4TO
KPUTHYHO [JIs TYMAHHBIX BBIYHCIIEHUH, TAK Kak
OHHU [OJIKHBI MOAJEPIKUBATH CHCTEMBI pPeajbHOIr0
BpemeHHu. B mpoBenerHOM uccnenoBaHuu [12] mpo-
M3BOAUTEIHLHOCTH OTKPBITOTO 60K4eiina Ethereum
u yactHoro 6mokueiina Hyperledger Fabric moxasa-
HO, 4TO MPOU3BOIUTEIHHOCTH YACTHOTO OJIOKYEHHA
BBIIIE B HECKOJBKO JECATKOB pa3 U MOKeT ObITh
BBIIIE Jaske B cOTHH pas. Eiie y OTKPBITHIX OJIOK-
YelHOB CyLIeCTBYeT IpobieMa MaciTabupyeMoCTH,
YTO TAK:Ke KPUTHYHO JJI TYMAHHBIX BHIYHUCIEHUH.
B-rpeTbux, MBI HE MOKEM IIOJHOCTHIO JOBEPATH TY-
MaHHBIM y3JaM, TAK KaKk HE MOMKEM KOHTPOJIUPO-
BaTh WX pasBepThiBaHue. [laxe aBTOPH30BAHHOE
YCTPOMCTBO MOIKET HCIOJIb30BATHCH 3JI0yMBIIIIEH-
HUKOM [[JI aTaAK{ HA TYMaHHYIO CeTh.

JTO IPHUBOZUT K TOMY, 4TO Tpebyercs paccMma-
TPUBATH APXUTEKTYPY YACTHBIX WA THOPUIHBIX
6sokueriHoB. Mcmonb3oBanue 4acTHOrO OJIOKYEHHA
10 CPABHEHUIO C OTKPBITHIM OJI0KYEHOM HECeT CJIe-
IyIOIIye IPerMyIlecTBa.

1. Koudupennuanbuocts. Mcmonb3ys dacTHBIN
OJIOKYEHH, MOKHO OBITH yBEPEHHBIM, YTO Iepeja-
BaeMas U XpaHuUMasd HHPOpPMAaNuA B TYMaHHBIX Ce-
X OyZeT UMeTh aclekT Kouduaennuaabuoctu b
IAHHBIX.

2. Huskoe morpebiieHue pecypcoB. AIropuTMBbI
KOHCEHCyCa y 4aCTHOro 6JI0K4eiiHa TpeOyT MeHb-
[IEr0 KOJHUYECTBA YYACTHs Y3JIO0B, YTO IIPUBOLUT
K CHUIKEHHI0 TOTPebIeHusd MPOIYyCKHOMH CIIOCOOHO-
CTH y y3JI0B ¥ YMEHBIIIEHHUIO HAKIAJHBIX PACXOIO0B.

3. Obecneuenue qoBepus BHyTpHU ceTu. | 1aBHbIE
y3JbI (y3JIbI OpKecTparnuu) 6ya1yT pasBopadyuBaThCs
o[ KOHTPOJIEM, YTO IMOBBIIIAET YPOBEHb AOBEpPHUS
BHYTPH CETH.

HcnonbsoBanue rubpupHoro 6I0K4YeliHA B paM-
Kax JaHHOU CTaThH He OyeM 3aTparuBarh, TaK Kak,
HECMOTPA Ha €ro IPeUMyllecTBa C TOYKU 3PEHUS
pacmpezeneHus npas, OH TpefyeT mogpo6HOro u3y-
YEHWS ¥ aHAAKW3a B KauecTBe IIaT(OpPMBbI IJIs B3au-
MOJEUCTBHUS YCTPOMCTB B TYMAHHBIX BHIUUCICHUAX.
IIpesxme yeM mpuCTyIaTh K €r0 H3YYEHHUIO, CIEIyeT
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paccMoTpeTh BAPHUAHTHI IIOCTPOCHUS] APXUTEKTYPhI
C IIOMOIIBI0O YACTHOTO OJOKYEiHA, W, y:Ke 3Had ee
HEIOCTATKM, MOKHO YCTPAHATH UX C ITOMOIIBIO I'U-
OpuaHOrO 6JI0KUYEHHA.

Bropoit HemaoBaKHOM HETANBI0 ABIAETCA ajl-
ropuT™M KoHceHcyca. Ha maHubIii MOMEHT He CyIie-
CTByeT CIIeIIUAIN3UPOBAHHOIO AJITOPUTMAa KOHCEH-
cyca s TyMaHHBIX BbIYHCIEHHH. B Hacrosdmei
paboTe paccMOTpeHBI ClEeAYIOIWe aJTOPHUTMbI
rorcerncyca: PBFT, PoAh, PoA u Raft. Bei6op sTux
aIrOpUTMOB OOYCJIOBJIEH WX PaCIpPOCTPAHEHUEM
B HCCJIEJOBAHUAX, CBA3AHHBIX C AJITOPUTMAMHU KOH-
CEHCYCOB YACTHBIX 0JOKYEHHOB U apXUTEKTYP MJIST
IoT, rpaHUYHBIX U TYMaHHBIX BhluuciaeHuu [13-17].
B pamkax manHoro uccnemoBanus He OymeM mogpo6-
HO OCTAHABJIMBATHCA HA IPUHIUIAX PAOOTHI aJITO-
PUTMOB, & PACCMOTPHUM WX CIEIUPUKY, TPOU3BOIH-
TeJIbHOCTD, IpenMyInecTBa u Henocratku. [Iposensa
CPaBHUTE/IbHBIA aHAIN3, BEIOEPEM AJITOPUTM WU
MPeIIOKUM ATBTEPHATUBY HA OCHOBE IIPEJIOKEeH-
HBIX aJITOPUTMOB.

Anroputm PBFT saBnserca ogHuM u3 OCHOB-
HBIX AQJTOPUTMOB JJd YACTHBIX OJIOKYEHHOB.
Ilomynspuast 6mokuetin-maargopma Hyperledger
Fabric wucmonbpsyer sTOT aJIropuTM KOHCEHCyCA,
YTO JAAeT BBICOKYIO 3 (PEeKTUBHOCTD, YCTOHYHBOCTH
K c60siM u obecreynBaeT paboTy 10 y4acTus TPEeTH
HEUCIIPaBHBIX y3J0B. ' taBubIM HemocTtaTkom PBFT
ABJISIETCS HU3KAST MACIITAONPYEMOCTb.

Anroput™m KoHcercyca PoA — moBONBHO MOITy-
JISPHOE pellleHre CPeay Pa3NHuYHbIX MPEIIPUATHH
¥ KOMOaHu#. B HeM Kaabli BaIugaTop SBIAETCS
abCOIIOTHO JOBEPEHHBIM Y3JIOM 3a CUeT ero pas3Bo-
pauuBaHM [OBEPEHHBLIM YYACTHUKOM. [JIaBHBIM
mpeuMyIecTBoM anroputrMa PoA sBisercs Gomee
BBICOKas d(pderTuBHOCTH 10 cpaBHeHuio ¢ PoW,
mpocroTa u Maciirabupyemocts [18, 19]. Y3 memo-
CTaTKOB MOYKHO BBIJIEIUTH CIA6YI0 IIPOU3BOIUTENb-
HOCTbB II0 CPaBHEHHUIO ¢ 60Jiee IPOU3BOIUTEIbHBIMU
aJrOPUTMaMHU U OTCYTCTBHE MOTHBAIIUH IS PII0-
BBIX YYACTHUKOB B 6j0Kueiine. HeBosmosxHOCTS 3a-
JIaTh MOTHBAIIUAIO ABIIETCSA JOCTATOYHO CEPhE3HbBIM
HEI0CTaTKOM, KOTOPbIH OyIeT pacCMOTPEeH HIUKE.

OgHuUM #3 aITOPUTMOB, KOTOPBIH TOKE IIOJY-
YU IIHPOKOE pacupocTpaHenwue, aBiadercda Raft.
Ero ocobenHocThi0 IBISETCSA TO, YTO B OJIOKYEHHE
MIPUCYTCTBYET BBIOOPHBIN JUAEP W €ro MOIITHUCYH-
KW, KOTOpPbIe CHHXPOHUBHUPYIOT CBOM y3JIbI C HHM.
JTo obecreuyrBaeT MPOCTOTY, HAMEKHOCTH, BBICO-
Ky 5(pQeKTUBHOCTh (pelleHns MPUHUMAET OJWH
y3eJ-Tuaep) U MacIiITadupyeMocThb, OMHAKO Tpebyer
IOIIOJTHUTEIbHBIX 3a/IePIKEeK U PeCypPCcoB Ha IIPOBe-
JIeHue BbIO0poB (puc. 1).

Kpome minpoko MCHoab3yeMbIxX ajJrOPUTMOB KOH-
cencyca, paccmorpum anroputm PoAh, koropsri
OBLII IPEeJIOKEH I/ IPUMEHEHUS B KPYITHBIX CETAX
IoT. dToT amropuT™m mpemHA3HAYEH IJIS PeIleHUs
po6JIeMbI BHICOKOTO TIOTPEOJIEHHSA PECYPCOB HHBIMHA
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B Puc. 1. Ananus nocTuKeHUsT BHIOOpA IHUIEpa IIPH pas-
JINYHBIX 3HAYEHUAX TAUM-AyTa

B Fig. 1. Aanalysis of achieving leader election at differ-
ent timeout values

aJrOPUTMAMHU KOHCEHCYCA B MAJIOMOIIHBIX YCTPOH-
creax I0T. Ou comep:xuT MexaHW3M ayTeHTHU(UKA-
IuHU ¢ 1UPOBOY MOAMUCHIO IJIS JOCTYIIA U IPOBEP-
Ku 6sora. B HeM Tak:Ke BBOAATCA yPOBHU JOBEPUI,
KOTOpble UMET 6a30Boe 3HAYEHUE W MEHSIOTCI CO
BpeMeHEeM B 3aBHCHMOCTH OT Ka4ecTBa paboThI y3ia.
Co0TBETCTBEHHO, I0BEPEHHBIE Y3JIbI, KOTOPhIE MOTYT
JOKa3aTh CBOIO UIEHTUYHOCTD, yUaCTBYIOT B KOHCEH-
cyce. Takoit mogxo]| CyIIEeCTBEHHO CHUIKAET PACXO-
IIbI 3@ CYET TOTO, YTO COBPEMEHHbIE ACHMMETPHYHbIE
MeTOAbI MH(PPOBAHUA 09eHb ObIcTPLI. HecMorpsa Ha
T0, 4T0 ImpuMeHenre PoAh 6osblile MOAXOMUT IJIsS
rPAHUYHBIX BBIYHMCIEHHUH, IJ[€ YYaCTBYIOT IIPEUMY-
[IECTBEHHO MAJIOMOIIHbLIE YCTPOUCTBA, UIEU ITOTO
aIToOpuTMa KOHCEHCYCa TOXKe MOKHO HCIIOIH30BaTh
B TYMAHHBIX BEIUUCIICHUSX.

Pesynbrars! uccienoBauuii BHECEHBI B TAOIHILY.

Kax BugHO w3 TabMHUIILI, B UCCIETOBAHUSIX IIPO-
BOJMJICS aHAJIK3 PA3JIUYHBIX YACTEH TOTO UIIH UHO-
ro anropurMa KoHceHcyca (B Raft uccnemyercsa cko-
pocTh BeIOOpa nHuaepa, a, Hanpumep, B PoAh ananu-
3UPYeTCA CKOPOCTh ayTEeHTU(PUKAIUH YCTPOHCTBA
u oTBeTa OT 6ioKueitna). Kpome Toro, BUaHBLI pas-
JIMYHA 10 XaPAKTEPUCTUKAM U APXUTEKTYpPe CPeIbl
TECTHPOBAHMUS, YTO HECKOJIBKO YCIOKHIET CpaBHEe-
HUe Pa3jInYHbIX aJTOPUTMOB, II03TOMY IIPU BbIOOpE
aJIropurMa KOHCEHCyca OyAeM OTTAaJKHUBATHCA OT
TIOTpeOHOCTEH Halllel apXUTEKTYPHI.

Beigenum ocHoBHBIE TpeboBaHHWA, KOTOpbIE
MOJIKHBI 06eCIleuuBATh TYMaHHbIE BBIYHMCIICHUS
B paMKax yMHOI'O TOPOJa:

1) mogmep:KKa CHCTEM PearlbHOTO BPpEMEHU;

2) okazaHmue yciayr 1o o0paboTKe M XpPaHEHHIO
MaHHBIX;

3) obecnieuenre BoIcOKOro ypoBHA WD manmBIX
B TYMaHHOU CEeTH;

4) MOTHBaLUA PAJOBBIX YIYACTHUKOB JIJI IPEIO0-
CTaBJIEHUS PECYPCOB TYMAHHBIM BBIYUCICHUIM;

5) peanusanus OPUHIUIIOB TMOKOCTH, MacIITa-
OMPYEeMOCTH ¥ HePapXUIHOCTH CETH;
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B Pesysnbrar aHANTU3a IPOU3BOIUTEILHOCTH AJITOPUTMOB KOHCEHCyCa
B The result of the consensus algorithms’ performance analysis

Anropurm IIpousBoguTETLHOCTH XapakTepuCTUKH MaKeTa
., KommenTapun

KOHCEHCyCca KOHCEHCyCca (BEpPTyaIbHOU MAIIHHBI)

PBFT Maxkcumanbaoe TPS: 45 Intel i7-7700k, O3¥Y 32 I'B, AHanus Ipou3BOIUTEIbHOCTH B UCCIEI0BA-
Sanepsxka qiad 50 Tpas- skecTKU# guck 512 SSD. HUAX JaJ IPUMEPHO OTHHAKOBBIN Pe3yIIb-
sakmuii: 1,5 ¢ IToctpoen B Hyperledger TaT fAake MPHU Pa3IUYHBIX XapaKTEePUCTU-

Fabric KaX UCIBITATEIbHOTO CTEHIa, TAK KaK
6mox4eitH He oTpebageT Bee pecypest B OC
Maxkcumansaoe TPS: 52 4 snpa Intel Cascade Lake,
3anep:xka misa 50 TpaH- 8 I'6 omepaTuBHOM maMATH,
sakmui: 1,29 ¢ OC Ubuntu 20 LTS, 20 I'6
HDD. ITocrpoen
B Hyperledger Fabric

PoAh Cosnanue, 3amoaHeHe IlTects ogHOIIATHBIX Jns anann3a mpou3BOAUTEIbHOCTH
TpaH3aKIUAMU U UHTETpU- | KoMbioTepoB Raspberry Pi MIPUMEHSJINCH MAJIOMOII[HBIE YCTPONCTBA,
poBaHue 6J0Ka pasMepoMm cumynupyoure [oT
35 bauiT 3a 3,34 ¢
Jlyist pasmu9YHbBIX YCIYT Dell Alienware Aurora R11
pasHoe BpeMs BBINIOJIHE- Core i7
Husd: or 4 1o 10 ¢ CMomennpoBaHo

50 ycrpoiicTB

PoA TPS: 14 Het undopmanmu
3aepiKKa MO TBePIKICHU —
TPaH3aKIUHU: 5 MUH

Raft st craugapTHOTO 5 HOM, MOAKII0UeHHBIX uepes3 | OcHOBHOE OECIIOKOMCTBO BHI3BIBAET JOCTH-
ranm-ayra (150-300 mc) Ethernet-kommyTarop JKeHHe COCTOSHUS OIpefeIeHusd Iuaepa,
BpeMs OIpe/eIeHHUsT 1 I'6ut/c, co cpequuM Tak Kak 6e3 Hero 6JIOKYEHH-CeTh He MOKET
Iuiepa JOCTUTAET 3 ¢ BpeMeHeM TPAHCAAINY 15 MC | BBIIOJHATH CBOU (PyHKIMHU. [IponsBoau-

TEJABHOCTH AJITOPUTMA IIPU OIIPEIeIEHHOM
Jugepe BBICOKA, TAK KaK TPAH3AKIINA
BBIIOJHAET TOJBKO OJUH y3€JI, 8 OCTAIbHbIE
CUHXPOHU3HUPYIOTCA C HUM

6) mpocTOoTa KaK [AJIS MCIOJIb30BAHUA KIHEHTA-
MH, TaK U /I yIacTUA B KAUeCTBe TYMaHHOTO y371a;

7) moamep;kKa aBTOHOMHOCTH KJIacTepa B ciaydae
OTKa3a y3Jia OpKeCTPAIInH.

B coorBeTcTBUE C STHMH TPEOOBAHUAMHU MBI
npejpyiaraeM apXuTeKTypy TYMaHHBIX BBIUMCICHUN
¢ mHTerpanued yacrHoro 6iokdueriHa. OHa TakKe
0ymeT coCTOATH U3 YeThIPeX DIEMEHTOB, HO C HEKO-
TOPBIMHU 0COOEHHOCTAMH.

1. Koneunoe ycrpoiicrBo (knuent). IIpu Heobxo-
ITUMOCTH OKa3aHUA YCIYT KIHEHT obparnaercs K 61u-
sameMy TyMaHHOMY y3ay. Kpome uudopmamuu
0 TpeGoBaHUM, MPEIbIBIIEMOM K 3aMIPalIdBAEMON
yeIyre, KINEHT JOJKEH IPEIOCTaBUTh MeTagaHHbIe
IJIs1 OIpenesieHus IIPHOPUTETa BbIAEJIEHUS YCILyTd
1o 06paboTKe MaHHBIX (CHCTEMBI PeaJbHOTO BpeMe-
HH OyIyT UMETh IIPHOPUTET BBIIIle, YeM, HAIIPUMED,
CHCTEeMBI KOMMYHAJIbHBIX JaTIUKOB). TaK:Ke KIHEHT
IOJKEH IIPOUTHU PETUCTPAIUIO0 U MONYIUTH CEKPeT-
HBIA U OTKPBITHIN Ka049. OTKPBITHIA KIII0Y NMEETCs
¥ BCEX Y3II0B OPKECTPAIUX B TYMaHHOH CEeTH.

2. TymauHble y31b6l. B paMkax faHHOI apXUTEK-
TYpBbl TyMaHHBIE y3JIbI BXOJAT B HEKOTOPBIH Kja-
cTep, KOTOPBIH yIIPaBIAETCA OJHUM U3 Y3JIOB OPKe-
crpanuu. CaMu Ki1acTepsbl ABIAOTCA THOKUMU, U y3-
JIBI MOTYT KaK BXOJIUTh B HUX, TAK U BBIXOIUTH B 3a-
BHCHMOCTH OT PEIIeHUs y3Ja OPKeCTpaIuu. ¥3Jbl,
KpoMe 00paboTKM M XpaHEHUS MAHHBIX, TOJKHBI
peryispHO IepefaBarTh B y3eJ OPKEeCTPaIluu JIaH-
HBIE O CBOEM COCTOSHHUH W WH(OPMAIIHUIO O CBOUX
pecypcax. TymaHHBIH y3es cOOMpaeT U OTIPaBIIET
B y3€JI OpKeCTpaIiy 3aIIPOChI Ha YCIYyTH KIUEHTOB.
Kaxknpiit TyMauHbBIN y3€lI BXOAUT B OJIOKYEHH, OfI-
HAKO He yYacTBYeT B MOATBEP:KICHUU TPAH3AKITUHA
13-3a MPOOJIeM MOBEpUA K HUM M 9KOHOMHUH Pecyp-
coB. Omeparuu, KOTOpbIe HA3HAYAIOTCS Y3JI0M OpPKe-
crparnuu, oPOPMJIAIOTCI B BHE CMapT-KOHTPAKTA,
KOTOPBIN BKJIOYAET B cebsi KOHTeWHep C MCIIOIHSI-
€MBbIMHM WHCTPYKIIUAMU U OKPY:KEHHeM WU 6JI0KH
JUII XpaHEHUd, a TaKKe BO3HATPaKeHNe 32 OKa3bl-
BAeMyI0 yCAYTy. ATO ITO3BOJIUT MOTUBHPOBATD 4ACT-
HBIE JIUIA AJId YYaCTHUA B TYMAaHHbBIX BEIYUCICHUAX.
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,Z[.TIH HEeImMoOCpeaCTBEHHOr0 y4aCTud B TYMAaHHBIX BbI-
YHCICHUAX Y3€JI JOJKEH IPOUTH ay TeHTU(PUKAI[AIO
u BbIOpATh 00'beM PECYyPCOB U OIIPefeIeHHbIe YCIIO-
BUA JIJIS1 UX IIPECTABJIEHUs (HAIIPUMED, eCIN 3aPsiI
O6arapen Ha MOOMIBHOM ycTporicTBe HuEe 50 %).

3. ¥3ubl oprecrpanuu. Kammblii ysen BBIIOJ-
HSeT CBOM 00sS3aHHOCTH B CBOoeM Kiacrepe. Kpome
TOTO0, UMEHHO 9TH Y3JIbl YYaCTBYIOT B aJITOPHUTME
KOHCEHCyca H, COOTBETCTBEHHO, BEIyT ydeT Oyx-
rajTepCKOi KHUTH W TMOATBEP:KAAIT TPAH3AKIUH.,
Tak:ke UMEHHO 9TH Y3JIbI UMEIOT CBI3b C 00JaYHON
UHQPACTPYKTYPOH.

4. O6maunas wuH@pactpykrypa. O6mako Je-
JKUT 3a TpeJejaMHu TYMAHHBIX BBIYHMCIEHUH, IO-

\
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STOMY apXHUTEKTypa Ha HETO He PacCIIpoCTPAHIETC.
Opxuako coobiienre MexIy OJIOKYeHHOM B 00JIaKOM
BBINVISIIUT TAKKe MEePCIeKTUBHBIM HAIPaBICHUEM
nd uceaenopauui [20].

Ha ocHoBaHuM OmHMCaHHBIX BbIllle TpebOBAHUM
¥ apXUTEKTYPbl MOKHO BBIJIEIUTD CAEAYIONINE KPH-
TepPHH, KOTOPBIM [IOJI:KEH YAOBJIETBOPITEH AJTOPUTM
KOHCeHCcyca:

1) mopmep:xKa pabOTHI ANTOPUTMA YACTHBIMH
6sI0KYeHH-TIIaT(DOPMaAMHU;

2) Iofiep:KKa CHUCTEMbl MOTHBAIIMH YYaCTHU-
KOB;

3) BO3MOKHOCTh MaCHITA0UPYEeMOCTH IHPH yBe-
JIUYEeHUHN YHCIIA Y308 B CETH.

ObnayHan m;n@é&pfﬁypa

b

«Taxenvie» onepanun u (aiib

< PBFT

Yupasnenve
yanamu
1 TIOATBEPIKAEHHE
omeparuu

PBFT

3arnpockl KITHEHTOB U Pe3y IbTaThl OIepalii

4 N (7

Krnacrep Tymanusix yanos 1

/

v

Knacrep TymanubIX y3108B 2

N N

/ Knacrep TymanubIX y3710B 3

—~——

Pesynbrar npegocraBiesus yeuyru

AyTreHTHQUKALYA ¥ 3aIIPOC
HA TIPeI0CTaBIeHHe YCIYTH

J

B Puc. 2. O61mnii BU apXUTEKTYPhl TYMAHHBIX BHIYUCAECHUH C UCITOAb30BAHUEM TEXHOJIOTUHU OIOKUYEHH
B Fig. 2. General view of fog computing architecture using blockchain technology
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Tax:xe mpu BbIOOpPE CTOUT ob6palars BHUMAHUE
HA CKOPOCTh IIOATBEP:KIEHHS TPAH3AKIHM U Ha-
KJIaJHbIe PACXObI B CIyYae, eCIH aJrOPUTM TPely-
eT BbIOOpA y371a Iuaepa.

B kauecTBe asropuT™Ma KOHCEHCYCA [IJIST Y3JI0B OP-
recrpanuu Beibepem PBFT, tak kak on B Oonbieit
CTEeIIeHH COOTBETCTBYET 3aiBJIEHHBIM KPUTEPHUIM,
¥ B Halllell apXUTEKType HeOOJbIIoe KOJHMYECTBO
Y3JI0B, KOTOPhIE IPUHUMAIOT y4acTHEe B KOHCEHCYyCe.

Asnroputm Raft Toxe rommrTcsa mia MCIOIB30Ba-
HUsA, OAHAKO OH TpebyeT BbIOOpA y3ja IHAepa, 4To
HaM He IIOJXOIUT, TAK KaK BO BpeMs BbIOOPOB cepBep
CTAHOBUTCS HEIOCTYIIEH [JISI OKA3aHUS YCIYT CBBIIIE
3 ¢, a IpH CeTeBBIX 3aIePIKKAX ITO BPEMS MOKET eIle
VBEJIUUYHUTHCS, YTO JEIAeT dTOT AJTOPUTM HEIOIXO0-
OAITAM [ TYMaHHBIX BbIUHCIeHu#. Kpome Toro,
Raft e mognep:xuBaercs Bcemu 610KueiH-TLIAT¢OP-
mawmu, B orsinane ot PBFT, koTopsriit sBiisteTcs Kiac-
CHUYECKUM AJITOPUTMOM JIJIs IPUBATHOTO OJI0KUeiHA.

Anroputm PoA He momgxomuT u3-3a TOrO, 4TO
B HEM HEBO3MOJKHO 3aJaTh MOTHBAIIMIO IJIS yda-
CTHA PSAMOBBIX Y3JI0B, KOTOpAs KpalHe BasKHA IS
peanusanuu IeMCTBUTEIbHO KAa4eCTBEHHOU M pac-
MUPSEMOH apXUTEeKTyphl. KpoMe Toro, y Hero ums-
Kas CKOPOCTh MOATBEPKICHUSI TPAH3AKIIUH, UTO
TaK:Ke JieJiaeT ero MpuMeHeHe HeBO3MOKHBIM B Ty-
MAHHBIX BEIYHCICHHUAX.

Anropurm PoAh BBITIISIUT MEePCIIEKTUBHBIM IS
WCIOJb30BAHUSA B TUOPUIHOM OJIOKUEiHe, OTHAKO
MbI He OymeM paccMaTpHUBATh JAHHBIN KJace OJIOK-
yeiiHa B 9TOM paboTe BCIENCTBHE OTPAHUYEHHOCTH
10 TeMaTHKe U 00beMy.

OO6muit BU apXUTEKTYPBI IPECTaBJIeH Ha PUC. 2.

W3 mpeumyIecTs JaHHOH apXUTEKTYPbI MOKHO
BBIZICJIUTh CIEAYIOLINEe IPUHIUILI, IOLIepKUBae-
MbI€E €I0:
0€e30I1aCHOCTb;

MacmTabupPyeMoCTh;

OTKPBITOCTD;

RAS (magmexHOCTB, AOCTYIHOCTH, YIOOCTBO
06CIyKUBAHU);

— TubOKOCTE;

— HMepapXUYHOCTD.

7

CyiiecTByOT IpO06JIEMBI ¢ aBTOHOMHOCTBIO KJjIa-
CTEpOB, TAK KAK OHH IIOJHOCTHIO 3aBUCUMBI OT y3JIa
OpKeCTpaIuu, U OTKa3 ero paboThl MOKET IIPUBe-
CTH K Kpaxy CyIleCTBEHHOU 4YaCTH TYMaHHOH! CEeTH.
B Ttakom ciayuae ocraBmmecs paboTOCIIOCOOHBIE
y3JIbI OPKECTPALluK [OJKHBI BPEMEHHO B3ATb Ha
cebsa 00513aHHOCTH BBIOBIBIIIETO y37a, 9TO TaKiKe
BO3MOKHO 3@ CYET HCIIOJb30BAHUA TEXHOJIOTUH
OJIOKYEH.

O]_'[HI/IM H3 OCHOBHBIX IIPpEUMYIIECTB HCIIOIb-
30BaHusA OJOKYEHHA fABIgeTCI oObecrieyeHue KOH-
pumeHITnATBHOCTH, MAOCTYIHOCTH W II€J0CTHOCTHU
IAHHBIX B HEM. JTO JOCTUTAETCA 34 CUYEeT HCIIOJIb-
30BaHUA KPUITOrPa(pUUECKUX CPEICTB, XPAHEHUS
xerei (paijioB ¥ MEeTATAaHHBIX Olepanuil B GJIOK-
yeliHe, a TAKKe MIapIUPOBAHUA XPAHUMBIX (PaiiioB
B TYMaHHOH CeTH.

3akaroueHue

B xozme aHanusa CymIeCTBYIOIINX IIPEAJIOKEHUN
10 ApXUTEeKType TYMaHHBIX BBIUHCIEHUN BBIIB-
JIeHBI TIPo6IeMbI, CBA3aHHBIE ¢ obecrneuenuem Wb
MaHHBIX, OPKecTpalnueld u HeACHbIM pa3aeleHHueM
TYMAaHHBIX y3JI0B, KOTOPBIE IIPENOCTABIIAIOT YCIYIA
gauenTaMm. Kpome TOro, ycTaHOBJIEHO, YTO BCE pas-
pabaTbiBaeMble apPXUTEKTYPhl HE YYHUTHIBAIOT MO-
THUBAIIUIO0 y9aCTUud YaCTHBIX JIUI] B TyMaHHOﬁ CeTu,
4TO KpaiHe BaXKHO I OOIIECTBEHHBIX TYMAaHHBIX
Beruucienuii. Ilpennaraemass apxurekTypa pema-
€T BTH IPOOJIEMBI C TIOMOIIBI0 BHEIPEHUA YaCTHOTO
6/I0KueiiHa, KOTOPBIN 6saromaps CBOMM CBOHMCTBAM
03BOJIAeT 6e30I1acHO MO0JIb30BATHCA YCIYTraMu TY-
MaHHBIX BBIYHCJIEHHU, a TaK:iKe IaeT MOTUBAIIHIO
3a CHEeT BO3HarpamJaeHHnus YYaCTHHKOB TyMaHHBIX
peruncineHuii. OmHAKO HaHHAS apXUTEKTypa Tpe-
OyeT pasBepTHIBAHHUA 0a30BOM YaCTH TYMAHHOH
ceTH W (DUHAHCHUPOBAHUA, IIPH TOM 0becredyrBaer
HanbOJBIIYIO KU3HECIIOCOOHOCTh B paMKax o0Iie-
CTBEHHOUW PabOThI U IOAAEPIKAHUI TAKHUX CHUCTEM,
KaK yMHAas TPAHCIIOPTHAS CETh ¥ CUCTEMA JI0OCTABKU
C TIOMOIIIBIO IPOHOB.
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Introduction: Due to the growth in the number and variety of devices connected to the Internet, the requirements for network
performance and data transmission security are increasing. Today, performance problems are usually solved through cloud, fog and
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edge computing, while the problem of data storage and transmission security remains relevant. One of the effective ways to solve this
problem is to use blockchain technology. Purpose: Designing the architecture of a fog computing network based on blockchain technology.
Results: Based on the research in the field of fog computing, the requirements for the fog computing architecture were determined,
such as: autonomy, scalability, flexibility, hierarchy, security, reliability, availability, serviceability. The selected criteria for building an
architecture led to the choice in favor of a private blockchain due to its higher performance compared to a public blockchain A comparative
analysis of the consensus algorithms that are most often used in private blockchains was carried out and the most suitable one was
chosen. Based on the requirements put forward and the results of the analysis, a fog computing architecture model based on a private
blockchain was designed. The architecture consists of four elements: end devices, fog nodes, orchestration nodes, and cloud infrastructure.
The blockchain includes fog nodes and orchestration nodes, which ensures the confidentiality, availability and integrity of data in the fog
network. Practical relevance: Paper results can be used in the design of fog computing networks both separately and as part of 5G mobile
networks.
Keywords — fog computing, fog computing architecture, blockchain, information security, orchestration, Internet of Things.
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Introduction: Internet of Things devices are actively used within the framework of Massive Machine-Type Communication
scenarios. The interaction of devices is carried out by random multiple-access algorithms with limited throughput. To improve
throughput one can use orthogonal preambles in the ALOHA-type class of algorithms. Purpose: To analyze ALOHA-based algorithms
using the exploration phase and to calculate the characteristics for the algorithm with and without losses with a finite number
of channels. Results: We have described a system model that employs random access for data transmission over a common
communication channel with the use of orthogonal preambles and exploration phase. We have obtained a formula for numerical
calculation of the throughput of an algorithm channel with losses with an infinite number of preambles and a given finite number
of channels. The calculation results for several values of the number of independent channels are presented. A modification of the
algorithm using the exploration phase and repeated transmissions is proposed and described. The system in question can work
without losses. For this system, we have given the analysis of the maximum input throughput up to which the system operates
stably. Also, the average delay values for the algorithm that were obtained by simulation modeling are shown. By reducing the
number of available preambles, the results obtained can be used as an upper bound on the system throughput. Practical relevance:
The results obtained allow to assess the potential for improving the throughput of random multiple-access systems in 6G networks
through the application of the exploration phase.

Keywords —multichannel ALOHA, maximumthroughput, random multiple access, stability, Massive Machine-Type Communications,
Internet of Things.

For citation: Burkov A. A., Rachugin R. O., Turlikov A. M. Analyzing and stabilizing multichannel ALOHA with the use of the
preamble-based exploration phase. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2022, no. 5, pp. 49-59.

doi:10.31799/1684-8853-2022-5-49-59, EDN: KGVYDI

Introduction

Currently, there is an active development of
wireless communication technologies, caused by
a large increase in the requirements for the num-
ber of operating devices and the amount of trans-
mitted data. A prime example is the Internet of
Things (IoT) technology. Support for this tech-
nology in cellular networks is being studied in
both the standard (5G) and emerging standards
(6G). IoT systems are expected to work with-
in the framework of the Massive Machine-Type
Communications scenario. The possibility of op-
eration of a potentially infinite number of devic-
es and a high load on the network [1-3] are con-
sidered. Since the number of users is potentially
infinite, random access algorithms are assumed
[4, 5]. As a rule, varieties of algorithms such as
ALOHA and its modifications are considered. The
existing algorithms have restrictions on the limit-
ing input arrival rate (throughput), which become
few with the existing increase in the number of
users. There are various approaches to increase
the throughput of algorithms. Thus, approaches

based on the use of non-orthogonal multiple ac-
cess (NOMA), sequential interference cancella-
tion (SIC) and orthogonal preambles are proposed
[6-12]. However, NOMA and SIC methods are
computationally intensive. Therefore, in this ar-
ticle we will consider an approach using orthogo-
nal preambles. The work [12] considers a system
with independent channels and a multichannel
ALOHA algorithm that uses orthogonal pream-
bles to implement work with two phases. The ex-
ploration phase is the phase of evaluating possible
collisions using preambles. Users then transmit
messages in the Data Transmission Phase based
on the results of the EP. In this paper, we will
take as a basis the model of such a system. In con-
trast to [12], we will analyze the throughput for
a finite number of independent channels. It also
proposes a modification of the algorithm using re-
peated transmissions, which allows the system to
work without losses. This algorithm can be used
to organize data transmission in high reliability
systems [13-15]. For such a model, the limiting in-
put arrival rate is sought, up to which the system
is stable for a given number of channels.
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Analysis of a system with losses

Let us introduce a system of assumptions for the
system under consideration.

Assumption 1. The entire time of the channel op-
eration is divided into frames of the same length.
A frame consists of two phases: an exploration
phase (EP) and a data transmission phase (DTP).
Each phase is followed by a response from the base
station (BS). In the exploration phase, orthogonal
preambles are transmitted, and in the data trans-
mission phase, user messages are transmitted.
Users know exactly the boundaries of the division
into frames and phases and can transmit data only
at the beginning of the corresponding phase at the
beginning of a new frame.

Assumption 2. There is a set of K independent
channels. All users have unique preambles. A pre-
amble is a sequence of bits of a certain length, which
is much less than the length of the message. The
preamble transmission rate is the same. The BS can
reliably determine the number of preambles on each
channel.

Assumption 3. In each channel, during each
phase of the frame, one of the following events can
occur:

— “Success” — if the data was transmitted by
one user;

— “Empty” — none of the users transmitted
data;

— “Conflict” — simultaneously, two or more us-

ers were transmitting data. If a conflict occurs dur-
ing the EP, then the BS will successfully determine
the number of preambles. If a conflict occurs during
the DTP, then the users’ messages overlap and can-
not be processed on the receiving side.

At the end of each phase, all users will reliably
know what event happened in the channel.

Assumption 4. The system has a potentially un-
limited number of users. The number of messages
appearing in the system in one frame is distributed
according to the Poisson law with the parameter K.

Assumption 5. The time of the data transmission
phase will be taken as a unit of time, and the time of
the exploration phase will be taken as 0.

Let us describe the considered algorithm.
According to Assumption 1, each frame consists of
two phases: EP and DTP. In EP, users randomly se-
lect one of the K channels and send a preamble over
it. The BS then estimates the number of preambles
in each channel and broadcasts this information
to all users. After that, users are divided into two
groups. The first group (Gg) includes users in whose
channels one preamble was transmitted. All other
users fall into the second group (G.). Channels se-
lected by users in G are assigned to them, and all
other channels belong to the second group.

Then comes DTP phase. Gg users transmit da-
ta with a probability of one. Users of the G decide
whether to transmit data to them with a probabili-

K-|Gg |
|Ge |

G group who decide to transmit data randomly
select one of the channels of the second group and
transmit their data. The base station then informs
all users about the events that have occurred in
each channel via the feedback channel.

Consider an example of the algorithm shown in
Fig. 1.

The system has three data channels. Consider the
first frame. In the first channel in the exploration

ty equal to pppp = min {1, } Users of the

«— EP—><«—— DTP ——>»<«— EP—><«——DTP——><«— EP—><«—— DTP ———,

Channel 3 gi 2 Data Uy S Uy | 1 Data Usg S 0 Data Uy S
U, Data U,
Channel 2| U 1 Data Us S Uy 2 Data Uy, C Us 1 Data U;g S
U, U Ui
Channel 1 U, 2 Data Uy S Us 2 E Uy 2 Data U S
>l >e—> ¢
T, = Ty T, Ty
h Frame 1 B Frame 2 7 Frame 3 ”
B Fig. 1. Example of the algorithm’s lossy work
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phase users U; and U, decided to send their pream-
bles, in the second channel user U, decided to send
a preamble, in the third channel users U, and Uy
decided to send preambles. After evaluating the pre-
ambles in each channel, the base station will return
to all users the next set of data {2, 1, 2}. Thus, chan-
nels one and three belong to group two, hence users
U,, Uy, U, and Uy also belong to the G,. Channel
two belongs to group one and also user Uj; belongs
to Gg.

This is followed by the data transmission phase,
in which the user from the first group remains in
the same channel and transmits with probability
equal to one. Users of the second group randomly
decide whether or not to send data to them. In this
case, the transmission probability will be equal to

Pprp =min{1, %}=0.5. Assume that users U,

and Uy decide not to transmit, but users U, and U,
decide to transmit and randomly reselect one of the
channels of group two. Let user U, reselect the first
channel, and user U, reselect the third channel.
Thus, as a result, the “Success” event will occur in
all channels.

Consider the next frame. Suppose that in the ex-
ploration phase, users Ug and Uy decide to transmit
their preambles on the first channel, users U, and
U,, on the second channel, and user U on the third
channel. Then, the base station, having estimated
the number of received preambles in each channel,
returned the following data set to all users {2, 2, 1}.
Thus, channels one and two belong to group two,
hence users U,, Ug, Uy and U, also belong to the
G. Channel three belongs to group one, and user
U, belongs to Gg.

This is followed by the data transmission phase,
in which the user from the first group remains in
the same channel and transmits with probability
equal to one. Users of the second group randomly
decide whether or not to send data to them. In this
case, the probability of transmission will be equal

to pprp =min {1, %} =0.5. Assume that users U,

and Ug decide not to transmit, users U, and U, de-
cide to transmit and randomly reselect one of the
channels of group two. Let both users Uy and U, re-
select the second channel. Thus, the event “Empty”
occurred in the first channel, the event “Conflict”
occurred in the second channel, and the event
“Success” occurred in the third channel.

Consider the third frame. Assume that in the ex-
ploration phase, users U;; and U,, decide to trans-
mit preambles on the first channel, user U, trans-
mits the preamble on the second channel. Then,
the base station, having estimated the number of
received preambles in each channel, returned to all

users the following data set {2, 1, 0}. Thus, channels
one and three belong to group two, hence users Uy,
and U, belong to the G,. Channel two belongs to
group one and also user U, 5 belongs to Gg.

This is followed by the data transmission phase,
in which the user from the first group remains in
the same channel and transmits with probabil-
ity equal to one. The users of group two random-
ly decide to send data to them or not. In this case,
the probability of transmission will be equal to

Pprp = min{l, ;} =1. Assume that user U;; de-

cides to transmit and randomly reselects the third
channel. User U,, decided to transmit and random-
ly reselected the first channel. Thus, the “Success”
event occurred in all channels.

Let us analyze for the algorithm with a finite
number of channels. By analogy with [12], we will
consider the normalized throughput (per channel)
and denote it as T(A, K).

Throughput per channel is calculated as

T\, K) = E—NJ o))
b K b

where N, is the number of users who logged out of
the system at time ¢, N, € {0, 1, 2, ..., K}; K is the
number of channels in the system; X is the intensity
of the input arrival rate in the system, which affects
the distribution of the random variable N,.

Denote by N; the number of users leaving chan-
nel I at time ¢, then N, :Ngl) +N§2) +...+N§K).
Then from (1) it follows:

K .
E[N;l) +N§2) +...+N,§K)} ZE[N’?)J

_i=l

K K

T(\) =

It might be noted that E[Nt(l)JzE[NIQ)]:
~..= B[ N{®]. Then:

T0)=E[N{P|.

Taking into account the fact that only message
one user can be successfully transmitted in one

channel, then E [lel)J =Pr {N t(l) = 1}. Thus, we get
that:

()= Pr{N{® =1},

Next, we will show how to calculate this proba-
bility for channel number 1. For a channel with oth-
er numbers, the probability is calculated similarly.
Note the following:
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Pr{N§1> - 1} - Pr{N§1> -1, SEP} + Pr{N§1> -1, SDTP},

where Spp is success in the first phase (EP); Sppp is success in the second phase (DTP).
Success in the first phase occurs only if the channel in question has been selected by one user. Given
Assumption 4, the value of this probability can be calculated as

Pr{N§1> -1, SEP} — e

If there was no success in a given channel in the first phase, then success in the second phase depends on
the number of channels in which there was no success, let’s denote the number of such channels as L, then:

K
Pr{N{ -1, SDTP} - z-zlPr{Nt(D -1, Sprp, L=1} @)

Next, we will show how to calculate the terms from the sum in expression (2), for each /. Denote by
Pr{Syp, W = K — [} the probability that the event “Success” occurred in K -/ channels during the explo-
ration phase.

If [ = 1, then in all other channels except the current one there should be a “Success” event, therefore

Pr{Sgp, W=K -1} = (7\‘6_7‘)1{_1

Let i, users arrive at the input of the current channel. We write the probability of such an event as:

. A . .
Pr {entered i users} =—e ». During the data transmission phase, the current channel can have a “Success”
.

event if two events occur:

— at the exploration phase of the current channel there was an event “Conflict” (; > 2);

— during the data transmission phase, only one of the users participating in the “Conflict” event dur-
ing the exploration phase will make a decision to transmit in the current channel. Since in this case, the

users make a decision to transmission with the probability l So, the probability of such an event is
il_l il_l 21
Pr{Sprp li}=Cl Tl1-1|  —|1-L| .
1’1 l]_ ll Ll

Taking into account the introduced notation, we obtain:

Pr{N =1, Sppp, L=1} =Pr{Sgp, W=K -1} > Pr{Spyp |i, | Pr{entered i; users} =

;=2
o0 il_l 1,1
_ 3 K-1,-0K 3 [1_.l] 7»_
i1=2 ll ll ’

If [ = 2, then in all channels, except for the current and one more, there should be a “Success” event,
therefore
K-2
Pr{Sgp, W=K -2} = CE{ (] .

Let i; users arrive at the input of the current channel, and i, users at the input of another. We write the
probability of such an event as:

i
Pr{entered i users}Pr{entered iy users} = _—1e

l]_!

PYLE
» —e » .
12 '
During the data transmission phase, the current channel can have a “Success” event if two events occur:
—iy#landig#1land i) +i9>2;
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— during the data transmission phase, only one of the users participating in the “Conflict” event during the
exploration phase will make a decision to transmit in the current channel. Since in this case the users decide

- 2 —. Then, the probability of the event “Success”
ll + l2

to transmit in the current channel with the probability L

1 | Yt iy +ig—1
in the current channel is equal to Pr{S l2y, i9! = cl . — 1 -—— =|1-—— .
q { DTP 171 2} iy ll + l2 ll + l2 1’1 + lz

Taking into account the introduced notation, we obtain:

o w 1 \rtelaa b
Pr{N =1, Sprp, L=2} =CEZe™%2 Y % [1— j S et =

0=0  iy=0 htig h: Iy’
7l ig#l
1) +ig#0 i) +i5 %0
£ e n+ip-1 i
K- 1 A A
=Cx e MHE2 Y % (1—_ : j Ze AT 'ek:
0=0  iy=0 htip h- Iy
7l ip#l
i) +ig#0 i) +15 20
0 0 i1+i2_1 i1+i
1 . K-2 2K AT
G e 2 2 (l_i i ] i lig !
4=0 =0 172 1*%2°
u#l =l
i +ig#0 i +15 20

If [ = 3, then in all channels, except for the current one and two more, there should be a “Success” event,
therefore
K-3(, - \K3
Pr{Sgp, W=K -3} =CE (re ]

Let i, users arrive at the input of the current channel, and i, and i5 users, respectively, at the input of the
other two channels. We write the probability of such an event as:

h l2 I3
Pr{entered i users}Pr{entered iy users|Pr{entered iz users} = };—e% %eik %e#‘.
1 2 3

During the data transmission phase, the current channel can have a “Success” event if two events occur:

— i #landiy#landig# 1andi; + iy + ig> 2;

— during the data transmission phase, only one of the users participating in the “Conflict” event during
the exploration phase will make a decision to transmit in the current channel. Since in this case the users
decide to transmit in the current channel, the probability depends on the sum of the number of users in the
channels under consideration. If 2 <i; + i, + i3 < 3, then the probability of the “Success” event in the current

1 1 iy +ig+ig—1
channel is PI‘{SDTP | i].’ i2, i3, L= 3} = (l]_ +i2 + l3)§(1——j

3 . Ifi; + iy + i3 > 3, then the probability of

iy g +ig—1

. . Lo 1

the “Success” event in the current channel is Pr{Sppp |i;, iy, i3, L =3} = (1 - —J :
1 + 2] + l3

1, true

We introduce the following indicator function I{statement} = {0 false’
, false

Taking into account the introduced notation, we obtain:

PI'{N:L SDTP’ L:3} =

K2, -MK-3 < S S AL M A8
:CK71 (ke ) Z z z PI‘{SDTP |ll, iy, 13, L=3}ﬁ€ ﬁe ﬁe =
3, =0 i9=0 i3=0 1- 2 3
;71 ig#l ig#1

iy +ig +13 70 &) +ig +i3 #0 Iy +ig +ig 720
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K3 = = Al b
2012{_1(7\,@ X)K 8 z z Z Pr{SDTP Ill, 9, 13, L=3}—‘e )“,—'e }”,—'e » =

il =0 iZ =0 1,3 =0 ll . l2 . l3 !
=1 ig#l ig#1
Uy +ig +ig #0 &) +ig +ig #0 i) +ig +ig #0
X o © i) +ig+isg
2 K-3 _-\AK .o A
:CK_17\, e z Z Z PI‘{SDTP Ill, ZZ, l3,L:3}ﬁ:
3, =0 ig=0 i5=0 URIZRLE
i #1 ig#l ig#1l
iy +ig +ig #0 iy +ig +ig £0 i) +ig +ig #£0
2 K3 WK <~ - & 1 1\atitis—1
=Ciah™ e 2 X X |Hariprig<3j(i+i +l3)§(1_§j '
i1=0 i2:0 i3=0
y#l i9#1 la#1

Uy +ig+i3#0 1) +ig +i3 %0 i) +in +i3 %0
i) +ig+ig—1 o4
1 Jl 2743 Aatiats

+15 +i9g+19 >3 |1 -—v-—
iy +is }[ iy +ig +ig

ig lig lig !
Then we can write in general:
b 1 Kl K L .
T(M)=re™" +) Cgh" e > oo ZLjSl
I=1 0=0 =0
y#l y#l
1 1
2420 > i#0
j=1 j=1
l
Y1
j=1

l =i
s 25 1!
J=1

1, true
0, false

Formula (3) can be used to calculate for any number of channels.

Figure (2) shows the results obtained by (3) for a different number of channels depending on the throughput
per channel.

From Fig. 2, it can be seen that the throughput limit is reached when the input arrival rate is greater than 1.
The values of the maximum throughput and the corresponding input arrival rate are presented in Table 1.

The values presented in this table will be used as a parameter for the lossless algorithm.

where I {statement} = {

Analysis of a system without losses

Let us describe a modification of the algorithm [12], in which users remain in the system until they success-
fully transmit a message (system without losses).

To do this, we add one more assumption to the system.

Assumption 6. The number of active users (having a message ready for transmission) is known to M.

According to Assumption 1, each frame consists of two phases: EP and DTP. This algorithm repeats the de-
scription structure of the phases of the previous algorithm, but the transmission probability in the EP phase is

PEp = min{l, %G}, where G is the algorithm parameter. The user tries to send his message until he receives

confirmation of successful transmission.
Consider an example of the algorithm shown in Fig. 3.
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0.7
0.6 1
0.5 \
. 04+
a3
ISl
0.3 |
0.2 F
0.1F
0 / 1 ! 1 1 1
0 0.5 1 1.5 2 2.5 3
Input attival rate
——— 1 channel ——— 4 channels
—— 2 channels ——— 5 channels
——— 3 channels 6 channels

B Fig. 2. Throughput per channel on the input arrival
rate

B Table 1. Maximum throughput

Number channel max T(L) Py
1 0.5482 1.775
2 0.578 1.55
3 0.5917 1.415
4 0.5983 1.34
5 0.6015 1.285
6 0.6031 1.25

Consider the first frame. Suppose that by the be-
ginning of this frame there are messages from users
U,, Uy, Us, Uy, Ug and everyone decided to transmit.
Let in the EP users U, and Uy decide to transmit in
the first channel, users Uj in the second channel,
users U; and U, in the third channel. BS, having es-
timated the number of preambles in each channel,
will return the following information to all users

{2, 1, 2}. Thus, user Uj belongs to the Gg, and users
U,, Uy, Uy, Us belong to the G.

Then the DTP follows, in which the Uj; us-
er transmits with probability one in the second
channel. Users of the G, with a probability of

Pprp = min {1, %} =0.5 decide to send them data

in this frame or not. Suppose that users U; and U,
decided not to transmit, and users U, and Uy de-
cided to transmit and reselected channels 1 and 3,
respectively. As a result, the “Success” event will
occur in all three channels.

Consider the second frame. At the beginning of
this frame, there are messages from users U, and
U, from the previous frame, as well as new ones
from users Ug, U, and Ug. In the EP, users decide to
transmit preambles or not with a probability equal

<«—FEP—>«— DITP—>«—FEFP—H>«— DTP— >«—EP—><«—— DTP——>

Uy Data U;
Channel 3 U, 2 Data Uy S 0 Data U Uy 1 Data Uy S
Uy
Channel 2| Us 1 Data Us S U, 1 Data Uy U 2 Data Uy S
10
U, U,
Channel 1 2 Data Us S 2 E Us 1 Data Ug S
Us Us
> » » g » AN ’t
T T T
D Frame 1 T o Frame 2 T o Frame 3 ”
U, Uy
U, Uig
UB

B Fig. 3. Example of the lossless algorithm’s work
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to pgp = min{l, g} =0.6. Suppose that users U,

and Uy decided not to transmit, and users U;, U,
and Uy decided to transmit. User U, chose the sec-
ond channel, and users U; and Uy chose the first
channel. The BS, having estimated the number of
preambles in each channel, will return the following
information to all users {2, 1, 0}. Thus, user U, be-
longs to the Gg, and users U;, Ug to the G.

Then the DTP follows, in which the user Uj
transmits with probability one in the second chan-
nel. In this case, users of G transmit data with a

probability of pppp = min {1, %} =1. Let’s assume

that users U; and Ug have both re-selected the third
channel. As a result, the “Empty” event will occur
in the first channel, the “Success” event in the sec-
ond channel, and the “Conflict” event in the third
channel.

Consider the third frame. At the beginning of
this frame there are messages from users U;, Uy,
Ug, Ug from the previous frames, as well as new
ones from users Uy and U,,. Suppose that users U,,
Ug, Uy and Uy, decide to transmit in EP. User Uy
chose the first channel, users U, and Uj, chose the
second channel, and Uy chose the third channel. BS,
having estimated the number of preambles in each
channel, will return the following information to all
users {1, 2, 1}. Thus, users Uz and U, belong to the
Gg, and users Uy, U, to the G.

This is followed by the DTP. Suppose that user
U, decided not to transmit, and user U, decided to
transmit and re-selected the second channel. As a
result, the “Success” event will occur in all three
channels.

For a system with repeated transmissions, we in-
troduce two characteristics [16]:

— the dependence of the average delay on input
arrival rate d(V);

— the limiting input arrival rate at which the
system works stably L. £ sup{}: d(}) < o}.

Let us show how, for a system described by a set
of assumptions, 1., can be calculated.

The number of active users during system op-
eration can be described by the following recursive
equation:

M, =M,-N,+V,

where M, and M, are the number of users in the
system at time ¢ and ¢ + 1, respectively; NN, is the
number of users who logged out of the system at time
t,N,€{0, 1,2, ..., K}, Kis the number of channels in
the system; V, is the number of users who arrived at
time ¢, distributed according to the Poisson law with
the parameter A.

It follows from this description that the sequence
of random variables M, defines a homogeneous irre-
ducible aperiodic Markov chain.

To analyze stability, we calculate the mathemat-
ical expectation E[N,|M, = m]. It follows from the
Foster criterion (see, for example, [17]) that . can
be defined as the following limit:

lim E[N, | M, =m]

Ay =122 . 4)
cr K

Denoteby N Lgi) the number of users leaving chan-

nel i at time £, then N, =N§1)+N§2)+...+N§K).
Then from (4) it follows:

E[N® 4+ NP 4.+ NI | M, = m|

her = B, K -
S
. Diar
) nlgnw;E[Nt | M, =m | )
_ ~ _
K .
> lim B[N |M, =m|
_ Lzlm—mo
- K

It can be noted that for any value of m
E[N® M, =m|-
=B[N M, =m|=...=E[N{® | M, =m|.

Then:
her = lim B[N | M, =m |

m-—>0

Taking into account the fact that only message one
user’s can be successfully transmitted in one chan-
nel, then E[ N{¥' | M, =m | = Pr{N{® =11 M, = m|.

Then:

her = lim Pr{N{® =11 M, = m]. (5)

m-—>0

To calculate (5), we formulate and prove the fol-
lowing assertion.

Statement 1. Let there be m active users in some
frame with number ¢. Then, as m — o, each channel
independently receives a Poisson input flow with in-
tensity 1.

Proof: Let’s consider the channel number i. Let
M, =m and m > K, m > G, then all users decide to

transmit with probability pgp = kG and those us-
m

ers who decide to transmit will choose the i-th chan-
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nel with probability p = % Denote by Zgi) the num-

ber of such users. The random variable Zt(l) is dis-
tributed according to the Binomial distribution with
parameters % and m, then E[Zt(’)] = %m =G. If
m — oo, then the Binomial distribution becomes a
Poisson distribution with the same expectation.

It follows from the statement that the value of
the limit (5) can be calculated by substituting the
value A = G into (3). Thus, using (3), we can calcu-
late the value of %,. The optimal value of G that
maximizes the value of 1, is defined as

Gopy =argmaxT(}).
A

Figure 3 shows that the maximum limiting in-
tensity with a small number of channels is achieved
at the parameter G, > 1.

On Fig. 4 shows the results of calculating the
critical input intensity up to which the system is
stable according to formula (3) for the values of
the number of channels 1, 2, 3, 4, 5 and 6. It is also
shown that the optimal choice of the G parameter
makes it possible to increase the throughput with a
small number of channels. With an increase in the
number of channels, this gain decreases, and with
a large number of channels, the optimal value is
G=1.

To numerically calculate the average delay in the
system, it is necessary to find the stationary distri-
bution of the Markov chain with a countable number
of states and cumbersome expressions for calculating
the transition probabilities. Therefore, to illustrate
the effect of the parameter G on the delay, a Java pro-

18 : T - -
H‘—lchG=1 «3chG=1
16+ I | .
14l L1 ch G=Gy [3 ch G=Goy I
12} ! !! GChG=1*}!!
| il
Esa 10 + | ||
2 | If!
8t I I
6F | Il
Il |
4 L
Il [
2 L | 1
N N R T .l

0 0.5 1 1.5 2 25 3 35 4
Input arrival rate

B Fig. 5. Delay in system without losses at G = 1 and
G = opt from input arrival rate per channel

0.62

=
[e2]
|

0.58 | ~ e
056
0.54 b

0.52 + £

Normalized throughput (per channel)
=
o
N
\

0'48 1 1 1 1
1 2 3 4 5 6

Number of channels
—-— ALOHA-EP(exact value G=1)

— — ALOHA-EP(exact value G=G ;)

B Fig. 4. Throughput on the number of channels

gram was developed and implemented that simulates
the operation of the system, taking into account the
assumptions described earlier. The results obtained
by simulation modeling are presented in Fig. 5. The
number of experiments was chosen such that the val-
ue of the confidence interval coincides with the thick-
ness of the graph. As the throughput is approached,
the delay increases and then tends to infinity, in
which case the system is not stable.

Conclusion

The paper considers a model of a random multi-
ple access system based on ALOHA with explora-
tion phase from [12], where the calculation of the
throughput per channel for an infinite number of
channels was proposed. A method for analyzing the
characteristics of the algorithm is proposed, which,
in contrast to [12], makes it possible to calculate
the throughput per channel for a given number of
channels. It is shown that the maximum through-
put with a finite number of channels is achieved at
the input intensity A > 1.

A modification of the algorithm for lossless opera-
tion is proposed by using repeated transmissions and
changing the operation of the exploration phase to
stabilize the operation of the algorithm. It is shown
that the system provides stable operation when the
input arrival rate does not exceed the maximum
throughput. The dependence of delays in the system,
obtained using simulation modeling, is also given.

The model considered in the paper and its mod-
ification is based on 3 unrealistic assumptions: an
infinite number of preambles, the availability of
information on the number of active users, and no
time is spent on the exploration phase. These as-
sumptions can be consistently discarded in further
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studies. Can use the method of estimating the num-
ber of active users (see, for example, [18-20]). If the
number of preambles is limited, then the results of
the above analysis will be an upper bound on the
throughput. Also in the future, it is necessary to
take into account the duration of the exploration
phase and the response of the base station.
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Ananus u crabuausanusa MHOrokaHaabHoro aaropurMa ALOHA ¢ ucnons3oBanuem (pasbl HCCIETOBAHMSI HA OCHOBE
npeamMoy.JI

A. A. Bypxros?, accucrenrt, orcid.org/0000-0002-0920-585X

P. O. Pauyrun?, marucrpanr, orcid.org/0000-0001-5813-3867

A. M. TropnukoB?2, TOKTOp T€XH. HAYK, mpodeccop, orcid.org/0000-0001-7132-094X, turlikov@vu.spb.ru
aCankTt-IleTepOyprekuii rocy1apCTBEHHbBIH YHUBEPCUTET a9POKOCMHUYIECKOTO0 prbopocTpoenns, b. Mopckas yi., 67, Cankr-
IIerep6ypr, 190000, PO

BBenenue: B HacTosee BpeMsa aKTUBHO HCIIOIb3YIOTCA yCTPOMCTBA HHTEPHETA Bellel, (DyHKIMOHUPYIOIIKe B paMKaX CIieHapueB Mac-
CHUBHBIX MAIIWHHBIX KOMMYHHKAIWi. B3aumoseicTBrue yCTPOMCTB OCYIIECTBIISETCS AJITOPUTMAMU CILy4aWHOTO MHOKECTBEHHOTO AOCTYIIA,
MMEIIIMMY OTPAHWYEHHYIO IIPOILyCKHYI0 CIIOCOOHOCTD. [l yBeM4eHus IMPOILyCKHON CIIOCOOHOCTH MOJKHO HCIIOJIb30BATH OPTOrOHAIBHbBIE
npeambyier B kiaacce anroputMoB ALOHA. Ileas: nposectu anamus anropurMoB Ha 6aze ALOHA, ncnonssyomux asy ucciefnoBaHusd,
¥ BBIYUCIUTH XAPAKTEPUCTHKU /IS aJTOPUTMA C MOTepsIMU U 0e3 MOTepb IPU KOHEYHOM YHCie KaHaioB. Pe3yaprarsr: ommcaHa Mojeib
CHCTEMBI CILy4alHOTO JAOCTYIIA IJIs IePelau JAHHBIX 10 001eMy KaHAJLY CBS3HU C UCIOJIb30BAHUEM OPTOTOHAIBHBIX IIpeaMOy1 u (pasbl uccie-
moBauud. [lomydyena (opmysia i YUCIEHHOTO pacieTa IPOILyCKHOM CIIOCOOHOCTH HA KaHAJ aJTOPUTMA C IIOTEPAMHU IIPHU 6ECKOHEYHOM THCIIe
npeam0ysI U 3aJaHHOM KOHEYHOM 4mcie KaHaioB. lIpencraBieHsl pesynbraThl pacdyera /sl HECKONbKUX 3HAYEHWH YWC/IA HE3aBHUCHUMBIX
kauanos. [Ipe/ioxena u onrcana MOAU(PUKALHS aATOPUTMA, UCIOIL3YI0IIas (pasy ucciae0BaHus U MOBTOPHBIE epenayu. [lanuas cucrema
MOsKeT paboraTs 6e3 moTeps. [ 9TOM CuCTeMbI IPUBEIEH aHAIN3 ITPEIeTbHOM IPOILyCKHOHN CII0COOHOCTH, 10 KOTOPOU cucTemMa paboraer cra-
6unbHO. Takike MOKa3aHbI 3HAYEHUS CPEJHEN 3a/IePIKKH IS AJITOPUTMA, [TOJyIeHHbIE HIMUTAIIMOHHBIM MojieinpoBanueM. [lpu ymenbiiennn
YHuCjIa OOCTYIIHBIX npeaMﬁyJI JAaHHbIE Pe3yabTaThl MOHO HCIIOJIb30BaTh B Ka4eCTBe BerHefI TpaHUuIIbI HpOHyCKHOﬁ CHOCO6HOCTI/I CHCTEeMBbI.
IIpakTHyeckas 3HAYAMOCTB: IIOy4YE€HHbIE PE3YIbTAThI [I03BOIAIOT OLIEHUTD ITOTEHIINAIBHBIE BO3MOKHOCTH YBEIHIEHHUS IIPOILYCKHOM CIIO-
COOHOCTH CHCTEM CIIy4aiHOTO MHOKECTBEHHOrO focrymna B ceTsx 6G 3a cuer nmpuMeHeHus (pasbl UCCIeJOBAHS.

Kirouessie cioBa — muorokanansaas ALOHA, npegenbHas HHTEHCUBHOCTD BBIXOJHOTO IIOTOKA, CAyYaiHbIM MHOKECTBEHHBIN JOCTYII,
cTabUIbHOCTh, MACCOBAsA MEKMAIIMHHAS CBA3b, HHTEPHET BeIleH.

Jusa murupoBanusa: Burkov A. A, Rachugin R. O., Turlikov A. M. Analyzing and stabilizing multichannel ALOHA with the use of the
preamble-based exploration phase. Hrgopmayuonro-ynpasasowue cucmemsr, 2022, No 5, c. 49-59. doi:10.31799/1684-8853-2022-5-
49-59, EDN: KGVYDI

For citation: Burkov A. A., Rachugin R. O., Turlikov A. M. Analyzing and stabilizing multichannel ALOHA with the use of the
preamble-based exploration phase. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2022, no. 5, pp. 49-59.
doi:10.31799/1684-8853-2022-5-49-59, EDN: KGVYDI

YBAXXAEMbIE ABTOPbI!

Hayunnie 6a3bl qanabix, BKIodad Scopus 1 Web of Science, 06pabaTsiBaloT faHHBIE aBTOMATH-
vecku. C 0{HOI CTOPOHBI, 3TO YCKOPSIET IIpoliecc 00paboTKH JaHHBIX, C IPYTOH — PA3IWYHI B TPAHC-
nmutepanuu PO, HeToYHbBIE JaHHBIE 0 MeCTe PA00THI, 00JTACTH HAYYHOTO 3HAHUA U T. Ji. IPUBOMISIT
K TOMY, 94TO B 6a3aX OKa3bIBAETCSI HECKOJIHKO ABTOPCKUX CTPAHMII JJIS OTHOTO M TOTO K€ YeJIOBEeKa.
B pesysnbrare 1151 Bcex 10 OTHEIBHOCTH CYATAIOTCA WHAEKCHI IATUPOBAHUS, YTO CHUKAET PEHTHHT
YYEHOTO.

Jnsa unentudpuramum aBTopoB B ceTax Thomson Reuters mpoBoguT perucrpalinio ¢ mpuCBOEHH-
eM yuukanabHoro uuaekca (ID) mis kammoro 3 aBTOpOB HAYYHBIX ITyOTHKAITHH.

IIponienypa momyuenus ID GeciaTHa ¥ 0O4€HB IPOCTA, €CTH BO3MOKHOCTD IIPOBECTH PETHUCTPA-
muio Ha 12 s3bIKax, BKIIOYAA PYCCKUM (YTOOBI BHIOPATH A3BIK, KIMKHUTE HA 3€JeHOe IT0JIe BBEPXY
cIIpaBa Ha CTapTOBOM crpaHuIie): https://orcid.org
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CBEAEHUA Ob ABTOPAX

/

AJIEPKHHA
Anacracusa
AnekcaHapoBHA

Acnupant, mpernogasarens kade-
Ipbl PAJHOTEXHUKA Pasuodusu-
geckoro axymsrera Hanuonamns-
HOrO HccienoBarenbckoro Huxe-
TOPOJICKOTr0 rocyapcTBeHHOr0
yuausepcurera uM. H. H. Jlobaues-
CKOTO.

B 2018 roxy c ornnunem oxoHYMIA
marucrparypy —HarwonamsHOro
uccrenoBarensckoro Husxeropog-
CKOT0 TOCYZapCTBEHHOIO yHHBEP-
curera uM. H. Y. Jlo6ayeBckoro mo
crnenmansaocTd  «MHpOpMAIHOH-
HbIe IPOIECChI U CHCTEMbI».
fBnserca aBropom BockMEH Hayd-
HBIX ITyOJMHKAITH.

O6nacTb HAyYHBIX HHTEPECOB —
nupposas 06paboTKA CHTHATOB,
TEOPHA PACHPOCTPAHEHUS PasHo-
CHUTHAJIOB, NPUMEHEHHE METO/[0B
MaIIMHHOTO 00yIeHus B paguodu-
3UYECKUX 3a/[a9aX.

1. agpec: aaderkina@mail.ru

BE33ATEEB
Cepreii
BajaenTunoBunu

3asenyomuii kad)eapoil TeXHOIO-
U 3aIUTHl HHPOPMALUY U TeX-
HocepHoii 6esomacHocTy CaHKT-
Ilerepbyprcroro rocysapcrBeHHO-
r0 yHHWBEPCHTETA A3POKOCMHYE-
CKOTO TPUOOPOCTPOEHHS.

B 1980 roxy oxonuun Jleannrpaz-
CKUH HHCTHTYT aBHAIMOHHOIO
npubOPOCTPOEHUS MO CIEIHATb-
HOCTH «ABTOMATH3MPOBAHHbIE CH-
CTEeMBbI yIIPABIECHHS.

B 2011 romy sammrtun guccepra-
[UI0 HA COMCKAHWE YYEHOH CTere-
HU JIOKTOPA TEXHAYECKUX HAYK.
fABnsercs asropom 6omee 40 Hayd-
HBIX IIyOMUKAIAH.

O6nacTp HAyYHBIX HHTEPECOB —
TEOpUs MWH(OPMAIIWH, TEOPHT KO-
IUPOBAHWA, CHCTEMbI HH(OpMa-
IMOHHOM 6e30IIaCHOCTH.

1. azgpec: bsv@aanet.ru

BYPROB

Aprem

AnapeeBuu

AccucrenT xadenpsr uHpOKOMMY-
HUKAITMOHHBIX TeXHOJIOI‘I/Iﬁ U CcHu-
crem cBasu Caugr-IlerepGypr-
CKOTO TOCYZapCTBEHHOIO yHHBEP-
cuTeTa a’spOKOCMUYECKOro Ipu6o-
POCTPOEHHUS.

B 2017 roxy okoHYMI ¢ OTIHYHEEM
Cauxkr-Ilerepbyprekuit  rocymap-
CTBEHHBI YHUBEPCUTET adpPOKOC-
MHUYECKOr0 HPUGOPOCTPOCHHUS II0
crnenuansaocTd  «MHpOKOMMYHH-
KAIMOHHbBIE TEXHOIOTHA U CHCTe-
MBI CBA3H».

fBngercs aBropoM 23 Hay4YHBIX
myOIuKanui.

O6nacTh Hay4YHBIX HHTEPECOB —
6eCIIPOBOAHBIE CHCTEMBI IIepefadn
JAHHBIX, aJTOPUTMBbI CIYYaUHOTO
MHOKECTBEHHOTO JOCTYIIa, CHCTe-
MBI ¢ THOPHIHON pemiamiiei 06-
parHo#l cBs3bI0, IU(poOBai obpa-
00TKa U300paKeHNH, CKATHE TaH-
HBIX.

Ax. appec: a.burkov@k36.org

TBOMMHUKOBA
Amnacracua
AnekcanapoBHA

Mnagmuii Hay4HBIH COTPYAHHUK
n1a60paTOpPUH PEYEBBIX K MHOTOMO-
nanpHbIX uHTepdeiicoB CaHKT-
ITerepbyprexoro  Pexepanbeoro
uccneoBareabckoro nentpa PAH.
B 2021 roxy oxonunna Yausepcu-
rer UTMO mno coenuanbHOCTH
«PeueBrle MH(OPMAIHOHHBIE CH-
CTeMbI».

fABngerca aBropoM mecaTH Hayd-
HBIX yOIUKAIHAH.

O6nacTe HAyYHBIX HHTEPECOB —
aexTUBHBIE BHIYUCIEHUS, aHA-
73 BOBJIEYEHHOCTH, aHAIH3 BMO-
Ui, CEHTHMEHT-aHAIN3, KOMIIbIO-
TepHAas MApaJTHHTBUCTHEA.

1. azpec:
dvoynikova.a@iias.spb.su

HCAEB
Cepreit

BaaguciaasoBuu

60

JlomeHT, 3aMecTHTeNb TUPEKTOPa
no Hay4yHoM pabore HHcruryTa
BBIYHCIUTEIBHOTO  MOJEIHPOBA-
gua CO PAH — ob6ocobiensoro
mompasnenenus — PemepanabHOTO
HCCIIeI0BATEIBCKOr0 IeHTpa
«KpacHosgpckuil Hay4HBIH LEHTD
CO PAH>», nouert Cubupcroro ge-
JIePabHOT0 YHUBEPCUTETA.

B 1993 rony oxonumn Kpacrosp-
CKHH TOCyJapCTBEHHBIH YHHBEp-
cuTeT MO crenuanbHocTH «Mare-
MaTHKa».

B 1999 romy sammrun mamccepra-
I[MI0 Ha COMCKaHWe yIeHOU cTelre-
HU KaHAHU/JATa TeXHUYeCKUX HayK.
fBnsercs asropom Gomee 100 Ha-
YVUHBIX IyOIUKAAH.

O6nacTh Hay4YHBIX HHTEPECOB —
uH(pOpMALHOHHAT 0e30IacHOCTb,
pacmpeneneHHble  WH(OPMAIHOH-
HBle CHCTEMBI, HHTEJIEKTyalb-
HbIE€ CUCTEMBI.

1. appec: si@krasn.ru

HNCAEBA
Ouabra
Cepreesna

Crapiuuii HayYHBINA COTPYAHHUK OT-
Iena IPUKIaTHOA HH(DOPMATHKH
HHCcTHTyTa BEIYHCIHTEIBHOTO MO-
nenuposanus CO PAH — o6oco-
6memnoro moxpasmenenus Deme-
PaIbHOrO  HCCIIE0BATENBCKOr0
nenTpa «KpacHoApckuil HAaydHBIH
nentp Cubupckoro oreneHus
Poccuiickoit akanemMun HAyK».

B 1998 roxy oxonuuna Kpacuosp-
CKHH TOCyAapCTBEHHBIX YHHBeEp-
cuter mo crenuansHocTH «JIpm-
KJIaHAA MaTeMaTHKa».

B 2004 roxy samuruia guccepra-
W10 Ha COMCKAHUe yIeHOH crere-
HU KaHAH/aTa TeXHHYeCKUX HayK.
fBasgerca aBropom 95 HayIHBIX
ny6nukanuii 1 13 CBUIETENbCTB 0
perucrpanuu nporpamm s OBM.
O6nacTp HAyYHBIX HHTEPECOB —
METOJbl HCKYCCTBEHHOIO HHTEJI-
JIeKTa, aHAIW3 [aHHBIX, HU(PO-
BbI€ JBOMHUKH.

. azpec: isaeva@icm.krasn.ru
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\ CBELEHVSI O6 ABTOPAX \
KATHUPOB Hayunsiii corpynuux maboparo- KAPIIOB I'naBHBI HAy4HBIH COTPYAHHUK,
Nas xap puu pevyeBBIX U MHOTOMOJAIbHBIX AJgexcen PYKOBOAHTENH 1a60paTopun pede-
AMHE poBHY unrepgeiicor Cauxr-IlerepGypr- AHATOIECRHY BBIX M MHOIOMOJAJBHBIX HMHTEp-

cxoro DenepanbHOro HCCIEHO0BA-
renbckoro nentpa PAH.

B 2008 roxy oxkonumia ¢pumomoru-
yeckuit  dakymprer  CaHkt-
ITerep6yprekoro rocyaapcTBeHHO-
IO YHHBEPCUTETA TI0 CIeNHATBHO-
cru «JIMHTBHCTUEAY.

fBnaerca aBropom 6ornee 30 Hayy-
HBIX [IyOIUKANUE U O{HOTO [IaTeH-
Ta HA U300peTeHu .

O6nacTh HAayYHBIX HHTEPECOB —
JIMHIBUCTHKA KECTOBBIX fA3BIKOB,
YeJI0BEKO-MAIlInHHOEe B3aHuMOJIEH-
CTBUE, CHHTAKCHUC U IpaMMaTHde-
CKasg CEeMAHTHKA eCTeCTBEHHBIX
A3BIKOB, KOPIICHAS JINHTBUCTUKA.
1. anpec: kagirov@iias.spb.su

cetico  Camkr-Ilerepbyprckoro
DenepanbHOro UCCIEI0BATENBCKO-
ro neatpa PAH.

B 2002 romy oxomumn Casgr-
ITerepOyprekuii rocyapCTBeHHbIHR
YHHUBEPCUTET  a’POKOCMHYECKOrO
prOOPOCTPOCHUS TI0 CIIEI[UATIBHO-
CTH <<BI)I‘{I/ICJII/ITe.TII)HbIe MAallIXHBI,
KOMILJIEKCBI, CHCTEMBIL U CETH».

B 2013 roxy samurmn amccepra-
LU0 HA COUCKAHWE yYEHOH CTele-
HU JIOKTOPA TEXHUIECKUX HAYK.
fAnserca asropom 6osee 350 Hayy-
HBIX MyOJIUKALWI, BKIHOYAS YEThI-
pe MoHOrpaduu 1 IATh ATEHTOB.
O6nacte HAYYHBIX HHTEPECOB —
MHOIOMOJAJIbHbIe UHTEP(EHCH U
CHCTEMBI, PEYeBBbIE TEXHOIOIUH,
aBTOMATHYeCKOe PACIO3HABAHUE
¥ CHHTE3 PeYr, KOMIIbIOTEPHAS 18-
PAIHHTBUCTHEA.

An. agpec: karpov@iias.spb.su

RYJISACOB
Huxunra
BaagumupoBuu

ITporpamMmmuct mepBoi KaTeropuu
ornena  MHMOPMAIMOHHO-TETe-
KOMMyHHKaHI/IOHHbIX TeXHOJIOI‘I/Iﬁ
WHcTuTyTa BEIYUCIUTEIBHOTO MO-
nenuposauus CO PAH — o6oco-
Gnennoro moxpasmenenus Peme-
PaIBHOTO  HCCIIE/[0BATEIHCKOrO
nenrpa «KpacHospckuit HayYHbIH
uentp Cubupckoro orjeneHus
Poccuiickoit axageMun HayK».

B 2021 roxy oxonunn Cubmpcrumit
(beiepasbHBIA  YHUBEPCHTET IO
crenuansaocty «MHpOpMaruka u
BBIUUC/IUTEIbHAA TEXHUKA».
fBnaerca aBropom yeTsIpex Hayd-
HBIX NMyONUKAIMA U IBYX CBHIE-
TeJIbCTB O peI‘I/ICTpaHI/IH nporpaM-
MBI 11 OBM.

O6nacTb HAyYHBIX HHTEPECOB —
BBICOKOHATDY/KEHHbIE CHCTEMbI M
[IPUIIOKEHHUS.

Au. agpec: razor@icm.krasn.ru

IINMEHOB
Anpgpeii
BaagumupoBua

Crynentr akymnprera GesomacHo-
CTH HMH(OPMAIMOHHBIX TEXHOJO-
ruit Yuusepcurera U'TMO, Caugr-
Ilerepbypr.

fIBnsieTcs aBTOPOM ABYX HAYIHBIX
myGauKanuii.

O6nacte HAYYHBIX HHTEPECOB —
obecrmedeHre  HH(MOPMAIHOHHOH
GesomacHocTH B HH(OPMAIMOH-
HBIX CHCTEMax, MIPHUMEHEHHe TeX-
HOJIOTHH GI0KYeHH W MalIXmHHOIO
o0y4eHuss [is obecrneveHus HH-
hopMaIHOHHOI 6€30IaCHOCTH.
. axpec: tik11994@mail.ru

PAUYT'UH
Poman
Oserosuu

Marucrpaur xadenpbl HHPOKOM-
MyHUKaUHOHHBIX cucreM CaHKT-
ITerepbyprecroro rocynapcTBeHHO-
r0 yHHBEpPCHTETA a3POKOCMHYE-
CKOT0 IIPHOOPOCTPOEHHUS.

B 2021 roxy oxoxumn GaxanaBpu-
ar Canxr-IlerepGyprckoro rocy-
IapCTBEHHOTO YHHUBEPCUTETa as-
POKOCMHYECKOr0  HpubopocTpoe-
Hug mo crenmanbHocTu «MH(oO-
KOMMYHHKAIIMOHHbIE TEXHOJOTHU
U CHCTEMBI CBA3H».

O6nacTb HAyYHBIX HHTEPECOB —
TEOPHs Pa3PANHBIX BBIYHCICHUI,
MEeTOZBl MPOEKTHPOBAHUA CIIEI-
IIPOLECCOPOB /ISl CHCTEM KOHTPO-
JIS ¥ yIIPaBIeHHs, OITHKO-HH(OP-
MaIHOHHBIE CUCTEMBI.

1. agpec: rrol699@gmail.com

CUHHUIIbIH
Anexcauap
Cepreesuu

Cryment paguodusudeckoro ¢a-
kynbrera HanuonampHOro mecie-
IoBaTenbckoro Huskeropopackoro
rOCY/JapCTBEHHOTO YHHBEPCHTETA
um. H. U. Jlobauesckoro.
fABnsieTcs aBTOPOM ABYX HAyYHBIX
myGIuKanui.

O6nacts HAyYHBIX HHTEPECOB —
mugpoBas 06pabOTKA CUTHATIOB,
TEOpHs PACIPOCTPAHEHUS PAHO-
CUTHAJIOB, IIPUMEHEHHWEe MeTOI0B
MAIIUHHOTO 00yYeHus B paguodu-
3UYECKUX 3a/[a9aX.

951, amgpec:
sinitsynalexandr@mail.ru
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y4 CBEJIEHMS OB ABTOPAX y4
TYMKOBCKEHAUA IIpodbeccop, 3aMecTuTeNb THPEK- TBIPBIINIKUHA Crapmnit paspaboTInk XpaHUIH-
Cepreit Topa MOCKOBCKOTO ~HHCTHTYTa EBrenns A JAHHBIX TPYNIBl KOMIAHUEH
SJIeKTPOHI/IKI/I %8 MareMaTukKu «VK», aCHHpaHT MOCKOBCKOTO HH-
Pocrucraposu um. A. H. Tuxonosa Hannonansuo- Cepreesna

IO WCCIIE/I0BATENICKOr0 YHUBEPCH-
reTa «BbIcmas nkoia SKOHOMUKH»,
naypear mpemuu IIpaBurenbcrsa
P® B obiacTy HAyKY U TEXHUKH.

B 1981 roxy oxonuma MockoBckuit
HHCTUTYT 3JIEKTPOHHOTO MAIIUXHO-
CTPOEHHS 10 CIIeI[HATBHOCTH «AB-
TOMATUKA U TeIeMEeXaHUKa».

B 2007 roxy samuTui guccepramnuio
HA COHMCKAHWE YYEHOH CTEleHH JI0K-
TOpA TEXHUIECKHUX HAYK.

fBnsercs aropom Gonee 140 Hayy-
HbIX mybnukamuid u 11 cuge-
TesnbeTB 0 perucrparuu [10.
O6nacTh HAayYHBIX HHTEPECOB —
CHCTEMBI ABTOMATH3AIUH IIPOEK-
THPOBAHUS, METOIBI MaTeMaTHIe-
CKOT0 MOJIEIUPOBAHUS (pU3HUE-
CKHX [IPOIIECCOB B PA/IHOIEKTPOH-
HBIX CPEJICTBAX.

Ai. agpec: STumkovskiy@hse.ru

CTHUTYTa 3JIEKTPOHUKH U Marema-
tuku uM. A. H. Tuxonosa Hanuo-
HAJNBHOTO  HCCIIE0BATENBCKOr0
yHuBepcurera «Bplcmas mikosa
OKOHOMUKHU».

B 2018 roxy oxorumia marmcrpa-
typy Hanmonamsroro uccremosa-
TeNBCKOr0 yHHBepcuTera «Bsic-
Ias [K0JIa 9KOHOMHUKH» I10 CIIEIIH-
anpHOCTH «MH(bOpMaTHKA U BBI-
YHUCTUTENbHAT TEXHUKAY.
fBngerca aBropom feBATH Hayd-
HBIX IyOMUKAIAH.

O6nacte HAYYHBIX HHTEPECOB —
00paboTka 6OJBIINX JAHHBIX, CH-
CTEeMBbI yIIPaBJIeHHUA JaHHBIMH, 110~
CTpOeHHe XPaHUIHUIL JTaHHBIX.

1. azpec:
tyryshkina_evgeniya@mail.ru

TIOPJINKOB
Anpgpei
MuxaiaoBuu

IIpodeccop, s3aBexpyromuii Kade-
Ipod  WH(OKOMMYHHUKAIIMOHHBIX
TEXHOJOTMH ¥ CHCTEM CBA3H
Caungr-IlerepGyprekoro rocypap-
CTBEHHOIO YHHBEDPCHTETa aspo-
KOCMHYECKOTr0 IPHOOPOCTPOEHHS.
B 1980 roxy oxonuun Jlennurpaz-
CKHIl HHCTHTYT aBHAIMOHHOIO
IpHOOPOCTPOEHUA IO CIEIHANb-
Hoctu «MH(popManHOHHbIE CHCTe-
MBI yIIPaBIEHUA».

B 2011 roxy sammrun puccepra-
[[MI0 HA COMCKAHWE yIeHOU cTele-
HH TOKTOpA TeXHHYECKUX HAyK.
fABnsercsa aBropom Gomee 150 Ha-
YYHBIX Iy OIUKAIIH.

O6nacTh HAayYHBIX HHTEPECOB —
MHOI‘OaﬁOHeHTHhIe CHCTEMBI CBf-
31, CHCTEMBI IHCTAHIIHOHHOTO 00-
YUeHHUsd, [POTOKOIbI IIepefadu
INaHHBIX B pealbHOM Macurabe
BPEMEHH, aJITOPUTMbI C:KATHSA BU-
neonH(pOPMAIUH.

. appec: turlikov@k36.org

OETIOPOB
HBan
PomanoBuu

Acnupant daxynsrera uHpOpMa-
LHOHHOM 0e30MaCHOCTH YHHUBEp-
curera U'TMO, Caukr-Ilerepbypr.
B 2018 roaxy oxomumn CaHKT-
[erepbyprckmii  rocyxapcTBeH-
HBIH YHHBEPCHUTET aspoKoCMHUue-
CKOr0 IPHOOPOCTPOEHHM 110 CIIEIIH-
anpHocty «MH(opMaruka U BBI-
YHCIUTENbHAN TEXHUKAY.
fBasgerca aBropoM 12 HayYHBIX
my6IUKani ¥ OJJHOTO TATEHTA HA
u306pereHus.

O6nacth HAyYHBIX MHTEPECOB —
WH(OPMAHOHHAA 0(€30II1aCHOCTb,
CeTH U TeIeKOMMYHHUKAIUH, 6II0K-
YeuH.

. agpec: ivanfedorov@itmo.ru
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