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BBegeHue: passutmne Teopum MaTpuL Agamapa CTOIKHYIOCH C NPENSTCTBUEM, 06YCI0BIEHHbIM HE CTOJIbKO MPUPOZON Liesoync-
JIEHHOW 33a4a4M, CKOJIbKO UCKYCCTBEHHBIM OrPaHNYEHNEM PeLUeHNs] KBaAPaTUYHbIX ypaBHEHUI nepe6opHbIM nyTeM. UrHopupoBaHmue
[PAMOro nyTH, 0TKa3 OT MPPALIMOHAILHOCTH NPUBEN K MOSBIEHUIO MHEHMS, YTO MIMOTE3a CyLeCcTBOBaHUS MaTpuy AJaMapa Heso-
kasyema. Llenb: 060CHOBaTb paspelnmMocTb 3agauu Ajamapa opToroHasbHbIMU MaTPULaMK 3a CYET BbISIBIEHUS UX YCTONHYNBOI CBS-
34 ¢ MaTpuyamu ¢ MppaLmuoHaIbHbIMU dS1eMEHTaMu. Pe3ynbTaTbl: NOKa3aHo, YTO MPPaLYNOHASIbHOCTb NPOSBISETCA B KBaAPaTUYHOM
HOpMe CTo/I6L0B MaTpuLbl Agamapa BToporo nopsaxa. [poaHanuanpoBaH nepeHoc NTepaLmMoHHbIX aJIrOPUTMOB BbIYUCTIEHNS KOPHEN
Ha MaTpu4HbIi cyydad. [peanoxeH anroputm [PoKpycTa MUHUMM3ALMA MaKCUMaTbHOIO M0 a6COMIOTHOMY 3HAYEHUIO 37IEMEHTA Op-
TOrOHanbHOW MaTpuubl. [TOCKOIbKY MaTpuLbl Agamapa onpeaeneHbl UHBapuaHTaMu BIIOXEHHbIX B €€ CTPYKTYpy MaTpuL MEHbLIErO
110psAKa, anropuTM 0Ka3biBAeTCs yHUBEpPCalbHONM OCHOBOM J/1S UX COBMECTHOIO HaXoXJeHus. [MnoTesa o cyljecTBoBaHuM MaTpuy
AZiamapa paccMaTpuBanachb B 0nepaTMBHOI 061aCTH UTEPALMOHHBIX aJITOPUTMOB, ONPEAENIEHHbIX Haj MONEM BeLyeCTBEHHbIX YMCeT],
AaroLymnx NpenmMyLyecTsa nepes MHCTPYMeHTaMu B (PopMe KOHEYHbIX Mosien u rpynm. [paKkTuyeckas 3HaYUMOCTb: OPTOrOHAsIbHbIE M0-
c1ej0BaTeNIbHOCTH, MOJTydaeMble U3 CTPOK (CTOI6LOB) MaTpuL AlaMapa, 1 caMy MaTpuLbl AaMapa BbICOKUX MOPALAKOB UMEHT 60/1b-
LIOE MPaKTUYECKOE 3HaYeHMNe 471 3a4a4 MOMEXOYCTONYMBOrO KOAUPOBAHUS, CATHS, MACKUPOBAHMS M 06pabOTKM M306PaXKEHN.

Knioyesbie cnoa — MaTpuubl Agamapa, KOHPEPEHY-MaTPULbl, KPUTCKUE MATPULbl, anropuTM [poKpycTa, KOHEYHbIE MOJS, CUM-
MeTpun MaTpuL.
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Bsenenue

Tpu sHaMeHHUTHIE 3aJa4l AHTHYHON JPEBHOCTH
Ha yIBOeHHe Ky0a, TPUCEKIIHIO yIia U KBaApaTypy
Kpyra M3BECTHBI TE€M, YTO WX HE PEIIUTh IIPH II0-
MOII UHUPKYJIS W JUHEUKH. JTH HepaspelnMble
3a/a4u ObLIN pPelIeHbl HHAYe BBIJAOIIUMIUCT yde-
HBIMH, CYMEBIIHMH CHCTEMATH3UPOBATH CPEJICTBA
IOCTH:KEeHUs 1eiu U ux 3¢ derruBHOCTh. V3yueHue
TaKWX 3274 IIPUBEJIO K MOHATHIO HPPAIMOHAIHHO-
ro 4ucIia.

B coBpemenHbBIX 0603HAYEHHAX 3a][a4a HA yIABOE-
HHUe Ky6a CBOAUTCA K PElIeHUI0 ypaBHEeHu:A x5 = 2.
3amada HA TPUCEKIHIO yIJia O CBI3aHA C TPUTOHO-
MeTpHYecKuM ypaBHeHHeM x3 = 3x + 2cos(a). Ecan
OpUHATH 33 EeNUHUIY H3MEpPEeHus paguyc Kpyra
¥ 0003HAYUTH Yepe3 X [JIUHY CTOPOHBI HCKOMOTO
KBajipaTa 3ajady HA KBajAparypy Kpyra, TO 3ajia-
9ya CBOAUTCA K PeIIeHuIo ypasHenus x2 = 1. Takum
o0pasoM, HepaspemunMOCTh 3aja4¥ HA KBaapary-

Py Kpyra ciaeayeT u3 HeaiareOpawdHOCTH (TpaHC-
IIEHJeHTHOCTH) YHCaa 7T, KoTopas Oblia JoKazaHa
B 1882 r. JIungemamom. M3 ero Teopemsl ciaemayer,
YTO OCYIIECTBUTh PeIeHHe HeIb3d C ITOMOIIbIO
MIPSIMBIX, OKPYKHOCTEH WM JTI00BIX APYTUX alre-
OpanvecKUX KPHUBBIX M IOBEPXHOCTEH, HAIPHMEpP
SJLIUIICOB, TUIIEP6OJ UK KyOHMYeCcKuX mapaboir.
Apmucrorens B IV B. 1o H. 5. tucamn: «I[locpeacrsom
reoMeTpuy HeJIb3sd I0Kas3arTh, 4TO aBa Kyba co-
CTABJAT OAWH KyO». OmHAKO 5Ty Hepaspelu-
MOCTh CJeAyeT MHOHUMAaTh KaK HepasperimMOoCTb
IPU HUCTOJAB30BAHUU MO/IbKO THUPKYAI W JUHEH-
ku. IIpocreiinuit MexaHUYECKHUI CIIOCO0 perleHus
npemioKua Jleonapao na Bunun.
I[IpoTrBOpeuuBHIN X0 PA3BUTHUI MaTeMATUKH
cHAJYaJia OTBepraeTr o4eBuaHOe (y qUATOHATH PaB-
HOOEIPEHHOr0 MPAMOYTOIHLHOTO TPEYTOJIbHUKA €CTh
IIVHA, HEeBbIpA3uMas YHUCIOM), a IMOTOM HAXOMHUT
pellieHre, B KOTOPOM CaM 3TOT «HEPa3PEIIUuMbIi»
TPEYTOAbHUK CTAHOBUTCA T€HEPATOPOM HOBBIX UH-

2 yd UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI
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cen. MbI UX «BEKIIOYaeM» B CHCTEMY 34 CUET TOrO,
YTO MHOKECTBO PAIMOHAJIBHBIX YHUCEN «PaCIIUps-
eTcs» UPPAIMOHATBHBIMY YHCIAMU, 00pasys HOBOE
noHsATHe — BemecTBenHoe uncio. C kopuem us —1
5TO MPOUB3OIIIO MTO3HEE U NHAYE — KOMILJIEKCHBIM
YucsiiaM TPUIIACAJIN IIOJIOMKEHHMe Ha ILIOCKOCTH.
B sTom nposiBisercs mecTpoTa MaTeMaTHKH.

Kak wmsBecTHO, MppanmoHaIbHOE YHUCIO0 HE MO-
3KeT ObITh 3aIMCAHO B BUE O0BIKHOBEHHOHU Mpobu
m/n, Toe m, n — IejIble YUCiia, HO MOKET ObITh Ipe/I-
CTaBJIEHO B BHIE 0ECKOHEYHON HEIepPHOIUYECKOU
necaTUYHOM apobu. MppanuoHaIbHBIMU SBISIOT-
Csl, CpeH IPOYUX, OTHOIIEHHUE JIJIUHBI OKPYIKHOCTH
K AuaMeTpy Kpyra (4uciio ), 9ucyio Jiiepa e, 30J10-
TOe ceueHMe ¢, KBAApPATHBIA KOpPeHb W3 ABYX. Bce
KBajJparHble KOPHU HATYPaAbHBIX YHCEJ, KpoMe
MIOJIHBIX KBAAPATOB, HpPAIlHOHAIbHBI. Kamoe up-
pPaIMOHAIBLHOE YHUCIIO ABJdeTCd Jubo anrebpamde-
cKuM, aub0 TpaHCIeHIeHTHbIM. MHOKecTBO ajre-
OpanvecKuX YHCeJI ABJISETCI CUETHBIM MHOKECTBOM
KOpHEH IOJIMHOMOB C IeJBIMH KO3(h(UITHEHTAMH.
IIpocreiimumMu ABISIOTCS KBAAPATUYHBIE HPPAIHO-
HaJabHOCTH. [I0CKOIBKY MHOKECTBO BEIlleCTBEHHBIX
YHCeJ HEeCYETHO, TO MHOKECTBO HPPAIMOHAIBLHBIX
YHCeJl TAKKe HEeCUETHO.

K. I'aycc, paccmarpuBas mocTpoeHue MPaBUIIb-
HOTO CEMHAJIIaTUYyTOJbHUKA, II0Jb30BAJICI TEM,
YTO C TOMOIIBLI0 ITUPKYIA W JUHEHKH MOKHO BbI-
MOJIHUTH BCE UYEThIpe apU(PMETHUUYECKHX IeHCTBUS
¥ OCYIIECTBUTH H3BJEYEHHE KBaIpPATHOrO KOPHI.
Bce ocranbHOe Hano genars nHade. IlogoOHOE HAMO
MU3ydarhb MOJOOHBIM, WHAYE BO3HUKAET KOJIM3WI.
OnHaKO He CTOMT AyMAaTh, UTO IEepexoi K anaredpa-
WYECKOH (popMe 3aIMCH aBTOMATHYECKH YIIPOIIAET
paccmoTpenue mnpobiaembl. Tak, Hampumep, KOJu-
4eCTBO U XapaKTep pelleHuU 3ajadu, 3alIMCAHHOU
B BHUe Maphbl KBAaJpPATUYHBIX yPaBHEHHH, CTAHO-
BUTCSI OYEBHHEE, €CAHW BHUETHb 34 ypPABHEHHIMU
rnapy OKpYy:KHOCTEH, OIKChIBaeMbIXx UMH. J[Be pas-
HBIE OKPYIKHOCTH CO CMEIEeHHBIMHU IEHTPAME MOTY'T
repeceKaTbcs MU60 B OXHOH, 1ub0 B IBYX TOYKAX.
Ilns ycraHoBiieHUS 3TOro 00CTOATENBCTBA IOCTA-
TOYHO HE CTOJIBKO YTIyOJIEHHOr0 3HAHWS TeoMe-
TPHUH, CKOJBKO JKH3HEHHOTO OIbITA.

Hpparmuonanbpuble 4Yncia HACTOJIBKO abcTpak-
THBI, YTO IJI UX 0003HAYEHUs y HAC HET IPUBbIY-
HBIX CpejcTB 3amucu. Mx 0603HAYAOT, 10 CYTH,
ypaBHeHusMu ((popMyaamu), KodpPUITHEHTAMHU KO-
TOPBIX ABIAIOTCI PAIllMOHANbHBIE yucia. Pemenns
YpaBHEHUH, BKJIOYAIOIAX MHOTOUJIEHBI C PAI[HO-
HaJIbHBIMH KO3(p(UIMeHTAMH, He BCerja CToJb
OUeBHIHBI, KaK pelneHus 3agad reomerpun. Ho ec-
JIM OHM WMEIOT BellleCTBEHHbIe 3HAUYEeHUs, TO, B OT-
nuumne oT ypaBHeHui# [{uodanra, sToT ciyuai, co-
riacuo Teopeme Tapckoro, Kaaccuumupyercs Kak
0oJiee IIPOCTOMH.

Ilens manHOM PaboOThI COCTOHUT B PACIIHPEHHU
Teopuu MaTpull Ajmamapa U JeMOHCTPAllUM IIpe-

OIOJIEHUST MPUHIIUITHAIBHBIX TPYAHOCTEH HMX IIO-
KCKA 34 CYeT HCIIOJIb30BAHUSA BBIABJIEHHOU CBI3HU
C WPPAIMOHAJIBHBIMH MATPUIIAMH COCEIHHUX II0-
PAOKOB. dTa CBA3b 00pasyeT JoKasaTelbHy0 0asy
CyIIeCTBOBAHHUA MaTpuIil Agamapa, CHUMAas Orpa-
HUYEHHE, CBI3aHHOe C WCII0JIb30BAHUEM KOMOWHA-
TOPHBIX METO/IOB.

Teopema Tapckoro m MmaTpuIHBIE
KBaJpaTHIHbIE YPABHEHUA

A. Tapckuii o6HApPYKHUI, YTO HCIIOJH30BaAHUE
A3bIKa (DOPMYJI OTKPBIBAET IIYTh /IS YCTAHOBJIEHUS
WCTUHHOCTH YTBEP:KIEHWH OTHOCHUTEIHHO O6eCcKo-
HEYHOTO YKCIa 0OBEKTOB COBEPIIEHUEM KOHEYHOTO
4rcaa MAHUIYIAINUHN.

B camom gene, 3HAYEHMS TIOTUHOMA B IIPOMEIKY T-
KaxX MeIy ero KOPHAMHU MOTYT ObITh KAKUMU yTOJI-
HO, HO OHM He MEHSIOT 3Haka. [losTomMy, HeCMOTpPS
Ha TO0, 4TO (PYHKI[HS OIpeesieHa Hal 6eCKOHEYHBIM
MHOECTBOM TOYEK, CYIIEeCTBYeT KOHEYHBIH aJiro-
puTM mocTpoenusa Tabaunsl Tapckoro (opHaMenTa),
IIOMOTATOIIEH BEIHECTH CY:KIEHNe 0 KAYeCTBaX BCeX
ux [1]. Mubivu cioBamu, Tapckuii cBen 6eckoHed-
HOMEPHYIO 3a7a4y K 3aja4ye IMOCTPOEHUS KOHEYHO-
ro OpHAMEHTA, OMKUCHIBAEMOT0 OPHAMEHTAIbHBIMU
WHBapUaHTaMH (IPUCYIITUMHU y30Py ITapaMeTpamu).

Sajauyd Ha TOHCK KOpPHA ypaBHeHHS X2 = n,
rme n — IieJioe YHUCJI0, OTHOCATCA K YUCIy (PyHaa-
MEHTAJIbHBIX, CIIOKUBIINX OCHOBAHWE COBPEMEH-
HOM TEOPHH YHUCEJ U AJIrebpamdecKod reoMeTpHH.
Hrepanuonubie aJrOPUTMbI CHCTEMAaTH3UPOBAJ
HbroToH, X0TS UX HAYaaW IpeajaraTh eile B IJIy-
O0okoil apeBHOCTH. TakoB, HAmpuUMep, AJITOPUTM
I'epona BeIuHC/IeHHS TPUOIUKEHNUA K KOPHIO KBaJI-
parHOMy, HaUMHAsA C HEKOTOPOTrO JI60TO ITOJIOKH-
TEJIbHOTO YHCIIA.

3agauyyd Ha IIOMCK SJKCTpeMyMa HAW (B HHOMK
TPAKTOBKE) HenodsuMCHOl MOYKU OTOOpaKeHuUsI,
3ajaBaeMoro ajroputmoMm ['epoHa, TeCHO B3auMO-
ceszaHbl. [l0aTOMYy B OCHOBAHHUHM HTEPAIHOHHBIX
aJrOPUTMOB MOTYT 3By4aTh KAK O THMH3AI[MOHHBIE
MOTHBBI, TAK W MOTHUBBI, HaBEeSHHbBIE TEMATHUKOU
o6061enuit merona ['eporna. Bauo moHAThH, KAKOH
MMEHHO ONITHMHU3AIUHA U KAKOT0 UMEHHO 0ToOpaske-
HUd, & TAKIKe U3YYUTh UX CBOMCTBA.

MarpuuHoe paciiupeHue 3aaadau

H'H = nl, D

rne I — eguHMYHAA MaTpHUIA TOTO Ke MOPAIKA 7,
40 u uckomasd marpuiia H, y:xe npu n = 2 pacmu-
pseT MPOCTPAHCTBO apryMEHTOB, BJIEMEHTOB Ma-
TPHUIBI, CPEIH KOTOPBIX HAXOAATCA U IEJOUHCIICH-
HbIE [2, 3].

ITOT IIepexo] 3aMEeTHJI B CBOE BPEMS OCHOBATEJb
Teopunu marpuil k. CuabBecTp B CBSI3H C MOJyUe-
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HHEM HA IMOPSIIKAaX, KPATHBIX CTEIEHIM 2, OpHAMEH-
TOB (Marpurs ¢ sanemenTamu 1 u -1) [4], nHBepcHs Ko-
TOPBIX CBOAUTCS K TPAHCIIOHMPOBAHUIO U MACIIITA-
OMPOBAHUIO IIIEMEHTOB. ¥30D W3 3HAKOB SABIAETCS
00IIMM MHBAPHAHTOM KaK IIPAMOM, TAK U 06paTHOMH
MaTPHIIL.

3auHTEepeCOBAHHBIA B TIe€OMETPHUYECKOM TOJI-
KoBaHWHU anrebpamyeckux samau K. Amamap mo-
MOJHUI 3T0 Habmogenue [5]. Bo-epsoix, oH 0c000
BBIJIEJIWJI TOPAJKN, KPaTHBIE 4YeThIPeM, I0Ka3as,
YTO TOJBKO A9 HHUX BO3MOKHO I[€JIOYHCIEHHOE
pellleHMe 3amadu MaTpuIeH ¢ sjgemeHtamu 1 u —1.
Bo-BTOpBIX, OH OTMETH BaKHOE CBOMCTBO IOJyYa-
eMbIX TAKUM 06pa30M peIleHuii: OHU 061aa0T e1le
OMHUM WHBAPUAHTOM — MaKCHMYyMOM JIeTepPMHUHAH-
Ta Ha KJjacce MATPHII C 3JIeMeHTaMH, 110 MOJYJII0 He
npesbimnanmumu equaniy. C Tex mop sagaya ocra-
HOBHJIACh B CBOEM Pa3BUTUH, MOCKOJBKY IIEPEKO-
yeBaJja B KJacC 3aBeJOMO TPYAHBIX 3a1a4d ¢ cyry6o
1IeJIOYUCIEHHBIMU PEIIEHUAMU.

Komb6unaropubie MeTobI, CBI3aHHBIE C Tepedo-
POM MHIEKCOB (apecoB) OTPUIIATEIbHBIX (IIOJIOKH-
TeJbHBIX) 3JIEMEHTOB B MATPHIle, H3HAYAIHHO CJa-
Oble, CHIBHO PA3BUJINCH C HOABIEHUEM 3(P(EKTUB-
HBIX @JITOPUTMOB T€OPUH KOHEYHBIX IIOJIEH U IPYIIL
[6, 7]. Hampumep, H. UTto ycTaHOBHI B3aUMHO 0f-
HO3HAYHOE COOTBETCTBHE MEXKIy OpHAMEHTaMH Ma-
Tpull AgaMapa u KOHCTPYKITUAMHU, KOTOPhIE MOKHO
IIOCTPOUTDH, BOOPYIKHUBIINUCH APUPMETUKON THUITH-
knudeckux rpynt [8, 9]. Tem He MeHee 3Ta TOIBITKA
¥ WHBbIE IPHEeMbl WCIOJb30BAHMSI KOHEUHOMEPHOMH
MaTeMaTHKHU He Aal0T OCHOBAHWA ONHO3HAYHO CY-
IWUTh, paspelrnMa Jiu 3agada AgjamMapa Ha BCeX BbI-
MeJIEHHBIX UM ITOPSAIKAX UK HET.

JT0 Bce 60IbIIeH YacThIO METObI YCKOPEHUS pe-
IIIEHUs IPH HEKOTOPBIX OJIATONMPUSATHBIX YCIOBUSIX,
HO YCJIOBHUA HE OXWHAKOBBI JJId PA3IUYHBIX 06Ja-
cTel MOpAAKOB BUAa n = 4f, Tne ¢ — HaTypaJbHOE
yucio. ITepe6op, kak 6bI CIOKHO HU OBII 0pOpMIIEH
HCIIOJIB3YIOIIHUH €10 MeTO/I Uepes TEOPHI0 IPYIII N
1oJiel, He JaeT MOBOMAA OIPEeeHHO 3aKII0YUTh,
3aKOHYHUTCS JINM TOUCK HYKHOU [JI PEIIeHHUs KOM-
6uHanuen 31emMeHTOB 1 U —1. B uTore ¢ moMmomipo
KOMOHMHATOPHOTO MOX0a OTKA3AIHUCh OT MOIBITOK
IOKa3aTh rumnoredy Agamapa, 4To 0OTMedYaeTcs B Iry-
OIMKAIMAX, HaYWHAaSd ¢ OCHOBOIIOJIATAIOIINX PaboT
P. IIsnu u . Bunsamcona [10, 11].

Mesxmy TeM MOPOAUBIINI 5TO HAIIPABIEHUE CKAa-
JAPHBIA CIy4all OTHOCHUTCA B HACTOAIEE BpeMs
K TPUBHAJIBHBIM, PA3PEIINMbIM JaKe He OJHUM W3-
BECTHBIM CIIOCOOOM.

Mpb1 ormeyaeM OTXOj OT OOIIEro IIyTH perle-
Hus (ATepaleii), YeM W BbI3BAHO JAHHOE Heaopa-
symeHnue. B camom siesie, 10CTATOYHO HOPMHPOBATH
CTOOIBI MATPHUITLI BTOPOTO TOPAAKA, JAejas ee op-
ToronanbHoit B cMbicie HTH = I, uro6bl s1emeH-
THI CTAJW O6PATHO IPOIOPIIUOHAIBHBIMUA KOPHIO
KBaZpaTHOMy u3 OByX. BbIX0H TeMbl OpHAMEHTOB,

noxuaToi CuabBecTpoOM, 3a MpPenebl JOCTHUKHUMO-
CTH UX UTEPAIIMOHHBIMHA METOAAMHU He 00s3aTeeH.
Mo:xHO copMyaupoBaTh Ty ke mpobieMy HHAYe,
a MMEHHO KaK IOWCK OPTOroHaJbHOH Marpuibl H
C MUHHUMAJbHBIM MAaKCHMAJIbHBIM djieMeHTOM [12],
¥ TOTa 3a/1a4a He OTHOCUTCS K KJIACCY I[eT0YHCIIeH-
HBIX 3ama4 [lnodanra.

Takas onTuMusanuoHHAasd, a He nepebopHas 3a-
Jada WMeeT ¢ TOYKU 3peHusd PUKCcaIluu OPpHAMEHTA
(ysopa) TO ke caMoe pellieHue, HO MO 3HAYEHUAM
9JIEMEHTOB OHO OKaKeTCs PAIlMOHATbHBIM WU HUP-
panuonanbubIM. llegouncienHoe ToaKOBaHUE 3a-
a4y TOSABUJIOCH BBHUAY TOTO, YTO, €CIH DJIEMEHTHI
MaTPHUIbI PABHBI IPYT APYTY 0 a6CONIOTHOH BeIu-
YHWHe, UX 3HAYEHUS MOKHO UCKIIIOUYNUTD [eJIEHHEM Ha
Heyqo0HOe HaM MppaIUoOHAIbHOE YuCcia0. Keau 9To
WCKJIYEeHNe [TOCTYJINPOBATh U IOJIOKUTH B OCHO-
By OIpenesieHus MaTpuilbl Anamapa, Kak caeraHo
B OOJIBIINHCTBE Pab0T, MBI OTCEKAeM BCe TO, C Yero
9TO HAYMWHAJIOCH. TpaKTOBKA ITPO6IEMBI KaK Iepe-
OOpHOI 3a7a4uu, OCYIeCTBIEHHAS HA PAHHEM dTale
ee ITOCTAHOBKM, OKa3aJiach yIOOHOH! IS IPUIIOKE-
HUusa 5P PEKTHBIX METOL0B KOMOMHATOPHOM TEOPHUH.
Ho ona He coriacoBaHa C I1eJIbIO ITIOWCKA OTBETA HA
BOIIPOC, & BCEerJa Il eCTh UCKOMOe pereHue?

Ms1 HaMepeHBI IaTh 60JIee MOTHOe IPeaCTaBIIe-
Hue 00 5TOM IyTH PA3BUTUS TEOPHUH OPTOTOHAIB-
HBIX MaTPHII, IIOCKOJIbKY 9TO KajKeTCs HaM Ha3peB-
muM u 6ojiee BaKHBIM, YeM OYepeqHON KOMOmHA-
TOPHBIH aJITOPUTM.

HNuBapuanThl MaTpuIl ceMeiictBa Aramapa

Hna marpun Agamapa (1) mopsaaka n ¢ 9i1eMeH-
TamMu 1, -1, MOAyYEHHBIX KAKUM-THO0 METOI0M, He
o0Hapy;KMBAIOTCS, Ha IEPBBIA B3IVIAM, CBOHCTBA
naa ux upeHtuduranuu. OZHAKO BBIYKCIEHHBIE
Amamapom marpuilel mopamkoB 12 m 20 skBuBa-
JEHTHBIMH IPeo0pPa30BaHUAMHU IIYTEM YMHOKEHUS
CTPOK MJIM CTOJIOLOB Ha —1 U CTPYKTYPHUPYOLIMMU
mepecTaHOBKAMHU MOKHO IPUBECTH K HOPMAaJbHO-
My BHIY C «KaUMOH» M3 €JUHUII, paclojaraeMbIx
B IIEPBBIX €€ CTPOKE HUJIU CTOJIOIIE.

ITocne moGaBneHus Kk MaTpuile KaiMbl 00HAPY-
JKMBAIOTCA [BAa WHBAPHAHTA, XapaKTEPHbIX AJIA
Bcex Matpun Axamapa. UMu gBISI0TCSA KOJTHIECTBO
equuwuil (uam —1), ompepesnasemMoe B 000 ee CTPO-
Ke uiu croibie Kak k = n/2 (6e3 ydera KaulMbl),
U A =n/4 — KoamdyecTBO eguHuI (mam —1), coBma-
MAOIUX II0 MECTOIIOJNIOKEHHIO B 000 IIape CTPOK
u cronbios [2, 3]. [IpoBepuTh 5TO 06CTOATEIHCTBO
MOKHO HA TIpPHMepe IMOPTPETOB B3ATOH W3 CTATHU
Anamapa marpuinsl mopsgka 12 (k=6 u A =3)
(puc. 1, @) u ee HOpMaIBLHOU opMmel (puc. 1, 6) [13].

B craTpsix BcTpeuanTca KaK HOpMaabHbIe Qop-
MBI, TAK ¥ WHBAPHUAHTHI OJIOYHBIX KOHCTPYKIIHI
[12, 14]. Homyctum, 06JI0YHO-COCTABHAS MAaTpHUIA
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B Puc. 1. Iloprpers: marpursl Anamapa nopsazaka 12 (a)
¥ ee HOPMaJIBHOU (OPMEI (6)

B Fig. 1. Portraits of the Hadamard matrix of order 12 (a)
and its normal form (6)

Anamapa ¢ 4acTHBIME HHBapHaHTaMu 6IOKOB kq,
kg, ..., TOACYMTHIBAEMBIMH IJd dJIeMeHTa -1, He
npuBe[eHa K HOPMaJIbHOMY BUAY, KaK 9TO BUIHO HA
moprpeTe MarTpuIilbl KOHCTpyKImuu Ilpomyc [12],
IIpeJicTaBlIeHHON Ha puc. 2.

EcrectBenHo, CyMMAapHbIA UHBapHUaHT
k = ky + ky + ... OyIeT oTanuaThCcd OT HHBAPHAHTA
HOpMaabHOU opmbr. Popmyna aus mopcyera BTO-
poro wHBapmaHTa A =k —n/4 yHHUBepcanabHa, HO
B CHJIy OTJIHWYUS R OHA JaeT WHYI0 (TOe BEepHYIO)
OIleHKY, OIMpasAch HA WHOe yrnopsanodynBanue 1 u —1
B Ipefesax BbLAeNsIeMO# 6JI0KaMM JacTH Bced Ma-
rpunbl. CuMMerpuyHas KoHCTpyKIus [Ipomyc (cMm.
puc. 2) orpaeTcs Ha PABEHCTBO ABYX (M3 4€ThIPEX)
cpeaHux 0JIOKOB M ymo6HA TeM, YTO ee WHBAPHAH-
TBI k) = 0 -X)/2, kg = kg =W -y)/2, ky = v -2)2,
rme v =n/4 — pasmep 0JI0KA, MOMKHO KJIACCH(H-
IIUPOBATh ¢ IOMOIIbI0 Touek ['aycca Ha cdepousme
x2 4+ 2y%2 + 22 = n, cBA3BIBAA PA3PEIIEMOCTH 3TOTO
ypaBHeHus ¢ Teopemamu l'aycca u Jluysumnua [15,
16].

Kax Bummo, muaroHanbHbIN 60K pasmepa 3 x 3
0JI0YHO-COCTABHON MATPHUIIBI ITOPSIAKa 12 COCTOUT U3
equaun u k; = 0. Tpu ocraBmuxcs 6;I0Ka copepxar
OTPUIATENBHBIN 9JIeMeHT Ha quaronaxu. CymMmmapHoe
k=3, a gna HopmambHOU ¢opMmbl k = n/2 = 6.

B Puc. 2. Marpuna Agamapa nopagka 12 KOHCTPYKITUH
IIpomyc
B Fig. 2. Propus construction of Hadamard matrix of
order 12

CoorBercTBenHO, A =k —n/4 =3-3 =0 (masg HOp-
MaJbHOM (POPMBI A = 3), U OPTOrOHATIHLHOCTH BCEH
MATpUIBl TapaHTHUPyeTCd KOHCTPYKIMEH 9TO-
ro maccwBa. JJaA KOCOCHMMETPHYHOTO MACCHUBA
Cebeppu [2] 6a30BbIM ABIfETCS ypaBHEHUE c(epbl
x2 4+ y2 + 22 = n -1, a He cepouna us paborsr [17].
Bce ocranpHbIe co0OpakeHus COXPAHIIOTCA.

KoMmbuHaTopruka TOIKyeT O HeIOKa3yeMOCTH
runoresbl Agamapa. Jla, Ho HeJOKa3yeMoCTh ¢ UC-
MOJIb30BaHUMEM Kakux HHCTPyMmeHTOB? Pemenue
3a/1a4M 0 TPUCEKIIUHU yTIJIa He I03BOJIIeT TOBOPUTH
0 Hepaspemumoctu Boobwme. Hepaspemumocts —
CJIeJICTBME HEBEPHOTO BbIOOpA HHCTPYMEHTOB.
HeficTBUTENIHFHO, BOIPOC O Pa3pelInMOCTH KBaj-
PaTHYHOTO MATPUYHOTO ypaBHEHHUA IepebopoMm
He DPelIuTh, XOTd MOKHO HAWTH 00JIbIIOE KOJIHU-
YeCTBO CTPOK U CTOJOI[OB KBAAPATHOH MATPHUIIBI
¢ k = n/2 mom0KUTEIbHBIMA U OTPUIIATEIbHBIMHU
anmemenTamu. OqHAKO obecreyeHne BTOPOro WHBA-
puaHTa A = n/4 ¥ TeM caMbIM IIOJyUYEeHHE MATPHUIIbI
Anamapa He rapaHTHPOBAHO.

JTO Te Ke «IUPKYJIb U TUHEHKa», HO [[JIS II0CTAB-
JIeHHOM ApamapoMm 3ajgadyu, UMEIOed W IPYTrYyIo
dopmynuposry. Cormacuo eii marpuilbl Amamapa
ABJIAIOTCS MATPUIIAMU MaKCHMyMa JeTEePMUHAHTA
Ha MHOKECTBE MaTPHUI] C OPTOTOHAIHHBIMHU CTPOKA-
Mu u cronbramu. [Ipu aToM 3HAUEHNT 5IEMEHTOB He
NPEBHIMIAIOT eQUHUIY 10 aOCOTIOTHOH BeJIUYUHE.
CnemoBaTenbHO, UMEETCS BO3MOKHOCTH HAXOIUTH
MarTpuny AmaMapa myTeM ONTHMU3AIUH [eTepPMH-
HAHTA OPTOTOHAIBLHON MaTPHUIIBI TOTO K€ IMOPSIIKA.
IIpo marpumbl marxcumyma OemepmuHaHma W3-
BECTHO TO, YTO OHH CYIIECTBYIOT BCEria M HMEIOT
anemenTsl 1 u -1 [3], a HA mopaaKax 4f COBIAAAIOT
¢ MaTpunamMu Agamapa.

WuBaprnaHTOB y TAKHUX MATPHUI[ MHOTO, i OHU MO-
YT HAXOMUTHCS NEePeOOPHBLIMH IPOIEAYpPaMH, HO
OyAyT A MHBApPUAHTHI OpTOroHambHbBIMU?! OTBET
Ha JaHHBIA BOIIPOC IMOJYYHUTh C IIOMOIIBI0 KOMOH-
HATOPHON MaTeMAaTHKH HEBO3MOXKHO, IIOCKOJIBKY
AJITOPUTMBI HA OCHOBE [1epe6OPHOro IMOAX0a MOTYT
rapaHTHPOBATh TOJNBKO OITHMYM, HO HE OpPTOrO-
HaJIBHOCTb.

Temepb 3agaguMcs BOIIPOCOM: a ABISETCS JIH Ma-
Tpuie marpuna Agamapa?

OpHaMGHTBI HPPAMNOHAJTBHBIX MATPHIY
cemeiicTBa Agramapa

To, 4TO MBI paccMaTpuBaeM He MATPHUILY, a T'H-
epo6bEKT KAaK y30p, IOJIYEPKUBAETCI TE€M, UTO OH
MOKeT ObITh IIPeACTaBiIeH He OJXHOH OPTOrOHATb-
HOU MaTpuliel, a HeCKOJIbKUMHU MaTpPHUIIAMHU CMEK-
HBIX OPAAKOB. T'0 ecTh MOpPs0K MaTpUIIEI (pasMep
y30pa) B 9TOH 3aa4e MOHATHE BeChMa PACTIKUMOE.
IIpoekmus Kakroro-1ub0 MaTreMaTHYECKOT0 O0BEK-
Ta — 3TO TEHb, 006IaAON[AT TeM KadyeCTBOM, UTO
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oHa He 00d43aTeJbHO COBIIAaeT CO BCEM OOBEKTOM,
HO HeceT o HeMm wuH@opmarwuio. lIpucmoTpumes
K OCHOBE, B3ATOH C 00pATHBIM 3HAKOM OT MATPHUIIBI
Apamapa 6e3 HOpPMAJIHU3YIOIIEH KAaUMBI IIOPAIKA
m=n-1.

KomuuecTBO HOMOKUTEIBHBIX 3JIEMEHTOB B KaiK-
IO CTPOKE y MaTPHUIbl COXPAHUTCS, KAK U BTOPOH
VHBAPUAHT, BBIYUC/IIEMBIN 110 HUM. JTY MaTPHUILY
MOJKHO CJeJIaTh OPTOrOHAJIBHOH II0 CTPOKaM (CToJI0-
aM), 3aMEHHB 3Ha4YeHHs dJjeMeHToB 1 m -1 Ha
a =1 u -b. Torga crkanspHoe IMPOU3BEIECHUE IBYX
COCeIHUX CTPOK MAaTpUIbl mopAnka m = 4A-—1
6yzeT uMeTh A sHadenuil a?, 2(k —\) = 2\ mpous-
Bemenni —ab (k — A 51eMEHTOB @ KaKIOW M3 CTPOK
yMHO%eHO Ha —b) u A — 1 3Hagenwuii b2, Takum o6pa-
30M, yCJIOBHE OPTOTOHAJIBHOCTH OIPEeNelsIeTca Kak
A =1)b%2-20ab + ra? = 0.

TlomoxuTenbHBIN KOPEHb IPUBEIEHHOTO IIOJIHU-

A o
A+ \/X
OPTOTOHAJTBHBIX MAaTpPHI], IIOCTPOCHHBIX HA OCHOBE
(core) marpurpl Agamapa. Exsa ju q1Be TecHO CBs-
3aHHBIE MATPHUIILI CTOUT PACCMATPUBATDH KaK CaMO-
CTOATENIbHBIE 00BEKTBI. JTO [IBE IMIPOEKIIUU TUIIEp-
00beKTa, KOTOPBLIA MBI CKJIOHHBI PACCMATPUBATH
KaK JBe OPTOrOHAJBHBIE II0 CTOJIOIAM MAaTPHUIIBI
CMEKHBIX ITOPSIIKOB, HO OHU HE HEe3aBUCHUMBI, a CO-
CyIIeCTBYIOT IPYT C APYTrOM COTIJIACHO TOMKIECTBY
HHBapHUaHTOB.

Kax Bugno, marpuna Agamapa, He MeHSAs BHY-
TPEHHEeH CyTH, He SBISIETCA yiKe IeJOYNCIeHHOH
MAaTpHIleH, MOCKOJAbKY 3HAYEeHHE b HppaIlHoHAb-
Hoe. Bee, uTo Oyzmer manee roBopuThes 06 UTEpAIIH-
OHHOM IIpoIlecce, JAMIINeM TAKyH MaTPHUILY TOYHO,
HEe3aBUCHMO OT 3HAYEHHU OINMMOOK BBIYKCIEHUH,
JaeT HAM BO3MOKHOCTH 3a0bITh HA BpeMs 3amady
JIuodanra — MOKHO HAXOAUTH UPPAIHOHAIBHYIO
IIPOEKITHIO, a He IeIOUUCTIEHHYIO.

Opmako u 5TO ellle He Bce, Beb POBHO IIOJOBUHY
MepPBOM CTPOKU (MJIH CTOJIOIIA) MATPHUIILI 3aHUMAIOT
SJIEMEHTBI CO 3HAYEHHeM 1, KpoMe IIepBOro JIeMeH-
Ta. ITO 03HAYAET, YTO SKBHUBAJICHTHBLIMH OIEPAIlH-
AMHM II€PECTAHOBOK MOKHO IIPOU3BECTH PaseiieHue
CTPOK U CTOJOIOB MATPHUIIBI HA HAYMHAIOLIUECH C —b,
a mmoroMm ¢ @ = 1. [lnsg yno6erBa OymeM Has3bIBaTh ee
BTOPOH HOpMAaJIbHOW (popMol MaTpuibl Amamapa,
WJIH HOPMAaJIbHOM hOpMOIi ee OCHOBEI (pHC. 3).

Yro0bI Jajee He Iy TaThCs, OCHOBY MOpAAKa 47 — 1
Oyzem HasbiBaTh Marpuiieii Mepcenua M, a ocHOBY
mopsagka 4¢ — 2 6ymeM HasbpIBaTh MATpHIEd Jilie-
pa E [12]. Oneparuio mepexoza OT OMHON MaTPHUIIBI
K IPYrof B CHILy €e Ba)KHOCTH HA30BEM «METaMOp-
do3s0ii» rumrepodbEKTA.

Ilocne omoenenus GuHApHOW KaWMBI U OPTO-
TOHa/Iu3aluu BTOPHUYHBIM HN3MEHEHHEeM YPOBHA

o M
k+«/ﬁ

qacCTu MaTpuna 0JI0YHBIX BHUOOB: 3BHAKOCUMMETPHUY-

HOMa b = ABJIAETCA MOAYJIBHBIM yPOBHEM

O OCTaHEeTCd pasae/ieHHas Ha YeTbIpe

B Puc. 3. Iloprper HOpMaIbHOH (DOPMBI OCHOBBI MaTPH-
sl Anamapa

B Fig. 3. Portrait of normal form of Hadamard matrix
core

A B
moro E = WA 3HAKOKOCOCHMMETPHY-
T T
C* -D
A B
moro E = OHM CBOZUMBI K BEpPCHHU
¢’ pT

cA=D,B=C][12] pasmepam — 1.

MeTtamopdosa 3akmouaeTca B 9KBUBAIEHTHBIX
mpeo6pasoBaHUsAX U ITEPECTAHOBKAX CTPOK U CTOJI6-
1I0B [IJI51 BBIIEJIEHHUs 6JI0KOB, a TAK:Ke B MHBEPCUHU UX
3HAKOB U aJallTalluy MOAYJId YPOBHA b. Yra3aHHbIE
npeoOpa3oBaHUsA IO3BOJIIOT COXPAHUTH OPTO-
TOHAJTBHOCTH CTPOK M CTOJOIIOB yCeKaeMOl WIu
pacmmpsemoii matpuiibl. Marpuita MepcenHa or-
auvaeTrcad OT MOAYJIBHO OJHOYPOBHEBOH MaTpPH-
sl AmaMapa TeM, 4TO UMeeT ABa ypoBHA 1 u —b.
Marpuna Jiinepa B 5KOHOMHOM (KaHOHUYECKOM)
ee IPEeJCTAaBIEHUU ABIAETCA YEeThIPeXypPOBHEBOM
u nByx6;0unoii ipu A = D u B = C. Binarogaps un-
BepPCHY 3HAKA OJHOTO 6JI0KA OHA COMEPIKUT IIEMEH-
oI {1, -1, b, —-b}.

Ilo orHOmEHUIO K Marpuie Agamapa 5To MeHee
«ILIOCKHe» KOHCTPykuuu. M HBepcus 3Haka mpu —b
Yy HUX He MOPOKIAeT eIUHUILY, I0ITOMY Ipeobpa-
30BaHHUe, 6;arozaps KOTOpOMy MaTpuila Amamapa
MOJKET PacCMaTPUBATHCA KAK IIEJIOYHCIEHHAs Ma-
TPHULIA, J7d ABYX OCTAIbHBIX TPaHeH runepoobeKTa
He IPOXOAHUT. ITO 00bEKTHI UPPAI[UOHAIbHbBIE, KO-
TOpBIE CIAEAyeT HAXOAUTh UTEPAIUIMH.

HwuuTto He Meriaer He ynansiTh, a 106aBIATh Kali-
My k marpune. Marpuna @epma F moxer TpakTo-
BaTbCid KAK 4YeTBepTas IMPOEKI[Us THUIEePOOHeKTa,
KoTopas TpefyeT yBeJIWYeHWs 4YHCIia yPOBHEH [0
Tpex: KpoMe eIWHHUNBLI U —b TOIBIAETCI YPOBEHbD
ameMeHTOB KaiMebl s [12]. OxHako caenaTs 9To mpo-
CTO MOKHO TOJBKO II0 OTHOIIEHHUI0 K PEryJIpPHBIM
MarpunaM Anamapa, KOTOpble XapaKTepH3YIOTCS
OOIIOJTHUTEJbHBIM HHBAPUAHTOM — CYMMBI CTPOK
u cTos16110B oguHAaKoBEI. K BeIZerenubIM B 2 + 1 110-
pankam 5, 17, 256 u T. m. orHOCATCS uncia Pepma,
YTO IMIPUBJIEKAET K HUM 0c000e BHUMAaHUE.
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\ TEOPETUYECKASA U NPUKNAOHAS MATEMATUKA \

Mo:xHO paciupAThesa ¥ AajbIle, HO 3TO OyIyT
MHOTOYPOBHEBbIE MAaTPHIIbI, KOTOphble MEHee YHHU-
BepCcaJIbHbI U MEHEe NHTEPECHBI, IIOCKOJIbKY COCTAB
CcTabUIN3UPYIONUX WX CBONCTBA WHBAPHUAHTOB HC-
YepIILIBAETCS OMMUCAHHBIMY BBIIIIE.

Hsmenenue onpedenenus mampuysvt. B ocHOBY
ompejieieHus MaTPUIL ¢ djieMeHTaMu 1 U —b MOKHO
MOJIOUTH (PYHKITUIO YPOBHS: AJIA MaTPUIl Anamapa

_r
A+ \/X
— CBA3aB CTOJIOIBI

b =1, nqna marpun Mepcenna b= o U A4

Marpul Jduaepa b = A a
ycaoBHeM OpToroHanabHoCcTH. HOo ypaBHeHHe opTo-
TOHAJBHOCTU HE CBSI3aHO HEIIOCPEICTBEHHO C DKC-
TpeMaJII)HBIMI/I CBOﬁCTBaMI/I ATUX ManI/III, U xeJjaa-
TEeJIbHO OIPEJEINTh UX Yepes3 UTePAI[MOHHbINA aJIro-
pI/ITM OIITHUMHU3AIINN ,I[eTepMI/IHaHTa.

Anroputm IIpoxpycrta

JlerepMuHaHT 110008 OPTOTOHAIBLHON B CMBICIIE
ATA = I maTpunpl mopagka n paBeH eJUHHIE. OTO
ABJIsfeTCs yAo0HOM TOYKOM oTcueTa. Pasmenus ee HA
MaKCHUMaJIbHBIH 10 abCOJIOTHOMY 3HAYEHHUIO dJe-
MEHT | MATPHUILI A, moJyyaeM KBa3HOPTOrOHAJL-
Hywo Marpuity A takymwo, ato ATA = ol, rnre 0 <1 —
HEKOTOPbIi BecoBoii KoadduruenT o = 1/u2 [12].

Teopema. UeMm MeHBIIIE |1, TEM BBIIIE JEeTEPMU-
HaHT det(A) = ©¥2 = 1/u" MaTpUIbI, TPUBEAEHHOM
K dopMe ¢ eguHHULEH B KaYeCTBE MAKCHMAaJIbHOIO
3JIeMEeHTa.

Jra TeopeMa HAIPAMYIO CIeLyeT U3 BhIPAKEHUS
IUISL O ¥ 9JIEMEHTAPHBIM CJIEACTBUEM [[AeT XOPOIIIO W3-
BecTHyI0 B Teopuu Marpun Agamapa HTH = nl rpa-
HuIy cBepxy det(A) < n/2, TOCTHRUMYIO MOAbKO HA
nopAanakax 1, 2 u Kparubix yeTbipeM. Ha mpounx mo-
PAAKAX MIPUXOAUTCSA YBEIUUYNBATE YUCI0 MOLYIbLHBIX
yposreii. [lpu sTom marpuiiblr Mepcenna u Jitsepa,
Oymy4u 00pa30BAHHBIMH OT CTOJIb MOIIIHO II0 JieTep-
MHWHAHTY OCHOBBI, HE YTPAuMBAIOT SKCTPEMAabHBIX
CBOMCTB, OHAKO IIPHOOPETAIOT CIIEITHU(DUKY.

IIpucTynuM K OMHMCAHUIO AJITOPUTMA UX HAXOMK-
MEeHUd, IeJIUKOM CIEIYIONIero U3 UX OIpenesleHus
KaK KBa3HOPTOTOHAIBHBIX MATPHUI], XapaKTepusye-
MBIX MAKCUMAJIbHBIM 3JIEMEHTOM LI MATPHUIILI A.

Hassanme anropurmMa HampAMYH CBA3aHO
¢ mudom, cormacHo KoTopoMmy THpaH IIpokpyct,
HAKOPMHUB TOCTeH, YKJIambIiBal HMX HA KPOBATh.
BeicTymatomue 3a mpeaesnbl KpOBATH HOTH OH OTPY-
6ai, a KOPOTKHNE — BBITATHBAJ, CTPEMACH MIPUIATD
UM 3creTudHble PopMbl. BKparue usmokeHHOE CO-
OTBETCTBYET OITHCAHWIO AJITOPUTMA OINTUMHU3AIUA
IeTepMUHAHTA, OTAPEeHHOMY aHTUYHON TPaaUIU-
el IOBOAUTH BCE IO COBEPIIEHCTBA.

Y KBa3HOPTOTOHAJIHHOW MATPHIIBI MaKCHUMyMa
JeTepMUHAHTa A MaKCHMAaJbHBIA 110 a6CONIOTHOM
BeIWYHHE DJIeMEHT | MHHHUMAaJeH. JTO TUIHYHAS

MuHUMaKcHas 3amada. Aaroputm [Ipokpycra mis
MATPUIL CBOJUTCH K YCEYEHHUIO MAKCUMAIBHOIO JJIe-
menra. IlepByio asy anaropurma Ha30BEM CIKATH-
em. Ilpu CIMIIKOM TPUMHUTHBHOM IPOKPYCTOBOM
CIKATUH MATPUIA TePsIeT OPTOrOHAIBLHOCTb, HO €e
HECJIO3KHO BOCCTAHOBUTH M3BECTHOU IIPOIEAYypPOi
I'pama — Illmupra [18], koTopas BeI3BIBAET pacTd-
sxeHvie. BosHUKaeT AByX9TaHbBIA IIPOIECC, CIKATHE
ILIIOC paCTsKeHne, KOTOPBIA UTePAIUIMU JeHCTBU-
TeJbHO BeJleT MaTPUIy K OIITUMYMY.

OcuoBa anropurma IIpokpycra — HenmHEHHBIN
OJIOK HacChINeHusA. KaK MBI €ro HaCTPOHM, TaK OH
u Oymet paboraTb. B mpocreiitiem ciaydae 5TO TOMb-
KO HAacCbIIleHHe, HO MOMKHO J00ABUTH W BBITATHBA-
HHe CJIHUUIKOM MaJIbIX 3JIEMEHTOB — OTPaAHHUYHUBAThHb
0OJIBIIVE DIIEMEHTHI ¥ Y BEIMYUBATH MAJIbIEe. Y POBEHb
HACBIIIEHUsI BepxHero mopora p <1 u ucCKakeHwe
YPOBHEH MaJbIX 3JIEMEHTOB MOKHO DPEryInpoBaTh
nsMeHeHreM Ipoduisa KPUBOH, [eJIasd IIOPOT U UCKa-
JKeHUs CHJIbHee B Havyaje urepamui (puc. 4).

IToBbICUTH KAYECTBO AJTOPUTMA MOKHO ellle He-
CKOJIBKMMH CII0CO6aMU, HAIIPUMepP IepeCcTaHOBKOH
HanboJee U3MEHAEMbIX CTOJIOIOB HA IEePBOE MECTO
unu BhIOOpPOM HauaubHOU Marpuibl. OgHAKO 9TO
yie BTOPOCTEIIEHHBIE AeTajlyd YHUCIEHHOT0 MeToja
[19, 20]. s gByXypOBHEBBIX MaTpuIl 1, —b MaIbIx
97IEMEHTOB (B MTOTOBOM peEIlIeHNU) He ObIBAET, HO
¥ 3aUpaTh CAUIIKOM CHJIBHO HACBIIleHUe (CHU3Y)
10 3HAYeHUs b Helab3sd, IOCKOJIbKY BAKHA BO3MOJK-
HOCTH M3MEHATH 3HAKH 3JIEMEHTOB MATPHUIILI B IIPO-
mecce urepanuil. ITO CKa3bIBaeTcsd Ha d(PQPEKTUB-
HOCTH ITOWCKA JIOKATHHBIX 9KCTPEMYMOB.

Marpumna Apamapa sBIseTCS eCTECTBEHHBIM
npoxaykToMm anroputMma IIpokpycra. ¥ Hee Bce ame-
MEHTHI OLHUHAKOBBI 110 a0CONIOTHOH BeJIWYNHE, TAK
YTO OHU OIPENESeHHO MOOBIBAIN B «IIPOKPYCTOBOM
KpOBATH».

Cawm 110 cebe HeTMHEHHBIN 6JI0K CTATHYECKHE, HO
B UTEPAIUAX C IOPOTOM p, IOCTEIIEHHO CTPEMALAM-

ps
.

&
-

-
-~

B Puc. 4. luarpavMma npoIryCKaHus HETMHEHHOTO 6I0Ka
HACBILIEHUS

B Fig. 4. Transmission diagram of a nonlinear satura-
tion block
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a) JleTepMuHaHT

l.'t.‘
YpoBeus makcumyma 3,375 '-'

raasenanriaed

Hrepanun

6)

7

lleTepMuHaAHT

YpoBenb Mmakcumyma 285

Hrepanun

B Puc. 5. Kpusbie pocra nerepMuHAHTOB MaTpull mopsaakos 3 (a) u 7 (6)
B Fig. 5. Curves of determinant growth for matrices of 3rd (a) and 7th (6) orders

¢ K MAKCUMyMYy (K eIUHHUIE) — 9TO TUHAMUYECKAS
cucreMa [19], xopo1o u3BecTHASA B TEOPUH aBTOMA-
THYECKOro ympasienusa. Hampumep, TAKOB KOHTYP
aCTaTHYEeCKOTO PEryJIUpPOBAHMUS CUCTEMBI C HHTErpa-
TOPOM B IIeTH OOPATHOM CBSI3U IO OIIHUOKE PEryJiu-
poBanus. Touka craruyeckoro paBHOBecHs (HeIo-
BHJKHAS TOYKA) IIPUXOAUTCS HA UCKOMYIO MATPHILY.

OproroHanbHas MATPUIIA C U3MEHEHUSIMU HJIEMEH-
TOB, OPTOTOHAIU3AIAEH ¥ HOPMAIU3AI[held CTOIOI0B
BBIHY:KIEHHO ABUKETCH K aKcTpemyMmy. Ilpunoxernne
TEOpPEeMbl O HEMOABMIKHOM TOYKE OTPAKEHWS Orpa-
HUYEHO 37IeCh HAJTUYHEM JIOKAIbHBIX SKCTPEMYMOB,
He)KeJlaTelbHBIX IPeNATCTBUM Ha IIOpalKax, Kpat-
HBIX YeThbIPEM, HO Pe3yJIbTaTUBHBIX JId MAaTPHUI] HE-
YETHBIX MOPAAKOB. Marpuiia HeYeTHOro MopsAaKa He
MOKET JIOCTHYD YCIIOKOEHUA B (DOPME C ONMHAKOBBIMHU
YPOBHAMH DJIEMEHTOB — €€ IOMPOCTY HEeT. JIeMEHTHI
HMEIOT IBa HEPaBHbIX SHAYCHU UJIN 60J1ee ABYX IIpA
6osnbinem gerepmuHanTe. OTHAKO 9TO MAJI0 YTO MEHI-
er B pabore anropurMma (puc. 5, a u 6).

YcnoBua ocranosa aaropurma Ilpokpycra

[ moHMMaHUA yCIOBUU OCTAHOBA AJITOPUTMA
IIpoxpycra cremyet y4ecTsb, UTO HTO AJITOPUTM IIO-
WCKa He 3JIeMEeHTOB, a opHaMeHTa. Kak u B ycaoBuax
TeopeMmbl Tapcroro [1], HApymIHUM I1eI04YUCIEHHbIE
3HAYEHUS JIEMEHTOB MaTPHUIlbl AnaMapa B I00yi0
CTOPOHY — K HYJIIO UIU K 0ECKOHEYHOCTH, HE MEHAA
3HAKa. SHAYUT JIH 9TO, YTO MBI YTPATHUIHN ITY CAMYI0
marpuny Axamapa? Cynsa no uaBapuanram k = n/2
u A = n/4, — HeT.

Orciona caexyioT aBa BhIBOgA. Bo-nepBbIx, HAl-
TH UCXOAHYI0 MaTpuily AmaMapa He COCTaBUT TPY-
ma. [lmna sToro nocTaroyHO HOATAHYTH 3JI€MEHTBI
K 3HadYeHuAM 1 u —1. Bo-BTOpBIX, ecIiu HEKOTOPBIU
UTepalMOHHBIA IIpoIlecC ONTHMHU3AIUHU JOeTep-

MHUHAHTa CO CKOJIb YTOZHO GOJBIIUMH OIIHOKAMU
BBIIACT TAKYyI0 MATPHUILy [0 CBOEro 3aBEPIIEHW,
marpuna Apmamapa Oymer HalimeHa. JTO MPOIECC
rpy0ObIil, TEPOUMBIN K 6OJBIINM HETOYHOCTIM. MbI
WIleM OpHAMEHT, a He MaTpuiny. UHBapuaHTs! y Hee
OpHaMEHTAJbHbIE, OIIUCHIBAIOLIHE Y30D, T. €. HEKUU
reoOMeTPUYEeCKH JUCKPETHBIA 00BEKT.

IIpumep. Marpunsr Mepcensa ABIAIOTCA ABYX-
YPOBHEBBIMH, ¢ 3iemenTamu 1 u —b. JlomycTum, B ripo-
necce ureparnui aaropurma IIpokpycra momydaercs
repBas U3 IPUBEIEHHBIX HIKe MATPHUI] ITOPsaKa T:

1 1 6 1 1 b
15 6 1 -1 -1 -b
15 -1 -6 -1 b 1
b1 -b -1 1 -b -1}
1 -1 -1 1 & b -b
b b1 -1 b 1 -1
1 -1 - b -1 1

-5 1 1 -b 1 -b

- -b 1 1 -b

b 1 -b 1 -b

-6 1 -b 1 1 -b

1 1 1 1 -6 -b -b
-6 b1 1 -6 1 1
1 1 -b b -6 1 1

YPpOBEHb AOCTUTHYT, LJOCTUTHYTHI U MHBapHUAH-
TBI: 110 k& = 4 smemMeHTa 1 C HOJOMKHUTEIBLHBIM HIIH
OTPHIATEIHHBIM 3HAKOM B KaKI0W CTPOKE U CTOJIO-
e U Mo A = 2 COCENCTBYIOIUX TAKUX KE DJIEeMEH-
Ta — B JAI060I IMape CTPOK HJIH CTOJ0I0B. Tak Kak
I/IHBapI/IaHTBI C06JIIOI[9HBI, MBI MOXeM He 3aHUMAaThb-
cd SKBHUBAJIEHTHLIMHU MIPeo0PAa30BAHUIMHU H 3aMe-
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\ TEOPETUYECKASA U NPUKNAOHAS MATEMATUKA \

B Puc. 6. MaTpuna utora urepannii 1 OHA JKe — pelleHue
B Fig. 6. Final iteration matrix and it is as the solution

HUTDH Bce sneMeHThl +1 Ha 1 u +b ua -b. IIpu sTom
6e3pasianyHO, KaK CYUTATh TAKHEe WHBAPUAHTHL.
MoO:KHO OpPHEHTHPOBATHCI HA SHAKH SJIEMEHTOB,
a MOKHO HA MOJYJH YPOBHEH (4ero HeT y MaTpuil
Apamapa). 9T0 03HAYAET, YTO OCTAHOB AJITOPHUT-
Ma MOKHO BBIIOJHUTH, HE JNOMUIAACH CXOMKICHUA
BEJIMYHUH 3JIEMEHTOB K 3aBeIOMO HEIOCTHXKHUMBbIM
TOYHO UPPAIIMOHAJBbHBIM 3HAYEHUIM, KOTOPbIE€ MBI
3HaeM 3apanee. MOKHO CeIEKTHPOBATD UX BEIUYU-
HbI 110 mopory (1 + b)/2 Ha 6osblnue U Maible, a 10
IOCTHIKEHUH HYKHbIX HHBAPHAHTOB IIPUBECTH UTOT
K HOPMAaJIbHOMY BHAY ¢ OMHAPHOH Kaimou (puc. 6).

OyHKIMH MOMCKA YeTKO Pa3/ielieHbl. 3a BbIYNC-
JICHHWEe YPOBHA OTBe4YaeT aJirTOPUTM BbIYUCJIEHUSI
KOPHSI KBAJPaTHOTO ¢ ero Goiee 4eM AByXThICIUe-
smerHel ucropueit. OpHAMEHT, a HE MATPHUILY C UP-
pPanmuoOHAJIBHBIMHA JJIEMEHTAMH HINEeT aJIrOpuTM
IIpokpycra. OH TaHET MATPUIBI K IIOGAIBHOMY
WJIN K JIOKAJIbHBIM 9KCTPEMYMAaM.

Ilonck JIOKAJIBHBIX H YCIOBHBIX
3KCTPEMYMOB

OnrumaiabHbIe [0 JeTePMUHAHTY MATPHUIILI OT-
JUYAIOTCS XapaKTepPOM CBOMX SKCTPEMYMOB, 9TO
MOTYT OBITE:

— 1106anbHBIN (A6COMIOTHBIN) SKCTPEMYM, Kak
y MaTpui] Aramapa;

— JIOKAJIbHBIA SKCTPEMYM, OTIHYAMIIHHACT OT
1062 IHHOTO MEHBIIIUM 3HAYEHHEM MaKCUMyMa,

— YCJIOBHBIA SKCTPEMYM CEIJIOBBIX TOYEK, KOrJa
cB000a BapHAaIll¥ apryMeHTa OTPAHUYEHA YCIOBHUEM.

3amayyn TOWCKA KOpHEH yYpaBHEHHWU [IHUCTAH-
LUPYIOTCA OT 3a4a4 ONTHMU3ALHUK TeM, YTO II0JIO-
JKeHVe KOpHeH He 0613aTesIbHO YBA3BIBATH C MAaK-
CUMyMOM KakKou-mu60 QqyHKuu. HrepamuoHHBIH
aQJITOPUTM PACCMATPUBAIOT KAK CHCTEMAaTHYECKHU
IpUMeHseMoe MIPaBUJIO IepeHoca (0ToOpaKeHus)

BC€ HOBBIX Y1 HOBBIX TOYEK HpH6JIH?I€eHHH K KOPHIO, a
caM KOpeHb CUHuTaeTcd HaWIeHHBIM, eCJIH HAXOTUT-
CA B «HEIOJBHKHOM TOYKE» TAKOTO OTOOPaIKEHWUI.
Ecnu Touka TOnbKO OfHA, CXOKIEHNE K Hell obecIie-
YHuBaeTCd U3 JIIO6BIX Ha4vaJbHBbIX yCJIOBI/IfI.
Anropurm Ilpokpycra mMeer peryrupyeMmblit
oIar II0 BeJHYHHEe HAaCBhIIIeHMd. HpI/I MaJIOM IIIa-
Tre Ha ero urepanudax He IIPOUCXOOAUT H3MEHEHHUe
3HAKOB 3JI€MEHTOB. AJITOPUTM HIIET YCIOBHBIU, a
He abCOIOTHBINA WX JIOKAJIbHBIA DKCTPEMYM. JTO
YZOOHO AJIS IOWCKA MATPHUIT B CEAJIOBBIX TOYKAX, Ha-
npumep Marpul; Pepma, Korjga HEHYKHOe HAIpaB-
JIeHVe U3MEeHEeHU I OpPHAMEHTa OTCEeKAaeTC 3HAKaMH.
OpHaMeHT TaKuX MaTpui] IIJIaBHbIM H3MEHEHHueM
ypOBHe# (c M3MeHEeHHeM 3HAKOB) MOKHO IIepeBe-
CTH B OPHAMEHT MaTPHUI] INI06ATHHOTO HKCTPEMYMa,
YpaBHEHUS Iepexo/ia pacCMOTPUM HUXKE.

CBaA3b HPPAITHOHATHLHOTO
H IIEJIOYHCI€HHOTO HHBAPHAHTOB

Marpun; Apmamapa, a B3HAYUT, W MATPHI]
Mepcenna 6Geckoneuno muoro. CoriacHo Teopeme
Tapckoro o 6ECKOHEYHOM YHCIIe MATeMaTUYEeCKHUX
00BEKTOB BBIHOCUTCH OIPEAeeHHOe CY)KJeHue Ha
OCHOBAHMH KOHEUHOTO YHCIIa MAHUITY IAITHH.

IomycTuM, ONTHMU3AMUEH AeTePMUHAHTA HaM-
JleHBbI HeCKOIBKO OPTOTOHAMBHEIX B cMbIicae MM =
= ol marpun ¢ snemenTamu 1, —b pasHbIX HOPSI-
KoB m =n -1, rme ® <1 — HEKOTOPBIN BECOBOH KO-
adpunment. J[aa Toro 4ToObI MAEHTHUPUIIMPOBATH
dyuruuo b = bm) = x,;(m)b? + x,(m)b + x5(m) = 0,
MHOTO MaTrpul; He morpebyerca. Ilapamerpsr x,(m),
x9(m), x5(m) — 3apaHee HeM3BeCTHbIE THHEHHBIE pa-
IIMOHAIbHBIE (DYHKIIUHK OT TIOPSIIKA M.

OHHM JWHEHHBI, MOCKOJbKY CBONATCI K IIO-
cuery umcna snemeHToB b2, bl, b0 B cramapHBIX
B3aMMHBIX IIPOM3BENEHUAX cToa6mos M, mnpu-
yeM TOYHOe 3HadyeHue b He Tpebyercsa. YpaBHeHHe
m-3b2-2m + Db+ (m + 1) =0 orBewaer xa-
PaKTEepPUCTUIECKOMY ypaBHeHHIO MaTpuil Mepcen-
Ha (A—1)b2-2)ab + M2 =0 npu a = 1. Y4uTH-

A

pe

UAEHTUPHUIIUPYA BTOT KJacc

Bag A= (m + 1)/4, MoxkHO HaWThm b=

B m+1
m+2\/m+1+1’

BCEro 110 HECKONbKUM €T0 IPEICTABUTEIISIM.

Wpentuduranmsa mapamMeTrpoB Ha  OCHOBa-
HUM JAHHBIX 9KCIEPUMEHTA TaBHO HCIIOIb3yeTCs
B aOJAaIITUBHBIX CHCTEeMaX. I[.TIH OIINMCaHud NUHaAMHU-
YeCKOM CHCTeMbl, BBINOJHAIONIEN MaHeBp Ha OT-
peske BpeMeHHU JII000i MPOTAKEHHOCTH, HET HeoO-
XOIMMOCTH AHAIU3UPOBATh €ro Bech. JlocTaTouwo
0 KOHEYHOMY YHCIYy TOYEeK HAWUTH mapaMeTphl
MOmeNu CcucTeMbl B popMme auppepeHIInaaIbHOro
ypaBHEeHUs. JTO KacaeTcs yCTAHOBICHUS SKBUBA-
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JIEHTHOCTH Mexy 3akoHamMu HbpioToHA U 3akKoHAMU
Kennepa onucanusa neuskenusa nianer. Huxkro He
CBepseT BCIO OPOUTY IIOTOYEUHO C PelleHueM Aud-
depeHIaIBHOTO YPABHEHUI TATOTEHUS.

Ecau uzyuaercs: knace 6€CKOHEUHOTO 4HCIa OPTO-
TOHAJIBHBIX MATPHI] TI0 KOHEYHOMY YHCILY UX IIPEJCTa-
BHUTeNeH, obHapy:KeHHBIX airoputrmoMm IIporpycra,
MOJKHO YCTAHOBUTb AHAJWTHUYECKH TOYHBIA BHJ
dyurkmun ypoua niad Bcex Hux [20]. Jamee Bamo
TO, UTO (PyHKIUA b = b(7m) MOHOTOHHA, HE CONEPIKUT
PaspbIBOB IIPH BCEX 3HAYEHUAX /M, CBUIETEIHCTBYIO-
mUx 00 OTCYTCTBUU peIlIeHusd. YPOBeHb b moMoraer
AIeHTU(UITNPOBATh BaMKHEHIITNH OpHAMEHTATIbHBIN
unBapuanT A = b%/(1 — b)2 uepe3 KBagPAT OTHOIIEHHUS
OTPE3KOB, Ha KOTOpble b < 1 memuT ypoBeHb a = 1.
CrnemoBaTesbHO, €CIH U3 ONBITA SKCIIEPUMEHTOB C aJl-
roputmMoM IIpokpycra ymanoch yCTaHOBHUTH 3Hade-
HHe b (maxe He OYEeHb TOYHO), MOKHO OIIEHUTH IIEp-
CIIEKTUBY HaXOKIEHUS A, T. €. TOT'0 CAMOT0 NHBApHAH-
Ta, KOTOPBIH IIPH IOMCKe MaTpuIl AamMapa mepebopom
10 3aBepIIeHus Iepefopa aHATUTUIECKH YCTAHOBUTD
HEBO3MOKHO. JTO 3aMeYaTeJIbHOE YTBEPIKICHNE CBS-
3BIBAET [[Ba MUpPa (TUCKPETHBIN M KOHTHHYAJIbHBIN):
LIeJIOYHUCIEeHHBIN OpPHAMEHTAIBHBIN HHBAPUAHT U UP-
paIuoHaNbBHBIH YPOBEHb.

3aMKHyThbIe OpHAMEHTBI

I'peuecknit maremarur u ¢umocod IIpoxn
Juanox, CTOpOHHHK Ype3MepHOTo JIAKOHU3Ma, pPas-
pabaTbiBaI KOHIIENIIMIO YHCIa KaK MOCTa MEKIY
IByMs HAYaJIaMW — YMOM M 4YyBCTBEHHBIM BOCITPH-
ATueM. BCIOMHUIM MBI 0 HEM BOT IIOYEMY.

Paccmorpum marpuiy Jitnepa, KoTopas B 9KO-
HOMHOM cBoeM BapuanTte ¢ omokaMmu A = DuB =C
MOKET CTPOUTHCA HA OCHOBE BCET0 OIHON MaTpH-
bl Mepcernna M. Ilockoabpky marpuiibi Mepcenna
peryadapHbI (CyMMBI CTOJIOIIOB M CTPOK COBHIAJa-
10T), cOCTaBHas MaTpuila Jijgepa mopsaara 2m mo-
IMycKaeT Ha3HAYEHWEe [BYX Pa3HbIX 3HAYEHUH IjIed
A = M(,), B=M(b,), mpuueM MOKHO BBIIEIUTH
ypaBHOBEIIEHHOe

A m+1

X+ﬁ_m+2\/m+1+1

pemerre M = A = B = C = D u sxcTpemanbHOe 110
IeTepMUHAHTY peleHune npu b; = 1:

B A—1 B m-3
Ar+v2h—-1 m+2V2m+2+1

b1=b2=

by

IlepBoe perrenue HazoBeM MaTpuuel Jitnepa, a
Bropoe — wmarpurei lIporsna; ycunus npeobiana-
HHe eIUWHUYHBIX 0 a0COTIOTHOMY 3HAYEHUIO 3je-
MEHTOB JUarOHAJIHHOr0 OJIOKA, IOJHUMEM 3HAYEHHE
nerepMuHaHTa. Kax u kadenw, OHM MMEIOT ABA IIO-

JIO}KEHUs — YPaBHOBEIIEHHOE W KOTla OfWH Kpai
KaJdesell BBepxy. B Takux Kauensdx BasKHO TO, YTO
opHaMmeHT y obemnx marpun obwwmii. OHu npuHAIIe-
JKaAT KOHTHHYAJIbHOMY MHOKECTBY MATPHI], KOTOPbHIE
IUIAaBHBIM KOOPAMHUPOBAHHBIM M3MEHEHWEM Iapa-
METPOB ILJIeY IIePEeX0AAT, 6e3 U3MEeHEeHUA PUCYHKA U3
3HAKOB, B COCTOSIHHE C OOJIBIIUM JeTEPMUHAHTOM.

Jro osnauaer, uyro ajroputrm Ilpoxpycra, eciu
ero He OCTAHABJIWBATh, OCTAHOBUTCA HA BTOPOU
MaTpuIle, HO HaXOAuT-TO OH ux obe. Takum obpa-
30M, HaleH OpHAMEHT OEeCKOHEYHOTO MHOKECTBA
MaTpPHIL, OAHA U3 KOTOPBIX OCTABJIIET €My BO3MOJXK-
HOCTB OBITH B BH/Ie OOJIBIIIOTO JeTepMUHAHTA.

Onpedenernue: OpHAMEHT Ha3bIBAETCSI 3aMKHY-
TBIM, €CJIU JI000e Majioe M3MEeHeHHWe IapaMeTpOB
y30pa IPUBOAUT K MOHMKEHUIO TeTepMUHAHTA.

IIpumeps! BaMKHYTBIX OPHAMEHTOB: MAaTpH-
bl Apmamapa, bBemeBuua, Mepcenna, IIpoxma.
CraproBasi marpuna Ilpokna npu m = 3 SKBHUBAa-
JIeHTHA KOH()EepeHI-MaTPHUIle ¢ HyJeM Ha JuaroHa-
JIV, YTO COIJIACYeTCsd C POJIBI0 9TOM TPEXypOBHEBOU
MaTPHUIIBI, 3aMeIalllell Marpuibl Azamapa Ha
YETHBIX He MOCTHKHUMBIX UMH HOPSAIKOB.

[IpuMepnbl HE3AMKHYTHIX OPHAMEHTOB: MATPHIIBI
Jiimepa Kak ocHoBa Mmarpui] MepceHHa U MaTPHIIHI
Opunua Kak ocHoBa KoH(epenr-marpulr [21]. Ito ma-
pameTpuyecku uaMeHdaeMble y30pbl. AnroputM IIpo-
KpyCTa K X IIOUCKY IIPUMEHHUM C PAJOM OTOBOPOK O II0-
WCKe 3aMKHYTBIX OPHAMEHTOB, K MHBAPHAHTAM KOTO-
PBIX UMEIOT OTHOIIIEHNE HecTaOuIbHbIE MATPHUIHL.

YCTOMYMBOCTD OpHAMEHTAM IIEPBBIX TPEX Ma-
Tpur; Agamapa, bemesnua m Mepcenna mpumaer
ABHO IIPOCJIeKHBaeMas B UX KOHCTPYKI[MHU Kaiima.
Martpuna Ilpokna 3askara nHade — (PUKCHPOBAHU-
eM TI0JIOBUHBI ee ITapaMeTpoB B —1, ocTalbHBIE Ha-
xonATcA B O6iokax BHe nuaroHaiau. IlocKoabky op-
HaMeHT MaTpuilbl MepceHHa 3aMKHYT, TO 3aMKHYT
u opHamMeHT MaTpunsl [Ipokia.

Pasmuame marpurm Azamapa
M KOH()epeHII-MaTPHII

B tpupmareix romax ITemm [10] obpaTwn BHH-
MaHue, YTO eC/JIM WHBAPHAHT Kk = n/2 TakKoB, 4TO
p =k -1 pasjgoxuMo Ha CyMMy ABYX KBaJpaToB,
TO CHMMETPUYHBIE YeThIPEXOI0YHBIE MATPHUIIBI
Amamapa MOKHO CTPOUTH HA OCHOBE OJJHOTO CHMMe-
TPHUYHOTO OPTOrOHAIBHOIO 0JI0KA C HyJIEBOH JHUAro-
HAJbIO, BAPbUPYH 3HAK JUATOHAU:

CcC+I C-1
C-1 —(C+I)'

Oco06eHHO JIerKo 5Ta KOHCTPYKIIHS CTPOUTCS JIJI5
MPOCTHIX p (WM CTelmeHed MPOCTOr0 YUCIa), KOrga
mmepBas CTPOKa MuKIudeckoro 6;mokxa C crpourcs He-
CIIOKHBIMH aJTOPUTMaMU KOHEeYHbIX mosieir GF(p).
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B Puyc. 7. Iloprpersr marpur; Opuna (a) u Moxuna (6)
B Fig. 7. Portraits of Odin (a) and Modin (6) matrices

Ilosguee B. BeneBuu mpenioxua paccMarpuBaTh 9TOT 00K B KAYyeCTBE CAMOCTOATEIbHON OPTOTOHAJL-
HOM MaTpHUIIbI, HA3BAB ee KOH(EePEeHI-MaTPUIleH B CHILy IPUIOKEHUA ee K 3amadam Tenedonnn. Koudepenir-
MaTpuIia BO MHOIOM HAIOMHHAET MAaTpuIily AjaMapa U CYHTaeTcs ee IPIMbBIM IIPOI0/IKeHHEM Ha HeI0CTHU-
JKUMBIE ManI/IHaMI/I A,z[aMapa YyeTHbIe HOpH]_'[KI/I. Hocne HOpMaJII/IBaLII/II/I KOJXUYEeCTBO IIOJOKUTEJBbHBIX U OT-
pUIlaTeIbHBIX JIeMEeHTOB (BHE KAWMbI) CHMMETPUYIHOM MaTPUIIbI BesleBruya coBiasiaer B CTPOKaX M CTOIOIAX.

Bosmoskub! moctpoenus anamoros MaTpuit Mepcenna u ditnepa, HasBaunuble Marpunamu Oxuaa u Texu [20].

Oproronanusanus marpuisl Onuna mopsaaka m = 4¢ — 3 (u Tenu mopsimka m — 1) HeBo3MOKHA 6€3 OTphIBA

1
1+m’
marpuna OxuHa naToro mopsanka (puc. 7, a) He ABJIAETCS MaTPUIIEH JOKAIbHOTO MAKCUMYyMa JeTePMUHAHTA.
JloxasaTh 9TO HECJIOKHO, PAa3IeIUB Iapy 3JIeMEeHTOB IepBOU cTPOKHU —b Ha —b u —c. UToOkI He myTarhes, Ha30-
BeM BTOpyI0 marpuily marpuneii Moxguna (puc. 7, 6).

ITo opHamenTy 00e HmpHBeAEeHHbIE MATPHUIIBI ABISIOTCI MaTpPUIlaMu «oia-benesnuavu». OpHaMeHTHI Ma-

1
1+\/E

QAAarOHAJIBHOTO dJeMEHTa OT Hyld d = ypoBeub b = 1 - 2d kommencupyet sToT oTpbiB. CTapToBas

rpur; OnuHA He 3aMKHYTHI, TP m = 5 quaroHainb d = + & MeHseTcs 3a c4eT Ho0aBKHU O, H3MEHIIOIe-

1+8d3 +16d2 +4d 3
—c, c=
d+1 2(d+1)

Cf1 B IPOTHUBOIIOJIOKHBIE CTOPOHBI IApaMeTPhl b = HUTPAIOT TY K€ POJIb,

4TO ¥ mIedr Marpull [Ipoka.

Wubivu cioBaMu, 1eTepMUHAHT MATPHUILGI MoarHa MOMKHO IOBBICUTD B CPABHEHHH C JETEPMUHAHTOM MATPH-
bl OpuHa, pasopBaB TOXKIECTBO b = ¢ CKOJIb YTOMHO MAJIBLIM M3MEHEHHEM ImapaMeTrpa d. TO 03HAYAeT, YTO Ma-
Tpuibl OquHA — CelJIOBbIE TOYKH, 4 He TOYKH JOKAIBHOTO OITUMyMa AeTepMuHanTa. ¥ marpui] OnquHa ecTh BO3-
MOHOCTD IIPU IIOMOIITHA Bapr/IpyeMoﬁ AuaroHajiu, HO3BOJIHIOHIGﬁ MaTrpuiie NSMEeHUTHCA, IIOBbIIIATh JeTePMUHAHT.

ATo TIOKA3bIBAET CyllecTBeHHOe oTauure Marpul] Mepcernna ot marpun OpuHa. OJIeMeHTHI JUATOHAIN HACHIIIE-
HbBI B €IUHUIIBI, TAK UTO «KPEIUTA [OBEPHSI» IJId ITOBBIIIEHUS IeTePMUHAHTA HeT. S3HAYeHVe d MaKCHUMAJIHLHO BHICOKO.

l"pa}mum AETEPMHHAHTOB KPUTCKUX MAaTPHUIL

Kpurckue Marpunsl — 5To MaTpuIlsl cemeiictea Anamapa ATA = ol ¢ HeGombmuM ymcaom yposHeit. Unco
YPOBHEH KPUTCKUX MATHI] HEYETHBIX MOPAAKOB PACTET JUHEHHO (II0YTH JUHEHUHO) 10 KPUTUYECKOro HopsaaKa 13,
I7ie CTPYKTYpa MaTPHUI] PE3KO YCIOKHAETCA BOSHUKHOBEHUEM ITOYTH XaoTH4ecKux Marpui [12]. JlerepMuHaHTHI
det(A) = ©"/2 u Beca ® NEPBBIX DKCTPEMAILHBIX IO JEeTEPMHHAHTY MATPHI] XOPOIIO H3BECTHEI, 3TO II03BOJIA-
eT OIIeHUTh TO, HACKOJILKO MAJI0 SKCTPEMYMBbI JIOKAIhHO ONTHMAIBHBIX MaTpull MepceHHa yCTymaoT ri1o0aib-
HBIM 9KCTPEMyMaM IIpH CpaBHeHuH. J[JIS 9TOro MCIoIb3yeM TPOUKN 3HAYEHUH (TIOPSI0K MATPHUIIBL; BEC MATPUITHI
Mepcenna; Bec marpuiisl r1o6aabHOro sKcTpemyma): (3; 2,25; 2,25), (7; 5,03; 5,08), (11; 8,01; 8,5), (15; 11,11; 11,99).

IlepBas u3 9THX MaTPHUII, IPUBEIEHHAS K IUHUIIE 10 MAKCUMAJIbHBIM 3HAYEHUSIM 3JI€MEHTOB, XOPOIIIO W3-
BeCTHAA OPTOTOHAJbHAA MATPHIlA IOBOPOTA HA TpHu yria Jiyiepa o = —arcsin(2/3), p = y = n — arctan(2):

cos(a)cos(y) cos(a)sin(y) —sin(a)
sin(oc)sin([?))cos(y)—cos(B)sin(y) sin(oc)sin(B)sin(y)+cos(|3)cos(y) cos(oc)sin([?))
sin (o) cos(B)cos(y)+sin(B)sin(y) sin(a)cos(B)sin(y)—sin(B)cos(y) cos(a)cos(p)
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OYHKIUIO TPeX MepeMeHHbIX HEBO3MOKHO TIPe]-
CTABUTH B BHUJE OOBIYHOrO rpad)uka MOBEPXHOCTH
C MHUKOM JKCTPEMyMa, HO MOKHO IIOKasaThb AeTep-
MHUHAHT AHAMETPOM Iapuka. MakcuMyM B IeHTpe
COOTBETCTBYET IIOBOPOTY, IIOPOKAAIOIIEMY W30-
opa:xenuyio matpuity Mepcenna. Bapuamusa yrios
B OKPECTHOCTH 9TOU TOYKH MOKET TOJHKO yMEHb-
HTH chepbl BOKPYT EHTPAILHON ToukHu (puc. 8, a).

TpaaguUOHHBIA PUCYHOK MaKCHUMyMa 3KCTpe-
MyMa TOKE€ MOYKHO YBHIETH, 3a/aBasd PasBepTKY
IByMs yriiaM#, KOrja TPeTHH yros BbIOMpaeTrcs
u3 ycaoBus Mmakcumyma (puc. 8, 6). Ha muosxectse
MaTpHUI] CeAbMOT0 U 60jIee BHICOKUX ITOPITKOB Ma-
Tpunsl riobansuoro A u moxanbaHoro M skcTpe-
MyMOB He coBmaznamoT. [Ipoduns sKcTpeManbHOR
KPUBO# MOKHO HM3yd4aTh, OPTOTOHAIHU3YS OCPe[-
HeHHyI0 Mmarpuny At + M(1-1¢), rme ¢ — Bele-
CTBEHHBIH IapaMeTp, PEeryIupyloliui yXoI OT
MAaTPHUIIBI JOKAIBHOTO B CTOPOHY III06AIBHOTO Jie-
TepMuHaHTa (puc. 9).

Xopomui pUCYHOK B COCTOSSHUM MHOTrO€ IIOKa-
3are. Ecnu merepMuHaHT 110608 KPUTCKOM MaTpH-
b1 "2 moIeTUTH Ha OIeHKy Amamapa cBepxy n'/2,
TO TAKOM OTHOCUTENbHBIN [ETEPMUHAHT He Oymer
MpeBbIIATh €eIUHUIYy. llpuBeneHHbBIN AeTepPMU-

B Puc. 8. IlpeacraBneHue MakcHMyMa [eTepMUHAHTA
B 3D (a) u 2D (6) BapuanTax

B Fig. 8. Maximum determinant in 3D (a) and 2D (6)
versions

HaHT — 39TO KOPEHb n-U CTeNeHU U3 OTHOCUTEIbHO-
®

ro JeTepMuHaHTa ,|—. JlnarpaMma ¢ mIpuBeeHHBI-
n

MH JeTepMUHAHTAMYU 9KCTPEMAaJbHBIX MaTPHUII, HA-
HeceHHad ¢ I1aroM 4, MOKas3bIBaeT UX MPUKATHIMU
K BepXHeU rpaHuIle, IIPUYEM CiKaTHe Hapacraer.
MakcumanbHBIE IO BO3MOKHOMY JETEPMUHAHTY
MaTpuIlbl AramMmapa HaXoAATCA Ha BepXHEH efuHNY-
HoU mosouke (puc. 10).

IMopsamnku 4¢, 4t-1, 4¢t-2, 4t -3, oupepmeins-
IOlle OCHOBHBIE THUIBI MaTpPHUI] CEeMeHCTBa, OT-
BEYAIOT ellle TpeM TrpaHuiaMm. bBomaee KecTKYyiO
TPAHUIlY CBepXy JAalOT OIEHKH J[eTepPMUHAHTOB
KOH()EPEeHI-MaTPUL] [OINOJHUTEIbHBIX YETHBIX
nopAankos. Ha puc. 10 mpeacrapiena rpaHuma ae-
TepMHHAHTOB MaTpuIl MepceHHa (4yTh HUKE MOK-
HO M06aBUTH rpanuny ana marpul; OquHa, OCHOB
marpuln, Agamapa u KoudepeHi-marpulr). Tourku
MeXIy HUMHU ABIATCA 3HAYEHUAMU HOPM MHOTO-
YPOBHEBBIX MATPUI] MaKCHMyMa AeTepMUHAHTA.
IlopTpeTsl MaTpuIl ¥ THCTOrPAMMBI UX YPOBHEH
npeacTaBlIeHbI Ha puc. 11.

Ha mopsimke 22, rome HeT KOH(EpEHI-MATPHUIIHI,
€CThb IIeCTUYpPOBHEBAs OUIUKINYECKAT U B3Be-
mieHHas MaTpuibl. JleTepMUHAHT TOCIegHEH a-
eT TOYKY, He JOTATHUBAIOIIYI0 N0 ONTUMUCTHIHOH
TPAHULBI JEeTEPMHUHAHTOB KOH(EpeHI-MaTPHIIL.
JKCTpeMaIbHble MHOTOYPOBHEBbIE MATPUIBI IIPH-
crrocabIuBaOTCA K HOPAAKY yBeJIudeHUeM dYucia
YPOBHEH ¥ HEOIpAHWYEHHBLIM HApPaCTAHUEM CJIOK-
HOCTH UX CTPYKTYP.

Kax BumHo, rpanuna AeTepMHHAHTOB MAaTPHII
Mepcerna — 3T0 Hambosnee yJadyHOe W OTHOCH-
TEeJIbHO HECIOKHOe IpubnmxeHue cHusy. Tak Kak
Marpuibl Axamapa um marpunbsl MepcerHa mpen-
CTaBJIAT 00BEKT C OMHHUM U TEM K€ OPHAMEHTOM
(mpenebperass KAUMOH), TO MOIYYAETCS, UTO KPHUT-
CKMe MATPHUIILI 3a:KaThl MEKAY 3TUMHU IBYMA IPO-
eKIUAMHU THIIepPOOBeKTa.

IerepmunanT

Ilapamerpuyeckas
OUCTAHITUA

B Puc. 9. JlokanbHbIH U 17100ATBHBINA S9KCTPEMYMBI IeTeP-
MUHAHTA

B Fig. 9. Local and global extremes of determinant

IIpuBenenusbIi
IeTePMUHAHT

N T—-.:.::"’.'
N °® \//

Marpuist T'panuna
Marpursr Opuna s matput] Mepcenna
Mepcenna
0 4 8 12 16 20 Ilopanox n

B Puc. 10. JlnarpaMva MakCUMaJIbHBIX [€TEPMUHAHTOB
B Fig. 10. Maximum determinants diagram
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B Puc. 11. IlopTpeTs! 1 guarpaMMbl YPOBHEH HIIEMEHTOB ONTHMAIbHBIX MATPHII
B Fig. 11. Portraits and element level diagrams of optimal matrices

CBaA3p rHIIEPOOBEKTA C TEOPEMOT
Ji:xenaudep Cebeppu

Marpunsr Agamapa OCHOBHOM IIOCJIEOBATEJNb-
HocTH TOpsanKoB CuiabBecTpa OTBEYAIOT YHCIAM
Mepcenna 25— 1, gamomuMm pasMepbl BIOMKEHHBIX
B HUX MATPHII, KOTOPBIE CYI[ECTBYIOT BHE 3aBUCH-
MOCTH OT TOTO, IIPOCTHIE HTO UUCJIA, CTEIIEHH IIPO-
CTBIX YHCEJI MM COCTaBHbIe uncaa [22, 23].

I:xennudep Cebeppu morasana cienymoiiee [2].

Teopema. MwunumanvHOe paccroanue s > 0
MKy HeYEeTHBIMU HPOCTHIMHU YHUCIAMU p U 25p — 1
(pasMepoB MOTEHIMAJIBHBIX OCHOB KOH(pepeHI-Ma-
tpur] C niau marpurr Agamapa KoHcTpykiuu [1aimm)
KOHEYHO UM He MPEBhINIaeT yIBOEHHOI0 Jorapudma
oT p.

JIBa — 3TO MakKCHMAaJIbHBIA KO3((UIHEHT, ero
MOKHO CHHUIKATH, NOOABJIASI K JIOrapu(PMy KOHCTAH-
Ty CMeIeHUusd. JTO HA3hIBAETCA OIEHKOU aCHMIITO-
THKH CyIIeCTBOBaHUA MaTpuil AxaMapa, oCKOIbKY
[IOCJIEYOIUMH YABOEHUIMHE MOPSIIKA MOMKHO II0-
JIYYUTh HEOTPAHHYEHHOE KOJUIECTBO STHX MATPHII.
Il cocTaBHBIX HEYETHBIX YHCEI OIEHKU He MEeHs-
I0TCS, TAK KaK MaTpUIly AzamMapa MOKHO TIOJIYyYUTD
KPOHEKEepPOBhIM Ipou3BeneHueM [24] MmaTpuil MeHb-
1Iero MOPSKAa, IMMOCTPOEHHBIX I COMHOKHUTEIeH
IIO TOH e cXeMe.

ITockonbky umcna 25p — 1 aBaaoTca 06001IeHH-
eM uucea MepceHHA, €CTECTBEHHO IPEAIIOIOKHUTD,
YTO OT PACCTOSHHSA S 3AaBHCHT HE CTOJBKO CaMO
CyIllecTBOBaHWE MaTpuIll Ajgamapa, CKOIBKO CY-
[ecTBOBaHue ux B cuernuduueckoi ¢opme ITamm.
Kpome maTtpuii, KoTopble cTpoATCA HA KBaapaTH4-
HBIX BbIYETAX, UX MOKHO HAWTH B popMe IBOAKO-
CHUMMETPUYHBIX OWUIIMKJIOB C MAPHOH KaWMOH —
ONMCAHHBIX BBIIIIE MATPHUI] Jiijiepa. 3a IOTEPIo BO3-
MOKHOCTH KCIIOJIb30BATH II0JIE €CTh YeM ILJIATHTh:
W3 CHMMETPUYHOM U KOCOCHMMETPHUUYHOMN KJIETOK
YHUBEPCAJIBHOr0 OHWI[MKJA rapaHTHPOBAHHO OCTA-
eTcd OfHA.

CuMMeTpuu MaTpUI] OPUHITO OMUCHIBATH [U-
IUKJIAYECKUMHU TPYIIIAMU WU, KAaK Y KOI[MKJIMIe-
CKMX MaTPHI], TAOIUIIEH YMHOKEHUS IPYIIIbI II0CJe
IUXOTOMWH 3JIEMEHTOB TPYIIbI HA OMHCHIBAOIIHE
1 miau -1. dTa AcHAA TOYKA 3peHUd He paspeniaeT
BOIIPOC CYIIIeCTBOBAHU, IIOCKOJIbKY TUXOTOMHUS He-
OZHO3HAYHA U CTOJb jKe TPYJHA, KAK MOIbITKA HAH-
T Marpuiy Axamapa npsameiMm nepebopom. Tem He
MeHee Teopema J:x. Cebeppu 06 aCHUMITOTHYIECKOM
CyL[eCTBOBAHUM MaTpull AramMmapa CBUIETeIbCTBY-
€T 0 TOM, YTO /LI BBIEJIAEMOr0 €10 aHKJIaBa MATPHUIL
Anamapa cocTaBHOU XapakTep pasMepa UxX OCHOB He
“MeeT HUKAKOro 3HAYEHUs.

JakiaroueHue

B nporuBomocrasienun marpui; AgamMapa u He-
OPTOTOHAJIBHBIX MATPHUI] MAKCHMyMa JeTepMHUHAH-
Ta COJEPKUTCA JO0JI MIPOTUBOPEUns. BBIXOAUT, 4TO
KpoMe DKCTPEeMaIbHBIX II0 JeTePMUHAHTY MATPHIL
Apmamapa ecThb ellje Kakue-To SKCTpeMajibHble Ma-
TpuIlbl. Bce 5T0 mI0X0 coriacyercsa MesKmy co0oi
¥ OymuT jKejaaHue pasodparbes rydike B mpobieme.
Marpunst Mepcerna, KOTOpbIe OKa3bIBAIOTCA JBOK-
HUKaMH MaTpul Anamapa, He yTpadyuBaiOT CBO-
CTBO OBITH SKCTPEMAIbHBIMU, U UX HAXOMAT AJT0-
PUTMBI TIOUCKA HEITOABUIKHON TOYKH OTOOPAKEHHUI.

JKcTpeMaabHble MATPUIIBI Ha a1060M paspe-
MIEHHOM [OJd HHUX TMOPAAKe HAEHTUQHUIIUPYEMbI
anroputmom IIpokpycra — HET TPHUHIITUIHATBHBIX
IPenaTCTBUU HAUTHU SKCTPEMYM, NaKe eCIU ITOT
SKCTPEMYM JIOKAJIEH U MPUOIU3UTHCI K HEMY ITOHC-
KOM 00JIaCTH TPUTSKEHUA CI0KHO. AJroput™ Ha-
XOMHUT MATPHUI[BI CTAPTOBBIX IMOPAIKOB Pa3IHYHON
MIPUPOABI, KOTOPhIE TEOPETHUUYECKH ObLIU OTKPBITHI
B pasHoe BpeMs pasHbIMHU METOJaMH. 3ajada MOuC-
Ka pacKJIaabIBaeTcsd Ha Cy0aJIrOpUTM BHIYUCICHUS
MPPAIMOHAIBHOTO YPOBHSI U CyOAITOPUTM IIOHCKA
opuamenta. IlepBerii — 310 amroputm HrioToHa
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IUUIS CKAJIAPHOTO ClIy4das, a BTOPOU peaansyer IIOUCK
OpHAMEeHTA.

Bnaromaps momudmranuu npoduis HeTUHEH-
HOTO OJIOKA HACBHIIIEHHWA AJITOPHUTM MOKET HCKATb
KaK JIOKAJIbHbIE SKCTPEMYMBI, TaK U CeJJIOBbIE
TOYKH — YCJOBHBIE SKCTPEMYMBI, TIOCKOJBKY IIpU
MaJjo¥ aMILIUTyAe U3MEHEHHUH, BHOCUMBIX 0TOOpa-
JKEHUEeM, 3HAKH DJIEMEHTOB MATPHUIIBI HE MEHAHT-
cd. Yaep:xaHue 3HAKOB OpHAMEHTa CTAOHIHU3UPYeT
UTepaluy Ha TAaKOH «HEBBITOIHOM» TOYKE, KaK Ce]-
J0Basd, U3 KOTOPOH eCTh IIyTh 110 YBEIWUUEHHUIO 3HA-
4eHUd JeTepMuHaHTa. Tak, HampuMmep, aarOpUT-
mom Ilpoxkpycra Obiiu HaligeHbl MaTpuilbl Pepma,
OIHO0YHO KJIACCH(UIHPYEeMble M3HAYAIBHO Kak
MaTpHUIBl JOKATbHOTO HKCTPEMyMa HMEHHO IIOTO-
MY, 9TO aJTOPUTM HX HINET YCTOHUYWBO U HE TepAeT
P OTKJIOHEHUAX WX MapaMerTpoB. AHAIOTHYHbIE
«Tpy0Oble» aITOPUTMBI CHITPATIN OOJBIIYIO POIE IPH
MOHMCKe HyleHd n3era-QpyHKIUN, HAXOAUTH TOYHBIE
3HAYEHUI KOTOPOH CIOKHO.

Kpurckue MaTpuusl TeCHO CBI3aHBI C YHUCIOBOH
CHCTEMOI1; BceM 0COOBIM YHCIAM: 30JI0TOMY CEYEHHUIO,
gyuciam Pepma, Mepcenna, unciaam-6aus3Heriam —
0TBEYalT COOTBETCTBYyIOIIMe Marpulbl. Ha riy6o-
KO€e pasjauyue HEeUYEeTHBIX MOpAnKoB 4f—1 u 4¢3
BuepBble obparwiu BHuManume Pepma u Jimep
B paMKax Tak HasbiBaemMou PokmecTBeHCKOH Teo-
pemsbr Pepma. Kak Bugno, y MaTpui Toxe eCcThb 9TO
pasauume, BhIpaKaoIleeca B TOM, YTO BCe MaTpHU-
sl MepcernHa mopsaakoB 4¢ — 1 cyiecTByioT 6e3 wc-
KRJII0OYEHN A, HA YTO YKa3bIBaeT HAJIUYNe Y HUX UJIeH-
THPHUITUPYEMOTO IKCTPEMYyMA.

Ecnu durcupoBaTh 571eMEHTHI yPOBHAMHU, MO-
cTHKaA Mex Iy Marpunei MepcernHa 1 MaTpuiiei rio-
6aJIbHOTO SKCTPEMYyMa HET IIPH TOM, YTO OHHU OJTU3KU

o opuameHTty. [losTomy, cTpoa rpaduk nsmMeHeHUA
JeTepMUHAHTA MATPUIl HOPAAKOB 4f — 1, HaM mpu-
XOJUTCA He MPOCTO YCPEAHATH, a ellle ¥ OPTOroHa-
JMU3UPOBATh IMPOMEKYTOYHBIE MaTpuilbl. Hudero
oK06HOTO HET ¥ CeIJIOBBIX TOUEK MATPHUIL ITOPITKOB
4f — 3, TIOCKOJIbKY Y HHX IIyTh HaBEpPX 3aBeI0MO 00-
JIerdeH CTPYKTYPOH MAaTpHIbl, OYAb 5TO MaTpUIA
Opguna wmnmu marpuna Pepma. Maremarudeckuit
ammnapar KOHEUYHBIX IOJeH W TPYII Hadaja mpo-
IIIJIOTO BEKA YCKOPSET IPOIeCC IOUCKA MATPHI[. JTU
WHCTPYMEHTHI, IPEBOCXOAHBIE B CBOEH d(hpdeKTHB-
HOCTHU Ha HEKOTOPBIX BBIJAEJEHHBIX HpOCTOTOfI II0-
pAaKax, ycTynamoT B MOITHOCTH BBIYUCIEHUHN B IO-
Jie BEeLIeCTBEHHBIX YHCeIl. ¥3Ke B CKAIIPHOM CIydae
MIOJTHOIIEHHOE PACCMOTPEeHMe 3ajmad ajarebparde-
CKOH TeOMeTpUH HEBO3MOKHO 6e3 IIpUBIIEUYECHUST
UTEPAIUOHHBIX IIPOIENYpP, C IOMOIIBI0 KOTOPBIX
ObLI0 cPOPMHPOBAHO CAMO ITOHATHE UPPAIHOHATb-
HOTO YHCIA.

duHaHCOBaA MOIIEPKKA

Crarbsg IOATOTOBJIEHA TPU (PUHAHCOBOU ITOM-
nep:kke MwuHmcTepcTBa HAyKH W BBICIIEro o0pa-

3oBanus Poccuiickoii Pepmepaiiuu, coryialieHue
Ne FSRF-2020-0004.
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ABTOPHBI BEIPAKAIOT UCKPEHHIOI 61ar0IapHOCTh
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Introduction: The development of the Hadamard matrix theory encountered an obstacle caused not so much by the nature of the
integer problem as by the artificial limitation of the solution of quadratic equations applying exhaustive search algorithms. Ignoring
the direct path and rejecting irrationality led to the opinion that the hypothesis of the existence of Hadamard matrices was unprovable.
Purpose: To prove the solvability of the Hadamard problem by orthogonal matrices via identifying their stable connection with matrices
containing irrational elements. Results: We show that irrationality manifests itself in the quadratic norm of the columns of the Hadamard
matrix of the second order. We consider the transfer of iterative algorithms for calculating roots to the matrix. To minimize the maximum
absolute value element of the orthogonal matrix we propose the Procrustes analysis algorithm. Since Hadamard matrices are determined
by invariants of smaller-order matrices embedded in their structure, the algorithm turns out to be a universal basis for finding them
together. We consider the hypothesis of the existence of Hadamard matrices in the operational domain of iterative algorithms determined
over the field of real numbers that give advantage over the tools in the form of finite fields and groups. Practical relevance: Orthogonal
sequences obtained from rows (columns) of Hadamard matrices, and high-order Hadamard matrices themselves are of great practical
importance for problems of noise-correcting coding, compression, masking and image processing.
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software metrics visualization, code smell.

Introduction: Despite considerable efforts made by numerous researchers and developers, procedures for software quality
assessment are still not sufficiently formalized and automated. Purpose: To develop a specialized software tool to quantify the structural
properties of Java code. Results: We have developed MetricsTree, a software tool that calculates 61 established object-oriented metrics
and is one of the largest sets among similar tools. MetricsTree is integrated into the IDE to ensure the fastest possible information
delivery, contains unique visualization tools to increase the efficiency of metrics analysis, and implements a metrics profile mechanism
to select classes based on a set of metrics values. Practical relevance: As a result of applying MetricsTree to automate quality assurance
processes in the development of Peter the Great St.Petersburg Polytechnic University's flagship CML-Bench system (a platform for
developing digital twins), the average number of software defects detected by external means decreased by 34% during the year.

Keywords — software quality, software metrics, object-oriented metrics, Java metrics, software metrics tool, metrics analysis,
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Introduction

The digital platform for development and applica-
tion of CML-Bench for digital twins has been creat-
ed and continues to be maintained by specialists at
the STT Centre “New Manufacturing Technologies”
at Peter the Great St. Petersburg Polytechnic
University (https:/cml-bench.ru). Digital twins [1],
which our system manages, are families of com-
plex multidisciplinary mathematical and computer
models with a high level of adequacy to real mate-
rials, objects, structures, machines, devices, tech-
nical systems, physico-mechanical, technological
and production processes [2, 3]. CML-Bench is a
system for numerical design, mathematical model-
ling and computer-aided engineering control that
belongs to the SPDRM (Simulation, Process, Data
& Recourses Management) class of systems, pro-
viding standardized computations and processing
of results, coordination of distributed engineering
and design teams, greater transparency of design
and engineering processes, optimized development
of digital twins through an accumulated knowledge
base and intelligent supercomputer management.

CML-Bench has been developed since 2014, in-
cluding more than 600,000 lines of code; it compris-
es a set of services whose server side is implemented
in Java. CML-Bench is implemented at enterprises
from the high-tech industries with stringent re-
quirements to code quality.

As initial steps, we adopted a regulation that we
built for quality assurance, describing the relevant

procedures and tools. Initially, we used SonarQube
(https://www.sonarqube.org) and PMD (https://pmd.
github.io) as basic tools.

Problem statement

The importance of the tasks solved by software
implemented in all areas of human activity, the
possible damage from the exploitation of low-qual-
ity software is very high, so it is very important to
formalize all components of software quality as-
sessment. A set of specialized mathematical mod-
els has been developed to solve this problem [4-6].
One way to formalize the quality assessment pro-
cess is based on the calculation and interpretation
of object-oriented values of source code metrics.
Researches on source code metric analysis started
in the 80-s, at present several tens of metrics types
are used, the correlation of their values with the
qualitative state of software is scientifically proved,
and there are several tens of software applications,
designed for calculation of Java code metrics. We
investigated this software as part of selecting a
calculation tool to implement in our quality assur-
ance processes. After determining the functionality
requirements needed for our processes, we identi-
fied weaknesses in the existing metrics calcula-
tion software that made implementation difficult.
We concluded that the existing products primarily
lacked the following important features:

— support for some types of metrics;
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— possibility to calculate new metrics with min-
imum labor intensity;

— rapid data delivery;

— integration into IDE;

— possibility to investigate samples of classes
corresponding to a given set of metrics values.

As a solution to these problems, we developed a
plugin for the IntelliJ IDEA IDE, which we called
MetricsTree.

Practical implementation

MetricsTree is a plugin for Intellid IDEA (https:/
plugins.jetbrains.com/plugin/13959-metricstree)
that is compatible with the Ultimate, Community,
Educational, and Android Studio editions. Plugin
development for IDEA consists in correlating plugin
classes with special extension points provided by
this IDE to extend functionality. As a result, class-
es become available to the elements of the IDE from
the methods of the plugin; the IDE then determines
from the extension points where to delegate the cor-
responding calls in response to user actions, events of
the plugin or the IDE itself. The Java code model gen-
erated by IDEA and used by MetricsTree is the PSI
(Program Structure Interface) tree, which is similar
to the AST (Abstract Syntax Tree) in this IDE. This
makes it possible to feed the model of program ele-
ments of the source Java file to MetricsTree input as
efficiently as it is implemented in IDEA itself.

MetricsTree accesses Java code elements in the
form of a PSl-tree, performs their calculation and
collects the value of a particular metric. Two hier-
archies of classes, for metrics and for code elements,
are used to model the subject domain. Hierarchies
of classes have been developed that are responsible
for sequential traversal of PSI-tree nodes and cal-
culate them according to the rules defined by the
metrics, which are traditionally represented as the
Visitor pattern for this kind of problems.

The source code of MetricsTree (https:/github.
com/b333vv/metricstree) is freely distributed under
the Apache 2.0 license and is structured, clean, sim-
ple and straightforward to the extent that there is
no need for more detailed descriptions of its techni-
cal implementation in this article.

Supported metrics

We analyzed the most cited research on ob-
ject-oriented metrics, some of them were related to
coupling metric analysis [7-10], the other parts is
with maintenance [11], reusability [12, 13] and com-
plexity [14, 15] and chose a set of metrics to imple-
ment in our plugin. The set turned out to be one
of the most significant among the peers. In total,

MetricsTree supports 61 metrics: 18 on project level,
11 on package level, 22 on class level, 11 on method
level. The full list of supported metrics can be found
in Table A (Appendix) and on the plugin’s GitHub
page (https:/github.com/b333vv/metricstree).

Along with including a large number of sup-
ported metrics, the software design of the plugin is
intended for minimizing the amount of rework re-
quired to add new types of metrics. All countable
Java code elements are available (which the IDE is
responsible for), and there are entities for represent-
ing metrics. Thus, all that remains to implement a
new basic metric is to define an heir in the Visitor
hierarchy, describing in it the rules for counting
Java code elements of this new metric. If a deriva-
tive metric is added, it is necessary to make an heir
in the metrics hierarchy, describing in it the formu-
la for complexing the base and derivative metrics to
get the value of the new metric.

Table 1 compares MetricsTree with its closest
counterparts in terms of the main families of sup-
ported metrics (open-source tools are highlighted in
gray).

Along with the calculation of metrics values,
MetricsTree implements functions for setting ref-
erence metrics values. These values were derived
based on the analysis of studies of metrics correla-
tion with software attributes. At the same time, to
adapt to the peculiarities of development, the values
of the benchmark intervals can be changed. To in-
crease the speed of assimilation of information by
developers, MetricsTree uses color indication to in-
dicate the extent to which metrics fall within the
benchmark interval.

Key features

Trees

Trees grouping metrics by class and method
level are used to display the hierarchy of class met-
rics (Fig. 1, a). The grouping levels for mapping the
application metrics are application, package, class,
and method (Fig. 2, a, b). In addition, the project
metrics tree groups metrics by metrics authors (e.g.,
Chidamber — Kemerer and Robert Martin’s met-
rics, etc.). For each metric, a choice of 5 colors is
used: green (if the metric value is within the control
limits), yellow @f the metric value is slightly out of
bounds), red @f the metric value is out of bounds),
bright red (if the metric value is significantly out
of bounds). The function for getting the evolution of
the metric value of each class during development is
also implemented (Fig. 1, b).

Treemaps
Treemap charts are used to view data in a hier-
archical view, using a grid of rectangles with sizes
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B Table 1. Support for families of metrics by metric analysis tools
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App/Metric Set 8 S |S&|E & | 5 § 2| g £ ;ﬁ
S| S |27 |28 ~ | B |E8E|l 2| 8| &
= = 2 =.9 I [ I = = n
< |8 O X o - s | =
= 3 —
—
CAST’s AIP (doc.castsoftware.com/display/ TECHNOS) + + +
CKJM (www.spinellis.gr/sw/ckjm) +
CMT++/CMTdJava (www.verifysoft.com/en_cmtx.html) + +
CodeMR (www.codemr.co.uk) + + + +
Halstead Metrics Tool (sourceforge.net/projects/
. +
halsteadmetricstool)
JHawk (www.virtualmachinery.com/jhawkprod.htm) + + + + +
MetricsReloaded (github.com/BasLeijdekkers/Metrics-
(8 / J / + T + +
Reloaded)
MetricsTree + + + + + + + +
PMD +
SonarQube a4 + +
Understand (emenda.com/scitools-understand) + + + +
MeiricsTree:  Class Metrics Project Metrics Metric Profiles Leg
T RecommendationManager
o » m RecommendationManager({PyxidataClient, RecommendationMapper)
~  ~ m addFiltersAndFindPage(PageableDataRequest, R dationAccessibleObjectlds)
® 2 Condition Nesting Depth: 1
Lines Of Code: 18
® © Loop Nesting Depth: 0
577 McCabe Cyclomatic Complexity: 6
O Number Of Loops: 0
O Number Of Parameters: 2
» m buildFiltersAndFindTotals (R dationA ibleObjectids) ~ [ O Response For A Class: 30
> m findOneOrThrowException(int) O Response For A Class: 30 (+3) [31.01.2022, 11:08, e3adfc 3t
> m findPage(PageableDataRequest) 2 Response For A Class: 27 (+6) (0
> 'm getAllowedFilters{) O Response For A Class: 21 (08,
¥ m getFilters() a) O Response For A Class: 21 (+5) [0
1 O Data Abstraction Coupling: 2 O Response For A Class: 16 {+3
'/ © Depth Of Inheritance Tree: 1 © Response For A Class: 13 (+9) [0
Lack Of Cohesion Of Metheds: 1 2 Response For A Class: 4 (20.06.2
Message Passing Coupling: 51 b)
2 Nen-C ing Source its: 37
Number Of Added Methods: &
' O Number Of Attributes: 2
O Number Of Attributes And Methods: 21
Class: RecommandationManager
B Fig. 1. Class metrics tree (a) and metric evolution tree using the RFC metric as an example (b)
proportional to the size of the class, which is defined middle representing the class displays all the met-
by the Non-Commenting Source Statements metric. rics of this class on the right.
The color of each rectangle (5 shades from red to
green) reflects the degree to which the value of the Charts
metric selected in the list on the left corresponds to Several types of charts are used to improve the
the reference range. Clicking on the list in the left efficiency of metric analysis of Java source code.
part of the window (Fig. 3) displays the Treemap Some of them clearly show the general metric pic-
chart in the middle, clicking on the rectangle in the ture reflecting the state of source code quality
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cmi-bench (Project Metrics)
™ MOOD Metrics Set

C Attribute Hiding Factor: 84,9977 %
Attribute Inheritance Factor: 34,5053 %

© Coupling Factor: 0,2288 %

0 Method Hiding Factor: 15,9035 %
Method Inheritance Factor: 35,7844 %
Polymorphism Factor: 39,4180 %

W Statistics
Lines Of Code: 145535
Non-Cc Source
Number Of Abstract Classes: 79
Number Of Concrete Classes: 3991
> Number Of Interfaces: 153
> Number Of Static Classes' AR
QMOOD Quality Attributes Set
v Doru
v Bcrp
~ [ common
~ [» attachedfile
v Im api
~ ¥ output
v [u http
> @ Att
> & AttachedFilesController
> & DependentAttachedFilesColumnsController
b Robert C. Martin Metrics Set
C Abstractness: 0,0
1 O Afferent Coupling: 0
Efferent Coupling: 27
O Instability: 1,0
' O Normalized Distance From Main Sequence: 0,0

its: 57282

hedFilesColumnsCec

B Fig. 2. Project metrics tree

7

(Figs. 4-6). Another part visualizes different types
of relationships between metric values and metric
profiles and serves for more in-depth metric analy-
sis of structural properties of Java code (Figs. 7-9).

Synergy with the IDE

Once a class is selected in the project tree, its
source code is opened in the editor, its metrics are
simultaneously calculated and displayed as a tree
and a table (Fig. 10, a—d). The developers do not
have to take any additional steps to get the met-
rics values for the class processed at the moment.
Embedding the information about the metrics into
the IDE generates a synergy effect, serving to in-
crease the degree of validity and effectiveness of the
decisions made by the developers by promptly ob-
taining the metrics values.

MetricsTree provides an option to control the
composition of the metrics displayed in the tree, as
well as the reference thresholds for base and derived
metrics values.

Metric profiles

The metric profiles tool was originally inspired
by research into the possibility of detecting code
smells using metrics [24]. We have extended the
interpretation of this tool by calling it the metric

MericaTree:  Class Metrics Project Metrics  Metric Profiles.  Log o -
Select Metric Type Class: nu.crp.cmib.c it task.core.antity. TRskEntit Ctass: ExportFiesidsnager
Matric Description Matric Value Excass
Accoss To Forelan Data rooa
Coupling Between Objects Coupling Between Objects 24 +11
Data Abstraction Coupling Data Abstraction Coupling -
Depth Of Inheritance Tree Depth Of Inheritance Tree 1
Lack Of Cohesion Of Methods Lack Of Cohesion Of Methads 1
= Message Passing Coupling Message Fassing Coupling 77
- ’ ing Source + Non-Commenting Source Statoments 7%
= Mumber Of Accessor Mothods Mumber Of Accessor Methods o
s Number Of Added Methods Number Of Added Methods 1 -
- Number Of Attributes Number Of Attributes 4 +1
=) Number Of Attributes And Methods. Mumber Of Attributes And Methods k1]
Number Of Children MNumber OFf Children o
* Number Of Methods Mumbar Of Mathods 15 +2
Number Of Dparations Numbar Of Oparations 28
Number Of Overridden Methods Number Of Overridden Methods o
Number Of Public Attributes Mumber Of Public Attributes 0
© Response For A Class Responss For A Class 58 s
Tight Class Cohaslon Tight Class Cohaslon 00208 -0.2
Weight Of A Class. Weight Of A Class 10
. . .
B Fig. 3. Treemap with class-level metrics
MetricsTree: ~ Class Metrics  Project Metrics  Metric Profiles  Log -
1 - o S N ST S R e - d Package Level Metrics Values: Instability, Abstractness, Normalized Distance From Ma
- w Package Instability  Abstractn... Distance
2 0.9 . ru.crp.cmib.commen.attachedfile.api.o.. 1,0 0,0 0,0
08 O ru.crp.cmib.common.attachedfile.api.o... 0,1613 1,0 01613
. . © ru.crpecmib.common.attachedfile.dac 0,9 0,0 01
b 0.7 oo . . O ru.crp.cmib.common.attachedfile.entity 0,32 0,0 0,68
L §os . ru.crp.cmib.common.attachedfile.mana... 0,58 0,0 0,42
- é ' 9 O ru.crp.cmib.common attachedfile.mapper 0,8125 0,0 01875
“ o gos i .8 L) - = ® » ru.crp.cmib.common.attachedfile.vo 0,5333 0.0 0,4667
s | 8 g4 .’ > © ru.crp.cmib.common.avatar.apioutput.... 1,0 0,0 0,0
e i 4 . A Sy . s > ) ru.crp.cmib.common.avatar.api.output.... 0,4286 1,0 0,4286
- 03 . Ld * ) ru.crp.cmib.commeon.avatar.exception 0,0 0,0 10
o oz . 2 LA e AL L) L ° - '. o - © ru.crp.cmib.common.avatar.manager 0,4783 0,0 0,5217
T r . . = ) ru.crp.emib.common.column.annotation  0,0104 06667  0,3229
F 0.1 " ® . = ot . L = o © ru.crp.emib.common.column.api.outpu... 0,099 05 0,401
° S . a8 O ru.erp.cmib.common.column.dao 075 0,0 0,25
g - O ru.crp.cmib.common.column.dto 0,0652 0,0 0,9348
3 o1 0z 03 04 o5 06 07 08 09 1 © ru.crp.emib.common.column.entity 0,1429 0,0 0,8571
Instability © ru.crp.cmib.common.column.enumeration 0,0 0,0 1,0

B Fig. 4. Abstractness vs. instability distribution
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MetricsTree:  Class Metrics. Project Metrics ~ Metric Profiles Log o -
7 RFC  NOM DIT NOOM NOPA NOA NOC NCSS NOAC ATFD WMC  CBO High  © Very-high O Extreme
"Weighted Methods Per Class" Metric Values Distribution Class Range Value
High (25,8%) SubtaskBaseDto [45.09) 165
3 PartDTO [45.) 118
SimulationSubmodel [45..e0) nz
ClusterManager [45.00) 112
i DependentTargetOut [45.0) 110
5 ProjectDependentTargetOut [45.00) 108
. Very-high (2,6%)
& TeamMemberOut [45.05) 106
a Extreme (3,6%) SecurityProperties [45.00) 104
- MultivariantSimulationOut [45..00) 103
— AuthUtils [45.) 103
[E: Task [45..e0) 103
1 NodeData [45.e0) 102
& TaskUtils [45.00) 102
TreeDto [45.00) 101
SubmodelShort [45..20) 97
Regular (68,1%) SubtaskEntityTable [45..00) 97
DmuDTO [45.00) 92
. . . . . .
B Fig. 5. Pie chart for metrics distribution by type
| MetricsTree:  Class Metrics Project Metrics  Metric Profiles  Log 9 -
Y 1 Metrics value ranges
L. Metric  Description © Regular High  © Very-high © Extreme
= 0,8 RFC  Response For A... [0..45) [45..65) [65..80) (80..09)
T NOM  Number Of Met... [0.7) [7.15) [15.25)  [25.%)
® DIT  Depth Of Inheri... [0..3) [3.5) [5.7) (7.0)
= Zos NOOM Number Of Ove... [0..3) [3.8) [5.8) [B..25)
é NOPA  Number Of Pub... [0..3) [3.5) [5.12) [12..00)
hn 2 NOA  Number Of Attr... [0..4) [4..9) [8.14) (14..00)
“ Eoa NOC  Number Of Chil... [0.. [2..4) [4.7) [7..00)
. 2 NCSS  Non-Commenti... [0.. [1000.15... [1500..20... [2000..c0)
= NOAC Number Of Acc... [0.. 4.7 [7.13) [13..00)
- 02 ATFD  Access To Fore... [0..6) 16..8) [8.10) [10..00)
7 ‘ WMC  Weighted Meth... [0..12) [12.35)  [35.45)  [45.%0)
= I ... [0.14 . £ ..
7 0 ] =~ — — | — ™) CBO  Coupling Betwe... [0.14) [14.17) [17.23) [23..00)

wmMmC DIT CBO RFC NOC NOA Nﬂbll NéM ATFD NOPA NOAC NCSS
Metric Type

| B recuiar  vich [ ek [ rxrnmz|

B Fig. 6. Metrics distribution

&

Too Many Methods
Too Many Fields
Long Parameters List
Long Method
Intensive Coupling
High Coupling

God Class (type 4)
God Class (type 3)
God Class (type 2)
God Class (type 1)
Feature Envy
Dispersed Coupling
Deeply Nested Conditions
Complex Method
Brain Method

Brain Class.

FEEFE

2]

*

B Fig. 7. Correlation between metric profiles

MetricsTree:  Class Metrics  Project Metrics  Metric Profiles  Log

Class

IssueConfigPropertyM...
~ Brain Method RealtimeJobManager 0
s complex Method UserRoleStateComputer 0
w Deeply Nested Conditions WMC MetainformationMana... 0
- Dispersed Coupling DI ICSS SimulationComparator 0
Feature Envy 80 Tcc AvatarManager 0
I God Class (type 1) StoryboardFileManager 1
5 God Class (type 2) RFC woc UserAccessSetter 0
~ God Class (type 3) WorkflowValidator 0
# God Class (type 4) TargetGroupPropertie... 0
High Coupling Ot NOAC  SimulationvaiueMatrix... 0
Intensive Coupling PermissionsManager 0
Long Method HO& OEA TaskSyncManager 0
Long Parameters List NOO TFD SimulationTaskParent... 0
Too Many Fields NOM | CsvSyntaxValidationM... 0
Too Many Methods FilesManager 0
WorkflowManager 0

TargetValuesFileMana...

TargetGrouplmportFro...

B Fig. 8. Distribution of metric values across metric profiles
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4 NOAM Number Of Added Methods Lorenz-Kidd Metrics Set
SIZEZ Number Of Attributes And Methods  Li
NOM  Number Of Methods

enry Metrics Set
enry Metrics Set

MtricsTroe:  Class Motrics  Project Metrics _ Metric Profiles Log & —
m| riptic S
il il i Distribution Of "MPC" Metric Values By Metric Profiles
WMC  Weighted Methods Per Class Chidamber-Kemerer Metrics Set o ey ~ 2 -+ - - L
DIT  Depth Of Inheritance Tree Chidamber-Kemerer Metrics Set 400 :
li cBO  Coupling Between Objects Chidamber-Kemerer Metrics Set {
W RFC Response For A Class Chidamber-Kemerer Metrics Set 350 + s 1 ras +
.. LEOM Lack Of Cahesion Of Methods Chidamber-Kemerer Metrics Set 1 l
NOC  Number Of Children Chidamber-Kemerer Metrics Sat 300 : i
" NOA  Number OF Attributes Lorenz-Kidd Metrics Set + + + + i i
5 NOO  Number Of Operations Lorenz-Kidd Metrics Set i + | |
NOOM Number Of Overridden Methods  Lorenz-Kidd Metrics Set ) 1 1
|
! 1
i 1
1
1
|

Data Abstraction Coupling
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B
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ATED  Access To Foreign Data Lanza-Marinescu Metrics Set 100 '
NOPA  Number Of Public Attributes Lanza-Marinescu Metrics Set L}
NOAC  Number OFf Accessor Methods Lanza-Marinescu Metrics Set 50 :
WOC  Weight Of A Class Lanza-Marinescu Metrics Set i i é

TCC  Tight Class Cohesion Bieman-Kang Metrics Set o

B Fig. 9. Correlation between metric values and metric profiles using the MPC metric as an example

P 1-bench — i ntroller.java [cmi-bench.main]
core sic main java ru crp cmib  component simulation core api  output = hitp & SimulationControlier 2 A emi_bench-endpoints | #1 ¥ B = Git & v 2 Q Qe P
g Project v (%] & — agerjava © J & Ji © © Expos I’ c v i
&~ Wicore [emi-bench] @RequestMapping(method = RequestMethod.POST) &+ 347 ¥8 §
- 2 gradie public Simulation create(@Validated(SimulationValidationGroup.class) PRequestBody SimulationIn simulation, —I=
i el ) @CurrentUser PortalUser currentUser) { =
2 W analysis-sceiple: // oll other access rights checks should be applied in simvlationMonager.creoteAndRead °
: ::L‘: permissi = eObjects0fType (0TRegistry.SIMULATION) ; §
5 Bmdata dmuValidator.checkDnuExistsAndAccessible(simulation.getDnuId()); s
> Budb
> Bmdocker SimulationEntity simulationEntity = Mapper.mop(simulation, SimulationEntity.class);
> W= docs
> [ gradle a) simulationEntity.setStatus(SinulationStatus.Created); b)
> MElogs 161 simulationEntity.setStatusId(SimulationStatus.Created.getId());
> = packaging 162 simulationEntity.setCreationDate(new Date());
> scripts simulationEntity.setModificationDate(new Date());
. simulationEntity.setOwnerId(currentUser.getUser().getId());
~ bz main
> = asciidoc . . ) .
~ java SimulationEntity createdSimulation = simulationManager.createAndRead(simulationEntity,
R sinulation.getPid(),
« P common currentlser. getUser());
[ attachedfile
~ [ api.output Simulation response = getTransformer().transform(createdSimulation);
v B http if (simulation.getAddToClipboard()) {
€ AttachedFilesColumnsController clipboarddanager.addToClipboard(currentUser.getUser(), createdSimulatien.asTypedObject());
@ AtachedFilesController respanse.setIsInClipboard(true);
€ DependentAttachedFilesColumnsCo }
MetricsTree:  Class Metrics  Project Metrics  Metric Profiles  Log o -
u mulationController Class: SimulatienController
= > SimulationC er i L Cl % .
B . @ create{Simulationin, PortalUser) Metric  Metrics Set  Description Value Regular R...
é % » Condition Nesting Depth: 1 WMC  Chidamb... Weighted Methods Per Class 24 [0.12)
= Lines Of Code: 22 DIT Chidamb... Depth Of Inheritance Tree 3 [0..3)
5‘_ (0} © Loop Nesting Depth: 0 RFC  Chidamb... Response For A Class 78 [0..45)
7 © McCabe Cyclomatic Complexity: 2 C) LcoM cnjdamb..‘ Lack Of Cohesion Of Methods 2
£ »Number Of Loops: 0 © NOC  Chidamb... Number Of Children d) o [0.2)
H © Number Of Parameters: 2 O NOA  Lorenz-K... Number Of Attributes 20 [0..4)
E > @ Integer, PortalUser) NOO  Lorenz-K... Number Of Operations a8 |
n > int, PortalUser, HitpSer NOOM Lorenz-K... Number Of Overridden Methods 3 [0.3) :
> i get{int, Portaluser) NOAM Lorenz-K... Number Of Added Methods 12 &
§ > @ getfullSimulation(int) SIZE2 Li-Henry ... Number Of Attributes And Met... 67 g
© > i getManager() NOM  Li-Henry ... Number Of Methads % 0.7) g
Class: SimulationController
P Git =TODO @ Problems | i MelricsTree G Profiler [ Terminal @ Services % Endpoints & Dependencies = Spring
D Checked out new branch test-local from 2022.5 (today 12:19) 7714 LF UTF-8 dspaces | test-local ' % |

B Fig. 10. Main window in IntelliJ IDEA with embedded MetricsTree plugin: ¢ — selecting a class in the project tree;
b — displaying source code in the editor; ¢ —results of metrics calculation in the tree; d — results of the metrics calculation
in the table

profiles formation tool, allowing to identify class- e . T T
es Wit,h given Sets Of metric Values by Constructing Basic Metrics Valid Values Darivative Maotrics Valid Values Class Metrics Troo Composition Metrics Profiles
appropriate samples. The conjunct of metric value — Ve pros
ranges serves as an analytical specification of the . A o sanTog R
metric profile (Fig. 11). oo NS AN e W e e e
Once defined, metric profiles allow generating omislntevio il e v R O
subsets of classes with certain metric values, which S s S el
can be visualized as a table (Fig. 12, a) or a Treemap God Chass type ) ATFD S 44080 2 14 W 40
(Fig 12 b) God Class (type 4) CBO 214 RFC 2144 4 TCC < 0.37 A WMC = 48
. . HH Lf =
’ .:;f:::"o:pnng 2:?57 fcllil SACINT 28 A MHD 22
Long Methad LOC = 16
. . ong Parameters Lis! NOPM = 4
Comparison with counterparts Too bary Fiakls NoA=15
. . . Too Many Methods HOM =10
in terms of functionality
Table 2 presents a comparison of the selected cuee | NI
tools for metric analysis within the selected set of B Fig. 11. Dialog box for setting the metric thresholds
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@) | MetricsTree:  ClassMetrics  Project Metrics  Melric Profiles.  Log s —
BE Profile Name Metric Profie Class. Package Metric M Value Regula..
© Brain Class CC23ALOCE30 A MND23 o HOAV 234 TEC .. Is;qlu . Lk ”‘": tiha Lan i e o
o tils Fucrpemib.comman cor, .
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God Class (type 1] Data Abstraction Coupling 7 -
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3 Long Method Number Of Added Meth_. 18 -
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B Fig. 12. Class distribution by metric profile: a — table view; b6 — Treemap view
B Table 2. Comparison of metrics calculation tools by functionality
o
= = ®
o 0 0 « S
£ | Sw z g g 2 < 8 g o
Q = Q 3 = = = = = o .8
g .9 = .5 s 3 = = 3 B =3 58
- — o= < © O 5
o B o o s = o, = o o S E=2
App/Feat S = =t 3 3 a, a3 = e 2
pp/Feature 23 (R=t = [ « g o o 2 2 g =
o [ =1} = 5} - 1 = QD o o o @
g = =8 2 = ) ) ~ = w = O =]
< [ = « ) = - 15 [
S 8 % 8 é“ B & @ 5} < S8
= g a & = = s 7
<
b
CAST’s AIP + + +
CKJM n
CMT++/CMTJava + +
CodeMR + + + + + +
Halstead Metrics Tool +
JHawk N +
MetricsReloaded + + +
9
MetricsTree s A + + + F + + + +
PMD + +
SonarQube + + + +
Understand +

properties. Many of the metrics analysis tools com-
pared have useful features not considered in the
presented comparison. The rows with open-source
tools are highlighted in gray.

Effects of use

Over the past year, while still using SonarQube
and PMD, we have integrated MetricsTree into our
quality assurance processes. MetricsTree is imple-
mented as a multifunctional tool, the main aspects

of its implementation can be summarized as the fol-
lowing three groups.

Working on the task

The main element of the MetricsTree that ac-
companies a programmer’s daily work in the IDE is
the tree of class metrics (see Fig. 10, ¢). It displays
the values of metrics at the class and method level,
drawing the developer’s attention to the class metrics
whose values fall outside the control limits by means
of color-coding. There are five color codes, which
change depending on the degree of deviation from
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the reference values. The developer can use the user
interface to control the thresholds of the metric value
ranges. To help the developer focus on the important
tasks, the Ul has a feature to control the composition
of the metrics in the tree. Developers do not need to
take any steps to manage the metric values, as nor-
mal work with Java classes in IDEA in the project
tree and editor is accompanied by quick calculation
and display of metrics values for the class considered
at the moment. Based on feedback from our develop-
ers, we can conclude that adding real-time metrics
information to the typical IDE window structure
helps them make the right decisions when working
on a certain class or its method in a timelier manner.

Final checks on the task

After completing the task in the local environ-
ment, the developer performs a quality check of the
new or modified functionality before implementing
the changes in the main branch of code. The devel-
oper uses the metric profiles tool to look for classes
with code smells or defects. If the developer discov-
ers classes for which they are responsible in the gen-
erated sample, they fix the defects found before put-
ting the results of the work into the common code
base.

Prerelease activities

After the set of tasks making up the new CML-
Bench release is completed, several specialized
measures are taken as part of our quality assurance
regulations.

First, analysis of code smells or defects is per-
formed based on metrics profiles, similar to the one
described in the previous section, but project-wide.

The second important component is the analy-
sis of project quality using diagrams. We evaluate
the evolution of QMOOD metrics on a diagram, con-
trolling for possible quality degradation associated
with refinements. Other diagrams are used to inves-
tigate different aspects of the project metrics state
at a deeper level: distribution of metrics values, de-
pendencies between different metrics, dependencies
between metrics and metrics profiles, etc.

Third, we use an unloading of all project met-
rics as an XML file and compare it to a similar
unloading associated with the previous releases.
Assessing the evolution of metrics values, we look
for system elements whose quality has deteriorated
due to changes made when the current release was
prepared, analyze the reasons for the deterioration,
and determine ways to fix them.

As noted above, after we developed and started to
use MetricsTree, we continued to use SonarQube and
PMD. In the year that MetricsTree was adopted to
support quality assurance processes, our three CML-
Bench development teams created 5 new services
and refined 11 existing services, while writing about

72,000 lines of new and modified Java source code. At
the same time, the number of code defects identified
by SonarQube and PMD during this period decreased
by 34%. The improvement in quality metrics from
release to release of CML-Bench reinforces our confi-
dence in the effectiveness of automating quality assur-
ance processes with our MetricsTree tool and justifies
the importance of its use in the development process.

Conclusion

The plugin we developed for IDE Intellid IDEA is
designed for metric analysis of structural properties
of Java code and has a number of key features:

— is based on rigorous mathematical models for
quality and measurement of software quality con-
trol theory;

— aims to minimize the cost of adding new types
of metrics;

— synergistically extends the space generated by
the IDE to quickly add information about quanti-
tative properties of the software entities developed;

— supports different ways to visualize metrics
information, i.e., trees, Treemaps, charts of differ-
ent types to enhance analysis of quantitative prop-
erties of Java code;

— implements a mechanism for describing met-
ric profiles and forming class subsets with appropri-
ate combinations of metric values.

MetricsTree has been successfully used for a
year to ensure the high quality of the advanced
CML-Bench platform for developing and implement-
ing digital twins we are working on.

Our immediate plans include:

— conducting an in-depth study to validate the
feasibility of the metric profile mechanism;

— conducting a comprehensive study of the im-
pact of various MetricsTree features used on soft-
ware quality assurance processes;

— applying MetricsTree to multiple open-source
Java projects to increase the generality and validity
of the conclusions;

— evolution towards taking into account the
other components of software development.

As short-term directions for MetricsTree, we will
focus on engineering a tool for formulating analyti-
cal expressions for metric profiles. Furthermore, we
plan to implement a number of additional metrics:

— Halstead Metrics [23];

— Maintainability Index (MI) [24];

— Decoupling Level (DL) [25];

— Propagation Cost (PC) [26].

In addition, the MetricsTree repository on
Github currently contains about 30 Issues created
by plugin users from different countries; we intend
to analyze the feasibility of implementing these in
the near future.
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Appendix
B Table A. List of metrics calculated by MetricsTree
Level Family (Author) Abbreviation Description Source
Project Chr. Clemens Lee NCSS Non-Commenting Source Statements www2.informatik.
Package | Chr. Clemens Lee NCSS Non-Commenting Source Statements hu-berlin.de/ swt/intkoop/
jese/tools/JavaNCSS%20
-%20A%20Source
Class Chr. Clemens Lee NCSS Non-Commenting Source Statements %ZOMea.lsurement
%20Suite%20for
%20Java.html
Project - LOC Lines of Code -
Package - LOC Lines of Code -
Class - LOC Lines of Code -
Method - LOC Lines of Code -
Project - NOC Number of Concrete Classes -
Package - NOC Number of Concrete Classes -
Project - NOA Number of Abstract Classes -
Package - NOA Number of Abstract Classes -
Project - NOSC Number of Static Classes -
Package - NOSC Number of Static Classes -
Project - NOI Number of Interfaces -
Package - NOI Number of Interfaces -
Project MOOD MHF Method Hiding Factor
Project MOOD AHF Attribute Hiding Factor
Project MOOD MIF Method Inheritance Factor [16]
Project MOOD ATF Attribute Inheritance Factor
Project MOOD PF Polymorphism Factor
Project MOOD CF Coupling Factor
Project QMOOD - Reusability
Project QMOOD - Flexibility
Project QMOOD - Understandability (17
Project QMOOD - Functionality
Project QMOOD - Extendibility
Project QMOOD - Effectiveness
Package | Robert C. Martin Ce Efferent Coupling
Package | Robert C. Martin Ca Afferent Coupling
Package | Robert C. Martin I Instability 18]
Package | Robert C. Martin A Abstractness
Package Robert C. Martin D Normalized Distance from Main Sequence
Class Ch;g:‘rlrit;eel; - WMC Weighted methods per class
Class Ch;g;nlﬁgg - DIT Depth of Inheritance Tree [19]
Class Ch;g:&zg N NOC Number of Children
Class Ch;g;gig - CBO Coupling between object classes
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B Ending of Table A

Level Family (Author) Abbreviation Description Source

Class Ch;gjnlile?‘ii N RFC Response for a Class

Class Chidamber — LCOM Lack of cohesion in methods

Kemerer

Class Lorenz - Kidd NOA Number of Attributes

Class Lorenz - Kidd NOO Number of Operations [20]

Class Lorenz — Kidd NOAM Number of Added Methods

Class Lorenz — Kidd NOOM Number of Overridden Methods

Class Li - Henry SIZE2 Number of Attributes and Methods

Class Li - Henry MPC Message Passing Coupling [21]

Class Li - Henry DAC Data Abstraction Coupling

Class Li - Henry NOM Number of Methods

Class Lanza — Marinescu ATFD Access to Foreign Data

Class Lanza - Marinescu NOPA Number of Public Attributes [22]

Class Lanza - Marinescu - Number of Accessor Methods

Class Lanza — Marinescu WOC Weight of a Class

Class Bieman - Kang TCC Tight Class Cohesion [27]
Method McCabe CC McCabe Cyclomatic Complexity -
Method - - Maximum Nesting Depth -
Method - - Loop Nesting Depth -
Method - - Condition Nesting Depth -
Method - - Number of Loops -
Method - LAA Locality of Attribute Accesses -
Method - FDP Foreign Data Providers -
Method - NOAV Number of Accessed Variables -
Method - CINT Coupling Intensity -
Method - CDISP Coupling Dispersion -

References 5. Burakov V. V. The use of simulation modeling to im-

. State Standard R 57700.37-2021. Digital Twins of
Products. General Provisions. Moscow, Rossijskij in-
stitut standartizacii Publ., 2021. 11 p. (In Russian).

. Borovkov A. I., Rozhdestvenskiy O. I., Pavlova E.,
Glazunov A. 1., and Savichev K. Key barriers of digital
transformation of the high-technology manufactur-
ing: An evaluation method. Sustainability, 2021,
vol. 13, no. 20: 11153. doi:10.3390/su132011153

. Borovkov A. I., Gamzikova A. A., Kukushkin K. V.,
Ryabov Yu. A. Cifrovye dvojniki v vysokotekhnologich-
noj promyshlennosti [Digital Twins in the High-Tech-
nology Manufacturing Industry]. Politekhnicheskij
universitet Publ., Saint-Petersburg, 2019. 62 p. (In
Russian).

. Burakov V. V. Upravlenie kachestvom programmny'kh
sredstv [Software Quality Management]. Saint-Pe-
tersburg, GUAP Publ., 2009. 287 p. (In Russian).

prove software quality. Trudy devyatoj vserossijskoj
nauchno-prakticheskoj konferencii po imitacionnomu
modelirovaniyu i ego primeneniyu v nauke i promysh-
lennosti “Imitacionnoe modelirovanie. Teoriya i prak-
tika” IMMOD-2019 [Proc. of the IX All-Russian Sci-
entific and Practical Conf. on Simulation Modelling
and its Applications in Science and Industry. “Simula-
tion Modelling. Theory and Practice” IMMOD-2019)],
2019, pp. 368-374 (In Russian).

. Burakov V. V., Kulakov A. Yu., Cherniy A. N. Soft-

ware maintenance evaluation. Informatization and
Commaunication, 2019, no. 4, pp. 14-21 (In Russian).
doi:10.34219/2078-8320-2019-10-4-14-21

. Kumar N. R, Viji C., and Duraisamy S. Measuring

cohesion and coupling in object oriented system us-
ing Java reflection. ARPN Journal of Engineering
and Applied Sciences, 2015, vol. 10, no. 7, pp. 3096—
3101.

26 7 VH®OPMALIMOHHO-YMPABSIOLLME CUCTEMbI

/ N21,2023



\ NMPOrPAMMHDIE U AMMAPATHbIE CPEACTBA \

8. Ankush Vesra, Rahul. A study of various static and
dynamic metrics for open source software. Interna-
tional Journal of Computer Applications, 2015,
vol. 122, no. 10, pp. 17-19. doi:10.5120/21736-4927

9. Nicolaescu A., Lichter H., Xu Yi. Evolution of object
oriented coupling metrics: A sampling of 25 years of
research. Software Architecture and Metrics (SAM),
2015 TEEE/ACM 2nd Intern. Workshop, May 2015.
doi:10.1109/SAM 2015.14

10. Schnoor H., Hasselbring W. Toward measuring soft-
ware coupling via weighted dynamic metrics. 40th In-
tern. Conf. on Software Engineering: Common Proc.,
ACM/IEEE, 2018, pp. 342-343. doi:10.1145/3183440.
3195000

11. Tkachuk M., Nagornyi K., and Gamzayer R. Models,
methods and tools for effectiveness estimation of post
object oriented technologies in software maintenance.
ICTERI 2015, CCIS 594, Springer International Pub-
lisher Switzerland, 2016, pp. 20-37.

12.Padhy N., Satapathy S., and Singh R. P. State-of-the-
art object oriented metrics and its reusability: A dec-
ade review. Smart Computing and Informatics, 2018,
pp. 431-441. doi:10.1007/978-981-10-5544-7_42

13.Padhy N., Satapathy S., Singh R. P., and Sethlani J.
A systematic literature review of an object oriented
metrics components: Case study for evaluation of re-
usability criteria. Intern. Conf. on Advanced Studies
in Engineering and Sciences, 2017, pp. 49-61.

14.Mao C., Xu Ch. Entropy based dynamic complexity
metrics for service oriented systems. 24th Asia-Pacif-
ic Software Engineering Conf. Workshops, IEEE, 2017,
pp. 90-97. doi:10.1109/APSECW.2017.14

15.Aswini S., Yazhini M. An assessment framework of
routing complexities using LOC metrics. Intern. Conf.
on Innovations in Power and Advanced Computing
Technologies, IEEE, 2017, pp. 1-6. doi:10.1109/IP-
ACT.2017.8245022

16.Brito e Abreu F. and Carapuca R. Object-oriented
software engineering: Measuring and controlling the
development process. 4th Intern. Conf. on Software
Quality, Mc Lean, VA, USA, 1994, pp. 1-8.

17. Bansiya Ja., and Davis C. G. A hierarchical model for
object-oriented design quality assessment. IEEE
Transactions on Software Engineering, 2002, vol. 28,
iss. 1, pp. 4-17.

18.Martin R. C. Agile Software Development: Principles,
Patterns, and Practices. Alant Apt Series. Prentice
Hall, Upper Saddle River, NJ, USA, 2002. 552 p.

19. Chidamber S. R., and Kemerer C. F. A metrics suite
for object oriented design. IEEE Transactions on Soft-
ware Engineering, 1994, vol. 20 (6), pp. 476-493.

20.Lorenz M., Kidd J. Object Oriented Software Metrics.
Pearson, 2008. 160 p.

21.Li W., and Henry S. Object-oriented metrics that pre-
dict maintainability. Journal of Systems and Soft-
ware, 1993, vol. 23, iss. 2, pp. 111-122.

22.Lanza M., Marinescu R. Object-oriented metrics in
practice: Using software metrics to characterize, evalu-
ate, and improve the design of object-oriented systems.
Springer, 2006. 207 p. doi:10.1007/3-540-39538-5

23.Chhillar R. S., and Gahlot S. An evolution of software
metrics: A review. Proc. of the Intern. Conf. on Ad-
vances in Image Processing, ICAIP 2017, New York,
NY, USA, 2017, pp. 139-143. doi:10.1145/3133264.
3133297

24.Coleman D., Ash D., Lowther B., and Oman P. Using
metrics to evaluate software system maintainability.
Computer, 1994, vol. 27, no. 8, pp. 44-49. doi:10.1109
/2.303623

25.Mo R., Cai Ya., Kazman R., Xiao Lu, Feng Q. Decou-
pling level: A new metric for architectural mainte-
nance complexity. Proc. of the Intern. Conf. on Soft-
ware Engineering, Austin, TX, 2016, pp. 499-510.

26.MacCormack A., Rusnak J., Baldwin C. Y. Exploring
the structure of complex software designs: An empiri-
cal study of open source and proprietary code. Man-
agement Science, 2006, vol. 52, iss. 7, pp. 1015-1030.

27.Bieman J. M., Kang B. Cohesion and reuse in an ob-
ject-oriented system. Proc. of the 1995 Symp. on Soft-
ware Reusability, Seattle, Washington, United States,
1995, pp. 259-262.

VIIK 004.05
doi:10.31799/1684-8853-2023-1-17-28
EDN: ORVZMP

CpencrTBo 11 yrily0/JI€eHHOTO METPHIECKOr0 aHAIN3a HCXOMHOI0 Koa Ha Java

B. B. Bypaxos?, 1okTop TexH. HayK, qoieHT, orcid.org/0000-0002-0158-8681, burakov@compmechlab.com
A. Y. Boposros®, xamy. TexH. HayK, mpodeccop, orcid.org/0000-0003-3177-0959
28000 Jla6oparopust «BeraucinnrenbHas MmexaHuka», [arckas yi., 21, k. 2a, Caukr-Ilerep6ypr, 195220, PO

6Camkr-IleTepGyprekmii momuTexHrdeckuit yausepeureT Ilerpa Benukoro, Ilomurexanyeckad yi., 29, Carxrr-Ilerep6ypr,
195251, PO

BBenenne: HecMOTpS HAa 3HAYWUTEIbHBIE YCHINA MHOTOYHCIEHHBIX HCCIIE0BaTeNed U paspabOTIYNKOB, IPOIELYPhI OIEHKHA KAaYecTBa
[IPOrpaMMHOro 00ecedeHus Bee ellle HyKAaiTcsa B (hopManusanuu u apromarusanuu. Ilenas: paspaborars crenuaninsupoBaHHOE [IPOrpaM-
MHO€ CPEeJICTBO, IIpeJHa3HaueHHOE 71 KOJIHMYECTBEHHOM OIEHKH CTPYKTYPHBIX CBOHMCTB Java-koga. Pesyaprarsr: paspaboraHo mporpaMMHoOe
cpencrBo MetricsTree, koropoe paccuurbiBaer 61 ycTosABIIyIOCS 00BEKTHO-OPUEHTHPOBAHHYI0 METPUKY (3TO OAMH U3 CaMbIX OOJBIINX Ha-
60poB cpeau aHanmorunyHbIx nHCTPyMeHTOB). MetricsTree unrerpuposano B IDE mis o6ecnieuenuss MakcuMaibHO GBICTPOM JOCTABKH HHQOP-
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MAaI|H, COAEPIKUT YHUKAIbHbIE CPE/ICTBA BH3YATH3AIMH I [IOBBIIIEHN 2(D(PEeKTHBHOCTH aHAIN3a METPHUK, a TAKKe Pealns3yeT MeXaHu3M
npoduiieil METPUE /IS BhIOOpa KJIAaCCOB HA OCHOBe Habopa sHadeHwi MeTpuk. IIpakTHdeckas sHAYMMOCTB: B pesyjbTaTe IMPUMEHEHUS
MetricsTree nns aBromarmsanuu mporeccoB obecriedeHns KadecTBa IpH paspaborke darmanckoit cucrembl Cauxt-IlerepOyprekoro ro-
CyZapcTBEHHOro mosurexHudeckoro yuusepeurera [lerpa Bemukoro CML-Bench (mmmatdopmsbr f1s paspaboTku ¥ IpUMeHEHHs [[H(POBLIX
JBOMHWKOB) B TeYeHHe rojia CpefHee KOIMIECTBO BBIABIEHHBIX IPOIPAMMHBIX /1e(heKTOB BHEIIIHIMHU CPEACTBAMHU COKPATHIOCh Ha 34 %.

KnroueBnle c1oBa — KavyecTBO IIPOTPAMMHOTO OGecIiedeHusd, METPUKH IIPOTPAMMHOr0 obecredeHns1, 00beKTHO-OPHEHTHPOBAHHbBIE Me-
TPHUKH, METPUKH HUCXOJHOTO KoJa Ha Java, IporpaMMHbIe CPEICTBA pacuyeTa MeTPHKH, METPUYECKUI aHAIN3, BU3YaINU3alisa IPOrPAMMHOTO
obecrieueHus, 1e(PeKThI KCXOIHOTO KOJIa.
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Introduction: The development of post-quantum standards on digital signature algorithms is one of the current challenges faced by
the global cryptographic community. Recently, two types of algebraic signature schemes with a hidden group have been proposed, in
which the finite non-commutative associative algebras set over the field GF(p) are used as an algebraic support. The design of that type
of signature algorithms on the algebras set over the finite fields of Characteristic two represent significant interest for improving the
performance and reducing the hardware implementation cost. Purpose: To develop post-quantum algebraic signature algorithms in which
computations in a finite field of Characteristic two are used. Results: Several 4-dimensional finite non-commutative algebras set over
the GF(2?) fields are proposed as algebraic support of the signature schemes with a hidden group. We suggest some recommendations
for choosing the value of the extension degree z. In particular cases the value of z represents a Mersenne degree. Compared with the
signature algorithms which are based on the hidden logarithm problem, the algebraic signature algorithms based on the computational
complexity of solving systems of many quadratic equations with many variables are considered to be a preferable type of cryptoschemes
with a hidden group. We have introduced new practical signature algorithms with a hidden group. In two of the developed algorithms the
signature (e, S) represents an integer e and a 4-dimensional vector S and is verified with vector equations with three and four entries of
the signature element S. Practical relevance: Like other known signature schemes with a hidden group, the proposed two schemes have
sufficiently small size of signature and public key. Due to comparatively small hardware implementation cost and high performance, the
introduced candidates for post-quantum signature algorithms represent practical interest and are attractive as a potential prototype of
a post-quantum digital signature standard.

Keywords — post-quantum cryptoschemes, computer security, digital signature, discrete logarithm problem, multivariate
cryptography, finite non-commutative algebras, associative algebras, cyclic groups, multidimensional cyclicity.
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Introduction

The predicted emergence of quantum computers
in practice in the near future and the availability
of polynomial in time quantum algorithms for solv-
ing the discrete logarithm problem and the factor-
ization problem [1-3] determine the high degree of
relevance of the development of post-quantum pub-
lic-key cryptographic schemes, which are resistant
to quantum attacks (attacks with using ordinary
and quantum computers). Post-quantum signature
algorithms are to be based on hard problems differ-
ent from discrete logarithm and factorization prob-
lems.

In particular, the quantum computer is not effec-
tive for finding solutions of systems of many quad-
ratic equations with many unknowns and computa-
tional difficulty of this problem underlies the resist-
ance of the multivariate signature algorithms [4-6].
There are known signature schemes on algebras [7,
8], on algebraic lattices [9], on codes [10, 11], and on
hash functions [12]. A certain disadvantage of the
known post-quantum signature schemes is a large
size of public key and signature. In order to reduce
the total size of the signature and the key, the signa-

ture schemes with a hidden group are proposed, in
which finite non-commutative associative algebras
(FNAA) are used as an algebraic support [13, 14].
One can distinguish two types of algorithms with
a hidden group, which differ in the type of the used
computationally difficult problem:

1) algorithms, security of which is based on the
computational difficulty of the hidden discrete loga-
rithm problem (HDLP) [13, 15];

2) algorithms, security of which is based on the
computational difficulty of finding a solution of a
system of many quadratic equations with many un-
knowns [14, 16].

A hidden group represents a subset of elements
of some m-dimensional FNAA, which composes a
commutative group. In the algorithms of the both
types, the elements of the public key are computed
as a masked (secret) element H of the hidden group.
The masking is performed, for example, as the left
and the right multiplications of the m-dimensional
invertible vector H by some secret invertible vec-
tors A and B which satisfy the following conditions
BA = AB, HA = AH, HB = BH.

The FNAAs defined over a ground finite field
GF(p) with prime p = 2g + 1, where q is also a
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prime, are used as algebraic supports of the known
signature algorithms with a hidden group [7, 13]. To
improve the performance and reduce the hardware
implementation cost, development of the post-quan-
tum algebraic signature algorithms on FNAAs set
over finite fields of characteristic two, i. e. over the
fields GF(2%), represents significant interest.

In this paper, three different 4-dimensional
FNAAs, including the algebras defined by a sparse
basis vector multiplication tables (BVMTSs), set over
the GF(2?) fields are used as algebraic support of
the proposed three new algebraic signature algo-
rithms with a hidden group: i) one HDLP-based
algorithm and ii) two algorithms with a hidden
group, which are based on computational difficul-
ty of solving a system of many quadratic equations
with many unknowns. Compared with the former
one, the latter are considered as more preferable
candidates for post-quantum signature schemes.
Recommendations for choosing the value of the ex-
tension degree z of the GF(2?) field are suggested for
each of two types of the signature algorithms with
a hidden group.

Four-dimensional FNAA used as algebraic
support

Brief explanation of the notion of FNAA is pro-
vided in [16]: “A vector space of dimension m, which
is set over a finite field GF(p) or GF(2?), with addi-
tionally defined vector multiplication operation (that
possesses the property of distributivity at the left
and at the right relatively the addition operation) is
called m-dimensional algebra [16]. A vector A can be
represented in the following two forms: i) as an or-

dered set of its coordinates: A = (a(, a;, ..., a,, ;) and
ii) as a sum of its components: A = aye, + a,e; +
+... + a, e, ;, wheree; ¢ = 0,1, ..., m — 1) are

basis vectors. If the defined multiplication opera-
tion is non-commutative and associative, then one
gets m-dimensional FNAA. Usually, the product of

the vectors A = Zzalaiei and B= Z;;lbjej is

defined by the formula AB = ZZ&IZ:ZOI a;bjee;,
where the values a; and b; are multiplied as the field
elements and every the product of two formal basis
vectors is to be replaced by an one-component vec-
tor indicated in a cell at the intersection of the i-th
row and j-th column of so called BVMT”.

Usually, to perform one multiplication opera-
tion in some 4-dimensional algebra (see, for exam-
ple, Table 1 [8]) one need to execute 16 multiplica-
tions and 12 additions in the field GF(p) or GF(2?).
However, computational complexity of this opera-
tion can be reduced, using sparse BVMTs (see, for

example, Tables 2 [7] and 3 [16]).

7

B Table 1. Multiplication of basis vectors (Ac # 1, L # 0, and
o # 0) in the 4-dimensional FNAA [8]

€, e, e, e;
e, re, req e, e;
e; e e, ce, ce,
€y Areq reg €y e;
e; e, e, ce, ceg

B Table 2. Sparse BVMT () # 0) defining the 4-dimensional
FNAA with global two-sided unit E = (1, 1, 0, 0) [7]

€, e, e, e;
(< (< 0 0 e;
e; 0 e; e, 0
e, e, 0 0 heq
e, 0 e, re, 0

B Table 3. Sparse BVMT () #0) defining the 4-dimensional
FNAA with global two-sided unit E = (0, 1, 1, 0) [16]

€, e, e, e;
[ 0 0 € rey
e; e, e; 0 0
e, 0 0 e, e;
es Aegy eq 0 0

In addition to a faster multiplication operation,
the 4-dimensional FNAAs defined by the sparse
BVMTs are attractive to the fact that their detailed
structure (in terms of decomposition into a set of
commutative subalgebras) is known for the case
of defining the algebras over the fields GF(p) with
arbitrary odd characteristics p. Besides, using the
technique by [7, 8], one can show that, in the case of
defining the algebras over the fields GF(2?), where
z > 0, the 4-dimensional FNAAs set by Tables 1 and 2,
possess the following common properties:

1) the 4-dimensional FNAA contains 22 + 22 + 1
of commutative subalgebras of the order 222, every
pair of which intersecting exactly in the set of scalar
vectors {L: L = hE, h =0, 1, ..., 272 — 1}, where E is
the global two-sided unit;

2) the order of multiplicative group I of the alge-
bra is equal to

Q = 27222 — 1)(2¢ - 1); )]

3) the group I' contains sufficiently large num-

ber (> 2?) of commutative subgroups I'; possessing
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2-dimensional cyclicity (i. e., a minimum generator
system of the subgroup I'; contains two vectors of
the same order) and having order equal to
Q, =@22-1% (2)
4) the group I' contains sufficiently large num-
ber (> 2?) of commutative cyclic subgroups I'y of the
order
Qy = 22z 1 = (22 - 1)(2¢ + 1); 3)
5) the group I' contains commutative cyclic sub-
groups I'; of the order
Qg = 2527 - 1). 4)
The condition of invertibility of some vector A in
the FNAA set by Table 2 over a field GF(p) [7] is
also valid in the cased of defining the FNAA over
the GF(2?) fields:
a0y # Migls. (%)
Similarly, we have the following invertibility con-
dition for the FNAA set by Table 3 over the GF(2?)
fields [16]:
a,aq # Mayas. (6)
For the 4-dimensional FNAA set by Table 1 over
the GF(2?) fields (commutative groups of the I'j, T,
and I'y types are also contained in this algebra),
from [8] one gets the invertibility condition
a,09 # apag (7
and the following formula for the two-sided global
unit E depending on the structural constants A and

o (that can be selected arbitrarily, but satisfying the
conditions Ao # 1, L # 0, and & # 0):

c 1 1 A

E: ’ ) ’ . (8)
oh—1 1-ocA 1l-ocA oA-1

To execute the exponentiation operation in
FNAAs, i. e. for calculating the value R = Wk (W is
a vector; k is a non-negative integer), we propose the
following modification of the fast-exponentiation al-
gorithm, which is free of using the E value:

INPUT: Wand £ > 0.

1.Set V<« W, and n < k.

2. If n mod 2 = 1, then go to step 4.

3.V« V2 n « ndiv2, and go to step 2.

4. RV, V& V2 nendiv2.

5.If n = 0, then STOP.

6. If n mod 2 = 1, then go to step 8.

7.V« V2, n <« n div 2, and go to step 6.

\
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8. R« RV, V<« V2 n « ndiv2, and go to step 5.

OUTPUT: R = WE,

Development of the algebraic signature algo-
rithms with a hidden group, which are based on com-
putational difficulty of the HDLP, is connected with
the requirement of existence of a large-size prime
factor of the order of the hidden group. Taking into
account that the said algorithms use hidden groups
which are subgroups of the commutative groups of
the I'} and I’y types, one can recommend the values
of z shown in Tables 4 and 5. The values z = 61, 89,
107, 127, 521, and 607 are Mersenne degrees that
define prime values of 2% — 1.

Development of the algorithms with a hidden
group, which are based on computational difficul-
ty of solving a system of many quadratic equations
with many unknowns, is free of the requirement of
existence of a large-size prime factor of the order of
the hidden group. Security of the algorithms of this
type depends on the size of the order of the hidden
group and is not dependent on the factorization of
the order. However, to provide a higher performance
the hidden group order should be free of small-size
factors (for example, less than 20 bits). If the order
of a group of the I';-type is free of the said factors,

B Table 4. The case of using the I';-type and I'y-type
commutative groups (or their subgroups)1 as a hidden group
in the HDLP-based signature algorithms

Number of prime Number of prime
Degree | factors of the value || Degree | factors of the value
z 2z2-1 z 22-1
(their size in bits) (their size in bits)
61 16D 281 2 (17 and 265)
89 1(89) 373 2 (25 and 349)
107 1(107) 421 2 (50 and 372)
127 1(127) 457 2 (28 and 430)
131 2 (9 and 123) 521 1 (521)
197 2 (13 and 185) 607 1(607)

B Table 5. Additional values of z for the case of using the
I'y-type commutative groups (or their subgroups) as a hidden
group in the HDLP-based signature algorithms

Number of prime Number of prime
Degree | factors of the value | Degree | factors of the value
z 2241 z 2241
(their size in bits) (their size in bits)
101 1 (100) 311 2 (16 and 294)
127 1 (126) 313 1(312)
179 2 (36 and 142) 347 1 (346)
199 1(198) 433 2 (22 and 410)
229 2 (25 and 204) - -

N\
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B Table 6. The case of using a hidden group of the I';-type

Number of B-bit Number of B-bit
Degree | prime (B > 30) factors || Degree | prime (8 > 26) factors
z of the value 272 -1 z of the value 27 - 1
(their size in bits) (their size in bits)
89 Mersenne degree | 257 3 (49, 8?1,7a]nd 129)
101 | 2@3and59) (17| 271 | 2G* [af;? 238)
103 | 2(39and 63) [17] || 293 | 2 (86 and 208) [17]
107 | Mersenne degree || 307 4 (31, 42, 68, and
166)
109 | 230and80)[17] | 831 |® @4 5?1’7?‘“1 238)
127 | Mersenne degree | 347 | 2 (74 and 274) [17]
137 | 2(65and 73) [17] || 379 | 2 (38 and 342) [17]
139 | 2@3and97)17] | 389 | 326 3?1’733“ 332)
149 | 2 (67 and 83) [17] | 421 2 (50 and 372)
3 (41, 56, and 78) 4 (65, 80, 83, and
173 [17] 433 208)
199 |2@sand 162 171 503 | 4 %I and

7

B Table 7. The case of using a hidden group of the I',-type

Number of B-bit Number of B-bit
Degree | prime (B > 36) factors || Degree | prime (§ > 22) factors
z of the value 27 + 1 z of the value 27 + 1
(their size in bits) (their size in bits)
4 (31, 42, 68, and
101 1 (100) 307 166)
127 1 (126) 347 1 (346)
3 (44, 100, and
179 2 (36 and 142) 379 235)
4 (40, 51, 52, and
199 1(198) 389 246)
257 | 3 (46,69, and 142) | 433 2 (22 and 410)
271 | 2@5and231) | 503 | +©% 63‘1’8)71’ and

then each of them can be used as the hidden group
of the designed signature scheme.

The order Q, of the I'y group contains factor 3 [see
formula (3)]. If no other small-size factors are con-
tained in Q, = (2° — 1)(2* + 1), then the subgroup of
the order Q,/3 can be used as a hidden group. The
values of z suitable for development of signature algo-
rithms with a hidden group of the I';-type, based on
difficulty of solving a system of quadratic equations,

are shown in Table 6 [17] (I'y-type —in Table 7). In the
case of the hidden group of the I',-type, one should
use the z values that determine the absence of short
divisors for the values 22 — 1 and 2% + 1 (except the
two-bit divisor 3 for the second value).

When developing the signature schemes with a
hidden group, it is assumed to use algorithms for
generating a basis (minimum generator system) of
the hidden group. For example, you can use the fol-
lowing algorithms.

Algorithm 1: generating a basis of the T';-type
group.

1. Using the invertibility condition [see formulas
(5)-(7)], generate a random invertible vector V of
the order g = 27 — 1.

2. If the vector V is contained in the set of scalar
vectors, 1. e., if V = oE for some value c € GF(2?),
then go to step 1.

3. Generate a random integer £ (0 < £ < q) and
a random binary polynomial p € GF(2?) of the order
27— 1.

4. Compute the vector H = BV~.

5. Output the pair of vectors H and G = V as a
basis <G, H> of a random I';-type group.

This algorithm works correctly, since the vectors
of the order 2° — 1 in the groups of the I'y and T'-
types are scalar vectors.

Algorithm 2: generating a basis of the T'y-type
group.

1. Using the invertibility condition [see formulas
(56)-(7)], generate a random invertible vector V of or-
der the ¢ = (22 — 1)(2% + 1).

2. Output the vector V as a generator (basis
<V>) of a random I'y-type group.

This algorithm works correctly, since the I';-type
and I's-type groups do not contain vectors of the or-
der (2 — 1)(2¢ + 1). Evidently, the vector J = V3 is
a generator of a commutative cyclic group I'y of the
order g/3, which is a subgroup of the I'y-type group
generated by the vector V.

The described 4-dimensional FNAAs are used as
algebraic carrier of three new signature algorithms
with a hidden group. Evidently the said FNAAs (set
over GF(2?) could be used to update the known al-
gorithms of such type, for example, described in [7,
13] (for the first type of the signature algorithms
with a hidden group) and in [15] (for the second type
of the signature algorithms with a hidden group).
However, the authors prefer to illustrate existence
of variety of possibilities, when designing algo-
rithms with a hidden group.

A signature scheme based on HDLP
In this section it is introduced a HDLP-based

signature algorithm (the first signature scheme)
that illustrates the first type of the algebraic signa-
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ture schemes with a hidden group. The development
of various types of HDLP-based algorithms and
methods for setting a hidden group formed the pre-
requisites on the basis of which the second type of
signature algorithms with a hidden group was born.
The reader can easily see the similar construction
elements in the two types of the algorithms intro-
duced in this paper (see also the next section).

Suppose a 4-dimensional FNAA is set by Table 2
over the field GF(2%), where z = 521 and g = 22— 1 is
a prime number. Using a group of the I';-type (set by
some basis <G, H>), you can generate a public key
in the form of three vectors U, Y, and Z as follows:

1. Generate two random invertible vectors A and
B of the order o > p — 1, satisfying the conditions
AB = BA, AG = GA, BG = GB.

2. Generate two random integersx < g and u < q.
Then calculate the first element U of the public key:
U = AG*H“BL.

3. Calculate the second element Y of the public
key: Y = BGBL.

4. Calculate the third element Z of the public
key: Z = BHAL.

The pair of numbers (x, u) and the vectors G,
H, A, and B compose a secret key (having size
~ 1173 bytes) and are used for generating a signa-
ture to some electronic document M. The size of
the public key represented by the triple of vectors
(U, Y, Z) is equal to ~ 782 bytes.

Algorithm for generating a signature.

1. Generate a random natural integer £ < ¢ and
calculate the vector K = G*~.

2. Generate a random natural integer ¢ < g and
calculate the vector R = AKH/AL.

3. Using a specified 521-bit hash function f, cal-
culate the first signature element e as a hash-func-
tion value from the document M to which the vector
R is concatenated: e = f(M, R).

4. Compute the second signature element s:

s = fl[k— tx jmodq.
e u+1

5. If the value under the root is a quadratic
non-residue modulo g, then go to step 2.
6. Compute the third signature element d:

d=[ﬁ—l}modq.

This algorithm outputs a 196-byte signature
in the form of a triple of 521-bit integers (e, s, d).
Computational difficulty of the signature genera-
tion algorithm is defined mainly by exponentiation
operations performed at steps 1 and 2. It is easy to
see that on the average three exponentiations in the
FNAA used as algebraic support (= 18 432 multipli-
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cations in GF(2521)) are executed to generate one
signature.

Algorithm for verifying a signature.

1. Calculate the vector

S
R -(UY“z(Uz)’) .

2. Calculate the hash-function value from the
document M to which the vector R’ is concatenated:
e =f(M,R).

3. If er = ¢, then the signature is accepted as a
genuine one. Otherwise the signature is rejected.

Computational difficulty of the signature verifi-
cation procedure can be estimate as three exponen-
tiations in the 4-dimensional FNAA used as alge-
braic support (~ 18 432 multiplications in GF(2521)).

Correctness proof of the described signature
scheme is as follows (see formulas used at steps 4
and 6 of the signature generation algorithm):

R’ - (Uy“z(Uz)’ )S - (AG*HB'BG*

d S
xB-lBHA-l(AGxH“B—lBHA—l) j _
S

_ (AGx+€SHu+1A—1AGded(u+1)A—1)
- (AGx+es+deu+1+d(u+1)A_l )s _
_ Ast(o‘l+l)+es2 Hsd(u+1)+s(u+l)A_1 _
xss( t+1)+el(k—%j (ﬁ—s](u+1)+s(u+1)
- AG S el u+l/glu

xA1l-AG'H'A1-R=>
=f(M,R)=f(M,R)=¢ =e.

X

A critical point of the consideration of the HDLP-
based signature algorithms as candidates for
post-quantum cryptoschemes is potential possibility
of using algebraic methods to reduce the HDLP to or-
dinary DLP. Therefore, the second-type algebraic sig-
nature schemes with a hidden group, which are based
on computational difficulty of solving a system of
many quadratic equations with many unknowns (the
problem for solving of which the quantum computer
is not efficient), can be estimated as a more preferable
candidates for post-quantum signature schemes.

Signature schemes based on difficulty
of solving a system of many quadratic
equations

The second proposed signature scheme is de-
scribed as follows. Suppose the 4-dimensional FNAA
is set by Table 3 over the field GF(2?), where z = 257.

N21,2023 N\
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Then, generating a random secret basis <G, H> of
a group of the I';-type one can generate a public key
in the form of six vectors (Y;, Z;, Yy, Zy, Y3, Z3, T)
as follows.

Public-key generation algorithm.

1. Using the invertibility condition (6), generate
at random invertible vectors A, B, D, and F satisfy-
ing the following non-equalities: AB = BA, AD = DA,
AF = FA, AG = GA, BD = DB, BF = FB, BG = GB,
DF = FD, DG = GD, and FG = GF.

2. Calculate the vectors AL, B-1, D1 and FL.

3. Generate non-negative integers x < ¢ and
w < q, where g = 2% — 1 is a 256-bit number that is
product of three primes having the size 49, 80, and
129 bits (see Table 6). Then compute the public key
(Y, Z,Y,, Zy, Y5, Zg, T) by formulas

Y, = AGB; Z, = DHA};
Y, = FH*B; Z, = DH*GF;

Y; = AG¥B; Z; = DHGF; T = DHG*B.  (9)

The secret key (with total size ~ 833 bytes) repre-
sents two integers x, w and six vectors G, H, A, B, D,
and F. The size of public key is equal to ~ 900 bytes.
Computation of a signature to some electronic docu-
ment M is performed, using the following algorithm.

Signature generation algorithm.

1. Generate at random two natural numbers %
(k <@ andt (t < g). Then calculate the vector

R = AG*H'F1, (10

2. Using a specified 2z-bit hash function f, cal-
culate the first signature element e as a hash-func-
tion value from the document M to which the vector
R is concatenated: e = e;||e, = f(M, R), where the
hash-value e is represented as concatenation of two
z-bit integers e; and e,

3. If the integers 2e; + e, + 1 and q are not mu-
tually prime, then go to step 1. Otherwise, calculate
the natural numbers n and d:

_k—ej—xe; —eg —w-1

n mod g; 1y

2e; +eg +1

_ t—2e) —xeg —weg —

d

1 modg. (12)

2e; +eg +1

4. Calculate the second signature element in the
form of the vector S:

S = B1G"HID1, (13)

Since the integer ¢ contains three factors of

sufficiently large size (>49 bits), the probability of

repeating the first step of the algorithm is negli-
gible. Therefore, the computational complexity of

7

this algorithm is determined mainly by 4 exponen-
tiations in the used FNAA (~ 48z 12 336 mul-
tiplications in GF(2?). The size of the signature
(e, S) is equal to 6z bits (~ 193 bytes). Verification
of the signature is performed, using the public key
(Yy,Z,,Y,,Z,,Y;5, Z3, T) and the following procedure.

Signature verification algorithm.

1. Compute the vector R’ by the following formu-
la with four entries of the signature element S:

R' = (Y,STSZ, )" Y38Z5(Y,SZ,)?.  (14)

2. Calculate the hash-value e’ from the document
to which the vector R’ is concatenated: e’ = f(M, R’).

3.If ¢ e, then the signature is genuine.
Otherwise the signature is rejected.

The computational complexity of the signature
verification algorithm is determined mainly by 2 ex-
ponentiations in the used FNAA (~ 24z = 6168 mul-
tiplications in GF'(2?)).

Correctness of the signature scheme is proven as
follows.

Signature scheme correctness proof.

Compute the vectors

J; =(Y,STSZ, )" ~(AGBB'G"H'D " x
y DGxHBB‘lGanD‘lDHA‘l)eI _
- (AGG"H/G*HG"HIHA | =

_ ( AG2ntatlp2d+2 A,l)el _

_ AG2n61+xe1+elH2del+2e1A—1,
Jy = Y;8Z; = AGYBB1G"HD 'DHGF ! -

:AGn+w+1Hd+1F—1,
Js =(Y,8Z,)% =
- (FH*BB'G"H'D 'DH"GF )" -
_ (FGn+1Hd+x+wF—1 )62 _

— FG"e2te Hde2+xez+we2 F!

Then compute the vector R':

R! — J1J2J3 _ AG2n€1+x€1+€1 H2d€1+2€1 A—]_ %
% AGn+w+1Hd+1F—1 XFGne2+e2HdeZ+xe2+w22 F—l _

_ AG2ne1+xel+el+n+w+1+neQ+e2 %
% H2d31+2el+d+1+d32+xez+we2 Fl-
_ AGn(Zel+e2+1)+e1+xe1+ez+w+1 %

y I_Id(2e1 +eg+1)+2e; +xey+wey +1F_1 )
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Taking into account the formulas (11) and (12)
we get:

R -AG'H'F1-R=>
S f(MIR)=f(M||R)=¢ =e.

The final equality means validity of the input
signature.

Security of the described signature scheme is based
on computational difficulty of solving the system of 13
vector quadratic equations with the following 11 un-
knowns: A,B,D, F,G,H, H = H*, H' = H*G, G' = G,
G” = GH, and G = G*H, which are determined by
the formulas (9) and the pair-wise permutability of
the unknowns G, H, H', H", G, G”, and G": GH = HG,
GH =HG,GH" = H'G, GG’ = G'G, GG" = G'G, and
GG" = G"'G. Using Table 3, the latter system reduc-
es to a system of 52 quadratic equations (with 44 un-
knowns) in the field GF'(2?).

A remarkable feature of the algebraic algorithms
with a hidden group is the multiple entries of the
signature element S in the vector verification equa-
tion set over a non-commutative algebra. This pro-
vides resistance to forging signature attacks base
on using the value S as a fitting parameter. In the
algorithm describe above we have four entries of the
vector S. The number n of entries should satisfy the
condition n > 2. The next digital signature scheme
uses the value n = 3.

The third developed signature scheme is de-
scribed as follows. Suppose the 4-dimensional
FNAA is set by Table 1 over the field GF(2?), where
z = 199 (see Tables 6 and 7). Then, generating a
random secret basis <G> of a cyclic group of the
[y-type (subgroup of a I',-type group), which has or-
der ¢ = Qy/3 = 371(2% — 1)(2% + 1), one can generate
a public key in the form of seven vectors (Y;, Z;, Uj,
Y,, Z,, Uy, V) as follows.

Public-key generation algorithm.

1. Using the invertibility condition (8), generate
at random invertible vectors A, B, D, and F satisfy-
ing the following non-equalities: AB = BA, AD = DA,
AF = FA, AG = GA, BD = DB, BF = FB, BG = GB,
FD = DF, and GF = FG.

2. Calculate the vectors A1, B-1, D1 and FL.

-1
221
3. Calculate the vector J = Gq( ) of the or-

B 3q(22+1)f1
der ¢’ = 371(22 + 1) and the vector I=G of
the order ¢” = 27— 1.

4. Generate at random non-negative integers x
(x < qg)and w w < q"), where ¢’ is a 198-bit prime
number and ¢” is a product of two primes having
the size 38 and 162 bits (see Tables 6 and 7). Then
compute the public key (Y;, Z;, U;, Yy, Zy, Uy, V) by
formulas

Y, = B-1JA}; Z, = B-IB; U, = B1J*F;

\ SAWLWMTA UHOOPMALIUA AN

Y, = DJIA L Z, = FJ*I DY,
U, = DJI*A; V = B-II*D, (15)

The secret key (with total size ~ 650 bytes) repre-
sents two integers x, w and six vectors J, I, A, B, D,
and F. The size of public key is equal to ~ 700 bytes.
Computation of a signature to some electronic docu-
ment M is performed, using the following algorithm.

Signature generation algorithm.

1. Generate at random two natural numbers %
(k < q")andt (t < q"). Then calculate the vector

R = FJ*I'F-L. (16)

2. Using a specified 3z-bit hash function f, calcu-
late the first signature element e as a hash-function
value from the document M to which the vector R
is concatenated: e = e,||ey||es = f(M, R), where the
hash-value e is represented as concatenation of tree
z-bit integers e}, ey, and es.

3. If the integer eeqe; + eje; + egis not mu-
tually prime with ¢’ or with ¢”, then go to step 1.
Otherwise, calculate the natural numbers n and d:

b we. —
n= Wes ~ X% 1 |mod q’; amn
ejegeg +egeg +eg
t— -
d= W23 ~ %3 1 |modgq". (18)
€1€9€e3 +egeg +eg

4. Calculate the second signature element in the
form of the vector S:

S = AJ"IB. (19)

Since the integer ¢’ is prime and g” contains two
factors of sufficiently large size (38 and 162 bits), the
probability of repeating the first step of the algorithm
is negligible. Therefore, the computational complexi-
ty of this algorithm is determined mainly by 4 expo-
nentiations in the used FNAA (~ 96z = 19 104 mul-
tiplications in GF(2?). The size of the signature
(e, S) is equal to ~ 7z bits (= 175 bytes). Verification
of the signature is performed, using the public key
(Y,Z,,U0,,Y,,Z,,U,, V) and the following procedure.

Signature verification algorithm.

1. Compute the vector R’ by the following formu-
la with three entries of the signature element S:

€3

e.
R = {z2 (st(Ylsz1 o v) ’ UZSUl} . (20)

2. Calculate the hash-value e’ from the document
to which the vector R’ is concatenated: ¢’ = f(M, R).

3.If ¢/ = e, then the signature is genuine.
Otherwise the signature is rejected.
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The computational complexity of the signature
verification algorithm is determined mainly by
3 exponentiations in the used FNAA (= 72z
= 14 328 multiplications in GF(2?)).

Correctness of the latter signature scheme is
proven as follows.

Signature scheme correctness proof.

Calculate the values X; and X,,:

X; =(Y;,SZ, )" Z(B_IJA_IAJnIdBB_llB)eI -
_ p-lgentapadiep,
X, = (Y,SX; V) =
- (D JIA L AJ IYBBLgan e adta gg-livpL )ez _

€

_ (DJn(el +1)+e; +IId(e1 +1)+e1+w+1D_1)

-D. Jn(ele2 +eg )+ejeg+ey Id (e1eg+eq J+ejeg+wey+ey D!

Then compute the vector R’

R, = I:Z2X2U2SU1 :|€3 =

FJYID 'DJ n(ejey+ey)+e ey +ey 9 €3
= « Id(elez+ez)+ele2+w32+e2 y _
« DIDJI* A1 AJ"IYBB1J*F!
€3

FJn(e1e2+e2+1)+ele2 +eg+w+x+1 y
d(ejeqteq+1)+e e, +wey+eq+x+1ga—
< I (erepteg+1)tesey+wey tey F!
_F Jn(e1‘3263 +egeg+eg J+e eges +egeg +eg +xeg+eg y

y Id(e1e2e3 +egeg ey Je egeg Heges +eges+reg+eg Fl

Taking into account the formulas (17) and (18)
we get:

R =AJ'TAT =R= f(M,R)=f(M,R)=>¢ =e¢,

where the latter equality proves the correct
performance of the signature scheme.

Discussion

In this paper, the first developed signature al-
gorithm, based on HDLP, is considered as an illus-
tration of signature schemes attributed to the first
type of the algebraic signature algorithms with a
hidden group. Comparison with the second-type al-
gorithms shows that in the both cases the main op-
erations used to generate the public key, to generate
a signature, and to verify the signature are expo-

7

nentiation operations. However, the signature algo-
rithms of the second type have principal difference,
namely, they are based on computational complexity
of finding a solution of a system of many quadratic
equations with many unknowns. To solve the latter
problem, the quantum computer is not efficient [18].
This fact is used in the area of multivariate cryp-
tography that is one of the directions in the devel-
opment of post-quantum public-key cryptographic
algorithms. The multivariate cryptography was ini-
tiated by the paper [19] in 1988.

Over the past 30 years of the research in the field
of multivariate cryptography many multivariate
signature algorithms are currently known. A merit
of the multivariate signature schemes is small size
of the signature. Unfortunately, their significant
drawback is a very large size of the public key. The
latter is associated with a specific method for de-
veloping the multivariate signature algorithms, in-
cluding generation of the public key as a set of quad-
ratic (or cubic) polynomials that describe a trapdoor
one-way mapping of vectors of large dimensions
(from 30 to 200), given over a finite field of suffi-
ciently small order (from 22 to 216).

At present the cryptographic community has
well worked out the basic methods for cryptanalysis
of the multivariate-cryptography algorithms. The
following two types of attacks are distinguished
[18]: 1) direct attacks based on the algorithms for
solving systems of many power (quadratic in many
cases) equations with many unknowns and ii) struc-
tural attacks that use the structural features of the
cryptoscheme design.

Because of significantly different design of the
signature algorithms with a hidden group and the
multivariate-cryptography algorithms the structur-
al attacks developed for cryptanalysis of the latter
are hardly applicably to the former and novel types
of structural attacks are to be developed. Therefore,
for preliminary security estimation of the second
and third proposed algebraic signature algorithms
the known direct attacks can be considered. The
most effective direct attack is the use of algorithms
for solving systems of many power equations, based
on the calculation of the Grébner basis [20, 21].
Table 8 computed on the base of the results of the
papers [20, 21] can be used to estimate security W of
the introduced algebraic algorithms with a hidden
group to the direct attack.

Security of the second introduced signature
scheme (algorithm with the value n = 4) is based
on difficulty of solving the system of 12 vector
quadratic equations with 11 unknowns A, B, D, F,
G, H G =Gv, H = H*, H' = H*, G = GH, and
G"” = G*H, which are determined by the formulas
(9) and the pair-wise permutability of the unknowns
G, H,G,H,H" G, and G": GH = HG, GG’ = GG,
GH' = HG, GH" = H'G, and GG" = G"G. Using
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Table 3, the latter system reduces to a system of
p = 48 quadratic equations (with § = 44 unknowns)
in the field GF(2257),

Security of the third developed signature scheme
(algorithm with the value n = 3) is based on difficul-
ty of solving the system of 13 vector quadratic equa-
tions with the unknowns A, B, J, I, J' = J*, I' = I¥,
which are determined by the formulas (15) and
the pair-wise permutability of the following 11 un-
knowns J, I, J', and H: JI = LIJ, JI' = I, JJ’ = JJ.
Using Table 1, the latter system reduces to a system
of 52 quadratic equations (with 44 unknowns) in the
field GF(2199).

Thus, one can take the number of equations p
equal to the number of the unknowns 5, and use
the recommended minimum values of p presented
in the Table 8 for different values of the order of the
field GF(n) in which the system of quadratic equa-
tion is given. Since the system of quadratic equa-
tions related to the proposed signature algorithms
is set in the fields GF'(2?), where 27 >> 256, one can
use the values p that relates to the case n = 256.
In this case, we get overstated requirements for the
minimum value, however, this overestimation can
be considered insignificant due to relatively weak
dependence on the value n. For the second and third
proposed signature algorithms we get the value
W > 2128,

Since the value p is proportional to the FNAA
dimension, one can propose an evident way to im-
prove the value W that is using six-dimensional and
eight-dimensional FNAAs (set over the fields GF(2?)
with smaller values of z) as algebraic support of the
proposed signature algorithms, however, this way
is connected with the study of the decomposition of
the said FNAAs into the set of commutative subal-
gebras or to provide another method for justifying
existence of sufficiently large number of commuta-
tive groups of a certain type. Potentially, using the
8-dimensional FNAAs as algebraic support of the
second and third proposed signature algorithms for
each of latter one gets the values p = 104, 5 = 88
and W > 2192,

In the developed signature scheme with n = 4
the vectors G, H, H", G”, and G"” are comput-
edas G’ = G¥, H = H*, H' = H¥, G” = G*¥H, and
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G"” = GH, correspondingly. This technique im-
proves the performance of the signature generation
algorithm. Actually, when generating a signature,
you can select at random the vectors G', H', H", G",
and G” from the hidden group and use an alterna-
tive signature generation algorithm with many ad-
ditional exponentiation operations (the reader can
easily compose such algorithm), while the signature
verification algorithm retains its original form.
The analogous remark is valid for the algorithm
with n = 4 entries of the S signature element in the
signature verification equation. The noted remark
clearly shows that the exponentiation operations are
used as a part of the mechanism for calculating the
signature element S that satisfies the verification
equation with its multiple occurrences (entries) in
the latter.

Table 9 shows a rough comparison of the devel-
oped post-quantum signature algorithms with the
algorithms selected as finalists of the NIST world
competition on the development of the post-quan-
tum public-key algorithms [22]. Table 10 (where
W denotes security to direct attack, which is es-
timated using Table 8) shows a rough compari-
son of the introduced signature algorithms based
on computational difficulty of solving a system of
quadratic equations with some known multivari-
ate signature algorithms. The post-quantum al-
gorithms introduced in this article have a signif-
icant advantage in the sizes of the signature and

B Table 8. Minimum number of equations providing a
given security level to the direct attack for different values of
the order of the field GF(n) in the case p = § [18]

w
" 980 9100 9128 9192 9256
16 30 39 51 80 110
31 28 36 48 75 103
256 26 33 43 68 93

B Table 9. Comparison with some known digital signature
algorithms

Signa- Signature | Signature
Signature ture Public key genera- | verifica-
scheme size, size, bytes | tion rate, | tion rate,
bytes arb.un. | arb.un.

Falcon [23] 1280 1793 50 25
CRYS-
TALS-Dilithi- | 2701 1472 15 2
um [24]
Rainbow [25] > 150 000

. 66...
(3 different 204 - -
versions) > 1900000
The first
proposed 196 782 25 25
(HDLP-based)
The second
proposed 193 900 150 300
n=4)
The third
proposed 175 700 150 200
m=23)
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B Table 10. Comparison with some known digital signature algorithms

Signature Public key size, | # quadratic equations Order of the field over
Signature algorithm . Y 8128, q q which the quadratic w

size, bytes bytes p (unknowns &) .

equations are set

[5] - - 27 (27) 216 ~ 280
Rainbow [26] 33 16 065 27 (33) 28 ~ 280
QUARTYZ [6] 16 72 704 100 (107) 24 > 2192
Rainbow [25] 66... > 150 000 ... 64 (96)... 24, 31, 9128 9256
(3 different versions) 204 > 1900 000 128 (204) 28
zvi“hza hidden group [16] 160 512 28 (28) > 9256 ~ 280
E]hi Sf)cond proposed 193 900 52 (44) 2267 > 2128
ahi {ird proposed 175 700 52 (44) 2199 > 9128

public key. Besides, the developed algebraic algo-
rithms based on computational difficulty of solving
a system of quadratic equations have significantly
higher performance than finalists Falcon [23] and
CRYSTALS-Dilithium [24]. However, a detailed
security estimation of the introduced signature al-
gorithms are to be performed as an independent
research work.

The signature schemes with a hidden group,
which are based on computational difficulty of solv-
ing a system of many quadratic equations, suite
well for using the 6-dimensional and 8-dimension-
al FNAAs as algebraic support. The latter allows
to define the FNAAs over the fields GF(2?) with
comparatively small values of z. For composing the
BVMTs defining the FNAAs of such dimensions,
you can use the unified methods by [27, 28]. Using
the FNAAs with a large set of global single-sided
units (see, for example, [29]) as algebraic support of
the signature algorithms with a hidden group also
represent an item of a future study.

It should be noted that in passing to using
FNAAs with a higher dimension value m (in order
to get a higher security to the direct attack) as
an algebraic support, we have the possibility to
define algebras over the fields GF(2%) with lower
degrees of z (for example, z = 101 and z = 128; see
Tables 6 and 7). For a fixed value m, a decrease in
the value of z has little effect on the resistance to
direct attacks, however, we assume that this will
lead to a significant decrease in the resistance
to potential structural attacks. For this reason,
sufficiently large values of z are used in the de-
veloped signature algorithms on the four-dimen-
sional FNAAs.

The results of this study complement the results
of the papers [14, 16] and give grounds to consider
signature algorithms with a hidden group as can-
didates for practical post-quantum cryptoschemes
with small signature size. The latter is a motive for
the cryptographic community to pay attention to
the issue of considering structural attacks on signa-
ture algorithms of the type considered.

Conclusion

Within the framework of the methods [13, 16],
new post-quantum algebraic signature algorithms
with a hidden group has been developed, using 4-di-
mensional FNAAs, defined over finite fields of char-
acteristic two, as algebraic support. It is shown that
there are quite ample opportunities to choose suit-
able fields GF(2?) with different degrees of exten-
sion. The use of FNAAs, set over the fields GF(2?),
as algebraic support of post-quantum signature al-
gorithms with a hidden group is an essential mo-
ment for improving the performance and reducing
the hardware implementation cost compared to the
case of using FNAAs defined over the ground finite
fields GF(p).

An additional increase in performance can be
achieved by using 6-dimensional and 8-dimensional
FNAAs defined over the fields GF(2?) with the value
of z from 80 to 150 as an algebraic support, includ-
ing the case of defining FNAAs by sparse BVMTs.
However, this is the subject of an independent study,
which includes the study of the structure of such
FNAAs and developing new forms of the signature
verification equations.
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BBenenune: paspaboTka II0CTKBAHTOBBIX CTAHAAPTOB HA AJITOPUTMBI IH(POBOY IOANINCH ABJIAETCA OJHUM U3 COBPEMEHHBIX BHI30BOB /I
MHPOBOTO KPHIITOrpadueckoro coobirecrsa. HemasHo mpeioxkeHs! 1Ba THIA alnrebpandeckux CXeM HOAIKUCH CO CKPBITON IPYIIION, B KOTO-
PBIX KOHEYHbIE HEKOMMYTATHBHBIE ACCOLMATUBHBIEe anrebps! Hax monem GF(p) ucmons3yiores B KadecTBe anrebpaudeckoro Hocuresns. 1lo-
CTPOEHHE aJITOPUTMOB 3TOr0 THUIIA HA anre6pax, 3alaHHbIX HA/l KOHEYHBIMH IT0JIAMU XapaKTePUCTHUEKH Ba, IPEeACTaBIAET SHa‘II/ITeIIbeIﬁ HH-
Tepec [7Is MOBBIIIEHNS IPOU3BOJUTEIFHOCTH ¥ CHIKEHHA CXEMOTEXHUIECKOH CII0KHOCTH anmnaparsoi peanusanuu. [leas: paspaborars moc-
TKBAHTOBBIE AJITOPUTMbI IU(IPOBOIA IIOAIUCH, B KOTOPBIX BBIOIHIIOTCS BEIUUCICHUS B KOHEUHBIX IIOJIIX XapaKTepUCTUKHY 18a. Pesyabrarsi:
MIPEJJIOKEeHbI HECKOJILKO YeThIpEXMEPHBIX KOHEYHbBIX HEKOMMYTATUBHBIX arebp, 3aganubix Haj noisem GF(2?), B kauecTBe anrebpandeckux
HOCHUTENIeH CcXeM ITU(POBOM IIOAIICH CO CKPBITOM rpymnmoi. PaspaboraHsl peKOMeHIAIUY 110 BHIOOPY 3HAYEHUS CTEIEHH PACIINPEHUT Z.
B uacTHbIX ciyyasx 3HaueHue z siBisercs crenensio Mepcenna. [1o cpaBHeHM0 o cxeMaMu MMO/IIUCH, OCHOBAaHHBIMU HA CKPBITOM 3a1a4e AUC-
KPETHOTrO JI0rapuhMUpPOBAHUs, aarefpandecKue ajarOpUTMbl IOJIUCH CO CKPBITON IPYIIION, OCHOBAHHbBIE HA BBIMHCIUTEIBHOU CIOKHOCTH
pelleHus CUCTEM MHOIMX KBaJPAaTHBIX YPABHEHUIN C MHOTMMU HEM3BECTHBIMH, PACCMATPUBAIOTCA KaK IIPEJIIOYTUTENbHbIE KAHIAUJATHI Ha
[IOCTKBAHTOBbIE KPUIITOCXeMbI. [Ipe/io;KeHbl HOBbIEe IPAKTHYHBIE AJITOPUTMBI MIOJIIMCH CO CKPBITOM Irpynmnoil. B nByx anxropurMax moamnuck
(e, S) mpencrassieT co60i I[eJI0e YUCIIO € ¥ YeThIpeXMEPHbIN BeKTop S. Bepuukanus moamnucy BoINOMHAETCA 110 BEKTOPHBIM YPABHEHUIM C
TpeMs U YeThIPbMS BXOMAeHuAMY sneMenTa noanucy S. IlpakTudeckad 3HAYUMOCTb: KaK U IPyryie H3BeCTHBIE CXeMBbI IIOJIIUCH CO CKPBITON
IPYIIIOH, PEAJIOKEeHHbBIE JBe CXeMbI UMEIOT JOCTATOUYHO MAJBIM pasMep MOAIKCH U OTKPBLITOro Kioua. Biarogaps cpaBHUTENIBHO MAaION
CXEMOTEXHUYECKOU CIIO}KHOCTH alllapaTHOH peaanu3alliil U BICOKOH IPOU3BOUTENIBHOCTH pa3paboTaHHbIe aJIrOPUTMbI IU(POBOM IOAIIHCH
[IPE/ICTABIAT IPAKTUYECKUN HHTEPEC U IPUBJIEKATEIbHbI KAK I0TEHIIMAIbHBIN IPOTOTHII CTAHAAPTA Ha IIOCTKBAHTOBBIE AJITOPUTMBI I11(-
POBO ITOAIINCH.
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Introduction

The relevance of information protection is due to
the widespread use of information systems for the
transmission, storage and processing of significant
amounts of information, especially given the global
trend towards an increase in the number of informa-
tion attacks that lead to significant financial and rep-
utational losses [1, 2]. For effective protection against
attacks, organizations need a sound analysis of the se-
curity level of the information system, especially tak-
ing into account the ongoing digital transformation [3,
4]. This is exactly what security audits are used for.

The purpose of this study was to substantiate
the need and describe the information security au-
dit procedure for a manufacturing company, as well
as to develop recommendations based on the analy-
sis. In accordance with this goal, the following tasks
were set:

1. Gather all necessary information about the
company, the information system used, important
business processes and the current information se-
curity system.

2. Investigate the types of information security
audits and methods used to identify threats, vulner-
abilities and countermeasures. Compare them and

select the most appropriate ones for the company
under investigation.

3. Conduct a security audit of the company’s in-
formation system using the selected methods.

4. Develop recommendations to eliminate or
minimize the identified information security risks
of the company.

Drawing up an audit plan is not a trivial task,
as it requires the auditor to be experienced in the
methods of constructing such plans, and also de-
pends on the objectives of the audit and the features
of the audited object. Information security audits
can be conducted according to a number of criteria,
including requirements defined on the basis of one
or more standards, as well as policies and require-
ments established by stakeholders.

Security audit of the company’s information as-
sets allows you to get an idea of the security sta-
tus of the infrastructure and information security
management processes. An information security
audit is a test of the ability to successfully counter
information security threats. Conducting an inde-
pendent audit allows you to identify risks in a timely
manner and objectively assess the compliance of the
parameters characterizing the information security
regime with the required level [5, 6].
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According to the type of threats, it is possible to
distinguish natural, associated with the impact of
natural physical processes, and artificial, caused by
the impact on the human information environment.
Artificial threats can be unintentional (system fail-
ures, computer and communication equipment fail-
ures, employee errors) and intentional (caused by
deliberate actions of people).

All sources of threats to information security are
divided into three main groups [7]:

1) threats caused by the actions of subjects.
These sources can be predicted and appropriate
measures taken;

2) threats caused by technical means (man-made
sources);

3) natural sources of threats. Such sources of
threats are completely unpredictable, and therefore
measures against them should always be applied.

It is the type of threat that determines the na-
ture and features of anti-risk measures.

Rationale for auditing information
security

A company engaged in the production of tex-
tile materials uses a CRM (Customer Relationship
Management) system in its activities. The company
uses a CRM-system, namely vTiger CRM, an open
source customer relationship management system.
The vTiger CRM-system has been specially modi-
fied in accordance with the requirements and objec-
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tives of the company. It has added modules, reports
and functions that are not provided in the standard
system solution.

In order for each employee to have access only
to the information that he needs to perform his du-
ties, roles are created in the information system.
Available modules and available actions with re-
cords of these modules are installed for each role.

For the effective operation of the company, it is
necessary that the data from the information sys-
tem be accessible to employees who have access to
it, so that this data is reliable, not distorted and con-
fidential. To do this, it is necessary to ensure the
security of the company’s information system.

Since the CRM-system was recently implement-
ed, it was necessary to conduct a study of possible
threats to the security of the information system.
The purpose of the information security audit was
not only to reveal vulnerabilities and identify risks,
but also to describe possible consequences and de-
velop countermeasures to improve the current level
of information system security.

Comparative analysis of information
security audit types

There are different classifications of audit types.
In the work, a study of different types of information
security audit depending on the methods and means
used was conducted and their distinctive features
were identified, which are presented in Table 1 [8-10].

B Table 1. Comparison of the types of audit

Criteria

Audit type

Verification tools and methods

The ideal with which the

Result of the test result of the test is compared

Conducting real attacks on the
information system by experts
using special software and
special methods

Hardware audit

It is aimed at identifying and fixing
the vulnerabilities of the system’s
software and hardware

Set of known
vulnerabilities in the
software and the expected
test result

Collection and analysis of
information on IS, analysis of

Identifying global errors in the

Requirements of the

organizational and
administrative documents and
information flows of the
enterprise

Expert audit

corporate network topology, using
security tools, identifying
vulnerabilities of information
system

company’s management
for protection, as well as
the auditor’s own
experience

Collection and analysis of

Audit of . .
. . information on IS and
compliance with . .
subsequent comparison with the
standards

description of the standard

The degree of compliance of the
tested IS with the selected
standards, as well as
recommendations for bringing the
security of the IS in accordance with
standards

Abstract description of the
state of information
security which given in the
standards

Complex audit

Depends on the set of procedures that will be implemented during this audit
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Regardless of the type of audit used, in general,
the information system security audit process con-
sists of the following stages:

— initiation of the audit procedure;

— collecting the audit information;

— data analysis;

— making recommendations and preparing an
audit report.

Recommendations are determined by the ap-
proach used, the characteristics of the information
system being audited, the state of information se-
curity in the company, and the level of detail used
during the audit.

The use of different types of auditing can be done
individually or in combination, it depends on the
needs of the company.

The information security standards approach
to data analysis begins with selecting the standard
that will form the basis, or a set of additional stand-
ards. The standards define a core set of information
security requirements.

The ISO / IEC 27001 standard assumes the use
of a process approach to create, implement, sup-
port the information security management system
(ISMS). The implementation and use of a set of
processes within the company that are interrelat-
ed. When creating the processes of the ISMS, the
Deming cycle (PDCA) can be used, which is consid-
ered in the standard. The Fig. 1 shows the process of
creating managed information security, where the
process input is submitted to the requirements and
expected results in the field of information security
of the parties concerned, and on the output we re-
ceive managed information security. If desired, to
enhance their reputation in the eyes of customers,
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companies can be certified for compliance with the
requirements of ISO / IEC 27001.

For the company in question, a comprehensive
information security audit was selected, which in-
cludes the following steps [12, 13]:

— analysis and construction of a model of inter-
action of components of information systems used
in the provision of business processes of the organ-
ization;

— identification and determination of the val-
ue of information assets that are most important
for ensuring the functioning of business process-
es. This stage allows you to take into account the
unique structure of the system and the point of view
of the company’s management on critical assets and
threats;

— study of the features of the existing infor-
mation security system, analysis of the settings of
standard security tools in the company, server oper-
ating systems and communication equipment;

— conducting penetration tests into the compa-
ny’s information environment;

— identification of threats to the most signifi-
cant information assets, assessment of their level,
probability of manifestation and development of
recommendations taking into account the require-
ments and standards of information security formed
at previous stages.

The description of the stages is due to the need
to specify this procedure for auditing information
security in the company in question.

Depending on the selected audit type, different
approaches are used to identify threats and coun-
termeasures [14-16]. Variants of existing approach-
es to identify threats and countermeasures, depend-

~ - = ~
- Plan ~
Interested y 7 h N Interested
parties y Establish N parties
Y ISMS \
/ \
/ \
/ \
| \
Implement and Maintain and
I operate the ISMS improve the ISMS ’
\ /
\ /
\ /
\ Monitor and /
. \ review the ISMS /
Information N /
security N / Managed
requirements ~ Check - information
and expectations > P security
B Fig. 1. Stages of building and using the ISMS [11]
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Approaches to identification of threatas
and coutermeasures

Risk-based Combined
approach approach
A
Approach based
on information
security
standarts

B Fig. 2. Types of approaches to identification of threats
and countermeasures
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ing on the selected audit approach, are presented in
Fig. 2.

Let’s describe each approach in more detail.

— The information security standards approach.
In this approach, an information security standard
is selected, compliance with which will be verified
by the information system.

— Risk-based approach. This approach uses risk
analysis methods to determine an individual set of
information system security requirements [17, 18].

— Combined approach. A basic set of security re-
quirements applicable to an information system is
defined by a standard. Additional requirements, are
formed on the basis of risk analysis.

For the company in question, a combined ap-
proach was chosen.

In addition, it should be noted that information
security risk management methods for standard
information system implementation projects and pi-
lot projects, when high-tech solutions with a high
degree of uncertainty are implemented, will differ
significantly [19].

Information security risk analysis methods

Risk analysis is a study of information system se-
curity, in order to determine the key IT assets that
are important to the company, as well as to iden-
tify threats against which they need to be protect-
ed. Key assets may include: information resources
that support business processes; electronic media:
system and application software; hardware; paper
media. The importance or value of an asset is deter-
mined by the amount of damage that would occur if
the confidentiality, availability, or integrity of the
asset were to be compromised.

The development of adequate countermeasures
to protect these assets occurs during risk manage-
ment. At the same time, one must consider the fact

that the value of the information security system
should not exceed the value of the information being
protected. The cost of the information security sys-
tem includes the one-time costs of its development
and implementation, as well as the operational costs
of maintaining it. Detailed cost items, as well as an
assessment of the effects of implementation are pre-
sented in detail in the publications [20, 21].

In the course of risk assessment and analysis,
the following stages are distinguished:

1) identifying the key assets of the organization;

2) analyzing which key assets need to be protected;

3) creation of a list of expected threats and vul-
nerabilities that may lead to the emergence of these
threats;

4) assessing the likelihood that security threats
will materialize;

5) assessing the level of impact with employee
involvement;

6) qualitative or quantitative risk assessment;

7) interpretation of the obtained results.

Qualitative or quantitative risk analysis can be
done. Most companies usually choose a qualitative
risk assessment because it is an easier way to as-
sess risks. In this case, also qualitatively assess the
levels of damage from the implementation of the at-
tack, as well as the level of probability of threat of
the attack itself.

In order to more reasonably choose a method of
information security risk analysis for the enterprise
in question, a comparative analysis of the most well-
known and popular methods was made: CRAMM,
RiskWatch, FRAP, OCTAVE.

This list presents methods that perform quali-
tative, quantitative, and comprehensive risk assess-
ment. It will also describe one method that is used
only in the framework of internal audit. Let’s de-
scribe each of the methods a little.

1. CRAMM is based on an integrated risk anal-
ysis approach, i.e. Qualitative and quantitative as-
sessments are used simultaneously [22]. Also, the
method is considered universal, because Suitable for
companies of different sizes and working in differ-
ent areas. In addition, this technique allows you to
justify the costs of building or upgrading the infor-
mation security system and prevents unnecessary
costs.

CRAMM divides the procedure of risk analysis
into three stages.

In the first stage, the research boundaries are
first defined, then within the boundaries, the sys-
tem resources are identified and their value is de-
termined. After this, the critical resources of the in-
formation system are determined on the basis of the
data obtained. If the level of criticality of system re-
sources is low enough, then this information system
is considered to require a basic level of protection,
and this level does not require a detailed assessment
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of information security threats, therefore, the sec-
ond stage of the procedure is skipped.

At the second stage, security threats are identi-
fied for the system resources under consideration,
as well as an analysis of the probability of their oc-
currence and threat analysis. On the basis of avail-
able information, risks of threats are calculated. It
should be noted that countermeasures existing in
the company are not taken into account in order to
avoid an incorrect evaluation of the effectiveness of
countermeasures.

At the third stage, a list of adequate counter-
measures is developed to reduce risks and develop
recommendations for working with them. The au-
ditor also justifies the proposed countermeasures.
Further, the company’s management analyzes the
information received, assesses the labor costs and
material costs of implementing or improving the
protection system, benefits the business and decides
which of the recommended will be implemented.

The merits of this method include:

— availability of a software tool that implements
this method;

— well-tested.

The disadvantages of the CRAMM method
include:

— sufficient time-consuming procedure;

— requires a high level of qualification of the
auditor.

CRAMM is suitable for existing information sys-
tems, not for those that are under development.

2. The RiskWatch methodology is based on a
quantitative risk assessment. Risk is estimated
through a numerical value, in this case through the
size of annual loss expectancy and an estimation of
return on investment [23]. The procedure for risk
analysis based on the RiskWatch method consists of
four stages.

At the first stage, a description of the research
object is given: the type of organization in question,
the requirements for the security of the informa-
tion system, and the structure of the information
system.

The second stage provides a detailed description of
system resources, losses, and incident classes. In this
case, incident classes themselves are obtained after
comparing the loss category and resource category.

At the third stage of this procedure, a quanti-
tative risk assessment is carried out. The effect of
using the recommended protection is determined
using the return on investment indicator.

At the fourth stage, reports with analysis results
are generated. When analyzing risks, the RiskWatch
method uses special estimates, called LAFE (Local
Annual Frequency Estimate) and SAFE (Standard
Annual Frequency Estimate).

The merits of this method of risk analysis in-
clude:

\ SAWLWMTA UHOOPMALIUA AN

— in the course of this procedure, in addition to
the risk assessment, the effectiveness of the imple-
mented information security measures is calculated;

— areport is generated, on the basis of which a
decision can be made about the necessity and ex-
pediency of introducing the recommended means of
protection;

— there is appropriate software that implements
this method.

Disadvantages of RiskWatch is:

— it is difficult to adapt to Russian companies;

— it is quite problematic to obtain estimates of
LAFE and SAFE for our conditions.

3. The FRAP methodology is based on a qualita-
tive assessment of the risks of implementing infor-
mation security threats [24]. At the same time, it is
based on the principle that an unprotected informa-
tion system is assessed, which makes it possible to
evaluate the effectiveness of new implemented in-
formation security tools, i.e. At the initial stage of
the analysis, we believe that there is no protection
system.

The risk assessment procedure should consist of
the following steps:

Identification of the resources to be protected.
Information can be obtained by interviewing com-
pany employees and by analysing documentation
accompanying the information system.

Identification of possible threats. A list of pos-
sible threats can be used, in which company repre-
sentatives mark what they believe to be the most
likely threats to the resources in question. In ad-
dition, threats can be identified based on statistics
for the information system in question or for similar
systems.

Risk assessment. The probability of each
threat and the damage it can cause is determined.
A final risk assessment is then carried out.

Development of countermeasures to eliminate
risks or reduce them to a level acceptable by the
company’s management. The incremental cost of
acquiring and implementing the proposed informa-
tion security tools is identified.

Preparation of analytical reports.

Advantages of the FRAP methodology:

— a detailed description of how to obtain the
information required for system and vulnerability
analysis;

— the scales used to assess the likelihood of
threat occurrence and the level of damage are sim-
plified in this case, as they contain only three cri-
teria.

The disadvantages are that this methodology re-
quires an auditor with a very high level of expertise.

4. The OCTAVE method is a method of rapid
assessment of critical threats, assets and vulnera-
bilities [25]. This method of analysis and risk man-
agement is used for internal audit by employees of
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the company, i.e. It is planned to create a certain
group of company employees (technical specialists
and management units). This technique qualitative-
ly assesses the risks of information security.

The OCTAVE method consists of eight steps:

At the first step, it is necessary to define qualita-
tive indicators for risk assessment, for example, the
level of costs for information security, criticality of
information resources.

The second step is the identification of key re-
sources, as well as the compilation of profiles for
each of them. The profile implies a description of the
characteristics and characteristics of the resource
in order to identify security requirements for it.

At the third step, the storage locations for the
resources in question are identified, the security of
these places is analyzed, bottlenecks are identified.

At the fourth step, critical information security
locations are identified to detect the obvious threats
as quickly as possible.

At the fifth step, a tree of threat scenarios is
compiled.

At the sixth step, a risk is defined for each re-
source to assess its criticality.

At the seventh step, possible damage from the
threat to risk prioritization is calculated.

Countermeasures are being developed at the
eighth step.

The advantages of OCTAVE include:

— the methodology is designed to organize dif-
ferent areas;

— ease of use;

— suitable for regular use.

The disadvantages include the following:

— calculated only for internal audit;

— does not involve any residual risk manage-
ment mechanisms.

Based on the analysis of existing risk analysis
methods, FRAP was chosen because it is suitable for
external auditing (unlike OCTAVE), and because it
is based on a qualitative risk assessment (unlike
RiskWatch and CRAMM), which is easier to use,
and because in this case a qualitative risk assess-
ment is sufficient.

Audit results

At the first stage, a basic set of requirements was
formed based on information security standards,
which were divided into the following groups:

1) physical access control and premises monito-
ring;

2) hardware information system,;

3) network support for the information system;

4) system software;

5) application software;

6) organizational support.

7

The report described the current state of the
information security system, optimal structure,
identified remarks and threats, measures to reduce
threats.

The next stage was the formation of additional
requirements, taking into account the specific func-
tioning of the information system on the basis of
risk analysis. This approach is quite time consum-
ing and requires a high level of auditor skills. In
the course of using this method, an individual set
of requirements for the security of the information
system is determined.

To determine the key resources of the compa-
ny, the method of “brainstorming” the company’s
employees was used. As a result of the discussion,
the assets were determined, we will consider some
of them:

— servers on which all important information
for the company is stored and processed (data about
customers, orders, etc.);

— database, where all the information necessary
for the functioning of the organization is stored;

— electronic media, on which copies of contracts
and agreements with customers and suppliers are
stored.

Assets with different levels of criticality were se-
lected for greater visibility of the method.

Identification of possible threats

Possible threats to information security for pre-
viously defined resources were identified by brain-
storming the company’s employees. As a result of the
discussion, possible threats to each of the resources
were identified. Let’s look at them in more detail.

Possible threats to servers:

—malicious server damage or destruction;

— server failure due to technical reasons;

— destruction of the server by a natural disaster,
such as fire.

Possible threats to the database where all the
information necessary for the organization’s oper-
ation is stored:

— unintentional modification or deletion of infor-
mation from the database by company employees;

— leakage of confidential information as a result
of copying information from a database using an ex-
ternal electronic medium.

Possible threats to electronic media that store
copies of contracts and agreements with customers
and suppliers:

— destruction or damage of electronic media by
an attacker, resulting in data loss;

— destruction of electronic media due to fire.

At the next stage, a qualitative assessment of the
likelihood of threats and an assessment of damage in
case of their manifestation was carried out (Table 2).

According to the methodology applied, each level
of risk corresponds to a specific response: A — risk
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B Table 2. Qualitative assessment of the probability of the implementation of threats and assessment of damage

Threats Probability Damage Risk

Malicious server damage or destruction Low High B
Server failure due to technical reasons High High A
Destruction of the server by natural cataclysm, for example, by fire Average High B
Unintentional modification or deletion of information from the .

High Average B
database by employees of the company
The leakage of confidential information as a result of copying Average Average B
information from the database using an external electronic medium g g
Destroy.lng or damaging an electronic medium by an attacker, which Low Low D
results in data loss
Destruction of the electronic carrier in consequence of a fire Average Low C

action should be taken immediately on a mandatory
basis; B — risk action should be taken; C — moni-
toring of the situation is required; D — no action is
required at this time.

Recommendations

After the audit of the company’s information se-
curity, a list of recommendations was compiled.

On the basis of the table obtained, one can see
that only one of the risks under consideration is a
critical level: server failure due to technical reasons.

To reduce this risk it is recommended:

— use of RAID technology (fault tolerance tech-
nology);

— maintaining a constant temperature, through
the use of air conditioning (main, backup);

— reservation of important information to sepa-
rate servers or external storage media;

— conduct a continuous check of the server room
to detect breakdowns or malfunctions.

To reduce risks in case of inadvertent modifica-
tion or deletion of information from the database,
company employees should implement the following:

— reservation of important information to sepa-
rate servers or external storage media;

— implementation of the functionality of storing
the history of database changes.

The risk associated with the leakage of confiden-
tial information as a result of copying information
from the database using an external electronic me-
dium is high enough to reduce it:

— implementation of the DLP (Data Leak
Prevention — Information Leakage Prevention
System), which will analyze the data streams along
the protected perimeter;

— introduction of organizational and adminis-
trative documents, which will describe: what infor-
mation is confidential, the requirements for work-
ing with such information, as well as the appropri-
ate sanctions for their failure to comply;

— implementation of active monitoring systems
for employee workstations.

To reduce the risk associated with the destruc-
tion of electronic media that stores copies of con-
tracts and agreements with customers and sup-
pliers, you can use the same information security
tools as to protect servers from fire, but this is not
mandatory, because the damage from the threat is
estimated as low and most likely the cost of imple-
menting protection will be higher than the damage
caused.

The risk of destruction or damage to electronic
media by an attacker, resulting in data loss, is low.
The damage is also assessed as low, so there is no
need to take any measures to manage this risk at
this time.

At the organizational level, it is recommended:

— regularly review the security policy when
making changes to the company’s system;

— include in the job responsibilities of all em-
ployees the task of ensuring information security;

— the IT service checks the personnel being
hired;

— remind an employee of the company that they
have signed an agreement to comply with the trade
secret regime;

— regularly send information about incidents
and viruses to all employees of the company;

— when creating a company’s information secu-
rity system, you need to consider the option that the
company’s employees have sufficient knowledge to
perform unauthorized access to information when
they have the opportunity;

— place the equipment in rooms that cannot be
accessed by persons who are not connected with the
maintenance of this room,;

— in the event of a hard disk failure, call a rep-
resentative of the supplier and inspect the damage
in the presence of responsible representatives of the
company;
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— update antivirus databases every day;

— conduct regular third-party security audits of
the company, as well as penetration tests performed
by independent experts

— regularly use the vulnerability scanner to
track changes in the security of the company’s in-
formation system;

— ensure that the company’s information sys-
tem meets any published security standard;

— use only certified local and network security
tools in the company;

— exclude the presence of service personnel in
the company’s office without the presence of con-
trolling persons;

— develop a list of documents and recommenda-
tions on non-disclosure of confidential information
by employees.

Conclusions

The study substantiated the feasibility of im-
plementing an information security system at a
manufacturing enterprise, and described in detail
the procedure for auditing information security in
a particular organization. In accordance with the
goal, the following tasks were solved.

Collected and analyzed information about the
company. Important business processes of the com-
pany include the processes of production of products
(fabrics). Special attention is paid to the technolog-
ical process of production. For effective operation
of these business processes, up-to-date information
from the information system is necessary, access to
which should not be difficult for authorized persons.
Also, the information must be securely protected
from access by unauthorized persons. To ensure
these requirements, it is necessary to conduct a se-
curity audit of the information system.

Possible types of information system security
audits are analyzed. A review of methods for iden-
tifying threats and countermeasures is made: an

7

approach based on risk analysis, an approach based
on information security standards, and a combined
approach. We selected a comprehensive audit with a
combined approach to identifying threats and coun-
termeasures. The ISO/IEC 27001 standard was cho-
sen as the information security standard, which de-
scribes the requirements for information security.
FRAP was chosen as the risk analysis method.

The company’s information system security au-
dit was conducted taking into account the selected
procedure. Existing threats to information security
were identified and analyzed. The most important
of them are: server failure due to technical reasons,
as well as copying information to external remova-
ble media for further disclosure.

Developed recommendations to eliminate exist-
ing threats to information security for the company.
The most important implementation recommenda-
tions are the purchase and installation of an air con-
ditioning and fire alarm system in the server room,
as well as the implementation of a DLP-system de-
signed to prevent leaks of confidential information
outside the corporate network. In addition, the cost
of all recommended information security measures
for threats found was 183,000 rubles, which is in-
cluded in the company’s acceptable information
security budget of 210,000 rubles. If these recom-
mendations are implemented (organizational and
software-technical), the security of the information
system will increase, and the risks of threats found
will decrease, which will allow the company to avoid
financial and reputational losses in the future.
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Breaenune: konmnuecTBo HH(MOPMAIIMOHHBIX aTaK HA HH(OPMAIMOHHBIE CHCTEMbI KOMIIAHWI B HACTOAIIEe BPeMs 3HAYUTEIHHO YBEIHIH-
smoch. HexenarenbHble MOCIEACTBIA TAKUX BO3LEUCTBUN 3aKIIOYAIOTCH KAK B (DMHAHCOBBIX, TAK U B PEIYTAIMOHHBIX OTepsax. [ moBbI-
meHus 3(pPeKTHBHOCTH 3aIIUTHI HH(MOPMAIUX He00X0[uM 000CHOBAHHBIH aHATIN3 YPOBH: Oe30macHocTH HH(MOPMAIuoHHOH cucTeMbl. Iless:
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TBI: IPOAHAIU3UPOBAHA IETEIBHOCTh KOMIIAHUH, COOpaHa HeoO0xoaumMas HH(GOPMAIUs I IPOBejeHus ayauTa 6e30nacHoCTH HHpOPMAaIU-
OHHOU cucTeMbl. Ha 0CHOBe aHaIM3a MOAX0A0B K BBIABIEHHIO yIPO3 U KOHTPMED, a TAKIKe CIIeIU(UKNA PACCMATPHUBAEMON KOMIIAHUH ObLI BbI-
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0T 6a30B0OV CTaHLMM, OMUCAH MOAESbIO CO CIlyYarHbIM JOCTYNOM U MHOXECTBEHHbIM BbIXOAOM, npeanoxeHHov C. I. occom B 2017
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3HAaYNMOCTb: MPEAJTIOKEHHDIV COCO6 OMpeaesieHns CPeAHEro Bo3pacTa H(opMaLmu 418 CUCTEMbI C MHOXECTBEHHbIM BbIXO40M I10-
3BOJIAET CPaBHMBATH 10 3TOMY [10Ka3aTesl0 Pa3/INYHble CLEHapUM CUCTEM MHTEPHETA BelLed U ONpesenaTh Lieleco06pasHOCTb UC-
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BBenenne

3a mocliemHUe HEeCKOJBKO JIeT MHTEPHET Belei
(Internet of Things — IoT) ycmen 3auars BaKHOE
Mecto B Haied xusuu. [oT [1] mossoasieT cosmaBaTh
TUTAHTCKWE CEHCOPHBIE CETH, KOTOPhIE MOTYT IIepe-
IaBaTh JaHHbIe MEKIY cO00M UK HA OOIIUH IIeHTP
6e3 yuactus udesnoBera. Cucrembr IoT momoraror
HaM CJIeIUTh 3a OKPYsKaIoIllel cpeoii, BOBpeMs pe-
aFI/IpOBaTb Ha ‘-IpeSBI:-I‘-IafIHbIe CI/ITyaHI/II/I, y,I[aJIeHHO
KOHTPOJMPOBATEH COCTOAHUE 370POBhiA. B cucremax
IoT mocTosHHO BO3pacTaeT YHCIO YCTPOMCTB, UTO
MIPUBEI0 K IIOSBICHUIO JBYX B3aMMOCBSI3aHHBIX
mpobisiem: 1) XOpPOIO HCCIENOBAHHBIE XapaKTepH-
CTUKHU TAKUX CHCTeM (3afiep:KKa ¥ T. II.) HE MO3BO-
JISIOT B MOJIHOU Mepe y4ecTh 0COOEeHHOCTH JAaHHbIX,
KOTOpbIEe MepealTcs B TAKUX CHCTeMax; 2) ¢ yBe-
JTUYEHHEM YHCIIa YCTPOUCTB CHCTEMA MOKET Iiepe-
crarb paborarsb CTa0UILHO.

Onumnem O6onee geTajbHO MEPBYH Ipobie-
Mmy. B Teopum cucrem mMaccoBOro o6CIy:KMBAHUA

(CMO) ogHuMM u3 OCHOBHBIX HIOKa3saTeled Kade-
cTBa PaboOThI CUCTEM ABISIETCSA CPEeNHAI 3alepik-
ka. Ona wmccienyercss maBHO, B TOM 4YHC]IE U B
cucTeMax WHTepHeTra Belei. B cucremax MOHH-
TOPUHTA OKPY:KAWIIEH Cpeabl WIH JECHBIX IIO-
JKapOB HEO0O0X0AMMO, YTOOBI COOOIEeHUs 00 m3Me-
HEHHHW IIOKasaTelleldl TeMIIepaTyphl, BIAMKHOCTH
NN CTelleHUu 3aI‘pH3HeHI/Iﬂ Bosnyxa HpI/IXO,I[I/IJII/I
Ha ob6muii 1euTp cBoeBpemenuo. [Ipu sTom m3-3a
OTpaHMYEHHBIX PECYPCOB KaHAajla B TAKHX CHCTE-
Max COOOIIeHus OYyAyT MPUXOAUTD C 3aIePIKKOMH.
YMEHBIINUTh CPEeNHION 3aJePKKy B CHCTEME MOXK-
HO 3a cueT yMeHBH_IeHI/Iﬂ MHTEHCUBHOCTH I10ABJIE-
HHUS HOBBIX COOOIIEHHH, T. €. 34 CYET YBeINICHU
mepuoja aHalu3a OKpYy:Kamiled 00CTAHOBKH.
OHAaKO IpH TAKOM IOAXOIE M3MEHEHHE BAMKHBIX
nokasaresiedl CucTeMbl MOHUTOPHHTA MOXKET ObITH
IMOJIyYeHO HECBOEBPEMEHHO, TAK KaK COOOIeHUs
OyAyT OTIpaBiasaThCcA peske. Takum obpasom, oI-
TUMHU3AIUA cpefHel 3amep:xku B cucremax 10T me
MPUBOAUT K OINTHMH3ANUN BPEMEHH IIOJIyYEeHU
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CBEKHUX JAHHBIX O COCTOSIHHU cuCTeMbl. FIMeHnHO
3TOT PaKT 1 00BICHAET CPOPMYIHUPOBAHHYIO pa-
Hee IepByio mpobiaemy. s ee pelreHus BO3SHUK-
a He0OXOAUMOCTDH BBEJEHHA HOBOTO MOKa3aTessd
KayecTBa (PYHKI[MOHMPOBAHUS CHCTEM, OTpaKa-
IOIIEero aKTyalbHOCTD IOJIYUYEeHHOH HHPOPMAIIUH.
Takoit moxasarenb OBbII Tpemo:xKeH B paboTe
[2] u monyuusn HasBaHWE BO3pacT WH(POPMAIIHH.
B anrnosssrauoi aureparype A1 HEro UCIoab3y-
ercs TrepmuH Age of Information (Aol). Ou moxer
UTPaTh BAKHYIO POJIb HE TOJbKO B cucremax loT
[3], HO ¥ B BOIIpOCax HANEKHOCTHU PA3JIUIHBIX CHU-
cTeM mepeaadyu JaHHbIX [4].

Onuu u3 nyTei peleHus BTOPOH IpobaeMbl cu-
creMm [oT — 5T0 uCIOIB30BaHME CHCTEM CIAYYANHOTO
IOCTyIla ¢ MHOKECTBEHHBIM BBIXOAOM [5, 6], KOTO-
pble MOTyT 06eCIeYuTh YCTONYUBYIO pabory mpwu
10601 MHTEHCUBHOCTH BXOAHOTO TOTOKA. Kak 65110
OTMEUYEHO BBIIE IIPU 00CYIKISHUM MEePBOM Mpobiie-
MBI, B IIOCJIEIHEE BPEeMs:A CPeTHHU BO3pacT HHQOP-
MaIli¥ WHTEHCUBHO KMCCJIE0BAJICH IS PA3IHIHBIX
mogpeinei cucrem l1oT. Oguako qs cucreM, KOTOpbIe
MOTyT 06€CIEeYHTH YCTOMYUBYIO paboTy IIpH JII000H
WHTEHCUBHOCTH BXOJHOTO ITOTOKA, TAKHE HMCCIIENO0-
BaHuA He mpoBoxmauchk. [loaTomy wuccremoBaHume
cpeaHero Bo3pacTa WHQOPMAIUM [IJd CHCTEMBbI
C MHOKECTBEHHBIM BBIXOJOM SBJISIETCSI AKTyalb-
HBIM.

0630p ucciIenoBaHUil CPpeTHETO BO3pacTa
nHpopmarnuu B cucrtemax [oT

Buepssie nousaTre cpenHero Bospacra nHpopma-
nuu nias cucreMm [oT 6110 chpopmynupoBaHo B pa-
6ore [2]. B sToit pabore, a 3arem B paborax [7-9]
ObLT omMCcaH CImoco6 BBHIYUCIEHUS CPEIHEero BO3-
pacra uHdopmaruu 1 mpocredmux CMO, rakux
kaxk M|D|1, M|M|1 u D|M|1. B pa6ore [10] uccie-
oyeTcs CpegHHI Bo3pacT mHpoOpManuu Aas Goiee
caoxxuabix CMO ¢ npAMbIM U 06PATHBIM IIOPSIIKOM
obcamykuBaHusa. B aHIIOS3bIUHOM JTHTEpPAType Cy-
[[ECTBYIOT COKpPAIleHHbIE HA3BaHUA IS IPIMOIrO
(First-Come-First-Served — FCFS) u o6parmoro
(Last-Come-First-Served — LCFS) mopsimka o6ciry-
JKuBaHug. Bospact uH@OpPMAIIUY IJI CHCTEM C He-
CKOJIbKMMY MCTOYHHUKAMH pacCMaTpUBaJICsI B pabo-
Te [11].

B o6ombmmucre cucrem IoT pus cuemapues
¢ GOJIBIINM YHCIOM YCTPOMCTB HCIIONB3YETCS CILY-
yadHBIH MHOMKecTBeHHBIH moctym (CMJI) [12].
Hampumep, B ceTsix, MOCTPOEHHBIX IO TEXHOJIOTHU
LoRaWAN, wucmonbsyercss ajJroOpuTM CAy4YalHOIO
muo:xkecTBenHoro mocryna ALOHA [12, 13]. B na-
cTosdllee BpeMs IOSBISIOTCSI HMCCIAETOBAHUA Cpe[-
Hero Bodpacra uHopmaruu B cucremax CMJI [14—
21], yuuThIBaWINuE CHelu(pHUIecKrne 0CO6EHHOCTH
TaKUX CHCTEM.

s OonpHIMHCTBA CHCTEM Ilepefadyu AaHHBIX,
B ToM umcie u aiad cucrem CM], cpemusas samep:-
Ka ABJIIETCS MOHOTOHHO BO3pacTamllei (yHKIuen
OT MHTEHCUBHOCTH BXOAHOTO moToKa. CyIecTByer
HEOOJIBIION KJIACC CHCTEM, B KOTOPBIX CPeIHSAA 3a-
neps;xka memonoronna. Hampuwmep, B cucreme CM]]
¢ 00paTHOM JBOUYHOH CBA3BIO «yCIEX-HeycIex» [22]
CpemHssa 3aJepiKKa MMeeT BBICOKWE 3HAYEHUS IPU
HU3KAX WHTEHCHBHOCTAX BXOIHOTO IIOTOKA, 3aTeM
C POCTOM HHTEHCHBHOCTH OHA yObIBAeT W CHOBA
BO3pacTaeT, KOrja CHCTeMa IlepecTaer ObITh CTa-
ounbHOM. B oTnmume or cpemmei 3amep:KKuU, Cpe-
HUU Bo3pacT WH(OPMAIIUK He ABISIETCI MOHOTOH-
HO Bo3pacramouieii (PyHKIHEHd 0T WHTEHCUBHOCTHU
BXOJ[HOTO IIOTOKA. Bo MHOruX cucremax, HampuMep
B CMO c nopsaarom obcry:xuBauus FCFS u B cucre-
max CM/[ ¢ anropurmom ALOHA, cpenuunii Bospacr
nHpOpPMAIMK yOBIBAET C POCTOM HHTEHCHBHOCTHU
BXOJHOTO IIOTOKA HA WHTEPBaje MajbIX 3HAYEHHUU
¥ HEOTPAHWYEHHO BO3PaCTaeT, KOrja CUCTeMa repe-
craer ObITH CTAOWIBbHON. B HEKOTOpHIX cucTeMax,
manpumep B cucteme M|M|1 ¢ mopsmkom oGemy-
skuBanus LCFS, cpemuwuit BospacT mHpOpManuu
C POCTOM HWHTEHCHBHOCTH BXOJHOIO IIOTOKA MOHO-
ToHHO yObIiBaeT. OH IPOAOIKAET YMEHBIIATHCA a-
JKe B TOT MOMEHT, KOIJa CHCTeMa IepecTaeTr ObITb
crabunbHoM. IIpu aTOM, KaK U B caydae co cpemHei
3a/IepIKKOY, IPU 3aJaHHOM HHTEHCUBHOCTH BXO-
HOTO IIOTOKA JKeJIaTeJIbHO, YTO0BI CPEAHUN BO3PACT
uHpopMaIu ObLI KaK MOKHO MeHbIIe [14].

Ilonarue cpenuero Bo3pacra mHpOpMauu
B CMO u cucremax CM]]

PaccmorpuM moHATHE cpepHero BospacTa HH-
opmaruu cormacuo [2]. Bospact wmdopmaiimu
A(t) — QyHKIUSA OT BpeMeHH, 3HAYEHHE KOTOPOH
YBeTHYMBAETCA TUHEHHO M yMEHbIIAeTCA B MOMEHT
3aBepIIeHUA OOCIy:XMBAHUA OYEepPEeNHOH B3aABKH.
Bynem cuuraTh, uTOo B Hauajle paGOTBI CHCTEMBI
A(0) = 0. O6osnauum uepes T, BpeMs NOSBIEHHA
B CHCTeMe 3adBKH OT yCTpolicTBa i, a uepes Ty,
BpeMsa 3aBepIIeHHA OOCIy:XMBAaHHA B3aABKH OT
ycerporcrsa i. Torna B MomeHnT Bpemenu T,,, BO3-

pact uHbOpPMAIIHT A(Tgut) YMEHBIIUTCA Ha BeJu-

anny, pasuyo T — Tt

O6ozuaunm yepes T' Bpemsa HabI0OAeHUT 3a pa-
6oroit cucremsbl. Torma cpexuauit Bospact uudopma-
nuu ZT Ha uHTepBase Habawomenausa [0, T'] ompene-
asgercd KAk OTHOIIEHWEe IIOMAU IOJA TIpaduroM
dyuEIEH A(f) K HHTEpBaLy BpeMeHH PaboThl CHCTe-
Mmer T [2]:

_ 1 T
Ap = [A@ar.
0
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Cpenuuii Bo3pacT HHPOPMAIITUH ZT Ha mmoJybec-
KOHeYHOM HMHTepBase Habmomenus [0, +o) ompene-
JISIETCS CIIeMYOIUM o6pa30M:

= lim AT 1)

T—w

Pacemorpum CMO ¢ mopsproM 06CIy:KHBaHUS
FCFS u cayuaiiHbIM BpeMeHeM OOCIy:KHBAHUI.
IIpumep paboThI Tako# cHUCTEMBI IPEACTABIEH HA
puc. 1. Ilpenmomnoxum, uTo 3a paboTOil CHUCTEMBI
HabaOIa0T B TeyeHue nepuoaa spemenu 1. Bygem
CYUTATh, YTO B HAYAJIbHBIA MOMEHT BPEMEHU B CH-
crTeMe HeT HU OIHOM 3aaBKHU. IlycTh 3a mepuon Ha-
6uroeHus B cucTeMe ObLIH 00CILYKEeHbI TPU 3adBKHU.
Ha puc. 1 mokasano, kak OymeT MEHATHCSI BO3PACT
nH(pOpPMAIUY B TAKOH cucTeMe Ha uHTepBaje ot 0
mo T. @yurnua A(f) 6ymer MMeTh MUI000PASHBIN
BHUI.

B namnoM npuMepe cpegHui Bo3pacT uHpopMa-
unu Ha uHTepBase or 0 1o T — oTHOIIEHWE ILIoIIa-
IV 3aIITPHXOBAHHOM 007aCTH K JIWHE WHTEpBaja
nabnogenuna T. IToxkamxeM, KAk MOKHO BBIYHCIHTD
CpemHUH BO3PaCT HH(POPMAIUH, UCIIOIb3Ys JaHHbIE
0 MOMEHTaX IOCTYILJIEHUS 3adBOK B CHCTEMY M MO-
MEHTaX OKOHYAHUA OOCIYKUBAHUS. 0603Hath
yepe3 s; IJIOIIAAb TpaIeIuy AoAlBl ns depes

S — ILIOIIANb Tpaneunn T1 AszT

in» depes sg —

Ionanas rpanernuu 7 A3B3 m, ayepes s, — ILIO-
manab TPeyroJbHUKA T3 B3T ui- lorma cpemHumii
Bospact mH@opmaruu Ha uHTepBame or 0 mo T
B TAHHOM IIPUMEPE MOKHO BHIYUCIUTD CIEMYIONIHM
obpasom:

- 1
AT Z?(Sl +S2 +83 +S4). (2)
Haiimem miomagu kasmod us sTux Quryp or-

nenbHo. Ilmomane Tpanmemmm AyA;BT;, MmoxHO
BBIYHCINTH KaK PAasHOCTh ILIOWIANeH IBYX Tpe-

As
‘r 4y 55 /]
Ay / \/s
A S // /4
A =2 v
s // //s B
LA A 182 13
7< / : 5
1181 | vl
I 7|
ﬁ/ A
AR A ¢
0] t
| Tii Tii T T Tou Ty : Toit
le o
0 T

B Puc. 1. Tunosoii Buj 3aBUCUMOCTH BO3pacTa WHMOP-
MaIii OT BpeMeHU

B Fig. 1. Typical view of the dependence of the age of
information on time

YTOIbHUKOB AOAlT(;gu T BlTout Jannble Tpe-
YTOTBHUKH ABJIAIOTCA IPAMOYTOJBHBIMH M PABHO-
6enpennrpiMu. CieoBaTebHO, IMI0OIALb TPAIEIIHH

AOAlqu-YL}'l 6y,I[eT paBHA
1 1 2
(Tout ) (Tout TL}L ) . (3)

[Inomanu Tpaneruit Ti}lAZBZTL% u Ti%lA3B3Tl§l
BBIUHCIAIOTCSA aHATOTHYHO:

Si:;( out Tllnl) _;( out T;ln) ’ @)
roe i € {2, 3}.

IImomank TpeyroabHUKA TiiB3T i MOMKHO BBI-
YHCIUTD 10 POPMyJIie

1(Tout 7;,?1) . (5)

Ilogcrasus (3), (4) u (5) B BeIpakenue (2), mMoIy-
UM

ZT o ((Tout) (Tout Tz )2 +

(22t - (12, -2) (8 -2 ) ). ©

Ilo amamorum ¢ paccMOTPEHHBIM BBIIIE IPHUME-
POM MOMKHO TMOJYYHTH BBIPAKEHUE IJIs CPEeIHEero
Bospacra nudopmaruu B ob6mem Buge. O6o3naunm
yepes 1 YUCII0 3asIBOK B CHCTEME, KOTOpbhIe ObLau 06-
cay:eHbI 3a BpeMs T oT Hayajaa paboThl CHCTEMBIL.
Toraa cpexuuii Bo3pact HH(POPMAIIUH B 3TOH CHUCTE-
Me MOKHO BBIYMCJIUTD ITI0 CIeAYIOIIel hopmye:

— 1 n -
ATZ? 81+Zsi+s . (7)
3mech § — ILIOMAAbL TPEyTOALHHUKA, BEIYHCIISA-
eMadad Kak
1 .
SZE( out Tm) : ®)

IToxcrasus (3), (4) u (8) B BhIpakenwue (7), moiy-
YuM

ZT 9T ((Tout) (Tout T;L) +

[y S A AN

Hcnonesys Beipamenue (9), MOKHO IO pe3ylb-
TaTaM MMHTAIMOHHOTO JKCIEPUMEHTa BBIYHCIHUTD
sHauenue Ap. B pabote [2] mokazaHo, Kak Ha OCHO-
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Be (9) nis cucrembl M|M|1 M0&HO IOIyYUTDh ABHOE
BbIpasKeHUE 3aBHCHUMOCTH CPEIHEro BO3pacTa WH-
dopManuu 0T MHTEHCUBHOCTH BXOIHOTO IIOTOKA A
¥ UHTEHCUBHOCTH OOCIYKUBAHUS LL:
2
D P ,
u p 1-p

rme p = A/u. B paborax [7-9] paccmarpusBaiorcs
crioco0bI BBIYMCIECHUS CPEIHEro Bospacra wH@Oop-
maruu u ajd gpyrux CMO.

Paccmorpum cucremy M|D|1, koTopas ssisercs
oxuoit u3 mpocreiimux CMO ¢ mopsaakom obcay:KuBa-
uua FCFS u nocroanubiM BpeMeHeM 06CIyKUBaAHUS.
TIpenmomnoxum, uTO BpeMsi PabOThI CHCTEMBI pas-
JIeJIeHO HA WHTEPBAJIbI ONMHAKOBOM JJWHBI — OKHA.
JlnurensHOCTH OHOrO OKHA PABHA BPEMEHHU 00CILY K-
BaHWI OJTHOH 3aABKH. [[J151 yIIPOIIIEHNA aHAII3a CUCTe-
MBI OyZIeM CUHUTATh, 9YTO HTO BpeMsd PaBHAETCA eUHU-
me. Byznem mpeamonaraTs, 4To 00CIy;KMBAHNUE 3adBKA
MOKeT HadaThCs TOJAbKO B Hauase okHa. HasoBem sty
cucremy cuHxXpoHHOM cucremor M|D|1. Haubompumit
WHTEepec mpencraeiser cuHxpornHas cucrema M|DJ1,
TaK KAk B JaJbHeHIeM MbI OyZeM CPaBHUBATH C HEH
6osee cI0KHbIE CHHXPOHHBIE CHCTEMBL.

Cpenuuii Bo3pacT mH(pOpPMALNK HA WHTEpPBAJE
ot 0 mo T myist 9TO¥ CUCTEMBI MOKHO OLIEHUTH C I10-
MOIIBI0 UMHUTAIMOHHOTO MOAEIHPOBAHUS, UCIIONb-
3ya Beipaskenue (9). MogenupoBaHue CHHXPOHHOU
cucrembl M|D|1 M0OXHO OpraHM30BaTh CIEIYIOLIAM
obpaszom.

1. 3agaTps mapaMeTpbl CUCTEMBI: BpeMs paboThI
cucremsb! T, uaMepsgeMoe B OKHAX; MHTEHCUBHOCTH
[IOSIBJIEHUS 3a5IBOK B CHCTEME A.

2. CrenepupoBaTh I KaKI0H 3aIBKU BpeMd ee
[IOSIBJIEHUS B CHCTEME B COOTBETCTBUH C IIyaCCOHOB-
CKUM ITOTOKOM MHTEHCUBHOCTH A. BRIYUCIUTE KOITH-
4eCTBO 3as1BOK, IOABUBIINXCA B cucTeMe 3a 1 OKOH.

3. Hafitu nia kasmoil 3asiBKH BpeMs ee 00Ciy-
JKUBAHUSI B COOTBETCTBUU C IOPAAKOM OOCIYKHBa-
nus FCFS. Beruucauts KoInuecTBo 3asIBOK, 00CIy-
JKeHHBIX B cucTeMe 3a T OKOH.

4. OnennTdh cpefHUE Bo3pacT WH(MOPMAIIUHA HA
unTepsaie ot 0 go T, ucroab3ys Beipakenue (9).

Ilpumep wusmeHeHus Bo3pacTta WHQPOPMAIUH
B cuaxporHou cucreme M|D|1 ua uarepsaie ot 0 mo T'
mpuBezneH Ha puc. 2. B nanHO# cucTeme Bo3pacT UH-
dopmManmu MOKET YMEHBIIUTHCA TOJBKO B KOHI[E
OKHA, TAK KaK CHCTeMa SBJIAeTCSI CHHXPOHHOM.

B ornmuwme or cucremsr M|D|1, B cucreme ¢ ain-
roputrmoM ALOHA moryT Bo3HHKATh KOH(IUKTHI.
KouaukTsl HapymiaroT MOPAIOK O6CIY:KHBAHUS
¥ eIal0T ero CIy4aiHbIM mpoieccoM. Ilpu BbrumC-
JIEHUHU CpPeJHero Bo3pacra HH(MOPMAIIUHU B TAKHUX
cHUCTeMax MPUHITO YYUTHIBATH TOJBKO T€ COOOIIe-
HUsA, KOTOPbIE TOKUHYIU CUCTEMY He T03Ke TOIBUB-
IIUXCS TTOCJIe HUX coobienuii [14]. I pyrumu ciosa-
MH, €CJIH COO0IIeH e I TTOKUHYJIO CHCTEMY TI03:Ke CO-

A(#)

/ |
|
|
|
|
|

1/ 2 3 5 6 7
,\/,\/f.,\ LIl *
12" 3 4 5 6 7 8 | ¢
0 T

B Puc. 2. Ilpumep u3MeHeHHs Bo3pacTa HHMOPMAIUN
B CHHXPOHHOH cucreme M|D|1

B Fig. 2. An example of changing the age of information
in the synchronous system M|D|1

ob1enusj uj > i, To UH(MOPMALUA B HEM CIUTAETCS
HEeaKTyaJbHOW M CPeJHUH BO3pacT HHQPOPMAIUU
mpojoikaeT pactu. [Ipumep usmeHeHus Bo3pacra
nHpopManuu B cucreMme ¢ anropurmom ALOHA na
uHTepsaie ot 0 1o T mpencTaBaeH Ha PuUc. 3.

Ins anropurma ALOHA cymecTBeHHO clloxKHee,
gem gaa CMO us pabor [2, 7-9], nonyuuTth SBHYIO
3aBUCUMOCTh CPEJHEero BO3pacTa HH(MOPMAIIHHA OT
WHTEHCUBHOCTHY BXOAHOro moToka. B pabore [14] mo-
JIy4EHBI TOJIBKO OIIEHKH CpeIHero Bo3pacra nHdop-
maruu qius aaroputma ALOHA.

ITpu 60sbIIIOM YKCIIE OKOH KMUTAITHOHHOE MOJIe-
JUPOBaHUE O3BOJISIET IOJIYYUTh OIEHKY CPEIHEro
Bospacra uH(popMmaiuu (1) ¢ 10b0# 3aTaHHON TOY-
HocThi0. Ha puc. 4 moxkasaHbl 3aBUCHMOCTHU Cpe/I-
HEro Bo3pacta HWHAOPMAIUH OT HHTEHCHBHOCTU
BXOJIHOTO TIOTOKA /I CHHXPOHHOU cuctembl M|D|1
u cucremsl ¢ anropurmom ALOHA. Jlanubie 3aBu-
CUMOCTH TOJYYEHBI C ITOMOIIBI0 MMUTAIHOHHOTO
MoxenupoBarug mpu T = 100 000.

Bompocer crabunsaoctu CMO u cucrem CM[
C HEOTPaHHYEHHBIM YHCJIOM YCTPOHCTB HCCIEAyIOT-
ca pasHo [23, 24]. Tlox cpexueii samepmkoit D (L)
B TAKUX CHUCTEMax IIOHUMAaeTCs CpelHee BpeMs Ha-
XOKJEHUST COOOIIEeHUs B CHCTEMe P WHTEHCHBHO-

A®)

7L
1

0 T

N
c.ox(
U
%1%
U
N
U
q
XY

[N
o
[«})
It 3

B Puc. 3. Ilpumep msmeHenus Bospacra WHQOpPMAIUNA
B cucreme c¢ anropurmom ALOHA

B Fig. 3. An example of changing the age of information
in the ALOHA algorithm
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B Puc. 4. Cpenuuii BospacT HH(OPMAIUH B CHCTEME
M|D|1 u B cucreme ¢ anropurmom ALOHA

B Fig. 4. Average age of information in the M|D|1 sys-
tem and in the ALOHA algorithm

CTH BXOIHOTO IOTOKA A. J[JIs KA 10 U3 STHX CHCTEM
W3BECTHA KPUTHUYECKAS WHTEHCHBHOCTH BXOIHOTO
IIOTOKA A, KOTOpas OIpefielaeTcs CIeLyouuM 06-
pasom: A, 2sup{i:D(L) <o}. Jlpyrumu croBamu,
A, — DTO HHTEHCUBHOCTB, 10 KOTOPO cucTeMa pabo-
taetr ycroiunso. lna cucremsr M|D[1 A, = 1, a nna
cucremsl ¢ anropurMom ALOHA ), = e~l. Cpenunit
BO3pacT HH(OPMAIIUH B 00€UX CHCTEMAaX KOHeUeH Ha
uaTepBane (0, 1) 1 HeorpaHMYEHHO BO3pacTaeT Ha
rpaHuUIlaX dTOro WHTepBaia. /s HATIATHOCTH HA
puc. 4 zaBucumocts A(L) ma cucremsl M|D|1 mpu-
BemeHa mpu A B amamnaszone ot 0,05 mo 0,975 < 1, a
s cucreMbl ¢ anroputmomM ALOHA — B guamnasone
ot 0,05 10 0,3678 < e1,

Moneas cucreMbl

Mogens cucrempr CMJI ¢ MHOKECTBEHHBIM BBI-
xXo7iloM ObLTa BIIEPBBIE IpemokeHa B pab6ore [5].
JlokasaHo, 4To OHA paboTaeT CTabHUIBHO IPHU JH000H
UHTEHCUBHOCTH BXOIHOTrO motoka [5]. B aToit Mmonenu
B KauecTBe 30HBI JeHUCTBUS 6A30BOM CTAHIIMHU pac-
CMATPHUBAETCS MOBEPXHOCTH CQepPhI, UTO MO3BOJISIET
nsbexarb KpaeBbix 3dgderToB. OmHAKO MOmEIHUpO-
BaHNE U aHaJNW3 TaKOH MOJEJH SIBJSIETCSI CJIOKHOH
samaueii. B pabore [6] mpemsio:xeHa ympoleHHAs
MOOeJJab CUCTEMBbI C MHOKECTBEHHBIM BBIXOIOM. B Ka-
YecTBe TEPPUTOPUH, HA KOTOPOH HAXOASATCS yCTPOU-
CTBA, B 9TOM MOJIEJIH PACCMATPUBAETCH OKPYKHOCTD.
TIpu TakoMm momxome Takike OTCYTCTBYIOT KpaeBble
apeKThI, HO CTAHOBUTCSI IIPOIE MOEIUPOBATH
¥ aHAIU3UPOBATh Mojeab. OCHOBHBIE CBOWCTBA CH-
CTeMBbI IPH 3TOM COXpaHaioTcd. IlosToMy B Teky-
et pabore OymeM paccMaTpUBaTh MOJENb CHCTEMbI
C MHOKECTBEHHBIM BBIXOJ0M U3 paboTsr [6].

Omnuirem Mojienb CUCTEMBI U3 paboTsI [6] B Buje
Habopa IOmyIIeHuH.

1. B cucreme nmeerca 6a3oBasg CTAHIUA. SOHOU
nelicTBUA 0a30BOH CTAHIIUH CUYHTAETCA OKPYIK-
HOCTb. [IprMeM IIHHY OKPYKHOCTH 34 €JUHUILY.

2. Ilpomecc moABJIEHUA YCTPOHCTB B CHCTEME
OITHUCBhIBAETCI IPOCTPAHCTBEHHBIM TOYE€YHBIM ITyac-
COHOBCKHM ITPOI[ECCOM HHTEHCHUBHOCTH A. B MoMeHT
TOSIBJIEHUST YCTPOHCTBO COAEP:KUT eIUHCTBEHHOE
coobmenne. Ilocime ycmemHo# mepemadm yCTpOH-
CTBO TIOKHUJAeT cucTeMy. B maHHOI Mozenu yCcTpOii-
CTBO U COOOIIeHNE ABIAITCI TOKIECTBEHHBIMH I10-
HATUIMH.

3. Bpemsa B cucteme paszneneHO HA OKHA OfWHA-
KoBoro pasmepa. Cuuraercs, YT0O yCTPONCTBA 3HAIOT
MOMEHTHI pasjiesieHusa okoH. IIpenmonaraercs, 4To
repegadya CoOOIIEHNs 3aHUMAET O{HO OKHO U MOYKET
OCYIIIEeCTBIATHCA TOJIBKO B HaUaie OKHA.

4. B oxHe MOKeT IPOU30UTH OHA U3 TPEX CUTYa-
mui: «ycrex» (mepegaeT 0JHO YCTPOUCTBO), «IIyCTO»
(HH 0ZHO yCTPOMUCTBO He IIepesaeT) Uin «<KOH(MIHKT>
(mepematoT qBa MU 60JI€€ YCTPOUCTB).

5. Ilpeamonaraercs, 4To B CHCTEME HMeeTcsd
obpaTHas cBsi3b. B KOHIE Ka:kmoro oxkHa 6asoBas
CTAaHIMA IlepefaeT ¢ IOMOIbI0 OOpPATHOH CBA-
31 BCEM ycTpo#cTBaM HH(OPMAIUIO O COOBITHU
B OKHE.

6. Bce ycrpoiicTBa, KOTOpble HAXOAATCA B CUCTE-
Me, SBJISIOTCS aKTUBHBIMH. B Hauaje KaKIoro Ok-
Ha aKTHBHBIE YCTPOMCTBA C BEPOATHOCTBIO p, = 1/N,
IPUHHUMAIOT peleHyne o nepegade coobmenus. N, —
YHCJIO YCTPOMCTB B CHCTEME B HAYaAJIe OKHA £, KOTOPOe
HU3BECTHO BCEM YCTPOUCTBAM.

7. Komr4ecTBO yCTPOMCTB, IOKHAAKIIAX CH-
CTeMy, 3aBHCHUT OT KOJIHMYecTBa coceledl yCTpOu-
CTBa, Y KOTOPOro ObII «ycmex». CucTeMy IOKua-
0T YCTPOUCTBA, HAXOMAIIHECH HA PACCTOSHHUH I" OT
yCTpPOIHCTBA, Y KOTOPOro ObLI «ycmex». depes & 000-
3HAYUM JJINHY AYTH OKPYKHOCTH, PABHYIO 2r.

B ponmymenuu 2 ucnonb3yeTca IPOCTPAHCTBEH-
HBIU TOYEYHBIN IyaCCOHOBCKUU IIPOIeCC HHTEHCUB-
HOCTH A. OTO O3HAYAET, YTO YCTPOUCTBA ITOSBIIS-
I0TCA B CHCTeMe B CIydalHble MOMEHTbI BpEMEHH.
KonuuectBo ycTpoiicTB, TOABUBIINXCA B OTHOM OK-
He, pacmupezeneHo 1o 3akony llyaccona ¢ mapame-
TpoM A. A ycTpoiicTBa paBHOMEPHO pacIpee/eHbl
no okpyskHOCcTH. Momenb TAaHHOW CHCTEMBI IIpe[-
cTaBjeHa Ha pHuc. 5. _

3aBuCHUMOCTH cpenHei safgep:xku D oT WHTeH-
CHUBHOCTH BXOJHOTO IIOTOKA A JJII CHCTEMBI C MHO-
JKECTBEHHBIM BBIXOIOM U CHCTEMBI C AJITOPUTMOM
ALOHA (puc. 6) moay4eHBI ¢ IIOMOIIbI0 UMHUTAIIH-
ounHoro mozpenuposanusa npu 1 = 100 000. xa cu-
CTeMbI C MHOKXECTBEHHBIM BbIXOAOM IIPDUBENEHO TPHU
3aBUCHMOCTHY IIPU PasHBIX 3HadeHHUAX ¢ (¢ = 0,005,
¢ = 0,01, ¢ = 0,02). [lonyuenubie pesyabTATHI HJI-
JIOCTPUPYIOT, uTO B cucteme ¢ aiaroputmom ALOHA
3ajiepaKa KOHEYHA IIpH A < e™1, a B cucTeMe ¢ MHO-
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B Puc. 5. Mogenb CHCTEMBI ¢ MHOKECTBEHHBIM BBIXOIOM
B Fig. 5. Model of a system with multiple departure
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B Puc. 6. Cpennsis 3aiep/KKa B CHCTEME C MHOKECTBEH-
HBIM BBIXOJIOM (IIPH PasIUYHBIX 3HAYEHHUSX €) U B CUCTEME
c anroputmom ALOHA

B Fig. 6. Average delay in the system with multiple de-
parture (for different values of ¢) and in the ALOHA algo-
rithm

I0OTCSI TOJBKO T€ COOOIIEeHHsA, KOTOPhbIE IMOKUHYIHN
CHCTEMYy He I03:Ke ITOSBUBIIUXCSA II0C/Ie HUX CO-
obmenuit. B oTamume OT CHCTEMBI C AJITOPUTMOM
ALOHA, B cucreme ¢ MHOKECTBEHHBIM BBIXOOM
B CJIy4ae YCIIEIITHOH Iepeadn COOOIIeHUS CHCTEMY
MOTYT ITOKHHYTH HECKOJBbKO YCTPOHCTB OJHOBpeE-
MeHHO. Torma mpu BBHIYNCIEHWH CPEIHEro BO3pac-
Ta WH(POPMAIMU YIUTHIBAETCSI TOJBKO TO COOOIIIe-
HHe, KOTOpOoe MOABUJIOCH B cucTeme mociaeaaum. Ha
puc. 7 mpeacTaBJIeH MpuUMep W3MEHEeHHUS BO3pacTa
uHQOPMAIINH /I CUCTEMBI C MHOKE€CTBEHHBIM BBI-
xomoMm Ha nHTepBaie ot 0 go 7.

3aBHCUMOCTH CPeIHEero Bo3pacra WH(MOPMAIIUU
OT WHTEHCUBHOCTH BXOMHOTO IIOTOKA [JIT CHCTE-
MbI C MHOKECTBEHHBIM BBIXOIOM IIPH Pa3IAYHBIX
3HAUEHHAX IapaMerpa €& U CHUCTEMBI C AJTOPUT-
mom ALOHA (puc. 8) mosy4eHbI ¢ IOMOIIBI0 MMH-
TaluoHHOro MopenupoBauua upu 1 = 100 000.
PesynpraThl mokasasiu, 4TO B 3TOU CHUCTEME CpEf-
HUH BO3pacT HH(MOPMAIINH, KAK U CPeIHAA 3a1ePiK-
Ka, KOHeYeH i J1000i MHTEeHCHBHOCTH BXOMHOTO
moroka. OmHAKO B OT/IMYHME OT CPEIHEH 3alepiKKu
CpeIHui Bo3pacT nH(pOPMAIIUHU He ABISETCI MOHO-
TOHHO BO3pacTamIined (PyHKIIHEH OT WHTEHCHBHO-
CTH BXOJIHOTO IIOTOKA.

3aBHCUMOCTH CpEeIHEeH B3a[ep:KKH U CPeIHero
Bo3pacTa WHQOPMAIUHU [JII CHCTEMBI C MHOKE-
cTBeHHBIM BbIXOmOM 1ipu ¢ = 0,01 u gma cucre-
mbl ¢ anropurmoM ALOHA nokasansr Ha puc. 9.
Ilonyuenubie pesyabTaThl HILTIOCTPUPYIOT HEOOBIY-
Hble 3 e ThI TOBEeHNS JAHHBIX XapaKTEPUCTHK.
IIpoananusupyem ux Ha Ka4eCTBEHHOM YPOBHE.

B cucreme c¢ anropurmom ALOHA cpenuas
3a/iepsKKa C POCTOM HHTEHCHBHOCTH BO3pacTa-
eT M3-3a YBEJIWYEHUs KOJMYeCTBA KOH(MIHKTOB.
Cpenuuii BospactT uH(OpPMAIMKU B CHCTEME C aJl-
roputrMom ALOHA npu HH3KHX HHTEHCHBHOCTSIX
BXOJHOTO IIOTOKA UMEeT BhICOKHE 3HAYEHUA U3-3a
penkoro modaBieHua coobuienuii B cucreme. C po-
CTOM WHTEHCHBHOCTH BpeMs MeKIy COOOIIeHu-

JK€CTBEHHBIM BBIXOJIOM 3aJIeP:KKa KOHEeYHA IIPH JIT0-
601i HHTEHCUBHOCTH BXOJHOTO IIOTOKA.

Cpenumnit Bo3pacT nH(GpOPMAITHH
IJIA CHCTEMBI C MHOKE€CTBEHHBIM BBIXOI0OM

Kak u B cucreme ¢ anropurmom ALOHA, npu
BBIYKCIIEHUH CpPEIHEero Bo3pacra HWHQOPMAIIUU
B CHCTE€MEe C MHOKECTBEHHBIM BBIXOIOM YYHUTHLIBA-
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B Puc. 7. Ilpumep uaMeHeHHs Bo3pacTa HHOOPMAIUN
B cuCTeMe C MHOXEeCTBEHHBIM BbIXOO0M
B Fig. 7. An example of changing the age of information
in the system with multiple departure
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B Fig. 8. Average age of information in the system with

multiple departure (for different values of ¢) and in the
ALOHA algorithm
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B Puc. 9. Cpenusisi 3aiep:KKa U CpeIHUI Bo3pacT uH(op-
MAIIMH B CHCTEME C MHOKECTBEHHBIM BBIXO/IOM U B CHCTEME
¢ airoputmom ALOHA

B Fig. 9. Average delay and average age of information

in the system with multiple departure and in the ALOHA
algorithm

AMH B CHCTeMe COKpallaeTcsd, Tak Kak cooblie-
HUSA B CHCTEMe MOABIATCA JYalne. JTO IPUBOJUT
K YMEHBIIEHUIO CPeHEr0 Bo3pacTa HH(POPMAIHH.
IIpu mHTEHCHBHOCTH BXOZHOTO IIOTOKA, OJIM3KOMH
K A,, HapyIIaeTcda IPAMOH IIOPATOK BRIX0Ja C0006-
ueHu# u3 cucreMmbl. Coobuienusa, KOTOpble BBIIII-

JIX U3 CUCTEMBI HE B CBOIO oUepeab, YYUTBIBAIOTCA
P BBIYKCJIEHWHU CPeIHEeH 3aJepKKU U He ydu-
ThIBAKTCA IIPU BBIYUCJIEHHWH CPEeaHero Bo3pacra
napopmanuu. [losromy B manHoMm ciydae cpef-
HHU# BO3pacT MH(MOPMAIUU CTAHOBUTCSI MEHbIIIE
cpenueit zamepxku. Ilpm A, cpemmas samepxka
U cpefHHU Bo3pacT HH(MOPMAIUN HEOIrPAHUYEH-
HO BO3PAacCTaT, TAK KaK KOJHNYIECTBO KOH(MPIUKTOB
CTAHOBUTCH CIHMIIKOM OOJBIIUM U COOOIIEHUS
IIpeKpamanT BbIXOAUTH U3 CUCTEMBI.

B cucTteme ¢ MHOKeCTBEHHBIM BBIXOIOM IIPY HHU3-
KUX WHTEHCUBHOCTSIX BXOJHOTO TIOTOKA CPeNHsIs 3a-
IepKKa U CPeIHUN BO3pacT HH(POPMAIIUH BEIYT Ce-
04 Taxk ke, kak u B cucteme ¢ anropurmom ALOHA.
C pocTOM MHTEHCHBHOCTH CPeRH:ASI 3aJepIiKKa CHa-
yaja pesKo BO3pACTaeT HM3-3a YBEIHYEHWS KOJIH-
yecTBa KOH(JIUKTOB B CHCTEME, HO TIOTOM MPAKTH-
yecku crabunusupyercd (He3HAYHUTEIHHO PacTer)
Hn3-3a YBEJIHYEHUSI KOJIWYeCTBaA IIOKHUIAIIMUX CH-
cremy coobienuii. CpegHuii Bo3pactT HHPOPMAIIHH
C POCTOM MHTEHCHBHOCTHU TOKE PE3KO BO3pACTaer,
TaK KaK u3-3a 00JIBIIOr0 YKCIa KOH(MIUKTOB yBEJIH-
YUBAETCH IPOMEIKYTOK MEK/LY YCIIIIHBIMY IIepefa-
yamu coobrernii. OmHAKO IOTOM CPEIHUM BO3pacT
nH(popMaIuu yObIBaeT, TAK KaK yBeIUIHNBaeTCH KO-
JIUYECTBO MOKUAAIIINX CHCTEMY COOOIIEHUM U CO-
00II[eHN Yalle BhIXOIAT U3 CUCTEMBL.

Taxum o6pasom, B 06eux cucreMax HabIIOgAET-
¢ WHTEPeCHBIH 3(PQeKT: IPH HUBKUX HHTEHCHUB-
HOCTAX BXOJHOIO IIOTOKA CPEefHA 3a[ePIKKa MEHb-
e CpeJHero Bo3pacra WH(OPMAIUHU, a IPU BHICO-
KUX — OOJIbIIe.

3aKIroueHue

B maunoit pabore 6bL1a paccMOTpeHA MOMENb CH-
CTEMBI CO CIIyYaHHBIM JJOCTYIIOM ¥ MHOKECTBEHHBIM
BBIXOJIOM u3 paboTbl [6], KoTopas crabwiabHA MIPH
1:060# HHTEHCUBHOCTH BXOAHOTO II0TOKA U IIOTEHITH-
aJILHO HEOTPAHUYEHHOM YKCJIE YCTPOMCTB B CHCTEME.
Brieperie mpeosken crocob OIEeHKH CPeIHEero Bo3-
pacra mHpOpPMAIUK IS pacCMaTPUBAEMOH CHCTe-
MBI M UCCJIeI0BaHA 3aBUCHMOCTD CPETHETO BO3pacTa
nHPOPMAIINH OT WHTEHCHBHOCTU BXOJHOIO IIOTOKA.
IToxasasmo, uTo cpexHUi BO3paCT HH(MOPMAIIUH B CH-
cTeMe C MHOKEeCTBEHHBIM BBIXO0M KOHEUYEH IIPHU JII0-
601 MHTEHCUBHOCTH BXOJHOTO IIOTOKA, OTAUYHOH OT
HYyJIS.

B mHacrosimee Bpems Takas XapaKTePUCTHUKA,
KaK cpemHUH Bo3pacT HH(POPMAIIHNY, HAYWHAET IIIH-
POKO IPUMEHATHCH [JI KOJIHIECTBEHHOH OIEHKU
aKTyaJbHOCTH MH(OPMAIIUKA B CHCTEMAX Iepenavyu
nauabiX. C y4eToM 9TOro pesynbTaThl PaboThl MO-
IyT OBITH WCIOJIb30BAHBI IIPHU HMCCIEJOBAHUM pPas3-
IUYHBIX cieHapueB npumenenus [oT, B koTopbix
BaJKHBI BOIIPOCHI CTA0MIBLHON paboThI CHCTEMBI IIPH
0OJIBIIIOM YHCTIE YCTPOHUCTB.

N21,2023 N\

WH®OPMALIMOHHO-YMNPABJISIIOLLME CUCTEMbl N\ 57



7/ KOOWPOBAHME M NEPEOAYA UHOOPMALIMU /

B pab6ore mns ucciemoBauua 3aBUCUMOCTHU CPE]I-
Hero Bo3pacTa WHQMOPMAIIUK OT HHTEHCHBHOCTHU
BXOJHOTO IIOTOKa HCIIOJb30BAJIOCh MMHUTALIMOHHOE
MmozmenupoBanue. llenp manbHEHUINX HCCIEIOBA-
HUH — JeTajbHOe M3y4YeHUe CIy4aWHBIX IIpoIlec-
COB, OIMCBHIBAIOIIUX CHUCTEMY C MHOKECTBEHHBIM
BBIXOJIOM, U TIOJIyYeHUe 3HAYeHUH AJIs OIeHOK Cpe/i-
Hero Bospacrta wHQopManuu 6e3 HCIOAb30BAHUS
UMHUTAIMOHHOTO MOIETUPOBAHUS.

duHaHCOBaA MOAIEPIKKA

HccnenoBanme BBINOJHEHO IIPH (PUHAHCOBOM
noguepsxke Poccuiickoro HayyHOro (PoHIA, rpaHT
Ne  22-19-00305 «IIpocTpaHCTBEHHO-BpEMEHHBIE
CTOXaCTUYECKWe Mofenu OeCIpOBOSHBIX ceTel
¢ 6OJIBIIIUM YHCIOM a60OHEHTOB».
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Introduction: An important direction in the study of the Internet of Things is the analysis of random multiple access systems that can
provide stable operation with a large number of devices. An urgent task within this direction is the study of the average age of information
for such systems. Purpose: To study the average age of information in random access systems with multiple departure. Results: Using
a model with random access and multiple departure proposed by S. G. Foss in 2017, we describe the scenario of the Internet of Things,
in which all devices are at the same distance from the base. It should be noted that the above mentioned model, unlike other random
multiple access systems, ensures stable operation of the system with a potentially unlimited number of devices. In this paper, for the
first time in relation to this model, we propose a method for computing the average age of information by the sequence of moments when
messages enter the system and the sequence of moments when messages leave the system. We study the dependence of the average age
of information on the input stream intensity. The research results show that the average age of information in a system with multiple
departure is finite for any nonzero input stream intensity. Practical relevance: The proposed method for computing the average age of
information for a system with multiple departure allows to compare scenarios of Internet of Things systems by this indicator. It also allows
to determine the feasibility of using systems with multiple departure, taking into account the specifics of the scenario under consideration.
Discussion: In this paper, we consider a simplified model of random access system with multiple departure. However, the results obtained
for this model can be generalized for more complex models.
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Introduction

Machine-type communications (MTC) are expect-
ed to play prevailing role in the future communication
systems development [1, 2]. The signals transmitted in
these systems are subject to severe mixed interference
that is due to both multi-user interference and back-
ground noise. Thus channel estimation with desired
precision requires high computational complexity [3,
4]. Power control is also very challenging [5-7] since
closed loop methods cannot be used due to limitations
on packet size and energy consumption as well as the
burst-like traffic. Thus traditional techniques that
are used in conventional digital communications sys-
tems turn out to be ill-suited for the problem in ques-
tion. There are basically two approaches to address
the problem. The first one makes use of the blind or
semi-blind detection techniques with error correction
coding and interference cancellation in order to enable
multi-user reception [8-10]. Despite the many attrac-
tive features this approach enjoys interference cancel-
lation leads to error propagation risk and requires the
information on the number of active users. Successive
interference cancellation also leads to increased delay
that can be undesirable especially in critical machine
type communications. Another approach is to use

single user reception techniques that can withstand
severe interference. In recent decades several order
statistics-based reception techniques that meet this
requirement were proposed in [11-15].

This paper deals with the a-detector proposed in
[15] for the communication system that will be de-
scribed in the following section. The a-detector is an
order statistics-based receiver that uses only meas-
urements obtained from the channel (powers of the
signals) and avoids using any kind of side information
by using measurements ordering only and assigning
one reliability value to the o possible symbol values
that correspond to signals with greatest powers and
another to the remaining q — o ones, then using the
reliability values in question for soft-input decoding
of the error correction code in use. Thus both the val-
ue of the parameter o and the reliability values are
to be chosen. Herein below the way those parame-
ters are chosen affects the performance of the system
is studied and the ways to choose those parameters
in optimal way are revealed. The paper also deals
with the problem of the system sensitivity to both
multi-user interference and background noise power
variations. Although some results on the matter were
obtained as a by-product in [16-17] this problem has
never been studied comprehensively.
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Transmission and reception

Let us consider a single user reception in an
uplink transmission scenario. Apart from the user
under consideration K active users are assumed to
transmit to the base station (following [15] those
will be referred to as “interfering”). Each of the K
active users is assumed to transmit codewords of
an C(N, k, d) code, each symbol of the codeword be-
ing mapped into a weight 1 vector of length q. Thus
each codeword is mapped into a binary matrix M of
the size ¢ x N. Each column of M contains a weight
1 vector. The matrix M is then complemented with
an all-zero matrix Z of the size (¢ - @) x N:

M:m.

The matrix M is then permuted column-wise
(permutations are assumed to be independent,
equiprobable and pseudo-random) and transmitted
via the channel using OFDM.

The reception starts with the reception of N
OFDM symbols corresponding to the codeword and
inverse permutations of the corresponding columns
in frequency domain. The receiver then extracts the
first g rows of the resulting matrix and squares its
elements to obtain the matrix Q.

The a-detector

The a-detector has been proposed in [15]. It is
convenient to consider the performance of the de-
tector in question as a two stage process. Within
the first stage reliability estimates for each symbol
are to be assigned. The a-detector assigns reliabil-
ity value 1, to the o possible values of the symbols
that corresponds to the a subcarriers with greatest
energies ), to the remaining g — o ones. The second
stage boils down to aggregating reliability estimates
of the symbols to compute reliability estimates for
each codeword and choosing a codeword with maxi-
mum reliability. Thus the a-detector is essentially a
soft-input order statistics-based decoder/demodula-
tor. To introduce the detector in question in a more
formal way let us derive Q' — the matrix obtained
by sorting the matrix Q column-wise in descending
order. Each element of the matrix of the reliability
estimates D, 3 5,) is given by

ho Q(t 2)<Q (¢, a)

Do 00t 2) =

(o) Mo Qt2)2Q (¢, a)
where ¢ is the column number; z is the row number;
Q'(¢, o) is the a greatest element of the #th
column, and A; > A, > 0, where A, is the reliability

assigned to the a possible values of the #-th symbol
corresponding to o greatest elements of the column
and ) is the reliability of the remaining g — a values.

The decoder then computes the reliability esti-
mate for the g-th codeword

SO ISNEATIE O Rt

for each codeword and chooses

g =arg max S @)
gell,...M]

where g” is the set of numbers of codewords that
correspond to maximal reliability value. If | g*| = 1,
i.e. there is only one such codeword, the detector
declares this codeword to be the decoded codeword.
Otherwise decoding failure is declared.

An equivalent (a, p)-channel
and its capacity

The reception process described above corre-
sponds to the vector channel depicted in Fig. 1. In
the following section an equivalent (a, p)-channel
introduced in [16] will be considered. In our consid-
eration of the channel in question we follow notation
introduced in [17].

Let us define

T .
Bz ={b=(bl, s bq) 1V ie{l:q}b; €10, 1},
wy (b) = «f,
where BY is the set of all binary column vectors of
length ¢ with Hamming weight x and the sets
Sl(z, oc)={s:seBg, sx\z:z};

So(z, oc):{s:seIB%g, sx\z;tz}.

The channel is defined in the following way

1

Va>2 g>a; xeBl,yeB® —<p<1;

q g ¥eBg S<p

> plylx)=p
yeSl(X,(x)

A erB%(ll, Y. eSl(x, ), ¥ eSl(x, ),
p(yy 1X)=py;
A erBtll, Ya eSO(x, a), y; eSO(X, a),

azb:p(y,|x)=

n=l:p(y,|x)=p(y;1x)=py. 3)

62 7 VHOOPMALIMOHHO-YMPABJSIOLLME CUCTEMbI

/ N21,2023



\ MHPOPMALIMOHHbBIE KAHAJIbl U CPEQDI AN

Mapping v to X

/

Concatenating

matrix Z to obtain M

L e

Pe

Inverse mapping

Soft input decoding

Computing reliability
matrix D

A
Q

Squaring elements
(measuring power)

A

corresponding to X

A

|
|
|
|
|
|
|
|
|
|
|
|
i X and an all-zero
|
|
|
|
|
|
|
|
|
|
|

Pseudorandom |~ > Inverse
permutation Synchronization permutation
A
\
OFDM Wireless _ OFDM
Transmitter channel Receiver

|
|
|
|
|
|
|
|
|
|
|
|
Extracting submatrix I
|
|
|
|
|
|
|
|
|
|
|

B Fig. 1. The communication system and the vector channel under consideration

Equation (3) can be interpreted in the following
way: the detector forms a list of o subcarriers with
greatest output energy. The probability p is then in-
terpreted as the probability of the fact that the sub-
carrier that corresponds to the symbol sent will be in
the list. An example of the equivalent (a, p)-channel
diagram and transition matrix (for the case ¢ =5
and a = 2) is given in Fig. 2. In order to keep the size
of the output alphabet moderate we have chosen rel-
atively small values of ¢ and o respectively. As can be
seen from Fig. 2 since a = 2 any vector of weight 2
can appear at the output of the channel since each

time the detector chooses a-subchannels with maxi-
mum energy and assigns reliability A, to the respec-
tive symbol values (these symbols are labelled with 1.
Later it will be shown that the output vectors can be
represented as binary ones and this representation
doesn’t affect the performance of the decoder).
Analytical expression for the channel capacity of
the (a, p)-channel was obtained in [16] and is given by

Clop) = logy(q) - plogg(a) — (1 - p)x

x logy(q - o)~ H(p), @)
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B Fig. 2. The equivalent (o, p)-channel diagram and transition matrix (for ¢ = 5 and o = 2)

where H(p) is the binary entropy given by
H(p)=-plogy(p)-(1-p)logy(1-p).

To describe the performance of the equivalent
channel we will use the normalized version of the
equation (4)

C(oc,p) _
logy(q)
_ plogg(a) + (1 - p)logy(g —a) + H(p) 6
logy(q)

Cr?orm (o, p) =

=1

Communication system performance
evaluation: simulation-based channel
capacity-aided approach

In what follows we will use the normalized chan-
nel capacity given by (5) in order to reveal some of
the properties of the communication system em-

ploying a-detector. The probability p depends on
the background noise, multi-user interference and
various parameters such as a, ¢ and @. In what fol-
lows simulation will be used in order to obtain p
an estimate of the probability p that will be used
to compute Cj,.., (o, p). It is thus essential to de-
scribe the simulation setup in use.

Let us assume that the cardinality of the set
of all subcarriers available to the users is set to
@ = 4096. The background noise is modelled as ad-
ditive white Gaussian noise (AWGN) described by
signal-to-noise ratio (SNR)

E
SNR = 1010g10 [m},

where E_ is the energy of the signal transmitted by
the user under consideration; Ky, is the noise energy
(in the entire band). The multi-user interference is
modeled in the following way: we assume that each
of the K interfering users transmit signals similar
to that of the user under consideration. The phase
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of each signal is modeled as a random variable
with circular uniform distribution. The power of
all signals transmitted by each user is the same P,
while the power at the receiver end for each (say
i-th) interfering user P, ; is derived in the following
way: the power ratio has log-normal distribution
[18], i.e. [19]

L(d;)= 101og(§] -

rl

= I_’(dl)+XG = LfS (d0)+10Y0 1Og[%J+XG,
0

where d; is the distance between the i-th interfering
user; X_is a Gaussian random variable with mean 0
and variance c; L, is the free-space path loss given
by Friis law [20]; d, is the reference distance and
Yo is the path-loss exponent, whereas the respective
power ratio for the user under consideration also
has log-normal distribution and is given by:

L(d*)=1010g{llji]:

r

= L(d")+ Xy = Ly (do) +10y, log 4 lix,,
dO

where d* is the distance between the user under
consideration and thereceiver; P, isthe power ofthe
signal transmitted by the user under consideration
at the receiver end and d ) is reference distance. The
signal-to-interference ratio thus depends on the
values

*

_1 d
K; =108419 ?,

wherei € {1, ..., K}.

In what follows we assume, that the values p, are
random variables equiprobably distributed on a one
dimensional gird. In particular we consider 2 sce-
narios. Within the scope of the Scenario 1 the values
of u; are assumed to be equiprobably distributed on
[0:0.01:2]. This scenario thus boils down to the as-
sumption that d; < d" and therefore L(d;)<L(d ).
Within the scope of the Scenario 2 the values of
, are assumed to be equiprobably distributed on
[-2:0.01:2].

Let us first consider the problem of finding the
optimal value of the parameter a. Fig. 3, a and b de-
picts the dependency of normalized capacity on the
value of a for ¢ = 256, different values of K, SNR
and Scenario 1 and Scenario 2 respectively.

First and foremost it is worth pointing out that
for all scenarios and parameters under considera-
tion there is a value of o that corresponds to the

maximum value of Cp, . (a, p). In what follows
this value will be referred to as optimal. The opti-
mal value lies within the range (q/16, q¢/2). The max-
imum value of Cy,,,,(c, p) is less than 0.5, i.e. only
relatively low rate codes can be used. For small o
(0 < g/16) the Cy.,.. (a, p) is close to zero. Thus con-
ventional frequency-shift keying (FSK) demodula-
tion (i.e. the case that corresponds to a. = 1) is not
suitable. For large o normalized capacity doesn’t
depend on the number of interfering users or SNR.
The optimal value of the parameter o for smaller
number of interfering users is less than that for the
greater number of interfering users. The maximum
value of C,,,,(a, p) decreases as K increases (for
the parameters under consideration 200 more inter-
fering users results in approximately 15% decrease
in maximum normalized capacity that can be ob-
tained) but remains the same when SNR varies in a
broad interval (10 dB in our case). For comparison
we present dependences of normalized capacity on
the value of o for g = 16, different values of K, SNR
and Scenario 1 and Scenario 2 (Fig. 4, a and b re-
spectively).

The observations we made for ¢ = 256 are valid
for ¢ = 16. Again one can notice that normalized
capacity depends on the number of interfering us-
ers but not on the SNR value. Although it is true
in a very broad range of SNR values it is interest-
ing to find out the region where this doesn’t hold.
To do so we present results for fixed K (K = 500)
and q (g = 256) and plot values of the normalized
capacity for different SNR values (Fig. 5, a and b
respectively).

Let us note that the curves for SNR from -30 to
—-34 dB almost coincide for both scenarios. However
for SNR < -34 normalized capacity decreases slow-
ly as SNR decrease. For comparison results for
q = 16 are presented in Fig. 6, a and b respectively.

For small g the trend is similar although nor-
malized capacity decreases slowly as SNR decreas-
es for SNR < -32. Nevertheless one can argue that
normalized capacity of the equivalent channel (for
fixed values of a. and K) is almost the same for a very
broad range of SNR values.

Let us now summarize our findings made in this
section:

— the capacity of the equivalent channel remains
the same for a very wide range of SNR values. Thus
even if the power of the signal at the receiver side
exhibits drastic variation (e.g. due to small scale
fading or the transmitter mobility) the performance
of the detector will not degrade unless SNR is not
close to the threshold value;

— the capacity of the equivalent channel depends
on the power of the multi-user interference and
thus on the number of interfering users. However
the capacity degrades slowly as the number of inter-
fering users increases. Thus even if the number of
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interfering users change the performance will not
change in any meaningful way;

— for any K there exists value of the o parameter
that results in channel with highest capacity. For
different K this value is different however the opti-
mal value changes slowly as K increases (decreases).
Thus onse a certain value of a is fixed the perfor-
mance of the detector will be very close to optimal
even if the number of interfering users will vary.

Communication system performance
evaluation: simulation-based
performance-aided approach

In our consideration of the equivalent (o, p)-chan-
nel reliability values were not used since channel
capacity doesn’t depend on labelling. However since
reliabilities of the codewords depend on the reliabili-
ties values it is essential to find out how the choice of
A, and A, affects the detector performance. In what
follows we shall use the same simulation scenar-
io we described above. The error correction codes
in use are maximum distance separable codes ob-
tained by appropriate puncturing Reed — Solomon
code C4(15, 2, 14) to the desired rate. Since detec-
tion given by the rule (2) can result in both decoding
failure and erroneous decoding in what follows we

MHOOPMALIMOHHbLIE KAHAJIbl U CPEADI
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shall consider joint probability that either decoding
failure or error will take place — Joint Failure and
Error Rate (JFER). For different values of the num-
ber of interfering users we use the same value of «,
the one that maximizes the capacity for the maxi-
mum number of interfering users under considera-
tion, i.e. K = 500 and SNR = -25 dB. JFER vs. the
number of interfering users is plotted for various
values of A, and A; and Scenario 1. As can be seen
from Fig. 7, a, the performance of the communica-
tion system that uses o-detector remains the same
for different values of Ajand 1, for any rate R under
consideration.

For comparison we present curves for Block
Failure Rate (BLFR) vs. the number of interfering
users for the same values A, and A, and code rate R
(Fig. 7, b). BLFR is the same for different values of
Ao and A, for any rate R under consideration. Thus
performance doesn’t depend on the values of 1, and
A, (as long as 0 <2, < &) and therefore 1, = 0 and
A = 1 can be used. Although the matrix D, 3 3
need not be stored since codeword rehablhty va
ues (1) can be computed on the fly the values of the
codeword reliability values in question (both inter-
mediate and final values) should be stored. Thus the
choice 1, = 0 and A; = 1 minimizes the hardware
complexity since there is no need to store any val-
ues for A, and A; and the value for each codeword

) 10
e R=1/3,4=1%=0
~R=1/4,% =174 =0
10°1 ] +~R=1/5,4,=1,0=0
D R=1/62,=125=0
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~R=1/5,3 = 10,39 = 0.1
Lo = R =1/6,1; = 10,49 = 0.1
500 400 300 200
K
b 10°
~R=1/3,4=12=0
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e ~R=1/6,,=1,2=0
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—4
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K

B Fig. 7. JFER (a) and BLFR (b) vs. the number of interfering users K for various values of 1, and A,, code rates R and

Scenario 1

68 7/

UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI

/ N21,2023



\ MHPOPMALIMOHHbBIE KAHAJIbl U CPEQDI AN

requires |—log2(N )| bits for storage only. The choice
Lo = 0 and A; = 1 minimizes the hardware complex-
ity of the (final) decision making step given by the
decoding rule (2) as well since it depends on the bit
width of the input. It’s worth noting that the curves
for JFER and BLFR given in Fig. 7, a and b respec-
tively are very similar. That confirms that the prob-
ability of decoding failure is much higher than that
of erroneous decoding for the a-detector. Moreover
the fact that both JFER and BLFR curves exhib-
it minor change as K varies confirms our previous
conclusion that the performance of the detector
doesn’t change significantly as the number of inter-
fering users vary.

Conclusion

Hereinabove a communication system that uses
frequency shift keying in a dynamically allocated
hopset with a-detector is considered. This paper ad-
dress the sensitivity of the communication system
under consideration to both noise and interference
power variation and detector parameters choice.
Even though results obtained in [16] suggested
that the communication system that makes use of
the a-detector is resilient to background noise in-

tensity variations this problem has never before
been studied comprehensively. Hereinabove we
have demonstrated that the communication system
under consideration exhibits such feature in a vast
range of SNR values for various values parameters
and scenarios. Moreover the fact that the capacity of
the equivalent channel exhibits threshold behaviour
i.e. for any specific set of parameters and scenario
there is a critical value of SNR such that for any
SNR value less than the critical value the capacity
of the equivalent channel starts to degrade as SNR
reduces has been revealed for the first time. The an-
alytical bound obtained in [17] demonstrated that
the performance of the detector is not affected by
the choice of A, and ;. This paper shows that it is
true for the communication system under consider-
ation for all rates, different system parameters and
scenarios. Thus the values of A, and 2, can be cho-
sen in the way that minimizes the hardware com-
plexity. It has been demonstrated that the value of
o that yields maximum capacity of the equivalent
channel varies slowly with SNR. Thus parameters
choice optimized for certain conditions yields per-
formance close to optimal even if the parameters
of the communication system change. To the best
of the author’s knowledge none of the results dis-
cussed above has been obtained before.
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O6Hapy:keHHe CHTHAJIA HA (pOoHe IToMeX HA OCHOBE IOPANKOBBIX CTATHCTHK: aHAJINU3 YyBCTBHTEJIHHOCTH
H BBIOOP IIapaMeTpoOB AeTeKTOpa

I. C. Ocumos®5, kaH. TeXH. HAYK, CTAPIINI HAYIHBIH COTPYAHUEK, orcid.org/0000-0003-0400-7181, d_osipov@iitp.ru
alucruTyT npobdiem mepenaun uaHpopmaruu M. A. A. Xapkesuua PAH, B. Kaperusrii nep., 19, crp. 1, Mocksa, 127051, P®
SHanmoHATBHBIH HCCIe0BATENbCKIH YHUBEPCUTET «BhICIas IIKoIa SKOHOMUKN», Macaunkas yi., 20, Mocksa, 101000, P®

Beegenune: paspaboTka MeTOL0B (PU3MYECKOTO YPOBHS I CHCTEM MEKMAIIMHHOU CBI3U SABJISAETCS HETPUBHAJILHOH 3amadeil. B uact-
HOCTH TpofieMaTndHa paspaGoTKa METO0B OLIEHUBAHUS XapAKTEPUCTUK KAHAIA C HU3KON CIO0/KHOCTHIO U METOIOB KOHTPOJIS MOIIHOCTH C
He00X0AUMOU TOYHOCTHI0. OIMH U3 BO3MOKHBIX CII0COO0B PeILeHuUs 9TOH MPO6IeMbl — UCIIOIb30BAHKUE METOJIOB IIPUeMa, OCHOBAHHBIX HA TI0-
PASKOBBIX CTATUCTUKAX U HE TPEOYIOIINUX KAKUX-IN00 TeXHUK OLIEHUBAHUS WU KOHTPOJIA MolHoCTH. Ilens: uccnenoBaTs 4y BCTBUTENILHOCTD
CHCTEMBI CBf3H, HUCIIOIb3YIOILYI0 YACTOTHO-IIO3UIIMOHHOE KOAUPOBAHNE B IMHAMHYECKH BBIAEIIEMOM JUATIA30HE, W MPUEMHHUK Ha OCHOBE
MOPAIKOBBIX CTATHCTHE, ITPEJJIOMKEHHBIA aBTOPOM, K M3MEHEHHUAM MOIIHOCTH (DOHOBOTO IlyMa, MHOTOIIOAb30BATEIbCKAX [TOMEX U K BHIOODY
apaMeTpoB NPUEMHHUKOB. Pe3yIbTaThl: aHAIU3 BHIYUCIEHHOU C HMCIOJIb30BAHUEM MOJEIMPOBAHUS 3HAYEHWH IPOILYCKHOU CIIOCOOHOCTH
SKBHBAJIEHTHOTO KaHAJIA MTOATBEPIKAAET, YTO PACCMATPHUBAEMbIN IIPUEMHUK YCTOMYMB K ()IyKTyaIsaM OTHOIIEHUS CUTHAJ/IIYM H, CIef0Ba-
TEeJIbHO, MOYKET HCIIOIb30BATHCS Jaike B TOM CiIydae, eCli SHEPrus CUTHAIA HA IPUEeMHOM KOHIIE II0IBEPKeHa 3HAYUTEIbHBIM U3MEHEHUSIM.
Tlokasano, 4TO BeIMYMHA YKCIA 3HAYEHUH, KOTOPBIM IIPUITUACHIBAETCA HAUOOJbIIee 3HAYEHUE OLIEHKH JTO0CTOBEPHOCTH, ONITUMU3UPOBAHHAS
IUIs HAaOOJIBIIIEr0 YUCIIa AKTUBHBIX II0JIb30BATEIIeH, TapaHTHPYeT 3HAYeHHsI IIPOILYCKHOM CII0COGHOCTH, OIU3KIe K ONTHMATLHOMY, HasKe eCIIn
YHCII0 AKTUBHBIX MI0Jb30BaTes el MeHsaeTca. Takske ¢ IOMOLIbI0 MOJIETUPOBAHMS IIOKA3aHO, YTO BEPOATHOCTHBIE XaPAKTEPUCTUKH HE 3aBUCAT
0T BbIOOpA 3HAYEHWI OIIEHOK JOCTOBEPHOCTH. OTO TOBOPUT O TOM, YTO MOJKHO HCIIOJNb30BATh 3HAYEHWS, MUHUMU3UPYIOIIUE ANAPATHYIO
CIIOKHOCTH JieTeKkTopa. IIpakTHdeckas sSHAYUMOCTH: MOIyYeHHbIE Pe3yabTaThl MOATBEPAUIN TO, YTO JETEKTOP PACCMATPUBAEMOIO THUIIA
JIOIyCKaeT MPAKTHUECKYI0 PeAM3aI|IO ¥ UCIIOIb30BAHKE B IIIMPOKOM JHMAINA30He ClleHapueB. ANIapaTHas CI0KHOCTD MOKET ObITh MUHUMH-
3upoBaHa 6e3 yiepba 11 KauecTBa CBI3H.

KiaroueBsie ciioBa — MeXMAIIMHHASA CBI3b, IICEBAOCIYYANHO IEPEKII0UYaeMble YACTOThI, JUHAMUYECKH BBIJEIAEMbIe TIOIAAANIA30HbI,
HEKOTE€PEeHTHBIH [IPHeM, O-IeTeKTOP, IPOILyCKHAsA CIIOCOOHOCTD.

Jas murupoBanus: Osipov D. S. Signal detection amid noise using order statistics: detector sensitivity analysis and parameter choice.
Hngopmayuonrno-ynpasasiowue cucmemst, 2023, Ne 1, ¢. 61-70. doi:10.31799/1684-8853-2023-1-61-70, EDN: PCFDIS
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B 2001 roxy samurum amccepra-
[WI0 HA COMCKAHWE YYEHOH CTere-
HE JIOKTOPA TeXHAYECKUX HAYK.
fAsnsiercs aBropom Gosee 250 Ha-
yuHbIX Imybiaukanuii u 60 mares-
TOB Ha U300pETEHUs.

O6mnacTe HAyYHBIX HHTEPECOB —
uH(OpPMANUOHHAS (e30IaCHOCTb,
Kpunrorpadus, DIIEKTPOHHAL
uudpoBas  IMOAIHCH, OJOYHBIE

mugpsI.
9. agpec: nmold@mail.ru

aHalM3a ¥ 3allUThl JAaHHBIX
Wucruryra npobiem nepexadu
nHpopmaruu uM. A. A. Xapxke-
suua PAH, Mocksa.

B 2003 roxy oxomumm MockoBckmit
TOCyIapCTBEHHBIH TeXHUYeCKUH
YHUBEPCUTET II0 CIEIHATbHOCTH
«CucreMsl aBTOMaTHYECKOT0
YIIPaBIIEHHA».

B 2008 romy sammrun mguccepra-
I[MI0 Ha COMCKaHWe yIeHOH cTelre-
HH KaH/UIATa TEXHUYECKUX HAYK.
fABnsgerca aBropoM 35 HaydIHBIX
myOIUKaui.

O6nacTh HAayYHBIX HHTEPECOB —
TeOpHs mepeadyd HH(pOpMAIUH,
pas3pafoTka U HCCIeNOBaHHE MO-
Ienedl CHCTEM MHOKECTBEHHOIO
JOCTyIa, TEXHOJIOTHH 3AI[UTHI
IaHHBIX, [lepeJaBaeMblx 1o Oec-
[IPOBOJHBIM KaHAIAM CBASH, ¥ IP.
9. aapec: d_osipov@iitp.ru

POCTOBA Jouent Beicureii mxomns! GusHec- CEBEPPHA IIpodeccop, muperrop Ilenrpa
Oxasra umxuHuprHra CaukT-IleTepGypr- I[menmbep KOMITBIOTEPHBIX HCCIIE/IOBAHUH Oe3-
BiaguMApoBHA CKOTO IOJUTEXHUYECKOTO yHHBEP- OIacHOCTH ABCTpPAIHHCKOrO rocy-

curera Ilerpa Benuxkoro.

B 2001 romy oxomumma Canikt-
Ilerepbyprekuit  rocymapcTBeH-
HBIH TeXHWYECKWH YHUBEPCHTET
T0 CIeI[UATBHOCTH «)KOHOMHUKA».
B 2008 roxy sammruia guccepra-
M0 Ha COMCKAHWE yYeHOH CTele-
HE KaHAWJAATa OKOHOMUYECKUX
HayK.

fABnserca aBropom Gonee 100 ua-
YYHBIX Iy OIUKAIHH.

OGnacte HAYYHBIX HHTEPECOB —
yIpaBleHue IIPOEKTaMHi BHEIpe-
HUS HMH(OPMALIMOHHBIX CHCTEM,
oneHKa 3()(PEeKTUBHOCTH BHEApe-
HHUA HHPOPMALMOHHBIX CHCTEM,
uH(OPMATHOHHAS 6€30IIACHOCTb.
9. agpec: 0.2908@mail.ru

JlapCTBEHHOTO yHUBepcuTera Byi-
nonrour (Wollongong), ocHoBarennb
IIKONMBI KpHumTorpaguu ABscrpa-
nuu, Bymnouronr, Ascrpanus.

B 1966 roxy nomyunia cremness 6a-
KamaBpa B yHuBepcurere Hosoro
IO0sxnro0r0 ¥Yambca, B 1969 rogy — ma-
THCTPA €CTECTBEHHBIX HAYK B YHH-
sepcurere Jla Tpob, Ascrpanus.

B 1971 rony sammruna guccepra-
I[MI0 HA COMCKAHWE yIeHOH CTere-
uu fokropa Hayk (PhD).

fABnsercs aropom Gonee 450 Ha-
YYHBIX IMyOIMKAIME U IIECTH MO-
Horpadui.

O6nacTh HAayYHBIX HHTEPECOB —
IHCKpeTHAs MareMaruka, KoMOu-
HATOpMKA, MaTpuisl Anamapa,
fesomacHble  KPUITOAITOPUTMBL,
nepenaya HH(HOPMAIIHH.

1. appec: jennie@uow.edu.au

UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI

/ N21,2023



\ CBEJEHUS OB ABTOPAX AN

CEPT'EEB IIpocpeccop, 3aBexymomuii Kades- TIOPJINKOB IIpoceccop, 3aBexymomuit Kades-
Muxamia POi BBIYHCIHTEIBHBIX CHCTEM K Anzpeii POl HH(OKOMMYHHEAIHOHHBIX
Boprco cereit Caukr-Ilerep6yprekoro ro- Muxaizo TEXHONOTMH ¥ CHCTEM CBASH
PHCOBHY HXAWJIOBHA™ Camnxr-Ilerepbyprckoro rocymap-

Cy[IapCTBEHHOTO0  YHHBEPCHUTETA
a3POKOCMHIYECKOr0 IpUOOpoCTpoe-
HUS, TOYETHBIH PAbOTHHUK BBICIIIE-
ro IpodecCHOHANBLHOTO 06pa3oBa-
uus PO.

B 1980 rony oxomuwmn Jlenunrpas-
CKUH 3JIeKTPOTEXHUYECKUH HHCTHU-
tyT um. B. U. Ynpanosa (Jlennna)
0 CHEIUATIBHOCTH «JIEKTPOHHBIE
BBIYUCIUTEbHbBIE MAIMHB.

B 2001 romy sammrun puccepra-
IIMIO0 HA COUCKAHYE YYeHOH CTelleHn
IOKTOpA TEXHUYECKHUX HAYK.
fABnserca asropom Goree 100 ua-
yuHBIX Iybauxanuii u 14 mares-
TOB HA U300peTEeHUs.

O6mnacTe Hay4HBIX HHTEPECOB —
TEOpHS PaspPAAHBIX BBIYUCICHUH,
MeTOfbI MPOEKTHPOBAHUA CIell-
MIPOIIECCOPOB IJIs CHCTEM KOHTPO-
JIsl ¥ yIIPABJIEHUS U JIP.

9n1. agpec: mbse@mail.ru

IIITPOKOBA
Ceetriiana
BaragumuposHa

Houent Beicueit mkonesr 6usHec-
umxuHuprHra Cankr-IletepGypr-
CKOTO TIOJIUTEXHUYECKOTO YHUBEP-
curera Ilerpa Benuxkoro.

B 1993 romy oxomumuna Cankr-
ITerepbyprckmii  rocynapCcTBeH-
HBIH TEeXHUYECKUH YHHUBEPCUTET
TI0 CIIEIUATBHOCTH «DJIEKTPOHHBIE
BBIYUCIUTEIbHBIE MAIIMHBI, KOM-
ILIEKChI, CHCTEMBI U CETH».

B 1998 roxy sammruia nuccepra-
[WIO0 HA COMCKAHWE YYEHOH CTere-
HU KaHAH/aTa TeXHUYeCKUX HayK.
fBnsercs aBropom Gomee 150 Ha-
YYHbIX ILyOJIUKALAH.

O6mnacTe HayYHBIX HHTEPECOB —
yIpaBleHWe NpOeKTaMH paspa-
00TKM U BHeApeHHd WH(OpPMAIH-
OHHBIX CHCTEM, CHCTEMHBIA aHa-
JI13 B IIPOCKTHUPOBAHUU U yIIpPaB-
JICHUH.

. axgpec: swehirokov@mail.ru

CTBEHHOTO YHHBEPCHUTETA aspo-
KOCMHUYECKOT0 IIPUOOPOCTPOCHHUS.
B 1980 roxy oxonuun Jlenuurpan-
CKMH WHCTUTYT ABUAIMOHHOTO
MpUOOPOCTPOEHHS II0 CIIEIIHATD-
Hoctu «MH(OpManuoHHble cucre-
MBI yIIPABJIEHUS».

B 2011 roxy samwurtum aumccepra-
[[MI0 HA COMCKAHUE yYEHOH CTere-
HU JIOKTOpPA TEXHUYIECKUX HAYK.
fBnaerca asropom Gomee 150 Ha-
VUHBIX ITyOJIHKAIH.

O6nacTb HAyYHBIX HHTEPECOB —
MHOr0ab0HEHTHBIE CHCTEMbI CBS-
3W, CHCTEMbI IUCTAHITHOHHOTO 00-
y4YeHWs, TPOTOKOJBI Iepefayn
[IaHHBIX B peajbHOM MaciTabe
BPEMEHH, aJTOPUTMbI CHKATHS BU-
IeorH(OPMATIHH.

. appec: turlikov@k36.org
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YBa:xxaemMbie aBTOPBI!

IIpu moaroToBke pykomucei crareii He06X0aUMO PYKOBOICTBOBATHCS CIEAYIOIIHUMH PEKOMEHAIHIMU.

CTaTI)I/I JOJIKHBI COAePHaTh U3JIOKEeHNEe HOBBIX HAYYHBIX PEe3yJIbTaTOB. HaSBaHI/Ie CTaThbH OOJIKHO 6I)ITI) KpaTKuM, HO
uH(GOPMATUBHEIM. B HasBaHWM HENOILYCTHMO HCIIOIB30BAHUE COKpAIeHU, KpoMe caMmbIx obmenpuHaTeix (PAH, PO,
CAIIP u T. 11.).

TexcT pykonucH nomkeH ObITH OPUTMHAIBHBIM, a IUTUPOBAHNE M CAMOIIUTHPOBAHYE KOPPEKTHO 0(POPMIIEHO.

O6BeM craTbu (TeKCT, TA6IUIBI, HIIIOCTPAINY 1 6ubirorpadusa) He Z0/KeH IPeBHIIIaTh 9KBUBaIeHTa B 20 cTpaHHuII,
HaleJaTaHHBIX Ha Oymare dopmara A4 Ha oxHOM cTopoHe uyepe3 1,5 untepana Word mpudrom Times New Roman
pasmepoMm 13, 1mosst He MeHee ABYX CAHTHMETPOB.

Ob6s3arenbHBIME diieMeHTaMu 0OPMIIEHHS CTaThbu ABISOTCH: wHAeke YK, sarnaBwe, mHunmansl u gaMuaus
aBTopa (aBTOPOB), y4eHas CTeleHb, 3BaHue (IPHU OTCYTCTBUM — MIOJIKHOCTB), IOJHOE HA3BAHWE OpPraHW3aIlUH,
aHHOTAUWA ¥ KII0YEeBble CI0Ba Ha pycckoM u aHriuiickoMm asbikax, ORCID u 21ekTpOHHBIN afpec 0JHOTO U3 aBTOPOB.
IIpu HanMcaHWy aHHOTAIMY He KUCIIONIb3yiTe a00peBHaTyp U He JejlaiTe CChUIOK Ha MCTOYHUKY B CIIMCKE JINTEPATYPHI.
TIpemocraBisiiTe MOAPUCYHOYHBIE MTOANKMCA W HA3BAHUA TAGINI] HA PyCCKOM U AHTIUHCKOM S3bIKaX.

Crarpul aBTOPOB, He HMEIOIIUX YJYEHOH CTEIEHH, PEKOMEHAyeTcA IIyOIHKOBATH B COABTOPCTBE C HAYYHBIM
PYKOBOAUTENIEM, HAIWYKE IIOJIIICHA HAYIHOTO PYKOBOJUTEN HA PYKOIHUCH O0S3aTeIbHO; B CIydae CAMOCTOATEIHLHON
ny6aukanuy 006s13aTeNbHO [IPeJOCTaBIIHTe 3aBePeHHYI0 II0 MecTy paboThl PEKOMEHJAIIUI0 HAYYHOTO PYKOBOAWUTEINS
¢ yKasaHueM ero (haMuInuy, UMEHHU, OTIECTBA, MeCTa paGoThl, TOMKHOCTH, YIEHOTO 3BAHUS, YIEHOH CTEIIEeHH .

IIpocreie popmyasr nabupaiite 8 Word, cioskHbie ¢ momorbio pegakropa Mathtype uinu Equation. [[xs mabopa
OIHOH (hOpPMYJIBI He HCIIOIb3YHTE ABa PeAaKTopa; npu Habope GopMys B (DOPMYIHHOM PeJaKTOpe 3HAKH IIPEIHHAHUS,
orpannguBawpe dhopMmyiry, Habupaiite BMecre ¢ GOPMYJIOH; Ui yCTAaHOBKY pasMmepa mpudra B Mathtype nukorna
He moab3yirech Braamkoir Other, Smaller, Larger, ucmonb3syiiTe 3aBOACKIE yCTAHOBKHM PENAKTOPa, He IIOJrOHINUTE
pasMep CUMBOJIOB B (QOpPMyJax I0j pasMep IIPUQTAa B TEKCTE CTATHH, HE PACTATUBANUTE M HE CKUMANTE MBIIIBIO
hopMyBL, BCTaBIEHHBIE B TEKCT; IIPOGENIBI B (DOPMYJIe CTABhTE TOIBKO IIOC/IE 3aMATHIX IIPH [IEPEYUCIEHIH C IIOMOIILI0
Ctrl+Shift+Space (mpo6en); He ormensiiTe mpoberaMu 3HAKH: + = — X, a TAKKe IPOCTPAHCTBO BHYTPH CKOOOK; IS
BBIZI€JIEHNUs IpedecKux cuMBoioB B Mathtype momysxupabiM HauepTanuem ucroabsyiire Style — Other — bold.

Ilna mabopa dopmyn B Word HHKOrma He HCIONb3yiTe BKIANKHU: «YpaBHeHue», «KoHcrpykrop», «Dopmyma»
(Ha BepxHel manemu: «BcraBka» — «YpaBHeHHE»), TAK KaK 9TOT pecypc NpeJHA3HA4YeH TOJABKO I BHYTPEHHEro
ucnonb3oBanusa B Word ¥ He MOIAEP/KUBAETCI MPOrPaMMaMM, NPEeJHA3HAYEHHBIMHU JJI M3TOTOBJIEHUSI OPUTHHA-
MakeTa JKypHaja.

IIpu Habope CHMBOJIOB B TEKCTE IOMHUTE, YTO CUMBOJIBI, 0003HAYAEMbIe IATHHCKUMHY OyKBaMU, HAGUPAIOTCH CBETIBIM
KyPCHBOM, PYCCKHUMHU U TPEYECKAMH — CBETJIbIM IIPAMBIM, BEKTOPHI ¥ MATPHUIIBI — IIPAMBIM IIOLYKHPHBIM [IPAQPTOM.

TToapo6uee cm. pdf-caitn «IIpasuna moaroroBku pykomuceii» (crp. 11) Ha caiire https:/guap.ru/ric

NnnrocTpamun:

— pucyHku, rpaduKu, AMArPAMMBL, OJIOK-CXeMbl IPEINOCTABIANTE B BHAE OTHEIbHBIX HCXOJHBIX (DaijIoB,
MOAIAIOIIMXCS PENaKTHPOBAHMIO, MCIIONb3YsI BEKTOPHBIE mporpammbr: Visio (*.vsd, *.vsdx); Adobe Illustrator (*.ai);
Coreldraw (*.cdr, Bepcus me Boime 15); Excel (*.xls); Word (*.docx); AutoCad, Matlab (sxcopt 8 PDF, EPS, SVG,
WMF, EMF); Komnac (axcmopr B PDF), Be6-mopran DRAW.IO (sxcmopt 8 PDF);

— cporo u pacrpoBbie — B (popmate *.tif, *.png ¢ makcumanbubIM paspernenuem (He meree 300 pixels/inch).

Hanuuve mogpuCyHOUHBIX MOANUCEH W HA3BaHWl TAOIWI HA PYCCKOM U AHIJIMMCKOM f3BIKAX 0013aTeIbHO
(}Ke.TIaTe.TIbHO He IIOBTOPAIOIIUX JOCIOBHO KOMMEHTAPHUH K PUCYHKAM B TEKCTe CTaTbI/I).

B penaknurio mpexocTraBiAOTCA:

— cBemenus 06 aBTope (haMuivs, UMs, OTIECTBO, MECTO PAGOTHI, MOJIKHOCTD, yIeHOe 3BaHue, yuyebHoe 3aBeleHrne U
rOJ ero OKOHYAHUS, yIeHas CTeleHb U IO 3aI[UThI JUCCEPTAIUH, 00JIACTh HAYUYHBIX HHTEPECOB, KOJIMIECTBO HAYIHBIX
IMy6IuKanyii, JOMaITHIH U CIyKeOHbIN anpeca U TeredoHbl, e-mail), poTo aBTOpOB: andac, B TEMHOM oxex e Ha 6eroM
hone, KOIKHBI OBITH BUAHBI IUIEYH U IPY/Ib, BHICOKAS CTEIIEHb YeTKOCTH n3obpaxenus 6e3 TeHei 1 0TOIeCKOB Ha JIuIle,
¢oTo MOKHO TIpenCcTaBUTh B 3JIEKTPOHHOM Bume B popmare *.tif, *.png, *jpg ¢ MakcuManIbHBIM paspelieHHeM — He
menee 300 pixels/inch npu MunnmansHOM pasmepe doto 40x55 Mm;

— YKCIIEPTHOE 3aKII0UeHUe.

Cmcok JuTepaTypsl COCTABIAETCH 110 IOPSALKY CChIIIOK B TEKCTE M 0(hOPMIISETCS CIeLYIONUM 06pasoM:

— I KHUT W COOPHUKOB — (PaMWiINsg W WHUIHMAIBI aBTOPOB, IIOJHOE HasBaHWe KHWUTH (COOPHHUEKA), rOpoOI,
WM3]aTebCTBO, IO, 00IIee KoJudecTBo crpanutl, doi;

— IS JKYPHAIBHBIX cTaTeil — (haMuiInsd ¥ WHUIUATBI ABTOPOB, IOIHOE HA3BAHUE CTAThU, HA3BAHUE JKypHAIa, TOJ
Wu31aHusg, HOMep JKypHaia, HoMepa crpanut, doi;

— CCBUIKM Ha MHOCTPAHHYIO JINTEPATYpPy CIe[yeT AaBaTh Ha A3bIKe OpUruHaIa 6e3 COKpaleH i,

— IIpU UCIOJIb30BaHUM Web-MaTepraioB yKasbIBalTe agpec cCauTa U JaTy obpaleHus.

Croucox sureparypbl  ooOpMISHTE IBYMS OTAEIbHBIMH OnokamMu 1o obpasmam lit.dot Ha caiire xypHaua
(http://i-us.ru/paperrules): JIureparypa u References.

Bonee IIO].'[pO6H0 IIpaBujia IIOATOTOBKH TEKCTa C 06pa3uaMH U3JI0KeHbl Ha HaIleM calTe B pasgeie <<PyKOBOZLCTBO
JJIST aBTOPOB».

KoHTakThI

Kyna: 190000, r. Caunkr-Ilerepbypr, yiu. Bonbmas Mopckas, a. 67, mur. A, TYAIT, PUIL]
Komy: Pemakmus xypuana « AudopMannoHHo-yIpasIsoIue CHCTEMbI»
Ten.: (812) 494-70-02
Ji1. moura: ius.spb@gmail.com
Canr: www.i-us.ru





