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Introduction: Automatic traffic sign recognition is an important component in modernizing traffic safety systems and minimizing
related incidents. Purpose: To develop a Vietnamese traffic sign detection system that integrates loT technology, cameras, sensors, and
deep learning techniques. Results: In this study, we introduce an advanced computer vision solution that uses the neural architecture
of YOLOvS to recognize and classify traffic signs in Vietnam in real time. In addition, the system integrates the detected sign locations
into Google Maps and provides a comprehensive database at all locations in urban areas. The data collection process is implemented by
first capturing real-life images on the road and then combining them with the existing Vietnam traffic sign dataset from Kaggle data. To
improve the reliability of the dataset, Mosaic data augmentation technique is applied. For real-time traffic sign recognition, a Raspberry
Pi 4 board displays detected road signs on an HMI screen, while a custom-developed mobile application detects, recognizes, and notifies
users of their locations. The trained system achieves a mAP50 value of 89% and an accuracy of 90%, which is pretty good for traffic signs
detection. Moreover, the YOLOv8 model gives a precision and recall value of 89.7% and 86.8%, respectively, which is considerably higher
as compared to the SVM and MSER/HOG methods. Practical relevance: We have succeeded in creating a real-time road sign recognition
system integrated into Google Maps to meet the needs of traffic control, safety and accident reduction in the streets of Vietnam.

Keywords — traffic sign recognition, YOLOV8, Google Maps integration, real-time detection, road safety.
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Introduction

Traffic signs play an important role in convey-
ing essential information, such as regulations,
warnings, and instructions, which help guide
drivers and reduce accidents. Recent studies have
emphasized that traffic signs play a pivotal role in
maintaining safety and regulating traffic, as they
convey important information to drivers, pedes-
trians, and other road users [1]. Therefore, traffic
sign recognition is essential for warning and re-
minding drivers to ensure road safety. However,
accurate recognition of traffic signs remains a
challenge due to multiple dynamic factors in re-
al-world conditions. These include environmental
variations such as extreme lighting conditions,
adverse weather, and seasonal changes; physi-
cal constraints like sign deterioration and occlu-
sions; motion-related challenges including high-
speed image capture blur and vehicle vibrations;
and infrastructure variations across different
regions. To improve this situation, various auto-
matic traffic sign recognition systems have been
developed, each with distinct capabilities and lim-

itations. Modern deep learning approaches like
Convolutional Neural Networks (CNN) based sys-
tems [2] improve accuracy to 85-90% but demand
significant computational resources, limiting their
deployment on edge devices. Before the widespread
adoption of neural networks, traffic sign recogni-
tion relied primarily on traditional computer vi-
sion techniques. Support Vector Machines (SVM)
combined with Histogram of Oriented Gradients
(HOG) [3] achieved 41.03% precision and 34.15%
recall, offering computational efficiency suitable
for embedded systems. Enhanced approaches us-
ing Maximally Stable Extremal Regions (MSER)
with HOG features [4] improved performance to
88.75% precision and 81.35% recall. Recent com-
mercial ADAS implementations have proposed
two new systems: turn assist system and lateral
clearance warning, which aim to further improve
road safety in Russia [5]. Also, a multimodal mo-
bile application called MIDriveSafely is designed
to enhance road safety by detecting dangerous
driving situations, providing driver feedback, of-
fering entertainment, and enabling voice control
through advanced audio-visual speech recognition

2 yd UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI
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technologies [6]. IoT (Internet of Things) integrat-
ed systems have emerged as a promising solution,
combining edge processing for real-time detec-
tion with cloud resources for complex analysis.
However, existing IoT-based implementations face
challenges in seamless integration, reliable con-
nectivity, and scalable deployment across diverse
traffic environments [7]. Integrating IoT with
deep learning techniques offers a promising solu-
tion for real-time traffic sign recognition. Neural
network systems, specifically CNNs, demonstrate
outstanding performance in traffic sign detection
tasks. Within the CNN architecture, the You Only
Look Once (YOLO) method stands out as an ef-
fective method for instantaneous object recogni-
tion. Among them, YOLOvS8 is the latest version
that provides improved accuracy, speed, and per-
formance in detecting small objects, making it
suitable for traffic sign recognition applications.
Additionally, IoT devices, such as Raspberry Pi,
and mobile applications, facilitate real-time col-
lection, processing, and transmission of traffic
sign data, contributing to enhanced road safety.
Recent advances in artificial intelligence and deep
learning have offered innovative approaches for
accurate and real-time traffic sign detection [8—
10]. This study investigates the capabilities of the
YOLOvV8 model in recognizing traffic signs and its
integration with Google Maps for location map-
ping. Through this holistic approach, our work
advances the enhancement of automated trans-
portation networks, supporting improved road
safety and operational efficiency. By integrating
detected traffic sign locations with Google Maps,
the system enhances practical usability, offering
real-time monitoring and management of traffic
signs through a user-friendly interface. This sup-
ports informed decision-making for both drivers
and traffic management consultants.

Our work focuses on enhancing road safety in
Vietnam by implementing a traffic sign recognition
system. Utilizing a Raspberry Pi 4 combined with a
webcam and a dedicated mobile application, the sys-
tem aims to raise awareness and understanding of
traffic signs among road users [11]. The Raspberry
Pi 4 is responsible for identifying and classifying
traffic signs in real-time, while the mobile applica-
tion serves as the primary tool for user interaction.
Upon identifying a traffic sign, the application logs
its coordinates and stores the data in a database,
building upon previous research in this field [12—
15]. The main point of this study focuses on improv-
ing Vietnam’s roadway safety by developing an au-
tomated traffic sign detection system with the four
specific objectives as follows.

1. The development of an automated traffic sign
identification and classification system integrates
community participation in database maintenance.

The system architecture facilitates user contribu-
tions while simultaneously enhancing public under-
standing of traffic regulations.

2. The implementation of a dynamic traffic sign
database provides real-time location information
through an integrated mapping system. This data-
base serves as a comprehensive repository of traffic
sign distribution data, enabling systematic analysis
and improvement of traffic information manage-
ment.

3. A mobile platform is built to interact and
provide detailed information about traffic signs
to users. This mobile platform combines mapping
functionality to illustrate the location and detailed
content of traffic signs, supporting users to make
rational decisions when participating in traffic.

4. The integration of advanced IoT technology
with continuous real-time data collection from the
community allows the system to be continuously im-
proved and upgraded, thereby increasingly enhanc-
ing the safety of people participating in traffic.

This approach allows the development of appli-
cations to support and manage traffic management
infrastructure in a sustainable manner with high
scalability.

Literature survey

YOLO model

There have been many studies on different
traffic sign detection and recognition schemes.
Early research focused on developing recognition
systems using color segmentation, moment invar-
iance, and neural networks, which have demon-
strated high recognition performance, good accu-
racy, and low computation time [16]. Subsequent
work focused on developing systems that extract
and alert drivers to the content of traffic signs us-
ing text or voice commands [17]. Other important
contributions include methods for detecting and
recognizing traffic signs using color information
and symmetry features [18] and systems based
on neural networks and swarm optimization [19].
CNN models have made some important advances
in the field of traffic sign recognition. One study
demonstrated the effectiveness of lightweight CNN
models that achieved a reduction of more than
50% in the number of required parameters while
maintaining test accuracy [20]. Another study suc-
cessfully implemented CNN-UM simulations on
live data stream processing platforms [21], while
other works proposed automated CNN systems for
image classification tasks [22]. Recent works have
established mathematical models to evaluate the
performance of CNN systems, providing accurate
estimates of power consumption and response time
[23].

N22,2025 N\
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The YOLO framework represents a significant
advancement in real-time object detection, with
YOLOvV8 emerging as its latest iteration. Recent
applications of YOLOv8 have demonstrated particu-
lar effectiveness in specialized domains, achieving
a 7.7% improvement in drone-based detection ac-
curacy [24, 25] and 86.09% accuracy at 28 frames
per second in surveillance applications [26]. For
small-object detection in remote sensing applica-
tions, enhanced variants have shown superior per-
formance compared to the base architecture [27].

The YOLOvV8 implementation selected for this
study utilizes key architectural features essential
for traffic sign recognition: advanced data preproc-
essing including Mosaic augmentation, efficient
feature extraction through a specialized backbone
network, and a detection system optimized for var-
ying object scales. This architecture demonstrates
particular suitability for traffic sign detection due
to its ability to process real-time data streams while
maintaining accuracy under diverse environmental
conditions [28-30].

YOLOv8 uses a comprehensive loss function
that integrates box loss to optimize bounding box
coordinates, class loss to improve object classifica-
tion accuracy, and object-specificity loss to improve
the confidence score of detected objects. Building
on this foundation, the model introduces several
architectural improvements, including a split-head
design that separates detection and classification
tasks for better specialization, and dynamic anchor
assignment that adapts to different object sizes and
shapes. During detection and synthesis, feature
scaling improves detection across different scales.
These improvements combined make YOLOvS8 par-
ticularly effective for complex, real-time applica-
tions such as traffic sign recognition, where accu-
rate detection and classification must occur simul-
taneously under varying environmental conditions
and time constraints.

Metrics and loss function

Intersection over Union (IoU) is a crucial met-
ric in object detection that provides a numerical as-
sessment of the overlap between an object detector’s
predicted (pd) bounding box and a ground truth
bounding box (gt) [31]. It defines the following im-
portant words and is a basic component for assess-
ing a model’s accuracy:

True Positive (TP): A detection is labeled as TP
when the IoU(gt, pd) is greater than or equal to a
specified threshold o, indicating a meaningful over-
lap between the ground truth and the prediction.

False Positive (FP): If the IoU(gt, pd) falls below
the threshold, the detection is marked as FP. FP
denotes instances where the model incorrectly pre-
dicts an object that does not align with the ground
truth, indicating a false positive result.

False Negative (FN): FN instances occur when
a ground truth object is not detected by the model,
typically due to IoU(gt, pd) being below the chosen
threshold a. FN represents cases where the model
misses an actual object, resulting in a false negative
outcome.

The area of union between the gt and pd bound-
ing boxes is divided by the area of intersection be-
tween them to get the IoU [32]:

Area of Intersection between gt and pd
Area of Union of gt and pd '

IoU =

The IoU value is a number between 0 and 1,
where 1 denotes a perfect match or total overlap
and 0 denotes no overlap. The selection of the IoU
threshold o is important since it affects how detec-
tions and ground truth objects are classified and
makes it possible to adjust how well the model per-
forms. Model evaluation can be made more flexible
by adjusting the threshold, which can affect the
trade-off between true positives and false positives.

Precision is a measure of a model’s accuracy in
accurately recognizing pertinent objects. It is com-
puted by dividing the total number of positive pre-
dictions produced by the model (TP) by the number
of all Positives (TP and FP) [33]:

True Positives

Precision = — —.
True Positives + False Positives

Recall measures how well a model can identify
all true positives. Recall is calculated as the num-
ber of TP divided by the total number of TP and
FN. Recall estimates the proportion of data that are
correctly identified compared to all true positives in
the data set:

Recall = True Positives

True Positives + False Negatives

Effective systems typically require high percent-
ages in both precision and recall. However, optimiz-
ing these metrics involves balancing factors such as
increasing precision often reduces recall and vice
versa. This balance must be carefully adjusted dur-
ing system optimization to suit operational needs.

Mean Average Precision (mAP) is a crucial pa-
rameter for assessing how well object identification
models work. By combining precision and recall, it
offers a thorough evaluation that gives important
details about the model’s correctness.

The object detection metric mAP50 uses a 0.5
overlap threshold to evaluate how well models can
spot objects. When a model scores high on mAP50,
it means it’s doing a good job overall at finding
things in images. For more thorough testing, we al-
so look at mAP50-95, which checks detection qual-

4 yd UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI
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ity across different overlap requirements from 0.5
to 0.95. This helps us understand how precisely the
model can pinpoint object locations.

These measurements help us figure out if our
object detection systems are actually working well
in the real world. They give us useful insights about
detection quality across different object types and
scenarios. Systems that do well on both mAP50 and
mAP50-95 tend to be more dependable, which is
why they’re often chosen for things like self-driving
cars and security cameras.

Loss functions measure detection accuracy by
comparing model predictions against ground truth
data during training. Three key components form
the evaluation framework:

— box loss quantifies coordinate prediction ac-
curacy between predicted and ground truth bound-
ing boxes;

— class loss evaluates classification accuracy
within detected regions;

— defocus loss optimizes detection performance
specifically for degraded image quality scenarios.

The combined loss metrics form an optimization
index that guides model convergence toward opti-
mal object localization and classification. This com-
posite evaluation enables systematic performance
assessment and model refinement across varying
detection scenarios.

Mosaic augmentation

YOLOvS8’s training process integrates advanced
data augmentation strategies to boost detection ca-
pabilities. The primary technique, Mosaic augmen-
tation, merges four training images into one com-
bined input. This method, which evolved through
YOLOv4 and YOLOVS5 iterations, exposes the model

to varied object contexts and partial visibility sce-
narios. Such training conditions strengthen the
model’s ability to handle complex detection tasks in
real environments.

Mosaic augmentation combines four training
images into one image at a random ratio. The algo-
rithm follows these steps [34]:

— acquire four images from data set;

— adjust dimensions for uniformity;

— combine into 4 x 4 matrix layout;

— crop a random image patch from the center,
which becomes the final augmented image.

When applying Mosaic augmentation technique,
the processed image matrices exhibit similar struc-
tural patterns as the examples shown in Fig. 1.

This algorithm enhances the sensitivity when
detecting objects in heterogeneous environments,
thereby reducing the dependence on the environ-
ment. This method optimizes the flexibility of the
system to be able to operate on many different con-
texts, thereby improving the recognition accuracy.
This data augmentation protocol is quite effective
for datasets that exhibit spatial differences and con-
textual heterogeneity. However, its effectiveness de-
creases when applied to datasets that include text
documents, objects with prominent features, or
samples with invariant spatial locations.

Comparative analysis between YOLOv8 and
YOLOv5 architectures in traffic sign detection
applications shows a better improvement in per-
formance (Table 1). The experimental evidence
obtained demonstrates that the object detection ac-
curacy of YOLOVS is superior to YOLOv5 by about
2.82%. In contrast, YOLOv5 shows higher sensitiv-
ity (object detection speed), but the difference com-
pared to YOLOvVS is quite small, about 0.54% [35].

B Fig. 1. Examples of Mosaic augmentation applied to traffic sign images
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B Table 1. Performance comparison between YOLOvS8 and
YOLOv5 models

Precision, Recall, | Dataset

Model % % size

Processing

YOLOv8 84.62 76.40 | 10,940 | Real-time
YOLOvV5 81.80 75.94 | 10,940 | Real-time

Note: Results obtained from training on the Vietnamese
traffic sign dataset.

However, based on the superior accuracy figures of
YOLOvVS in other studies as mentioned above, the
research team chose this network model to apply
traffic sign recognition in this study.

Material and methods

The system implements two primary operation-
al modes to effectively monitor and catalog traffic
signs. In the mobile user scenario, individuals uti-
lize a smartphone application to capture and identi-
fy traffic signs, with the system automatically pro-
cessing images, determining sign types, recording
GPS locations, and updating a central database.
Simultaneously, fixed installations using Raspberry
Pi units with cameras provide continuous monitor-
ing at critical traffic locations, enabling real-time
detection and automated database updates. The pro-
cessing workflow integrates these inputs through a
standardized pipeline: beginning with image acqui-
sition from camera, followed by preprocessing for
standardization, YOLOv8-based detection and clas-
sification, database updating with GPS coordinates
and sign information, and finally providing user
feedback through the mobile interface. This unified
approach ensures comprehensive traffic sign mon-
itoring while maintaining system accessibility and
reliability. The subsequent sections provide detailed
technical specifications and implementation meth-
ods for each system component.

Training model

The experimental setup utilized high-perfor-
mance computing hardware and software configu-
rations to ensure optimal training conditions. The
training environment comprised a Windows 11 op-
erating system with an Nvidia 3080Ti GPU (12 GB
memory), PyTorch framework (version 1.10.0a0),
and CUDA toolkit (version 12.0). The develop-
ment environment was configured using Anaconda
Navigator, with Ultralytics framework implementa-
tion for object detection and segmentation tasks.

Dataset preparation and processing
The dataset development followed a systematic
three-phase approach:

Phase 1: Data acquisition

A comprehensive traffic sign image dataset was
constructed through multiple acquisition channels,
including: high-resolution digital photography; cu-
rated online repositories; manual field photography.
This multi-source approach ensured diverse rep-
resentation of traffic sign variations.

Phase 2: Data annotation

Image annotation was performed using spe-
cialized annotation tools (Labellmg and CVAT) to
create accurate bounding box labels for each traf-
fic sign instance. The annotation process followed
strict guidelines to ensure consistency and quality
of labeled data.

Phase 3: Dataset partitioning

The experimental dataset consisted of 10,940
preprocessed images obtained from Roboflow. The
dataset partitioning followed standard deep learn-
ing practices with 9,540 images for training, 786
for validation, and 614 for testing. This distribution
was determined based on empirical studies of deep
learning model training requirements and the need
to prevent overfitting while ensuring adequate vali-
dation capabilities.

YOLOuS configuration

The post-labeling phase required systematic
configuration of the YOLOv8 model parameters
through a COCO-format YAML file. This config-
uration framework specified three critical compo-
nents: the training data pathway for model learn-
ing, the validation data location for performance as-
sessment, and the comprehensive class definitions
for traffic sign detection. The structured YAML
configuration ensures consistent model training
conditions and facilitates experimental reproduci-
bility. The implemented configuration structure is
defined as:

path: dataset

train: trainfimages

val: valfimages

test: test/images

nc: 58 # Number of classes

names: ['DP.135°, °P.102°, °P.103a’, ’P.103b’
’P.103c’, ’P.104’°, °P.106a’,...]

Setting up parameters and proceeding with the
training

Model implementation utilizes YOLOv8-L (large
variant) architecture with input resolution of
640x640 pixels, configured with specific hyperpa-
rameters optimized for traffic sign detection. The
learning rate follows a cosine decay schedule start-
ing at 0.001, using batch size of 16, weight decay
of 0.0005, and momentum of 0.937, with 3 war-
mup epochs. The network is structured to recog-
nize Vietnamese traffic signs according to national
standards, classifying 25 warning signs (W series)
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B Table 2. YOLOvS-L (large) training configuration pa-
rameters and their values for traffic sign detection optimiza-
tion

Model Description Value
parameters
Model Model that we want to use yolov8l.pt
Data Data file coco.yaml
Imgsz Image size 640
Workers | The number of processes 0
that generate batches in
parallel
Device Device to run training 0
Batch The number of images
processed before updating
the model
Epochs The number of times the 300
learning algorithm will work
to process the entire dataset
Patience | Epoches to wait for no 50
observable improvement for
early stopping of traing
Name Folder name yolov8-
traffic-sign

Response
A

Request
q > >
Request
< R <
esponse - .
Hardware Server Android Native
application

B Fig. 2. Overall system architecture

aligned with QCVN 41:2019, 20 regulatory signs
(R series) following Circular 54/2019/TT-BGTVT,
and 13 guide signs (G series) conforming to TCVN
7887:2018. The training follows a three-stage pro-
cess: initial pre-training using ImageNet weights,
domain adaptation using a COCO traffic sign sub-
set, and final fine-tuning on our Vietnamese data-
set using progressive learning rates. This config-
uration ensures optimal performance while main-
taining compliance with local traffic standards and
regulations. Through systematic parameter tuning
and performance analysis, an optimal set of train-
ing parameters was established. Table 2 details
these parameters, which were selected to maximize
the model’s traffic sign detection capabilities while
maintaining computational efficiency.

The training time depends on the dataset size,
the number of epochs, and the number of classes.
After the training process completed, a trained
YOLOv8 model is used to detect objects in real-time.

System architecture and design

The proposed system architecture integrates
three fundamental components: server infrastruc-
ture, hardware platform, and software interface.
Figure 2 shows this comprehensive architecture,
demonstrating the interactions between compo-
nents and data flow pathways.

The hardware implementation centers on a
Raspberry Pi 4 computing platform, which man-

ages image processing, display output, and camera
input operations. This embedded system facilitates
real-time traffic sign recognition through its inte-
grated webcam module while maintaining continu-
ous communication with the server infrastructure
for data processing and result visualization.

The software layer comprises an Android Native
application developed in Java, implementing a cli-
ent-server architecture for efficient data manage-
ment and sign recognition processes. The applica-
tion provides primary functionalities including user
authentication, real-time sign detection, and loca-
tion-based visualization through map integration.
Secondary features encompass detailed sign infor-
mation retrieval and supplementary data access ca-
pabilities.

The server infrastructure employs a dual-serv-
er architecture to optimize different processing
requirements. A NodeJS-based server manages
user authentication, session management, and geo-
graphical data storage, while a Flask-based Python
server specializes in computational tasks related to
traffic sign recognition. This separation of concerns
ensures optimal performance for both data manage-
ment and image processing operations.

Figure 3, a, b demonstrates how the web serv-
er acts as a bridge between software, hardware,
and the system’s Al server. Its role is to receive
images collected by the mobile application for rec-
ognition processing and return the results to the
mobile app while storing the location in the data-
base. Additionally, on the hardware side, it receives
streaming data to enable continuous recognition
processing and displays the results on the web serv-
er interface. The diagram reveals the complete data
flow and interaction pathways between all system
components.

Hardware solution. The system hardware fea-
tures these specifications: Dual-band networking
via 2.4/5.0 GHz IEEE 802.11ac and gigabit ether-
net connectivity. Four USB ports (two 3.0, two 2.0)
enable camera connections. The processing unit
incorporates a 40-pin GPIO interface, supports
1080p/30FPS video input, and drives a 320x480
LCD panel.

The processor handles concurrent display out-
put and camera input operations. Visual data flows
from camera sensor through the processing unit to
the display module. Remote access operates through
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a) Input data and traffic sign
coordinates are transmitted

from the mobile application's
camera

1

Server executes the traffic sign
recognition model

1

Obtain prediction results

No data detected

No detection results found

I END

and retrieve data

{

Store the coordinates of the
traffic sign in the database

Return the list of detected traffic }‘

signs to the mobile application

b) " ™
Video data extracted from

1

Server executes the traffic sign
recognition model

1

Obtain prediction results

camera No data detected |

No detection results found

| END ’

and retrieve data

4

Display the list of detected signs

and labelled images on the
screen

B Fig. 3. System component interactions: a — web server and mobile application; b — web server and hardware

a NodedJS-based web portal. Captured images route
to the central server for processing, with analysis
results returned to the display. This configuration
enables continuous visual analysis, supporting di-
verse research applications. Figure 4 illustrates the
circuit architecture, detailing component intercon-
nections between core processing unit, display sys-
tem, and optical sensors.

Software solution. We have developed a mobile
application that enables users to identify traffic
signs by taking photos. This framework performs
automatic sign classification, captures location da-
ta, and logs details to storage. When users submit
images, the central processor analyzes them and
returns comprehensive sign descriptions. The plat-
form also enables alert parameter searches and pro-
file customization options.

The application and interface of the traffic sign
recognition system are built on Android Native
(Java) software. The team chose this Android
Native (Java) platform to take advantage of some
of the main advantages of this platform that has

been optimized for the Android operating system,
providing superior performance and reliability
when handling large data sets and diverse inter-
actions between multiple devices. The platform us-
es the official Android language, which facilitates
integration with many essential APIs, especially
the Camera and Maps services, allowing full use
of the system’s features. Furthermore, thanks to
the powerful and modern programming environ-
ment of Java and supported by continuous updates
from the Android development community, access
to cutting-edge technology is guaranteed to solve
complex challenges. The combination of the Java
platform and XML provides flexible user interface
management that allows for a clear separation be-
tween logical and interface components. However,
this implementation approach also poses certain
challenges such as the time required for building
and development is extended due to the need to
build platform-specific solutions instead of using
available cross-platform libraries. The platform
requires quite comprehensive programming exper-
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tise and extensive knowledge of the Android SDK,
which can create certain difficulties for new de-
velopers. Additionally, the system scalability faces
limitations such as expansion to other platforms
such as iOS requires significant additional support
library components compared to cross-platform
alternatives. Despite these challenges, the advan-
tages in performance, reliability, and system inte-
gration are adequate reasons to choose Android
Native (Java) for this application.

Intermediary server. Figure 5 demonstrates
our dual-server architecture implementation. The
system employs a NodedS server for database man-
agement and connectivity, alongside a Flask server
dedicated to model storage and traffic sign recogni-
tion processing tasks.

Building a server NodedS. Used to manage all
information about users, road signs, as well as all
data about the location of road signs to be stored in
the MySQL database.

Research has shown that Node.js demonstrates
high memory efficiency compared to traditional
multi-threading servers, allowing it to handle nu-
merous concurrent requests without significant
performance degradation [36]. These character-
istics make it an ideal choice for managing data
centrally, given its scalability, high performance,
and cost-effectiveness. For the reasons mentioned
above, we have built a Node.js server to handle the
centralized management of data surrounding this
mobile application.

Building a server Flask. A web server was cre-
ated to retrieve images, process recognition tasks,
and provide a website interface capable of obtaining
images from user devices for real-time recognition.
The system implements Python as its core develop-
ment language for neural network operations, uti-
lizing its efficient code structure and established
frameworks such as NumPy, Pandas, TensorFlow,
and PyTorch. These libraries support effective im-
plementation of complex models, making Python
an ideal choice for research implementations. The
system implements YOLOvVS, the latest model in
the YOLO family of object detection systems, which
utilizes PyTorch to support traffic sign recognition
with state-of-the-art performance.

Figure 6 shows the web server architecture,
where Flask was selected as the framework for fa-
cilitating real-time traffic sign detection. While
other robust frameworks like Django are available,
research has shown that Flask’s performance ca-
pabilities surpass alternatives due to its simple ar-
chitecture [37]. The framework efficiently handles
hundreds of requests per second without significant
performance degradation, making it particularly
suitable for rapid recognition tasks and real-time
display of results on the web interface.

For further details, including access to the
source code and comprehensive documentation,
the complete repository, containing scripts, mod-
els, and additional resources, is available at (https://
github.com/pacotha/DL_IOT2.git ).

Data of users, signs and

Image

Yy
>

Mobile
appllication

<
Y <

sign’s position
Node.js server
<

Sign’s position

B Fig. 5. Comprehensive system interaction flowchart

Detection’s
results

— Image
Flask > Raspberry
server < Pi
-

Detection’s
results
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Y

Extract images Server processes
from the video »  images for
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T Y
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interface with
real-time video
and sign
information

results including
processed images
and sign
information

B Fig. 6. Real-time image processing workflow on hardware components

The system employs a three-tier verification ap-
proach for sign status monitoring. Regular rescans
by mobile users and fixed cameras provide updat-
ed sign condition data. A confidence scoring system
flags potential sign removals when detection fails
across multiple scans. Additionally, community re-
porting through the mobile interface allows users
to flag missing or relocated signs, with automated
verification triggered for reported changes.

Results and discussion

The evaluation of our Traffic Sign Recognition
system, implemented using the YOLOv8 architec-
ture, high-lights its effective performance. Figure 7
illustrates the training losses for bounding box,
class, and defocus over a 263-epoch training cy-
cle. The box and class loss values, both below 0.5
after training process, indicate successful training
and proficiency in object classification. Figure 8
presents the performance metrics of the YOLOvS8
model, demonstrating that our system achieves a
notable mAP50 score of approximately 89%. This
score highlights the model’s capability in recogniz-
ing objects with diverse levels of overlap across IoU
thresholds ranging from 0.5 to 0.95. At the specific

COLOOoO
ChRihwhuoiooImo

100
-recall

150
- mAP50

200 250
~mAP50-95

300

o precision

B Fig. 8. Performance metrics evolution during training

IoU threshold of 0.5, the system demonstrates sig-
nificant accuracy, reaching nearly 90%, which vali-
dates its robust ability to accurately identify objects
with moderate overlap.

Figure 9 shows the validation phase results,
where both box and class losses decreased and stabi-
lized below 0.5, suggesting effective generalization
of the model to unseen data. The defocus loss, indi-
cated also known as dfl-loss, is a specialized compo-
nent that improves object detection in challenging
conditions such as blurry or unclear images. This
loss remained stable around 1, indicating the mod-
el’s resistance to overfitting while maintaining good

S
200 250
- train/dfl_loss

0 50 100

- train/box_loss

150

strain/cls_loss

300

B Fig. 7. Evolution of training losses over 263 epochs

3.5

25|

1.5

1 e

05]

0 50
»val/box_loss

100 150

-val/cls_loss

200 250
-val/dfl_loss

300

B Fig. 9. Validation loss trends across training epochs
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B Fig. 10. Learning rate adaptation throughout training

i

generalization capabilities. Figure 10 reveals the
learning rate adaptation from 0.01 to 0.001, where
the linear decrease and stabilization of training and
validation losses suggest the model’s convergence
toward an optimal point.

The key performance metrics of the model in-
clude precision and recall, both of which are around
80%, indicating that this object detection model has
a fairly good balance. This balance is important to
minimize the rate of false positives while ensur-
ing that relevant objects are correctly identified.
Regarding the loss function, the box_loss decreas-
es during training, indicating that the system ef-
fectively minimizes the error in training to predict

bounding box coordinates. Similarly, the cls loss
decreases significantly during training, demon-
strating the model’s ability to accurately classify
object types.

The mobile application interface is shown in
Fig. 11. Although the positive metrics indicate that
the YOLOv8 model has been properly trained, re-
al-world evaluations show that the recognition
ability is still not high. According to our survey on
the street, the recognition accuracy of the model is
around 70%. There are several reasons for this, in-
cluding factors related to the training process and
data processing. One important factor contributing
to this phenomenon is overfitting, where the model
focuses too much on the training data. The mobile
application implements a hybrid storage approach.
Frequently accessed map regions are cached locally,
reducing server load and enabling offline function-
ality. Map data synchronizes automatically when
connectivity resumes, with differential updates
minimizing data transfer. User preferences deter-
mine cache size and update frequency. However,
through practical observation, despite the limited
recognition ability, the system still correctly places
the recognized signs on Google Maps as shown in
Fig. 12. This proves that our system works effective-
ly in real-world applications.

1651 % TS &~

—
e | =
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Traffic Signs In Vietnam

DR.135 Of pi02 )

Changing traffic culture [

)

starts with yourself. [

)

Traffic safety is the happiness of every family!

LOGIN

Dont Have An Account? SignUp

B Fig. 11. Mobile application user interface showcasing key features: sign recognition interface; location mapping display;

user interaction components for data management
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Table 3 presents a comprehensive performance
comparison between the YOLOvV8 model and two
baseline methodologies: SVM [3] and MSER/
HOG-enhanced SVM [4]. The evaluation metrics
encompass recall, precision, and dataset utilization
efficiency, providing quantitative insights into each
model’s detection capabilities in real-time traffic
sign recognition.

Applying the YOLOvV8 network to the system
shows significant improvements in detection ability
as shown by the recall data showing a 2.5x increase
compared to traditional SVM methods. Specifically,
the system’s recall with YOLOVS is 86.8% compared
to the baseline SVM performance of 34.15%, show-
ing a significant improvement in the ability to iden-
tify traffic signs. In addition, YOLOv8 shows better

B Table 3. Comparative analysis of traffic sign detection
performance across different methodologies: YOLOvS8, SVM,
and MSER/HOG

Precision than SVM, MSER/HOG, with an improve-
ment of 39.67% (89.7% compared to 41.03% of the
SWM method and 88.75% of the MSER/HOG meth-
od). This shows that YOLOv8 outperforms SVM in
both object retention and classification. Compared
to SVM-based MSER and HOG, YOLOvVS8 shows sig-
nificantly higher recall value, with an improvement
of 6.35% (86.8% vs. 81.45%). However, YOLOvS8 has
a slightly lower Precision, with a decrease of 8.05%
(80.7% vs. 88.75%). This shows that SVM-based
MSER and HOG have more accurate object reten-
tion, while YOLOvVS provides a higher recall.

Although the YOLOvV8 network may show a
slight decrease in precision compared to some meth-
ods, its significantly improved object retention and
rapid object recognition, combined with its ability
to learn efficiently from limited data, make it an
effective choice for real-time traffic sign detection
applications.

Reference Total sign Precision, % Recall, % Conclusion
SVM [3] 104 41.03 34.15 ' -
MSER/ 104 88.75 3135 ‘ Thls stuc_ly has sucgessfully gchlgved its ke)'l gb-
HOG [4] jectives while advancing traffic sign recognition
technology. First, our automated identification and
YOLOv8-L 58 89.7 86.8 classification system demonstrated strong techni-
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cal performance, with the YOLOv8 architecture
achieving an mAP50 score of 89% and 90% accura-
cy in controlled environments. The system enabled
effective community participation through its mo-
bile interface, though real-world accuracy averaged
70%, highlighting areas for future enhancement.

Second, we successfully implemented a dynamic
traffic sign database with Google Maps integration,
establishing Vietnam’s first comprehensive traffic
sign mapping system. The dual-server architecture,
combining Node.js and Flask with Raspberry Pi
edge computing, proved robust and scalable, ena-
bling efficient data collection and real-time process-
ing.

Third, our interactive mobile platform success-
fully delivered detailed sign information and educa-
tional content to users. The comprehensive mobile
application facilitated user engagement and data
collection, while maintaining system responsive-
ness and accessibility. Comparative analysis showed
our approach outperformed traditional methodol-
ogies, with superior precision (89.7%) and recall
(86.8%) compared to conventional SVM and MSER/
HOG approaches.

Fourth, we established a scalable framework
combining deep learning capabilities with commu-
nity-driven data collection. This integration demon-
strates the feasibility of our approach for traffic
sign monitoring and maintenance. Future enhance-

ments will focus on optimizing data augmentation
techniques, improving model robustness against en-
vironmental variables, and refining real-time pro-
cessing algorithms.

These achievements provide a foundation for in-
telligent transportation systems while identifying
clear paths for future development. Initial deploy-
ment is planned for Da Nang’s urban center, with
phased expansion to other Vietnamese cities. The
system’s modular architecture enables integration
with existing traffic management infrastructure
and third-party ADAS systems. Future applications
include real-time navigation assistance and auto-
mated traffic management. The system’s architec-
ture enables expansion to incorporate additional
traffic management features and integration with
broader transportation infrastructure, supporting
the continued development of safer and more effi-
cient road networks in Vietnam.
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PacnosHaBaHue JOPOKHBIX 3HAKOB C HCIIO/Ib30BaHHEM cHucTeMbI FIHTepHeTa Belneii U IiryGokoro ooydeHus
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Beegenune: aBToMaTuueCcKoe PaCIO3HABAHUE JOPOKHBIX 3HAKOB ABJIAETCH BAKHON YACTHIO MOAEPHU3AIMY CUCTEM 0€30IIaCHOCTH J0POK-
HOTO JBI)K€HHUS I MHHUMHUBAIIUH CBA3AHHBIX ¢ HUM HHIuAeHToB. Ilenb: paspaboraTs cucreMy pacrno3HaBaHUA JOPOXKHBIX 3HAKOB BheTHAaMA ¢
unTerpanuei loT-rexHomoruit, kKamep, AaTIYUNKOB X METOLOB ITy60K0Oro o0y4eHus. Pe3yabTrarhl: pe/icTaBieHo Iepe[0BOe PelleHre KOMIIBIO-
TEPHOTO 3PEHWsI, UCIIONb3yIlllee HeUpoHHy apxurekTypy YOLOV8 musa pacrnosHaBanus u KiaccuUKAIIUU JOPOKHBIX 3HAKOB BheTHaMa
B peanpHOM BpeMeHH. CrcTeMa MHTETpHpyeT MeCTOIOJI0KeHHe 00HapysKeHHbIX 3HaKoB B Google Maps u mpexmocrasiser obuupHyio 6asy
JAHHBIX MECTOIIOJIOKEHUA BCEX 3HAKOB B TOPOACKUX paiioHax. CO0p JAaHHBIX OCYIL[ECTBIAETC I[yTeM I1ePBOHAYATIBHOM CheMKH H300paske-
HUH C PEATbHBIX JOPOT U UX 00bEAUHEHH C CyIIeCTBYIOLIMM HaO0POM JAHHBIX JOPOKHBIX 3HAKOB Brernama us Kaggle. [lna nosbiesus
HAJIEKHOCTH Habopa JaHHBIX NIPHMEHAeTcs TeXHHKa ayrMeHranud Mosaic. [lnsa pacrnosHaBaHus TOPOKHBIX 3HAKOB B PEIKHME PEATHHOTO
Bpemenu miarta Raspberry Pi 4 oro6pakaer obHapy:xeHHbIe foposkHbIe 3Haku Ha dkpane HMI, B To Bpems Kak crieruanbHO paspaboTaHHOe
MOGUIIbHOE IIPUIIOKEeHNe 00HAPYIKUBAET, PACIIO3HAET U YBEAOMIIAET I0Ib30oBaTenei 06 ux Mecrononoxennn. ObydeHHas CHCTEMA JOCTUTaeT
89 % suavenns mAP50 u 90 % TouHOCTH, YTO ZOBOJIBHO XOPOLIO I PACIIO3HABAHUA JOPOKHBIX 3HAKOB. Kpome Toro, moxens YOLOVS ne-
moHctpupyeT 89,7 % rounocru (Precision) u 86,8 % nomnuors! (Recall), uro sHaunTensHo BhIme 1o cpaBHeHuio ¢ Merogamu SVM u MSER/
HOG. IIpakTngyeckas 3HAYAMOCTS: co3nanHas uaTerpuposannas B Google Maps cucrema pacnosHaBaHus B PeaTbHOM BPEMEHH TO0POJKHBIX
3HAKOB Y/IOBJIETBOPSET IIOTPEOHOCTH PEryInPOBAHUA JOPOKHOTO JBHKEHH A, 00ecrieue ) 6e30IIaCHOCTH M CHUKEHUT aBapUHHOCTH Ha YIIH-
nax Brernama.

KaroueBsrie cioBa — pacnosHaBaHue TOpOKHBIX 3HaKOB, YOLOVS, unrerpamus 8 Google Maps, o6HapysKeHre B peaJbHOM BPEMEHH,
6e30I1acHOCTH Ha J0POTax.
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aTuxooKeaHCKuV rocyjapCTBEHHbIA YHUBEPCUTET, yi1. TuxookeaHckas, 136, Xabaposck, 680035, PO

BBegeHue: 47151 06paboTKM fJaHHbIX TeNIeMeTPUU, KOTOPbIM B [I0CTIEAHUE roAbl HE yAENAN0Ch JOCTaTOYHOr0 BHUMAHMS, CyLLecTByeT
PS4 anropuTMOB Kak Creyuann3upoBaHHbIX, Tak U 06LYero Ha3HayeHus,, H1 OiH U3 KOTOPbIX HE MOKAa3bIBAET XOTS 6bl IPUeMIEMYH ¢-
(EKTUBHOCTb, ¥ BCE UMEIOT P (yHAAMEHTa bHbIX OrpaHndeHuni. Ljenb: paspaboTtatb 3Q(eKTUBHbIN anropuTM CxaTus/BoccTaHoBIIe-
HUSI HA6OPOB KaZPOB TENIEMETPUYECKUX JaHHbIX HA OCHOBE IPOCTPAHCTBEHHOIO MOAX0AA K UX NPeACTaBAEHUIO U hopMaTa XpaHeHus ux
CXKaToro npesCcTaB/eHNs A1 3afa4un apxuBayuy. Pe3ynbTaTbl: IpeAsIoxXeH anropuTM CKaTusi HabopOB KafpoB TeNeMETPUYECKUX faH-
HbIX, IPEACTaBAOLMX COBOM TPEXMEPHbIE Pa3HOCTHO-GUTOBbIE MAaTPULIbl, PACCMOTPEHbI Pa3/IndHbIe CI0CO6bl UX 0TOGPAXKEHUS B TeJI0
(pakTanbHoro Ky6a. [l xpaHeHus1 CXXaToro npejCcTaBeHus JaHHbIX pa3paboTaH crieyuann3upoBaHHbIi )opMaT onncaHus, KOTOPbIN
3(heKTUBHO MOXET bbITb NPUMEHEH B 3afja4e apxvBaLum laHHbiX. [IpuBesjeHbl OLeHKN CKOPOCTY U KadecTBa paboTbl pa3paboTaHHOMro
aJ/IropuTMa, KOTOpbIV 0 3GEKTUBHOCTHU CPaBHUBAJICS C aIFOPUTMOM, OCHOBaHHbIM Ha MOCTPOEHUM MPEPUKCHbIX KogoB XadpmaHa, n
¢ anroputmom DEFLATE, Bxogsiuum B coctaB yTunutbl WinRAR, KOTopbIsi B CBOKO 04epesb ABASETCA (pakTUYECKUM OTPac/IeBbIM CTaH-
J[apToM 4J151 peLLeHUs 3a4a4 CKaTusl U apxuBayun. B pesynbTate f0Kka3aHo CyLecTBEHHOE NPEBOCXOACTBO pa3paboTaHHOIo anroputMa
Hap anroputMamu Xapgmara n DEFLATE B ckopocTyu u KoagguumeHTe cxatusi. [lpakTuyeckas 3HaYMuMOCTb: 1C10/1Ib30BaH1e Npeaso-
JKEHHOr0 a/IropuTMa MOXET NPUBECTYU K 3HaYNTEIIbHbIM TEXHUKO-3KOHOMUYECKUM BbIrO4aM AJ1S1 IPOMBbILLTIEHHBIX MPEANPUATIN U YTy Y-
LIEHUIO 3(HeKTUBHOCTU PabOTbI CUCTEM repesjaum TeJIeMEeTPUYECKUX flaHHbIX. O6CYX AeHne: OCHOBHbIM HEOCTaTKOM pa3paboTaHHO-
o anropuTMa sIBJIIETCA HeJIMHENHas 3aBUCUMOCTb BPEMEHU CXXaTusl OT Pa3MEPHOCTH CXXMMAaEMbIX JaHHbIX, ABAAIOLLasCA C/IeCTBUEM
KaK HEBO3MOXHOCTU 3(HEKTUBHO CEerMeHTUPOBAaTh JaHHbIe [/151 UX Pa3fieIbHO 06paboTKH, Tak U HEOOXOAMMOCTHU B MHOTOMPOXOAHOM
o6paboTke. PeleHne faHHbIX IPO6IEM OTKPbIBAET Psf NEPCEKTUBHbIX HanpaBaeHUii A1s1 AallbHeLIEero pa3BuTis aaropuTMma.

Kniouesbie cnosa — Ha60pr Kagpos., TeJieMeTpu4yeckne faHHble, O6paTMMO€‘ c)xatune, apxmBauus, TeJieMeTpu4yeckmne CUCTeMbl.
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Brenenmne

B coBpemennoM Mupe nHpoOpMAaIusa UrpaeT K-
YeByI0 POJb BO MHOTHX C(epax KU3HU 00IecTBa,
IIPU BTOM TEMIIbI ee POCTA MOCTOSHHO YBEIHYUBA-
IOTCSI, 9YTO OOYCIIOBIIEHO PA3BUTHEM TEXHOJOTHH
u rnobanusanueit. E:xeqHeBHO BhIpabaTHIBAIOTCS
OTPOMHBIE 00BEMBI MaHHBIX: BHIE0, AyIHO, TEK-
CTOBBIE JAHHBIE U MHOTHE Apyrue ux Tumnbl. He saB-
JISIOTCA WCKJIIOYEHUEM U JaHHbIe, ITOJIy4aeMble OT
cucTeM TejeMeTpuu. TeleMeTpuuecKue HaHHBIE
WUTPAIOT KPUTHYECKH BAKHYIO POJIb B COBPEMEHHOM
MHpe, IPeI0CTABIIASI IIEHHYI0 HH(POPMAIIUIO O TOM,
Kak (PyHKIIMOHUPYIOT IIPOIECCHI U CUCTEMBI, II03BO-
JIsIsS IPUHUMATH 000CHOBAHHBIE PEIICHUS U YIyd-
math 3 (PEeKTUBHOCTD UX PAbOTHI.

OueBUIHO, YTO C POCTOM OOBEMOB Te€HEpHpye-
MBIX JAHHBIX BOSHUKAET HEOOXOIUMOCTD UX d(pdek-
THBHOI'O C/KATH B IIeJIAX KaK JaJbHeNIel nepeaa-
YW 10 KAaHAJAM CBSI3H, TAK W JJIUTEIHHOTO XpaHe-
HuA. [IpoMCXOAUT HEYKJIOHHBIA POCT 3HAYUMOCTHU

JaHHOM IIPOIIEeYPbI, TIOCKOIBKY, COKpAIas 06'beMbl
JaHHBIX, MOKHO CHUBUTDH TEXHUKO-9KOHOMHYIECKUE
3aTparhl HA UX IIepenady, XpaHeHue u 00paboTKy u
MIOBBICUTH IIPOU3BOAUTEIBHOCTD PAGOTHI CHCTEM.
OmHaKO CTOMUT ydYecTb, UYTO pasHbIe TUIbI TAH-
HBIX TPEOYIOT PAsHBIX IIOAXOAOB K cikarwio. Jlis
n300paKeHuH 1 BUIEO0 0OBIYHO UCIIOIB3YIOTCS CIIe-
UaJN3UPOBAHHbBIE AJTOPUTMBI CKATHUS C IIOTEPS-
mu, Takue kak JPEG umu H.264/AVC [1, 2]. {na
TEKCTOBBIX MAHHBIX 3a4aCTYI0 IMPHUBJIEKAIOT YHHU-
BepcajbHbIE AJTOPUTMBI CKATHSA 0€3 IOTephb, TAKUe
kak LZW unu DEFLATE, nocieguuii ocHoBaH HaA
roMmbunaruu anropurmos LZ77 u Xaddpmana [3-6].
B cayuyae pmaHHBIX TeleMeTpHWH JIHIIL HEMHOTHE
YHUBEpCaJlbHbIE aJTOPUTMBI OKA3BIBAIOT XOTA ObI
npueMieMyio 3 (eKTUBHOCTD, IPHU TOM obpaliie-
HHE K CIeIMAJTU3UPOBAHHBIM aJITOPUTMAM CHJIb-
HO OTPAHHWYEHO B CBA3U C UX crelupukoi [6-19].
IIpennosxenubie B 9TuX paboTax aJrOpUTMbBI CIKa-
TUS MaHHBIX, ITOJyYeHHbIE OT OECIPOBOAHBIX CEH-
COpHBIX ceTelt [6, 7, 19] u cucTeM TelensMepeHUs
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[9-12], B3aTbIe g 00pabOTKM JAHHBIX yIbTPa3BY-
KOBOTO0 MccienoBanud [15] u 6MOMegUIIMHCKUX CHUT-
Hanos [13, 14] xoporo pa6oraimT ¢ TereMeTpule-
CKUMH JaHHBIMH TOJIHKO OIPEIeIeHHOr0 TUIIA WU
061a1aI0IIUMHU TOJIBKO ONPeIeIeHHbIMU CBOHUCTBA-
MM, YTO 3HAYUTEIHHO CyIKaeT 06JI1acTh UX SKCILIya-
TaIuu.

Takum o6paszom, B HACTOAIIEE BPeMs CYIIECTBY-
eT IpaKTHYecKasd HeoOX0IUMOCTh B paspaborke sd-
(PeKTUBHBIX AJITOPUTMOB CHKATHS TEJIEMETPUIECKUX
JAaHHBIX MIXPOKOTO CIEKTPA.

IIpencraBienune kagpos
TEJeMETPHICCKUX NAaHHBIX

B mamnoit pabore mpensioxeH aaropurm obparu-
MOTO CiKATHUsA TeIeMeTPUYECKHUX JaHHBIX IJId 3a1a4n
WX apXUBaIUM, OCHOBAHHBIA HA TPOCTPAHCTBEHHOM
moxxoze [20], uxess KOTOPOTO 3aKI0OYAETCS B MPE-
CTaBJIEHUU OTCYETOB JAHHBIX B PA3HOCTHO-O0HTOBOM
BHUJE C UX IIOCIeAYIOlIel TPYIINPOBKON U pacIoyo-
JKEeHMEM Ha MOBEPXHOCTU WJIU BHYTPH Tejla HEKOTO-
POro mpocTpaHCTBeHHOro 00bekTa. [Ipumenenue Ta-
KOT'O II0J[X0/Ia TI03BOJISET IIPOU3BOIUTE OoJiee Iiry0o-
KU aHAIN3 JaHHBIX C COXPAHEHUEM KOPPeJIsIuOH-
HBIX CBfI3€H KaK MeXIy OTCUeTaMH, NOJy4YeHHBIMHU
B OJMH MOMEHT BpPeMEeHHU U 00beJUHEHHBIMU B paM-
Kax erHOr0 Kajpa JaHHbBIX, TAK U MEXAY KaJIpaMu,
MOy YEHHBIMHY 32 BCe BpeMs padoThl CUCTEMBI U 00b-
€INHEeHHbIMHU B Ha60pr.

B kagecrBe mpocrpamcTBEHHOTO 0O0BEKTa [IJIsd
oToOpaskeHuA [AaHHBIX ObLI BBIOPAH (parTaIb-
HBIU Hapa’jjeaenuIes, IIPYU 3TOM IJId IepeHoca 6ur
mpenpiaraeTca HCIOJIb30BATh CIIOCOOBI IIOCTIEIOBA-
TEJILHOTO U I'PYIIIIOBOTO OTOOPAKEHMUS.

ITocemoBarenbHBIM CIIOCOO IIOPA3yMEBAET OTO-
OpaixeHne KaJpoB APYT 3a IPYyroM B INIyOHHY, B pe-
3yJabTare 4ero (popMupyercs TpexmMepHas 6uroBas
mvarpuna G (ppakxranbebIll mapamnenrenumen)
pasMepHOCTBhIO . X m X [, Tme | — KoJu4ecTBO Ka-
poB B Habope, n — pPa3pALHOCTb OTCUETOB U M —
KOJIMYECTBO OTCYETOB B Kajpe.

I'pynmoBoii croco6 mpencTaBiIeHus SBIAETCS
MopuUKaIuei Mocaea0BaTeIbHOr0, HO PA3IHYINS
3aKJIOYAIOTCA B TOM, YTO KasKIble YeThIpe Kajapa
dopMupyioT rpynmy, a Kamaas TpyImna pacioara-
eTcs IMoCIefoBareIbHo APyr 3a apyrom. [Ipu sTom
€CIIM paccMaTpUBATDH IOJLYYHBIIMHCA OOBEKT CO
CTOPOHBI T€OMETPHUH, TO OH OCTAHETCS BCE TEM JKe
rapaJijiesieliuIeoM, a IPU PACCMOTPEHUH CO CTOPO-
HBI GUTOBOTrO OTOOPAKEHUS — TPEXMEpPHOU MaTpH-
et Gg pasMepHOCTEIO (1 x 2) x (m x 2) x (I / 4).

Ba?KHO OTMEeTUuThb, 4TO B CiIy4dae TIDPYIIIIOBOTO
[IpeCTaBIeHUs KJIACCHYECKUH CII0CO0 PacCIoioKe-
HUA OUT B TeJIEMETPUYECKOM Kajpe (cjieBa Halpago
OT CTapIIero paspsajga K MIAAIIeMy U CBepXy BHH3
OT IIEPBOTO OTCYETA K IOCIeIHEMY) CIeAyeT HU3Me-

HUTD, TAK KaK [IPH €r0 UCII0Ib30BAHUH HA TEKYIIeH
CTPYKType OyayT HapyIleHbl KOPPeaaIlHOHHbIe 3a-
BHUCHUMOCTH MeXKIy KajapaMmu. UToObI He MOMYCTUTh
9TOTO0, HY;KHO 0TOOpasKaTh OUTHI cilemayomuM obpa-
30M:

— [IJIsI TIePBOTO Kaapa (BepxHero JIieBoro) OUTHI 3a-
MMUCHIBAIOTCS, KAK M IIPH KIACCUIECKOM criocobe, 1mo
CTPOKAM CBEpXy BHH3 M CJIeBa HANPABO B KaXKIOH
CTPOKE;

— IJIST BTOPOTO Kajpa (BepXHEero mpaBoro) OUTHI
3aIMHUChIBAIOTCA II0 CTPOKAM CBEpXy BHHU3 U CIIpaBa
HaJIEBO B KaKJI0U CTPOKE;

— [UIsI TPeThero Kaapa (HUKHEro mpaBoro) 6UThI
3aIMMCHIBAIOTCS 10 CTPOKAM CHH3Y BBEpPX U CJIEBA
HaIpaBo B KAKJOU CTPOKE;

— [IJIS YeTBEPTOro Kaapa (HUKHEro JIeBOro) 6UThI
3aIlMCHIBAIOTCS II0 CTPOKAM CHHM3Yy BBEpPX W CIpaBa
HAJIEBO B KAMKOU CTPOKE.

Tax:xe HEOOXOTUMO U3MEHUTH W AJTOPUTM IIpe-
oOpasoBaHusA JAHHBIX B OMHAPHBIN BuUA Ha 6ojee
TOAXONAIIUY JJIS TIOJIyYeHHON CTPYKTYPhI, KOTOpPOe
HYKHO IIPOM3BOIUTH CJIEAYIOIAM 00pa3oM:

1) ymcyo mpeacTaBIfAeTCs B ONHAPHOM BHJIE B 3a-
BHCHUMOCTH OT 3HAKA II0 CAEAYIOIEeMY IPUHITHILY:

a) eClIM YHCJIO SIBJISETCS MHOJOMKHUTEIbLHBIM, OHO
mpejicTaBisieTcs B ONHAPHOM BH/Ie PA3HOCTH CaMO-
r'o YMCJIA U eJUHHUIIBL;

0) eciu YKUCIIO SABJAAETCI OTPHUIATEIBHBIM, OHO
IIpeJicTaBIseTcsa B CBOeM OMHAPHOM Buje 0e3 yueTa
3HAKAa;

B) HOJIb IIPEJCTABISIETCA B OMHApHOM Bume 0es
W3MEHEHUH, T. e. HyJleM;

2) K TOJyYeHHON OMHAPHOM IMOCIeq0BaATEIbHO-
CTH MJAJIIAM PaspsioM IONUCHBIBAETCSA OXUH OHUT,
OTBEYAIONIHUH 32 3HAK YKCJIAa U PABHBIN:

a) HyJII0, €CJIM YUCJI0 OTPUIIATEIHLHOE I PABHO
HYJIIO;

0) eIUHUIIE, €CIIH YHCIIO IIOJI0KUTEIILHOE.

AIropuTt™ c:xaTHud, OCHOBAHHBIHN
Ha 0TOOpaKEeHHUH TAHHBIX
B (ppaKTAIBHBINH Hapa/LIe/IeTuIes

B ocHOBe maHHOrO aJIropUTMa JIEKUT IOUCK 06-
jJacrei, cyMMa GUT BHYTPH KOTOPBIX 00JIbIIE HEKO-
TOPOT0 IIOPOTOBOT0 3HAYEHHUS B Telle (PPaKTaIbHOTO
napaJuiesienuena, 06pasoBaHHOTO B XOJIe IIOCJIe0-
BATEIbHOr0 U TPYIIIOBOrO CIOCO00B 0TOOpAKEHUs
TejleMeTpUYeCKux Kaapos. Ilpu sTom dukcupoBaTsh
obHapy:KeHHbIe 00JIaCTH IIpeIJjaraercs € HCIOJb-
30BaHUEM [[ByX TOYEK B CHCTEMEe KOOPIUHAT (PpaK-
TampHOTO Napainenenunena: P;,lx;,, v;1, ;1] u
P olx; 9, ¥i9, 20l (tme T — HOMep 06acTH), — Kak
3TO IIPEeICTaBJIEHO HA puc. 1.

B kauecrBe anropurMa Imoucka obsacrei mpemia-
raeTcsi UCI0Ib30BATh MOAXO0/, B OCHOBY KOTOPOTrO II0-
JI0sKeH anropuT™, paspaboranubri /. Kaganom [21],
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B Puc. 1. Ilpumep noucka 0671acTH B Tesie (ppaKkTaIbHOTO
napasieenunesa

B Fig. 1. Example of searching for an area in the body of
a fractal parallelepiped

W3HAYATbHO MPeIHA3HAYEHHbIH /I MONCKA MAKCH-
MaJbHON CyMMBI HOAMACCHBA IJI 3aJaHHOTO OIHO-
MEPHOT0 MacCHBa IIeJIbIX Yrce. Torma A1 moucka 06-
JIACTY C MAKCUMAJIFHON CyMMOH B TeJjie (PPaKTaIbHOTO
rapaJiiesenuena HyKHO TIOIyYUTh er0 B3BEIlleHHOe
npexacraBienue [20], mociae 4ero BHIABUTH BIIOYKEH-
HBIUM [apaiiejelunes, ¢ MaKCHUMaJIbHOM CyMMOH
3HAYEHUH BCEX €ro BJIEMEHTOB B Telleé OCHOBHOIO IIa-
pamwrenenumnena. s aToro ciemyer mpodTH MO BCEM
BO3MOKHBIM BJIOKEHHBIM TTapasijie/ieunenam ¢ moj-
CueToM CyMM 3HaAYeHUH BXOOANTHX B HUX 3JIEMEHTOB.

Ilapannenenunen mpepiaraeTci  Ha3bIBATh
dpakTanbHBIM, TAK KAaK 10 OKOHYAHUK aJTOPHUTMA
[IOWICKA OH Pa300beTcs Ha MHOKECTBO HelepeceKa-
omuxcsa obaacred, 061a1a0NIUX CBOMCTBOM CaMO-
momo6us, T. e. Kammas 0061acThb OyaeT npeacTaBisiTh
c000i1f Bce TOT ke (ppaKTaIbHbBIN Mapajie/enniIesn.

Crnenyer OTMETHUTB, YTO IIPHU IPYIIIOBOM cIiocobe
opencCcraBJI€HUA JAHHBIX BOSMOKHA CUTyallud, IIPU
KOTOPOH KOJIHWYECTBO KaJpOB B Habope He paBHO
YHUCIIy, KPATHOMY YEThIPEM, BCJIEICTBUE Yero 00b-
eKT, 00pa3oBaHHBIN IOCTE MPOLEAYPHI IpeaBapH-
TeJIbHOW 06paboTKHU, He OyIeT SABIAThCI mapaliie-
nenunenoM. [lpennaraercsa 1Ba BapraHTa pelleHns
JAaHHOHU IPOOIEeMBI:

1) mpu ¢opmupoBanmu HabOpa TeleMeTpude-
CKHMX KaJpOB CTPOT0 OTPAHHYUBATH KOJHUIECTBO
KaJpOB YHCJIOM, KPaTHBIM YeThIpeM;

2) BBECTH MPEJIIIIECTBYOIYIO IIEPBOMY IIATY aJl-
ropuTMa MOUCKA MIPOIeyPy MPOBEPKU KOJIHUUECTBA
KaapoB B Habope Ha COOIIOeHWE YCIOBHA Kpar-
HOCTH dYeThIpeM. B cuTyarumu, Korjga yclIOBHE CO-
6JIr0[]aeTCA U KOJIMYECTBO KAaAPOB B HAOOpE KPATHO
4YeThIpeM, BBIMOJHSIETCH ONMCAHHBIA paHee ajro-
puTM 06e3 KaKuX-JIu00 JOMOJHUTEIbHBIX OIEPAIIH.
B cnyuae, xorma ycmosue He cobmomaerca U KOJIH-

YeCTBO KaJPOB HE KPATHO YETHIPEM, IIPEAJIaraeTcs
JOTIOJTHUTD HA60P MOCPECTBOM AYOIMPOBAHUSA TI0-
CJIeIHEr0 Kajapa 0 TeX IOp, MOKa yCJIOBHUE KPaTHO-
CTH HE BBIIIOJHHUTCH.

®opmar onuCaHUA CHKATHIX
M ApXHBHPOBAHHBIX JAHHBIX

B pesyabrare paborsr anropurMma moucka obsa-
cTel Bech HAOOP KAJPOB TEIEMETPUUECKUX JaHHbBIX
pasmesauTcs Ha TPU COCTABIISIOINIHTE:

— CIIMCOK KoopAWHAT Hadana P,; u komma P,,
HANEHHBIX B X0JI€ [IOMCKA 061acTel; '

— CIHCOK KOOpAWHAT OUT, HAXOMAIUXCA B HAU-
JIEeHHBIX 00/IaCTAX, 3HAYEHUE KOTOPBIX PABHO eIu-
HuLe (Pef.u/m,i);

— CIHCOK OWUT, He BOIIEAININX HU B OJHY U3 00-
JIacTeu.

dopmupoBaHKEe CTPYKTYPHI CHKATHIX [TaHHBIX
IIPOUCXOMUT MIYyTEM MPEACTABICHUSI KAKIOH U3 CO-
CTaBJIAIOINMX B OMHAPHOM BH/IE€ W UX II0CJIEAYIOIIEH
3alMCH B eIHHYI0 IMocieqoBaTeabHOCTh. OmHAKO
JAHHBIA IIPOIlECC OTIUYAETCA B 3aBUCHMOCTH OT
BBIOpaHHOTO criocoba IpefcTaBiIeHnsa Habopa Tere-
MEeTPHUUYECKHX KaJIpOB.

Jlms anropuTMa CiKaTHS TeIeMeTPUYEeCKHUX TaH-
HbBIX, OCHOBAHHOTO Ha UX 0TOOpaKeHUH B Tele (Ppak-
TAJBHOTO ITapalljieflelluliea IOCIeA0BaTEIbHbIM
crrocoboM, mporeaypy (OpPMHPOBAHUS CTPYKTYPbI
OITHCAaHUuA CHAThIX JAHHBIX MOJKHO OIIMCATh C IIOMO-
IIbIO CIEAYIOIIEH I0CIeI0BATETFHOCTH IIIATOB:

1) onpemesienre KOAUYECTBA OUT, KOTOPOE HYIK-
HO BBIJEJIUTH AJIAd XPaHEHUd YnuCia HaﬁﬂeHHbIX 06-
JIacTemn;

2) ompejesieHre KOJIMYeCTBa OWT, KOTOPOe HY3K-
HO BBIJIEJIUTH JJIA XPaHEeHUd 3HAYeHUH Hapbl KOOp-
AWHAT OSHOM 00JIaCTH;

3) ompejiereHne KOIHUYeCTBA OUT, KOTOPOE HYK-
HO BBIJEJUTH IIOA XPaHEHHue 4Yucia 6I/IT, Haxonda-
MIUXCA B HAUJEHHBIX 00/1aCTAX, 3HAYEHHEe KOTOPbIX
PaBHO eHHUIIE;

4) onpeneneHue GUT, KOTOPBIE HE BOIILIN HU B O]
Hy W3 HaWJeHHBIX 00J1acTelt;

5) 3amuch GUT B ONIPEEIEHHOM MOPSIKE.

KomuuecTBo 6T, KOTOPOE HYKHO BBIAEIUTD IJIT
XpaHeHUs YUCIa HANUIEeHHBIX 00acTei, onpenesns-
eTcd 1Mo hopmyie

Q, =1+|logy(qg-1)|, 1

rme ¢ — KOJMYEeCTBO HAUEHHBIX 061acTe.

KomuuectBo 6MT, BBIZEAIEMBIX I XpPaHEHUT
ypcia OUT, MMEIOIMX 3HaYeHNe JIOTUYEeCKOU eJUuHH-
IIbI B HAUIEHHBIX 00/IaCTIX, OIpeaeaseTcsa mo gop-
MyJie

Q, =1+|logy(g-1)|, (2)
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rae & — KOJIUYeCTBO eUHUYHBIX OUT B HAWJAEHHBIX
obacTax.

KomuuecTBo 61T, KOTOPOE HYKHO BBIAEIUTD JJI
XpaHeHUs 3HAYCHUH OHOM KOOPAUHATHI 110 0CAM X,
Y u Z, onpenensieTcs MO CAEAYONIHM (popMyaam:

3)
)
5)

Qx :1+Llog2 (n—l)J;
Qy =1+L10g2 (m—l)J;
Qz =1+|logy(1-1)].

Hdnsa anaropuTMa cKaTHA TeIEMETPUUYECKUX
JAHHBIX, OCHOBAHHOI0 HA UX OTOOPAaKEHUHU B TeJe
dpakranpHOro mMapaJieenuesa IoCae0BaATeIb-
HBIM CII0COO0M, TOPAMOK 3aMKCH OUT IpeacTaBIeH
Ha puc. 2, a.

HexonupoBaHne DaHHBIX H3 CXKATOrO (opmara
IIPOUCXOAUT C YIETOM TOTO, YTO KOJIUYECTBO KaTPOB
B HAOOpe M OTCYETOB B KaJipe 3apaHee OIIPeneseHo, a
TaK:Ke U3BeCTHA PaspsALHOCTD NaHHbIX. [Ipr aTOM BEI-
TIOJTHAETCA CIIEAYIONIad IOCIeI0BATeTLHOCTD IATOB:

1) crpoutca mycraa TpexmepHaa marpuna G,
pasMepHOCTHIO n X m X [

2) CYUTHIBAIOTCA OUTHI, XpaHAI[HE KOIUIECTBO
HAWJeHHBIX 06JacTel, IT0Cjie Yero CYUTHIBAITCS
OUTHI, XpaHAIe 3HAYeHUA KOOPAUHAT HaNUJeHHbIX
obnacreii. Ha ocuoBe momyueHHOU uHHQpOpMAaINu
[IPOMCXOUT BOCCTAHOBJIEHNE HANIEHHBIX 06IacTei
B Marpurne G, ;

3) CYUTHIBAIOTCA OUTHI, XPAHAIINE KOIUIECTBO
eIUHUYHBIX OUT, HAXOAAIINXCA B HAWIEHHBIX 00-

C

OBPABOTKA UHOGOPMALIMN U YNPABJIEHUE

N\

JIACTAX, IIOCJIE Yer0 CUNTHIBAIOTCS OUTHI, XpAHAIIHE
3HaUeHHWs WX KoopauHar. Ha ocHOBe MoIydYeHHOM
uHQOPMAIINY TPOU3BOUTCI BOCCTAHOBJIEHHE eIu-
HUYHBIX OWUT, HAXOAAIIMXCSI B HAWAEHHBIX 00Ja-
CTHX;

4) mocaenoBaTeIbHO CUATHIBAIOTCSI OUTHI HECKA-
TBHIX JAHHBIX W 3aMHUCHIBAIOTCA B OCTABIIHECS CBO-
6omHBIME 31eMeHTHI MaTpuIel G ;

5) BBIIOJIHAIOTCA MPOIEAYPHI 06PAaTHOTO IPeot-
pa30BaHMA JAHHBIX U3 OMHAPHOTO BUA B JE€CITHY-
HBIU ¥ 00PATHOTO JeIbTa-KOTUPOBAHHUS.

Ins  anropuTMa CcKaTHA TeIeMETPHUYECKHX
MaHHBIX, OCHOBAHHOIO HA UX OTOOPAKEHHUU B Tele
dpakTaIbHOTO Mapasielenunea rPyIiIoBbIM CII0-
coboMm, mporeaypa popMUPOBAHUS CTPYKTYPhI OITH-
CAHHUS CIKATHIX NAHHBIX MOMOJIHIETCS IIeCTHIM Ia-
TOM, KOTOPBIM HEOOXOMM [IJIS yYeTa CATYAIIUH, IIPH
KOTOPO# KOJHWYECTBO KaJpOB B HaGOpe He PaBHO
YHCILy, KpaTHOMY deTbipeMm. Ha manmoMm mmare K mo-
JIy4eHHOU pes3yIbTHUPYIOIeld OMHAPHOU ITocae10Ba-
TeJIBHOCTH B HAYAJO H00ABISIOTCA HECKOIBKO OHT,
OTBEJEHHBIX [JIT XPAaHEHHUsS YHCIa AyOIupoBAHUH
mocyiegHero kajapa zadopa (puc. 2, 6).

Hcxomst m3 TOro, 4TO IpPH TPYIIOBOM cCIocobe
0TOOpaKeHUs TelleMeTPUYECKUe Kaaphbl IPYIIIHPY-
FOTCS T10 YeThIPe MITYKH, MOKHO CIeIaTh BbIBOJ, UTO
BO3MOKHOE KOJIMYECTBO AyOJIHPOBAHHBLIX KaIpOB
BapbUpyeTCs OT HyJs B JydIleM cJIydae 0 Tpex
B XynmieM. BenemcTBrme 4ero Iisi MUHUMHUS3AIHUNA
obbeMa pe3yAbTHUPYIOIIEH IT0C/Ieq0BATEILHOCTH
IIPU KOJMPOBAHUHU UYKCJIA MyOJIHUPOBAHHBIX KaIpPOB
[peaJiaraeTcsa BhIIEIATh HMEHHO ABa Oura.

a)
[ X X ]

As 0g
Kommrgecrso 3HayeHHe KOOPAUHAT
obnacr e P{1uPqgmoocuX

3HaueHue Koop uHAT
Pi,l u Pi,2 o ocu X

T T
3HayeHne KOOp JUHAT

Py1uF;gomoocuX

T Ag
SHaveHue KoOpJuHAT SHaueHHe KOOPAUHAT
Py1uFygonoocnY Py1uF,omoocuz

Y Y
KonuyecTBo efMHUYHBIX 3HayeHHe KOOPAUHATEI
6uT B 061aCTAX Py 1 0 ocu X

T ng
SHaueHue KOOpPAUHATEL 3HaveHue KoOp JUHATHI
Peym, g T0 ocu X Pepy,g moocu Y

T T
SHaseHne KOOPJWHATEI  BuThl, He BoIIe/IIHe
Peyym, g 0 0CU Z HU B OIHy 13 obJacTeit

6)
YY)
— Y Y Y
Komnmuecrso Komnmuecrso 3HayeHue KOOpAWHAT SHadeHHe KOOPIMHAT
ny6mupoBaHHBIX — ObJacTed Pi1uPigmnoocuX Pj1 1 Pjgmoocu X

KajpoB

B Puc. 2. [lopsanok 3amucu c;xkaToro Habopa KaapoB TeJIeMeTPUIECKHUX JaHHbIX IIPHU I0caen0BaTeabHoM (a) u rpynmoBoM (6)

crroco6e 0TobpaKeHus

B Fig. 2. The order of recording a compressed set of telemetry data frames with a sequential (@) and group (6) display method
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KomuuecTBo 6uT, HEOOXOAUMBIX AJIA XPaHEHUS
4yuciia HalJeHHBIX 00JIacTel, a TakxKe KOJIUYECTBO
OWT, BBIJENSIEMBIX IS XPaHEHWs YHUCIa eIUHUY-
HBIX OUT B 9THX 00/IaCTAX, oIIpezesiercs o hopMmy-
nam (1) u (2) cOOTBETCTBEHHO.

OxgHako cTOUT 3aMeTUTh, 4T0 (popmyibl (3)—(5),
110 KOTOPHIM OIPENeIsieTcsl KOJIUIeCTBO OUT, He0O-
XOAMMoOe IJI XpaHeHUd 3HaUeHU U 0JHOU KOOpAuHAa-
THI 110 ocaAM X, Y u Z, B JaHHOM cJIydyae HYKHO W3-
MEHHUTH B COOTBETCTBHUHU C PA3MEPHOCTHI0 MATPUIIBI
G crnenyromum o6pasom:

Qx = 1+L10g2 ((n-2)—1)J;
Qy = 1+Llog2 ((m- 2)—1)J;

Q7 =1+|logg (%)—1 ,

rae d — KOJHYeCTBO Ay0IupOBaHHBIX KAPOB.

IIponenypa mekoqupoBaHusA JaHHBIX W3 CIKATO-
ro popMara Ipu rpymIIoBoM crocobe oTobpaKeHus
KaJpOB UMeeT BCero JBa OTIHYUI:

1) Ha HepBOM IIare CTPOUTCA TPeXMepHad MaTpu-
na Cg .. Pa3MepHOCTBIO (1 x 2) x (m x 2) x (( + d) / 4);

2) mocJje mporeayp o0paTHOro mpeodpasoBaHus
MaHHBIX U3 OMHAPHOTO BH/IA B IECATHYHBIN 1 06paT-
HOTO JIeJIbTa-KOAUPOBAHUS BHITIOJHAETCS yaaleHue
IyOIHMPOBAHHBIX KaJPOB.

Ilpumenenue TpeasIoOKeHHBIX BbIIIEe OPMATOB
OIIMCaHUA CHATBIX JAaHHBIX BO3SMOMHO TOJIBKO IIPH
YCTIOBHH, UTO TIPH JAEKOAHNPOBAHUH 3apaHee U3BECT-
HBI TAKWe IIOKAa3aTejiW, KaK KOJIHUYEeCTBO KaJpOB
B 3aKOMMPOBAHHOM Habope, KOJIHYECTBO OTCUYETOB
B Kajnpe (T. e. KOJIMYECTBO UCTOYHUKOB, C KOTOPHIX
OTIIPABISIINCh, [JaHHBIE), a4 TAKKe pPaspAIHOCTD
STUX MaHHBIX. BelemcTBre 4ero OHU HE MOAXOIAT
AJI CHKATHUSA TeJIeMeTPUYeCKHUX JaHHbBIX B IIEeJIAX UX
apXUBaAIUH.

Hns 3amaum cxaTUA TeIeMEeTPHUYECKUX TaHHBIX
B IIEJIAX UX apXUBAIlUU HYHKHO JOIIOJTHUTH 6I/IHapHI)Ie
MIOCJIEZIOBATEILHOCTH, MOJYyUYeHHBIE B X0me paboThl
[IPEJIOKEHHBIX BBIIIE IIPOIECCOB (POPMUPOBAHUS
CTPYKTYpBI OIMCAHUA C/KATBIX TAHHBIX, WHpOpPMA-
nuer 0 mapaMeTpax CHCTEMbI: KOJIHYECTBE KaIpoB
B HaboOpe, KOJIUYIECTBE OTCUETOB B KAJIpe U UX Paspsa-
HOCTH, — a TaK:Ke HH(OPMAITHEH 0 MCII0Ih30BAHHOM
METO/Ie CHKATHUA, HeOOXOMUMOM JJIs TIOJTHOTO BOCCTA-
HOBJeHus maHHbIX. CreayeT yduThIBaTb, 4TO IMPHU

OBPABOTKA UHOOPMALIMA U YTINPABJIEHUE
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JEKOAUPOBAHUUN APXWBHUPOBAHHBIX NJAaHHBIX 9Ta HH-
dopmarua sapamee He uaBecTHa. [ KomupoBaHUS
KaKIOTO U3 IIapaMeTPOB IIPE/JIaraeTCs BhIIEIUTD 10
JecsaThb OMT M BCTABUTH UX B HAYAJIO IIOCIEI0BATEIb-
HocTH. [TocKobKy B paboTe IOKa3aHbl 1BA BApUAHTA
crocoba IIpeaCcTaBIeHnus JAHHBIX JJIS ONHOTO ajro-
puTMa CxraTusd, 1 KOOUPOBaAHUSL BbI6paHHOI‘0 aJro-
pUTMa XBaTUT JBYX OHT, KOTOPBIE HY:KHO ITOCTABUTD
B Hauamo mocienoBarenbHoctr. ChopMupoBaHHYIO
JAHHBIM CITI0COO0M TPYIITy 6UT IpeaiaraeTcs Hasbl-
BaTh «CJIyKeOHOH YacThio». Takum 00pasom, Cciry:xeob-
Hasd 4acTb OymeT cpopMHUpOBAHA W3 TIOCIEIOBATEh-
HOCTH OWT, TOKA3aHHOM HA pHC. 3.

IlonyuenHnyo OHHAPHYIO IIOCIEIOBATEIBHOCTD,
COCTOSIIIIYIO M3 CIYKeOHOH U OmHrcaTeIbHOM YacTel,
HAaJI0 3aKO0UPOBATh B COOTBETCTBUY C PACIIHPEHHOM
BocbmubuTHON Tabaunern ASCII. BenencrBue uero
MOJIHOCTBIO 3aaPXUBUPOBAHHBIN (paityi GyeT cocTo-
ATb U3 0,[[HO6afITOBbIX CHMBOJIOB, 9YTO B CBOIO O4epeab
FOBOPUT O TOM, YTO B XY[AIIEM CAydae OH IIONYUHUT
ceMb M30BITOYHBIX OUT 110 CPABHEHHUIO C elle He ap-
XUBUPOBAHHON OHHAPHOM IIOC/IE0BATEIBHOCTHIO.
CrouT 3aMeTUTH, YTO TAKOe IMpeoOpasoBaHue Heoo-
XOIUMO B IEJIAX IIOCIEIYIOIIEro CPABHEHUS PesyIib-
TaTOB KOXMPOBAHW MIPEJIOKEHHOr0 B pabore ajro-
puTMa C yie U3BeCTHBIMU aJTOPUTMaMU CHEaTUud, U
JAHHBINA 3TAIl MOYKHO IIPOIYCTUTD B CAydae mepeaa-
YY JaHHBIX I10 KaHaJjJaM CBiI3U CUCTEeM TeJIeMeTPpUHU.

IIpensosxeHHBIH AJITOPUTM SBISIETCA aACHMMe-
TPUYHBIM, TAK KaK IIPOIeCC pasapXuBalluu 3arpa-
4YyuBaeT B pas3bl MEHbIIe BPEMEHU Hh HeO6XO,Z[I/IMbIX
CHUCTEMHBIX PECypCOB B CPABHEHHUH C IIPOIECCOM
CIKATHs, IPU STOM BKJIIOUYas B cebd aBe CTaIUH:
06paboTKy apXHBHPOBAHHOTO (popMaTa JAHHBIX U
BOCCTAHOBJIEHUE UCXOMHBIX JAHHBIX.

Cragusa o6paboTKu MOmpasyMeBaeT AeKOAUPO-
BaHUE C BbIIBJIEHUEM OCHOBHBIX IIAPaMeTPOB, HE00-
XOOAUMBIX OJId BOCCTAHOBJIEHUSI HCXOOHBIX TeJieMe-
TPUYECKHUX JAAHHBIX, TAKUX KAK IPUMEHIEMbIH aj-
TOPUTM CXKATHUA U PA3MEPHOCTh UCXOTHOHU (PUTYPEI.

O6paboTKa apXUBUPOBAHHOTO (popMaTa TaHHBIX
COCTOUT U3 CJIENYION[HAX [IAaT0B:

1) BBIIOJIHSAETCS BOCCTAHOBIIEHNWE OMHAPHOM MO-
CJIeI0BATEIbHOCTH IIyTEM IIPECTABICHU KAMKIOT0
CHMBOJIA apXUBHPOBAHHOTO (halia B IBOMYHBIN
Buj B coorBeTcTBuu ¢ Tabaunei ASCII;

2) ompenenaeTcad anrOPUTM CHKATHUA IIyTEM H3-
BII€UEHHUA M3 IIOJYYEHHOU OWHAPHOU ITOCjIeq0Ba-
TEJIHLHOCTH II€PBBIX ABYX OUT;

— A

Meron Konmuecrso
c:xkaTHUA  KaJpoB B HaGope

+

+

Komuuecrso
OTCYETOB B Kajipe

PaspsagmocTs maHHBIX

B Puc. 3. Ilopanok sanucu OUT CIy:Ke0HOM YaCTH JaHHBIX [P apXUBALIUN
B Fig. 3. The order of recording the bits of the service part of the data during archiving
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3) onpenensgeTcsa KOAWYECTBO KaaApoB B Habope,
KOJIMYECTBO OTCUETOB B Kajape, a TaKxke paspai-
HOCTh JAHHBIX, T. €. OIIPEJessIeTcsi Pa3MEepPHOCTH
HUCXOAHOU (pUTYypHI HA OCHOBe cirenymomux 30 6uT
nocyenoBarenbHocTy o 10 Ha KakIbIM ITapaMeTp
ImyTeM IpeoOpas3oBaHUA JAHHBIX U3 JBONYHOH CH-
CTeMbI CHUCJICHHUSI B JEeCATUYIHYIO.

Ilo oxomuyanwm 06pabOTKM APXUBHPOBAHHOIO
¢dopmaTa cTaHOBATCA M3BECTHBI IApPAMETPHI CUCTE-
MBI, HEOOXOZUMBIE I KOPPEKTHOro IEeKOIMpPOBa-
HHUA JAHHBIX U3 CKATOTO hopMaTa U BOCCTAHOBIE-
HHUS UCXOAHBIX T€JIEeMeTPHUYEeCKUX JaHHbIX, OIIUCaH-
HBIX paHee /I KasKJ0T0 U3 aITOPUTMOB CIKATHUA.

HccnenoBanme acppekTnBHOCTH
paboTsI aTropuTMa

HccnemoBanue mpemiaraemMoro B pabore asiro-
puTMAa CRaATHA OBLIO IIPOBEIEHO C UCII0Ibh30BAHUEM
1recT# HabOPOB KAMPOB TEIeMEeTPUUECKHUX JaHHbIX,
3 KOTOPBIX:

— 4veThIpe Habopa comep:Kaiu peajbHbIE TaH-
HBbIE, IOJIyYeHHBIE OT Pa3JUYHBIX MTPEIIPUATHN
sHepreTuku Jlanbuero BocToxka;

— nBa Habopa cofep:Kaau JaHHbIe, HCKYCCTBEH-
HO CreHEepPHUPOBAHHBIE TEHEPATOPOM CIYyJYANHBIX YH-
ceJl I0 HOpMAaJbHOMY 3aKOHY pacIpeieIeHuA.

Ha6opsr peanpubix manubix (HPJ) Braoouann
B ceba ot 10 mo 20 ThICAY KAapOB, COCTOSIIUX W3
BOCBMHUPA3PAIHBIX OTCUYETOB, MOJIYIEHHBIX OT 32 110
56 WCTOYHWKOB, IpPH STOM HAOGOPHI HCKYCCTBEH-
HOo cremepupoBauHbix maHHbix (HUC]) cocrosian
cTporo u3 64 KagpoB, KaKIbIA U3 KOTOPBHIX BKJIIO-
yaJ B ce0s cTporo 32 BOCbMHOUTHBIX OTCYETA.

Crout OTMETHTH, YTO, HECMOTPS HA TO, UTO BCE
HCCJIeOBAHUSA IPOBOAUIINCH JINIIb HA BOCHBMHUOUT-
HBIX JAHHBIX, IPEAJI0KEeHHBIH B paboTe aJropuT™m
C!KATHS HE MMeeT IMOAO0OHOTr0 OrpaHUYEHUT U CIIO-
coben oOpabarbIBaTh JaHHBIE JII000H Pa3PIIHOCTH.
Takxe BajKHO 3aMEeTUTH, YTO IIPUMEHEHUE IIPOILie-
IypPhI [eIbTa-KOQUPOBAHUA IIPOBOAUIOCH HAJl BCe-
MU Ha6OpaMH JaHHBIX, YTO 00YCIOBIEHO HEOOXONH-
MOCTBIO IIPOBEJEHUSI WX WCCIEIOBAHUS B PABHBIX

B Tab6auya 1. VccnenoBanue IpoCTPAHCTBEHHOTO aJITOPHTMA CKATUA

B Table 1. Research of spatial compression algorithm

Ha6op naaubIx
Anropurm Tapamverp Konuuecrso
cmaTa Kagpos B BRIGOPKE | HPJ[1 HPI[2 HPI(3 HPI4 HUC/1 HUCI2
8 13,31 4,56 10,85 8,59 6,75 5,97
Kootpprmmert 16 14,58 4,64 14,08 10,17 7,90 6,55
CHaTd, el 32 19,68 4,85 16,38 10,95 8,44 6,85
64 23,10 4,88 18,70 11,66 8,70 5,62
®II-TT
8 0,44 0,86 0,62 0,11 0,42 0,46
B 16 0,12 0,43 0,23 0,74 0,13 0,12
peMs Cxa-
THd, 32 0,82 2,60 1,12 2,91 0,41 0,67
64 4,19 24,13 6,21 9,29 2,11 3,91
8 12,02 4,36 10,85 8,77 6,65 5,79
Koothmmuest 16 14,58 4,56 13,39 10,17 7,67 6,39
CiKaTH, ef. 32 19,12 4,69 15,64 10,97 8,65 6,71
64 22,64 4,75 18,66 12,11 8,92 5,57
®II-T
8 0,42 0,68 0,64 0,15 0,45 0,43
B 16 0,16 0,27 0,35 0,51 0,17 0,16
peMsa cixa-
Tad, ¢ 32 0,60 0,97 0,79 1,47 0,58 0,59
64 1,92 5,63 2,78 5,17 1,61 1,93
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YCIOBHUSX, IIPH STOM OYEBHUHO, UTO JAaHHAS IPOIie-
Iypa He MOKeT IMOBBICUTH 3P PEeKTHBHOCTh CIKATUS
HHUCI.

IlpencraBuM pesynbTaThl HCCAETOBAHHUA (-
dexTuBHOCTH PAGOTHI MPEAJIOKEHHOTO AJTOPUTMA
CIKATHs, OCHOBAHHOIO HA 0TOOPAKEHUH TeJleMeTPH-
YeCKHX JAHHBIX B TeJ0 (PpaKTaIbLHOTO Iapasiese-
nunena nociaenoareabubiM (PII-IT) u rpynmnoBsiM
(®II-T") crrocobom (Tabi. 1), IpU 3TOM OIEHHBAIKUCH
K03(D(HUIIMEHT CHKATHSI U BPpeMs CKATHUS.

AHanusupys pesyabTaThl, IIPeACTaBJIEHHbIE
B Tabs. 1, MOKHO C/IeJIaTh BBIBOJ], UTO BHE 3aBWCH-
MOCTH OT KOJIHMYECTBA KaJpPOB B BHIOOPKE U CTele-
HU CTAIlMOHAPHOCTH HCCIEIyeMbIX HAOOPOB HAH-
OonbIiie KOS(P(PUIMEHTHI C:KATHUS ITOKA3bIBAET
aJITOPUTM, OCHOBAHHBIN HA [IPEICTABICHUN KAIPOB
B Tesie OII-IT. OgHaKo CTOUT 3aMETHTh, UTO II0 JaH-
Homy kpurepuio ®PII-I' mpourpeiBaeT auIllh B He-
3HAUYUTENbHOU cTemnenu. To ke camoe KacaeTcs u
BpPEMEeHHU CiKaTH.

PaccmarpuBas pesyapTaThl, MOJydYeHHbIE HA
Habopax ¢ pealbHBIMH U UCKYCCTBEHHO CTe€HEPH-
POBAHHBIMHU MaHHBIMH, MOKHO yBUIETb, YTO BO
BTOPOM ciryuae KO3 (UIHEeHThI U BpeMA CIKATUS
B pasbl MEHBIIIE, YTO MOKHO 00BACHUTD OOIBIITHUM
IUHAMHYECKHUM JAUANa30HOM U OTCYTCTBHEM aHO-
MaJbHBIX 3HAYEHHM, BBISBAHHBIX CIyYaWHBIMU
MOrPelrHOCTAME B Habopax MaHHBIX IPH pas-
HOCTHOM IIPEJCTAaBJIEHUHU KaAPOB, M0 CPABHEHHUIO
C IIePBBIM.

Ba:xmo 3aMeTHUTD, YTO ITPEAJIOKEHHBIN aJITOPUTM
[IOKa3bIBAET IOBBINIEHHE KOd(uimenTa cCixaTus
C yBeJIHWYEHHeM KOJIMYeCTBa Ka{pOB B BbIOOPKE, IpU
STOM 3aTpadyrBaeMoe Ha C:KaThe BPpeMs 3HAYUTEIb-
HO Bospacraet. Ha puc. 4, @ u 6 npuBezeHs! rpadu-
KU 3aBHCHMOCTH BPEMEHH CKATHA U KOd(puimes-
Ta CHKATHUA OT KOJMYECTBA KAJAPOB B CKUMAEMOM Ha-
6ope mia anmropurma PII-I1.

Ananus rpauKOB MO3BOJIAET YTBEPKAATD, UTO
C yBeJIHMYEHHEM KOJHWYECTBA KaIpPOB B CHUMAEMOM
Habope Bo3pacTaeT BpeMs CIKATHUA, IPUYEM CTO-
WUT 3aMETHUTh, YTO €CJAH [IPH yBEIHYEeHUH 00bema
KaJpoB B Habope ¢ BocbMu 0 16 HabmomaeTcsa He-
3HAYUTEIHHOE YBEJIWYEHUE BPEMEHU CiKATHsd, TO
mpu nepexofe ¢ 16 1o 32 u ¢ 32 no 64 Bpemsa cixaTus
BO3pacTaeT Ha IOPANOK. BciencTBue 4ero MOKHO
cliesiaTh BBIBOJI, UTO 3aBUCUMOCTb BPEMEHH CIKATHS
OT KOJIMYECTBA KaJPOB B C:KUMAaeMOM Habope HOCUT
SKCIIOHEHIMaAbHbIN Xxapakrep. IIlpu sTom 3aBucu-
MOCTH K03 (PUIIMEHTA CKATHUSI OT KOJIUIECTBA Kal-
POB B C:KMMaeMOM Habope HOCHUT OKOJOJTHUHEHHBIH
xapaxrep.

OcHOBBIBasICh Ha NAHHBIX PE3yIbTATAX, MOMKHO
NPUUTH K BBIBOLY, YTO HCIIOJb30BAHHE IIPOCTPAH-
CTBEHHBIX aJITOPUTMOB CIKATUA HA HAOOPax ¢ KOJIH-
YECTBOM KaPOB, IPEBLIIIAIOMIUM 16 eIUHUIT, SIBJII-
eTCs HePAI[MOHAIBHBIM.

s xayeCTBEHHOH OIEHKH MIPEIIOKEHHOTO aJl-
TOpUTMAa CKATHUSA ObLIU IIPOBEIEHbI HCCIeTOBAHUSI
NIPUMEHEHWs Ha TeCTOBBIX HAG0pax ajropuTMa, OC-
HOBAHHOIO Ha KomupoBauuu Xaddmana, a Takmke
anropurma DEFLATE, peanun3oBaHHOrO B yTHIH-
e WinRAR, aBisroreiica (pakTHYECKUM JTHIEPOM
B 00J1aCTH apXUBAIlUK JaHHBIX [22].

BaxHO oTMeTHTBH, YTO IIPH WCIOJIH30BAHUU
anropurmoB Xaddmana u DEFLATE nman tecro-
BBIMH HabOpaMu IMPOBOAWJIACH IIPeIBAPUTEIbHAST
06paboTKa, a UMEHHO IIPOIeAypa IebTa-KoIupo-
Banus. Pe3yabraThl wccieoBaHUN IPEICTABIEHbI
B Tab1. 2.

ITo pesynbraram, mpencTaBIeHHbBIM B Tabi. 2,
MOJKHO CIeJIaTh BBIBOJ, YTO KCIIOJIH30BAHUE AJT0-
purma DEFLATE mosBonseTr mosyduTh 6GOIbIIKE
K09(p(pHUIIMEHTHI CIKATHS, B CBOIO 0Y€PEIb AJITOPUTM
Xaddmana uMeeT BBIUTPHIII BO BPEMEHH CIKATHA.
Crour 3aMeTHUTh, YTO UCIIOJIH30BaAHNUE KaK aJITOPUT-
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HPl4  — HUCI1  — HUCI2

B Puc. 4. 3aBucuMocCTb BpeMeHu c:xaTu (a) U KoadduirnerTa cxarud (6) OT KOIHIeCTBa KaAPOB B CXXEMaeMoM Habope A1

OII-T1

B Fig. 4. Dependence of compression time (a) and compression ratio (6) on the number of frames in the compressed set
for a compression algorithm based on mapping telemetry data into the body of a fractal parallelepiped in a sequential way
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B Tab6auya 2. Cpasuenue spderTuBHOCTH CiraTHs anropurMom Xapdmauna u DEFLATE

OBPABOTKA UHOGOPMALIMN U YNPABJIEHUE

B Table 2. Comparison of compression efficiency of the Huffman algorithm and DEFLATE

N\

Ha6op nanubix
Anroputm cikaTusa ITapamerp
HPJI1 HPI2 HPI3 HPJl4 HUCI1 HUCI2

Kosddumnuenrt cxarus, ex. 3,90 2,55 3,85 3,68 3,02 2,58
Xaddmana

Bpewmsa cxartus, ¢ 0,11 0,51 0,12 0,14 0,16 0,37

Kosddunuenr cxxarus, ex. 7,54 2,96 7,06 6,82 3,23 2,19
DEFLATE

Bpewmsa cxxartus, ¢ 0,56 0,58 0,70 0,59 0,55 0,68

ma Xadpdmana, tak u DEFLATE sasnsercs nau-
6osee 9 HEKTUBHBIM AJIS CTAIMOHAPHBIX HAGOPOB
KaJpoB.

CpaBHeHue pe3ynbTaToB 00enx TabJIUI] IPUBO-
IUT K BEIBOAY, YTO aJITOPUTM CIKATH Ha OCHOBE IIPO-
CTPAHCTBEHHOTO MOAXoxa obecrieuuBaeT OOJBIITHM
roaddumenT cxarusa: B cpegHeM B 2,1 pasa mo
cpauenuio ¢ DEFLATE u B 2,9 pasa mo cpasHze-
Huio ¢ axropurmoM Xaddmana. IIpu stom no cko-
pocTu paboThI MIPEAJIOKEHHBIN aJITOPUTM BBIUTPHI-
Baety DEFLATE B cpexntem B 3,5 pasa u B cpemueMm
B 1,2 pasa y axropurma Xadpmana. Ogaaro crour
YYHUTHIBATH, YTO CPABHEHNE IIPOUCXOIUIIO HA OTHO-
CHUTEJIbHO MAJOH BBIOOPKE TAHHBIX, COCTOAIIEH W3
16 xagpos.

Baxuo 3ameTruTh, UTO mpeAsaraeMbli MeTOI
cxxumaetr panuble u3 HabopoB HUC/ myumre, yem
anroputm Xaddmana. IlpuumnHa 3axaruaercs
B TOM, YTO COTJIACHO IPUHI[AIIAM IIPOCTPAHCTBEH-
HOTO I0AX07a HA6Op MCXOIHBIX AAHHBIX Ipeobpa-
3yeTcsi B OMTOBYIO IIOCIENOBATEIbHOCTH, KOTOpas
CBOPAYUBAETCS B IPOCTPAHCTBEHHBIA 00BEKT, IPU
oIpefieIeHHBIX YCIOBHUAX HMMeIMHUU 6ojee yIo-
PANOYEHHBIN BHJ, YeM WCXOMHBIN HA60p MaHHBIX.
B cBot0 0yepenn 9To 103BOJIAET MOIydaTh 00JIee BbI-
COKFe 3HAYeHWs KO3(P(QHUIIMeHTa CKATHA 10 CPaB-
HEHHUIO C aJrOpUTMAMH, KOTOPbIe YUYUTHIBAIOT DH-
TPOIUIO JAHHBIX, IPEACTABIEHHBIX KJIACCUIECKUM
crioco6oM.

Takum 06pasom, pe3ynbTaThl, OJIyIeHHbIE B XO-
Ile IPOBEIEeHHBIX WCCIE0BAHUM, IIO3BOJIAIOT Cle-
JIaTh BBIBOJ, YTO IPEIJIOMKEHHBIA B padoTe CIiemu-
aNTM3UPOBAHHBIA AaJTOPUTM IPOCTPAHCTBEHHOTO
CKATHSA IPEBOCXOAHUT IOIMYJISIPHBIE B HACTOSAIIEE
BpeMs aJITOPUTMbI YHUBEPCAJIHHOTO HA3HAYEHUS
[Ipu 3a/jave apXUBAIUY TEJIeMETPUIECKUX JAHHBIX.

3axarouenue

B pesyabTare mpoBeIeHHOTO HCCIE0OBAHUI PA3-
paboraH OCHOBAHHBIA HA MPOCTPAHCTBEHHOM MOJ-
XO0/ie aJITOPUTM apXuBaIlluU TeJIeMeTPpUYEeCKUuX JaH-
HBIX, WCIOJIb30BAHWE KOTOPOTO MOKET HPUBECTH
K 3HAYUTEIBHOMY CHIKEHHIO TPeOOBaHUU K 00b-
eMaM XPaHUJIUII TaHHBIX WU K YBeIHUEeHUIO KOJIH-

YecTBA XPAHMMBIX JAaHHBIX. PaccMOTpeHbl pasand-
HBIE TOAXOABI K CiKATHI0 JAHHBIX U IMOKA3aHO, YTO
IIPOCTPAHCTBEHHBIN IOAXOJ II03BOJAET JOCTHYD
3HAYMTENBHOTO Pe3y/IbTara B 3ajade CXKATHI U ap-
XWBAIMU TEJEeMETPUUYECKUX NAHHBIX, BBIUTPHIBAA
o Koa(urtuenty cxarusa y anroputma DEFLATE
B cpefHeM B 2,1 u 110 cKopocTH cikatua — 3,5 pasa.

I[lonyuenuble pesyabTaThl JEMOHCTPHUPYIOT,
YTO HCIOJb30BAHUE MMPOCTPAHCTBEHHOTO ITOIX01a
K IPEACTABICHUIO TAHHBIX MOMKET OBbITH 3(dex-
TUBHBIM CII0COOOM peIIeHHsd MMPo6eMbl U30bITOY-
HOCTH TeJieMeTpuYecKuX nqaHubix. OqHAKO caemayer
OTMETHTb, 4TO JJisi 0ojiee IMIHPOKOTO MPUMEHEHUS
JaHHOTO METO/Ia He0OXOIMMbI JIOMOJTHUTEIbHbIE UC-
CHeOBAHMS U ONTHUMHU3AIMNA ajaropuTMma. Tak, He-
obxonuM 6osee 3¢pheKTUBHBIH criocob moucka obia-
CTEeM, 4eM IIOJIX0/, OCHOBAHHBIM HA HUCIIOJb30BaAHUU
anmropurma Kamana.

Takum obpasom, maHHas paboTa MOKET IIOCILY-
JKUTh OCHOBOH I OAJIbHEHNIINX HCCIEeTOBAHUN
B obiacTu c:xatusa u 06paboTKH TeaeMeTPpUIeCKUX
JAHHBIX C WCIIOJIH30BAHHEM IIPOCTPAHCTBEHHOTO
IIOX0/Ia, & TaKKe MOKeT ObITh IOJAe3HOM IJd pas-
PaboTYMKOB TeleMEeTPUUYECKUX CHCTEM U WHIKEHe-
POB, pabOTAMIIKX B IIPOMBIIIIEHHOCTH.

®duHaHCOBAS MOIIEPKKA

HccenenoBanue BBIMOJIHEHO 34 CUeT TpaHTa
Poccuiickoro mayunoro c¢ouma Ne 24-21-20063,
https://rscf.ru/project/24-21-20063/ 1 Munucrepcrsa
obpaszoBaHus W HayKu XabapoBckoro kpas (coria-
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Introduction: In the case of telemetry data, which has received little attention in recent years, there are a number of both specialized
and general-purpose algorithms available for processing it, yet none of these have demonstrated even acceptable performance and have
a number of fundamental limitations. Purpose: To develop an efficient algorithm for compressing/restoring measurement data frame
sets based on a spatial approach to their representation, and a format for storing their compressed representation for the archiving task.
Results: We propose an algorithm for compressing measurement data frame sets which are three-dimensional difference-bit matrices,
and consider various methods for displaying them in the body of a fractal cube. To store a compressed data representation, we develop a
specialized description format that can be implemented effectively in the task of archiving them. We give the estimates of the speed and
quality of the developed algorithm, the efficiency of which is compared with both the algorithm based on the construction of Huffman codes
and the DEFLATE algorithm, which is part of the WinRAR utility, the latter, in its turn, being the de facto industry standard for solving
compression and archiving problems. We prove that the developed algorithm is significantly superior to the Huffman and DEFLATE
algorithms in both speed and compression ratio. Practical relevance: The use of the proposed algorithm can lead to significant technical
and economic benefits for industrial enterprises and improve the efficiency of telemetry data transmission systems. Discussion: The main
disadvantage of the developed algorithm is the nonlinear dependence of the compression time on the dimension of the compressed data,
which is a consequence of both the impossibility of effectively segmenting the data for their separate processing and the need for multi-pass
processing. Solving these problems opens up a number of promising directions for further development of the algorithm.
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a[71aBHbIN HayYHO-UCCIe[0BaTebCKUIA UCTIbITATEIbHbIN MEXBULO0BOW LIEHTP NepCreKTUBHOIO BOOPYXXEHUS
Munuctepctsa 060poHbl P®, OkTa6pbckas yn., 26, kop. 1, MockBa, 127018, PO

6[1AO «HIMO «Anmas» uM. akagemuka A. A. PacrinetuHa, ABUaMoTopHas yn., 57, kop. 14, Mocksa, 111024, P®

BBegieHue: B yCI0BUSIX Pa3BUTUS aBTOHOMHOCTY 6ECIUIOTHBIX CPEACTB BaXHO COBEPLIEHCTBOBATb METO/bI MOBbILLIEHNS aBTOHOM-
HocTn. OBHUM M3 TakuX METOZOB SBJISIETCSA UCMOSb30BAHUE MPELIEAEHTOB, KOTOPbIE MO3BOJISAIOT CUCTEME MPUHUMATD PELLIEHUS B TEKY-
Lyed cUTyaumm, onupasicb Ha NPOLLJIbIA OMbIT. Lienb: Ans 3Q@eKTUBHOIro Mcrnob3oBaHus NpeLyeseHToB paspaboTarh KacCupukaymto
npeyeAeHTOB rpynrnoBoro ynpaBieHUs C MOMOLLbIO NePapXMYECKOro U PaceTHOro METo4a, OLEHUTb eMKOCTb M KO3Q@uyneHT 3anos-
HEHHOCTY Knaccugukaymm Takux npeyeseHToB. Pe3ynbTaTel: BBEJEHbI HOBbIE OMPeAeeHNs NPELEAEHTHOr0 COCTOSHUS, MPeLefeHT-
HOVi KONIN3um, NPeLeseHTHON CUTYaLum, IpeLyeseHTHbIX GakToB. [104TBEPXAEHA IPUMEHSEMOCTb PACPOCTPAHEHHbIX METO/0B K/1ac-
cUpUKaLnM — nepapxmyeckoro 1 PaceTHoro — v K npeyeseHTam rpynnoBoro ynpassieHus. [puseseHa riy6uHa nepapxumyeckos kiac-
cumkaymn Ans pas3andHbiX KJ1accoB, OCTaTONHas /1S PELUEHUs MPaKTUYeCKNX 3afay. BeegeHbl 4Ba HOBbIX ONPEAENEHNS: «SApo»
u «6axpoma» npeLiefleHTa, — KOTopble TPeByHTCS A/ MOCTPOEHUS (PaceTHou knaccupukaymy. OHu No3BONSAHT BbI6PaTh HECKOIbKO
BapMaHTOB TUMOBbIX MPeLeSEHTOB, COCTOSHUS IPYybl B KOTOPbIX MOXHO OMUCATb TOJIbKO «S4PaMU» PU3HAKOB, He o6pallyas 0co060ro
BHUMaHUs Ha «6axpoMy». Ha 0CHOBE JI0rMKO-JIMHTBUCTUYECKOM MOZEesN co3haHa haceTHas popmyna Ais IpeLyeseHToB, yunTbiBaroLas
«APO» U «6axpoMy» npeyefeHTa. Takxe MpoBefeHa OLeHKa eMKOCTH 1 KO3 @uLneHTa 3aroHeHHOCTHU Knaccumkaymm npeyeseHTos,
B pe3ysibTaTe /ISl KaXA0M Knaccugumkaymm onpegeseHa eMKoCTb. AHann3 npu3HakoB fpeLyeseHToB M03BOJISET CAeNnaTh BbIBOA O TOM,
YTO BO3HUKHOBEHME MPELE/IEHTa B IPYNnoBOM YrpaBieHun SBJISETCA JOCTaTOYHO CIOXHBIM SIBNIEHUEM, YYUTBIBAOLMM Pa3/nyHble
acnekTbl npelefeHTa. B peaynbTaTe Ha 0CHOBE Knaccupukaymy npeLeseHToB ChopMynnpoBaHo onpeaesieHne rpynoBoro npeLeseH-
Ta. [paKTHyeckas 3HaYUMOCTb: KlacCcupukaumsi NpeLeseHToB M03BOJIAET 6osee IPHEKTUBHO YNpaBaATb 6ECIUIOTHBIMU CPEACTBA-
My, TaK Kak 0671eryaeT MouCK rOAXOAALLMX NPeLeSeHTOB Py HEOOXOZUMOCTY NIPUHSITUS PELLIEHUS B XOA€e BbINOIHEHUS MUCCHMN.

KnioueBbie cnoBa — ripeleseHT, akTop, rpynna, pot71, cpeja, peleHne, cutyayns, COCTossHue.
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BBenenue

Knaccuduranua apnsgerca HeOOXOAUMBIM 3je-
MEHTOM J(000r0 uccieqoBanus. Kak XopoIio u3secrt-
HO, CYIIHOCTH KJIACCH(PUKAIIMU COCTOUT B «...pac-
npeneseHnn npedmemos KaxKoro-tubo poda Ha B3a-
MMOCBSI3aHHBIE K./IQCCbl COIVIACHO CYI€CTBEHHBIM
npuU3HaKam, IPUCY UM IpeaMeTaM JaHHOTO poda U
OTIMYAIONIUM UX OT IPEIMETOB IPYTUX POJOB...» [1].
B mportecce kmaccudpuranuy mOHATHE AETUTCA II0
OIlpefeIeHHOMY OCHOBAHUIO (IPHU3HAKY, KPUTEPHIO)
Ha MHOKECTBO KJACCOB, KJIACCHI — HA MHOKECTBO
mogKaaccoB u T. 1. [lpu pasmeneHuu Ha Kiacchl OC-
HOBOH SIBJISIETCH CXOJACTBO JH0O pasimdue KJIACCOB
MEJKIy COOOM € y4eTOM BBOAMUMBIX IIPABUJI, ITI03BOJIS-
IOIIUX C BHICOKOH CTEIEHbI0 JOCTOBEPHOCTH OTHECTH
00BEKT K 3aJaHHOMY Kjaaccy. [VIaBHBIM acIeKToM
I KiIacCu(pUKAIIAY CIUTAETCA CHCTEMAa KaueCTBEH-
HBIX WJIH KOJHYECTBEHHBIX KJIACCH(IMKAITMOHHBIX
MPUBHAKOB (CBOMCTB WM XapPaKTEPUCTHK 00HEKTA),
OPUCYINMX AJS JaHHOro Kiacca. KommyecTso mpu-
3HAKOB KJACCHU()UKAIIUMA 3aBHUCUT OT CIIOKHOCTH U

KOJIMYECTBA KIACCUPUITUPYEMbIX 00 BEKTOB H IeIei
KJIacCU(PUKAIUH.

Ilonsarue «mpereleHT» UMeEET HU3BECTHOE U He-
ciaoxkHOEe O0BAcHeHUe [2], HO HECKOJBKO NMPUHIIH-
NUAJTBHO PAa3JIUYAIOIIUXCI CMBICIOB. MOKHO ro-
BOPUTH O «TYMaHUTAPHOM IIpeIefieHTe», BeAyIeM
cBoio wmcropuio u3 JpeBHero Puma u oTHocAmem-
cd K mpeaMeTHOH obnacTu «mpaBo». Jlamnee Gymem
paccMaTpuBaTh TaK HAa3bIBAEMBIA «TE€XHUYECKUH
mpeleneHT», aKTOpaM#u KOTOPOTO SBIAIOTCA, Kak
NIPaBUJIO, TEXHUYECKUE 00BEKTHI, 00yIeHHbIE COOT-
BETCTBYIOIIUM IIapaJurMaM IIOBeIeHUs B CIIOMKHOM,
YacTo MPOTHUBOAEHCTByIONIEH cpexe. Teopus mpe-
LIeeHTOB B 00JACTH TEXHUYECKHX CHCTEM CTaja
aKTUBHO Pa3BUBATHCA B CBA3H C CO3JTAHUEM CHCTEM
aBTOMAaTH3AIMU 06pa6OTKM UHIIHIEHTOB B aBTOMA-
THU3UPOBAHHBIX CHCTEMAX, YIIPABIEHUSI TEXHOJIOTH-
YEeCKUMHU MIPOI[eCcCaMu U AP.

B mocienmee BpeMsi TpeH[ aBTOHOMHOCTH aK-
THBHO PasBHUBAETCS W BHeApPAETCd B 6eCHUIOTHBIE
cpexncrBa. CiaemoBaTeabHO, B YCIOBHUAX POCTA aBTO-
HOMHOCTH HEO00XOJHMMO COBEPIIEHCTBOBATH METObI
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MOBBIIIIEHU ABTOHOMHOCTH, ¥ OJHUM W3 TAKUX Me-
TOOB SABJISAIOTCA TpereeHThl. IlpernenesTsl mo3Bo-
JISIFOT CHUCTEMe IPUHUMATH PeIlleHus, OMUPasich Ha
mPONLIbIHA OnbIT. g 3¢peKTHBHOIO HCII0Ib30Ba-
HUS IpereeHTOB HeoOX0oauMa uxX KiIacCupuKaIus,
KOTOpas [0 HACTOAIIEro BpeMeHH: He paspaboTaHa,
4TO JieJIaeT MOCTABJIEHHYIO I[eJIb AKTyaJIbHOMH.

dopmupoBaHHE IPEIEACHTHON CUTY AN
IIPU BHINOJHEHUH I'PYNIIOBOMH MHCCHH

Hepeaxro npu ucciaenoBaHuy rpyIIOBBIX MUCCHH
paccMaTpUBAIOTCS BeChbMa BaMKHBIE, HO BCE JKe 4aCT-
HbIE BOIIPOCHI, HAIIpuMep (POPMUPOBAHUE TPYIIIHI,
pacmpesiesierre pojiei, CPOKU BBIIOJHEHHS 3a/1a4,
BBIOOD CTPATEruH BBITTOJIHEHUS 3aaHUs, IPUHITHE
KOJIIEeKTUBHBIX perennit [3, 4] u ap. Kak mpaswuio,
WCCIeIOBAHNE MPOU3BOMUTCSA C TOYKU 3PEHUS KaK
ObI BHEIITHET0 HAOIIOfATe A, caMa ke TPYIIna SBJs-
eTcs «He KUBOU», a MaTepHaIbHOM, TEXHUYIECKOHU
cucremoii. BMecTe ¢ TeM Bce ualle CyIIHOCTh U II0-
BeJleHHe TeXHUYECKOW CHCTeMbI, B KOTOPOH peasu-
3YIOTCSI TEXHOJIOTHM HMCKYCCTBEHHOTO WHTEJIEKTA,
CBSI3BIBAIOTCA W CPABHUBAKIOTCA C YETOBEUYECKUMU
cBoiictBamu. Tak, po60TOB yiKe HAMEATIOT SMOIIHUS-
M [5], 00y4aroT mucarh BIIOJIHE 0CO3HAHHBIE TEKCTHI
u 1. 1. [6, 7]. OgHako rpymnmoBoe ympasiieHHe Ha
MaHHBIA MOMEHT BCe ellle HaXOUTC Ha HaYaIbHBIX
CTaausAX PA3BUTHA U B PeaSbHOH MPAKTHKE [IOYTU
He IIPHUMEHSEeTCI H3-3a CIIOMKHOCTH peau3alluu
METOMOB YIIpaBJeHHUA TPYIIIOH, U 4Yallle BCEro Hc-
MOJIL3YI0TCA KOMITbIOTepHBIE Mojaenu [3, 8]. B cra-
3M C BTHUM CJIOKHO IIOJIy4aTh MPEIeNeHThI, HeoO-
XOIUMbIe JJIS COCTaBIeHUS 0a3bl JAHHBIX, TAKUM
obpasom, mja Habopa HY:KHOTO KOJIHYECTBA IIpe-
IIeIEHTOB IpeiaraeTcs WCIOJh30BATh HE TOJIBKO
JaHHbIe, ITOIyYeHHBIE U3 PealbHON IPAKTUKHN, HO U
CUHTETHYECKHE JaHHbIE.

HMHTepecHO paccMOTPeTh BBIMTOJIHEHUE TPYIIHOH
00'bEKTOB KOJIJIEKTUBHOM MUCCHUM «U3HYTPH», C TOY-
KM 3pEeHUs caMO TPYyINbl KAK CBOEr0 pojia «KH-
BOTO OpraHusMa». JTO TeM 0ojiee BO3MOIKHO, €CJIH,
BO-TIEPBBIX, HANENIUTb OOBEKTHI YIPaABICHUS WH-
TEJIJIEKTOM, HAIIPUMEp O0YyUYHUTH UX OIpeeIeHHbIM
CTpaTeruaM II0BeJeHHUsd B CJIOKHBIX cUTyarusax [9],
¥, BO-BTOPBIX, MIPEACTABUTH OOBEKThI YIIPABIEHUS
KaK «CeTh €1a00 CBA3AHHBIX pellaTesed YaCTHBIX
npobiaeM (areHToB), KOTOpBIE CYIIECTBYIOT B 00-
el cpefe W B3aWMOJEHCTBYIOT APYT C APYyTroM
IS TOCTHIKEHUS TeX WJIN WHBIX OOIINX I[esied Cu-
CTEeMBI U/WJIN YACTHBIX IIeJIeHd OTAEJIbHBIX areHTOB.
BszaumogeiicTBrue MOMKET BBIMONHATHCA AT€HTAMU
nub0 HATPAMYI — IyTeM oOMeHa COOOIIEeHUSIMH,
160 KOCBEHHO, KOT[A OJHU aT€HThI BOCIIPUHUMAIOT
MIPUCYTCTBUE IPYTUX areHTOB uepes U3MEeHEeHHUsS BO
BHeINIHEeH cpefie, C KOTOPOM OHU B3aUMOJENCTBYIOT»
[8]. B aToM cityuae mmosaraioT, 4TO areHThl 00/I1a1al0T

PaIOM TaK HA3bIBAEMBIX «MEHTAJbHBIX CBOUCTB»,
B TOM YHCJIe 3HAHUSIMHU, YOEKICHUAMH, KeTaHUI-
MU, HaMEePeHUSIMHU, TPAaBIUBOCTHIO, PAIMOHAIHHO-
CTHIO U, YTO, BO3MOKHO, CAMOE TJIaBHOE, 0011[eCTBEeH-
HBIM MOBEJEHMeM, IIPeAII0JIaraIiM CII0COOHOCTD
GyHKITHOHUPOBATH B COOOIIIECTBE C APYTUMHU ATEH-
TaM#, 0OMEHMBASACh C HUMH COOOIIEHUSIMHU C IIOMO-
II[bI0 HEKOTOPOT0 OOIIEIOHATHOTO I3bIKA KOMMYHHU-
kamui [10].

Hrak, paccMoTpuM BBITIOIHEHUE KOJJIEKTHBHOMN
MUCCHY TETEPOTEeHHOH TpyNIION WHTEJJIEKTyallb-
HBIX areHToB. B HamWX AOMYIEHUAX 3TU AreHThI
CYUTAIOTCS OOYUYEHHBIMHU PA3JIUIYHBIM CTPATETHIM
MOBe/IeHusI, CIOCOOHBIMHE K aJanTalui U BeIpaboT-
Ke KOJIJIEKTUBHBIX PEIIeHUH B X0Je «IIePeroBOPOB»
HA KOHKYPEHTHOH HJIN KOJIJIEKTUBHOU OCHOBE.

B rereporenHoii rpyIe BBIJEIUM HECKOJIBKO
aKTOpPOB — MAEHCTBYIOIIHX OOBEKTOB, MOMAEIUPY-
eMbIX KaK areHThl U COBEPIIAIOIHUX COBMECTHBIE
JIefCcTBUA, HATPABJIEHHBIE HA BBIIIOJIHEHHE KOJLJIeK-
TUBHOM MHCCHUHU B HEKOTOPOM HIPOCTPAHCTBEHHO-
BpeMeHHOU cpeje. B Takoi cpee mpu BHITIOJTHEHUN
MUCCHH B TeUEHHE OIPEJEeIEHHOTO ITPOMEKYTKA
BPEMEHH WU «B JaHHOM MOMEHTE» MOJKET CKJIaIbI-
BaThCA COBOKYIIHOCTDH PA3JIMYHBIX YCIOBUH, B KOTO-
PhIX HAOMIOAAIOTCS HEKOTOpPhbIe (PAKTHI, PETUCTPH-
pyroTcs coObITHS, (PUKCUPYIOTCA CHTYAIlHH, T. €.
cyIecTByeT HeKoTopas [HHAMHKA, Tpebyromasn
nevicrBuii. HazoBeM Takyi COBOKYIIHOCTH yCJIOBHU
npeyedeHmHbIM 06CMOAMEALCINEOM.

B BO3HHEKINIHUX MpeIeeHTHHIX 00CTOITeIbCTBAX
MOTYT MOABIATHCA IPOTUBOPEYHUA MEKAY IEIAMU
BBITIOJTHEHUS MUCCUU U HHTEPECaMU CPebl, IPUBO-
IsIIrue K CTOAKHOBEHUIO MTPOTHBOIOJIOKHBIX CTpa-
TErn# MUCCHUU I'PYIIBI U IIPOTUBOAEUCTBUIO CPEJIbI.
Takuve HPOTHBOpPEYHsS IeJIeCO00PA3HO HAa3bIBATDH
npeyedenmHuol Koaausuell.

B Teopum ympaBieHHs aKTHBHO HCIIOJIb3YyeTCS
TepMuH «cocmoanue». CocTrosHue ompenenderca
Kak Ha0oOp 3HAYeHWH (MJIM WHTEPBAJIOB MOIYCTH-
MbBIX 3HAYEHHUH) MEpPEeMEHHBIX IapaMeTpPOB 00BHEK-
ta [1]. CocTosiHME YCTOHYHBO [0 TE€X TOP, [TOKA HAJ
HUM He OyJeT IPOM3BeIeHO JIeHCTBHE.

I'pymina B mpotiecce BBITOTHEHUA KOJNIEKTUBHON
MUCCHHU BCE BpeMA HAXOAUTCA B HEKOTOPOM COCTO-
AHWY, XapaKTepu3yoIlleMcd TeKYIUM COCTOTHUEM
IPYIIBI ¥ OKpY:Katoiei cpeabl. COCTOSHYE OMUCHI-
BaeT IepeMeHHbIe CBOMCTBA KOHKPETHOTO 00bEeKTa.
Takoe cocTogHWE TOAPa3yMeBAET NOSIBJIEHHE BO
BpPEMEHH CHUTyaIllui, KOTOpble TPEOYIT MPUHATHS
penieHun.

Hrax, npeyedernmnoe cocmosHue — 3TO COCTOS-
HUe, KOTOPOe YCTAHOBJIEHO WJIU OIIPEJeNIeHO ITpe]-
[IIECTBYOIIUM JeHCTBHUEM, PEIIeHUeM WU COOBITH-
eM W KOTOpO€e MOKeT CIIy:KUTh OCHOBOM [Jis TOCJIe-
OYIOIIUX OedcTBUM uau pernenui. [IperenenTHoe
COCTOSTHHE MOJKET OBITH MCIIOJb30BAHO MJIS OIpejie-
JIeHUA TOCTIEYIOIHUX TeHCTBUH TPYIIIbL.
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IlpernienenTHBIE COCTOTHUA MOTYT OMMUCHIBATHCS
COBOKYIIHOCTBIO IIPEIeJeHTHHIX (PaKTOB — T. €. 3a-
(pUKCHpPOBAHHBIX CpeACTBAMU H3MEPEeHUH OObek-
Ta yIpaBIeHUS ABJIEHUH, OTPAKAIONINX peaTbHOe
NPOSBIEHHE IEHCTBYIOLUIEr0 HA TPYIILY O00BHEKTUB-
HOTO WM cybbekTuBHOro (paxropa. Hacrymiaenue
TEeMHOTHI, OOHApyKeHHEe CpeAcTBa IIPOTUBOJEH-
CTBUSA, OTHEBOTO BO3JEHCTBUA HA 00BEKTHI IPYIIIIbL,
HEUCIIPAaBHOCTh BUIEOKAMEPhI CHCTEMbl TeXHUYe-
CKOTO 3PEHWsI eCTh HPUMEPHI MIPEIeIeHTHIX (PaK-
TOB.

flBnenwe, HacTynuBlIee OJHOBPEMEHHO WU
TIOCTIEZIOBATEIHHO B TEeUEHWE HEIPOIOIKUTEIBHO-
ro IMPOMEKYTKAa BPEeMEHU B pe3yibTare AeHCTBUS
pasHoo0pas3HbiX (PaKTOPOB, CBEPIIUBIIHXCA OIpe-
MeJIeHHBIX 00CTOSATEIBCTB U COBOKYITHOCTH 3a(pUK-
CHPOBAHHBIX (PAKTOB, CBA3AHHBIX €[UHON JIOTHKOH
BO3HHUKHOBEHUS M TIOCIEICTBHH, Ieecoo6pasHo
Ha3BaTb npeyedenmuvim cobvimuem. Ilponananme
CBA3U MEXKIY OObeKTaMH TPYIIbI B XO/e BO3IeH-
CTBUA CPEACTB PAAUO3IEKTPOHHOU 6GOpPHOBI, HEWC-
[PaBHOCTH CHCTEMBI YIIPABICHUA 00BEKTOM, YHUY-
TOKEHHEe 00beKTa IPU OTHEBOM BO3J€HCTBHUHU SABJIS-
I0TCS IPUMEPaMU [IPeIeIeHTHBIX COOBITHH.

COBOKYyIHOCTh CBSI3aHHBIX €MHUHOH JIOTHKOH,
CBEPIIUBIINXCS OHOBPEMEHHO HJIH II0CIE[0BATEIb-
HO B TE€UYEHUE OIPEIeJIEHHOTO IPOMEKYTKA BpeMEeH!
IperefeHTHBIX COOBITHH, IPUBEAIINX K OIIPeeIeH-
HOMY CTEYEHHI0O O00CTOATENIHCTB, BO3HUKHOBEHHUIO
HOBBIX CIIEH B OKPY:KAIOIIeH cpeje, U3MEHEHUIO I1a-
paMeTpoB 06CTAHOBKY CPE/bI BHIIOJIHEHNSA MUCCUH,
BBI3BABIIAA HEOOXOAWMOCTH HPUHATHA PeEIIeHHH
[I0 JaJbHEAIINM [eHCTBUAM, (DOPMHUPYET npeye-
denmmuyto cumyayuro. HeBo3MOKHOCTD B3anMOIeH-
cTBUA 00BEKTOB IO MH(POPMAINK U YIPABIECHHUIO,
BO3HUKHOBEHHE HEOOXOIMMOCTH PEKOH(MUTYpAIUn
TPYIOBI B CBA3U ¢ TpebOBAHHEM mepepacipeseie-
HUA 3a/a4 U POJIeH B TPYIIe ABISITCI IpUMepamMu
MpereeHTHBIX CUTYaIIHH.

Taxum 06pas3oM, Ipu BHIIIOJIHEHUH TPYIINION, Ha-
XOJISAIIEHNCS B ONPENeIeHHOM IIPeIeeHTHOM COCTO-
AHUM, KOJJIEKTUBHOH MUCCHHU BCJIEICTBHE IIpere-
IEHTHOU KOJIU3uH C)OPMHPOBANACH IIPELEeNeHT-
Hasd CUTyallusd, TpebyoIias IPUHATHA PeIleHus.

Paspa6oTka KiaccupuKanmoOHHBIX
IIPHU3HAKOB

Kak cnenyer u3 nM3I0:XeHHOTrO, B IIPOIfECCE BbI-
[TOJIHEHHUS HECKOJIbKUX KaTeropuil KOJIEKTHBHBIX
MucCu# 00bEKTHI Pa3HBIX KJIACCOB 00BEIUHAIOTCA
B Pa3IUYIHbIE BUABI TPYIII, BBIIOIHAT PA3IUYHBIE
THIIBI 32734, PUKCUPYIOT TeKyIllee COCTOTHUE, (hak-
THI, COOBITHA, CTATKUBAIOTCA C KOJJIU3UAMH, [IPHU-
BOAAIIUMH K CIOMKHBIM CUTYAUUAM, [PUHHMAIOT
MIPOrHO3UPYeMO 3(P(PEKTUBHbIE PEIICHUT U Peaju-
3YIOT UX, U3MEHASI COCTOSHNE IPYIIIIBL.

BeieuM Kaccehl U KIacCH(DUKAITHOHHBIE ITPH-
3HAKM KJAaCCOB BCEX 3aTparuBaeMbIX BbIIIE CYIII-
HOCTEH IIPeIeeHTOB IPUMEHHUTEJIbHO K 3aaadaM
000POHHOr0 3HAYEHUS, PellaeMbIM ABTOHOMHBIMHU
o0beKTaMu yIpaBIeHUA B cocTase rpymi (tabs. 1).

Boigenerno 11 TUIIOB KJIACCOB IIPEIENEHTOB C He-
3aBHCHUMBIMU KJIACCU(PUKAIIMOHHLIMYA ITPU3HAKA-
MH, B KaKIOM THUIIE HECKOJbKO KjIaccoB (0T IBYyX
mo 10). B mocineguem crosbue Tabs. 1 mpusemeHa
MHUHHMAaJIbHAS IIIyOWHA KaacCupUKAIUU s pas-
JIMYHBIX KJIACCOB, JOCTATOYHAS AJIA PEIIeHUA IPaK-
THYECKHX 3a71a4.

[IpuHIHUOHAIBHO BO3MOKHBI JBA THUMA KJIACCH-
(puramum — mepapxuyeckas u gpaceTHad.

Hepapxnueckas KraccupuKanusa MpeneaeHToB

IIpu wmcmonb3oBaHUHM HEPAPXUUYECKUX METOHOB
KJIacCU(PUKAIMU CTPOUTCSI HEKOTOPOEe IepeBo, Iie
KaIbIM yPOBEHbD IIPeJCTaBIIseT co60i Ooiee mera-
JU3UPOBAHHYIO Kareropuio. OCHOBHBIM BHIOM OT-
HOITIEHUH IPH 3TOM SIBJISIETCA MOTINHEHUE.

Amnanus nokassiBaert, 4To npumepao 80 % kmac-
COB CYIIIHOCTEH, 00pasyroiux MIpPeIeleHT, UMEIOT
YEeTKO BBIPAKEHHYI0 HEePapXUUECKyI CTPYKTYpY.
JleficTBUTEIBLHO, TAKKE KJIACCHI, KAK 00'bEKTHI, MOIII-
HOCTB TPYIIIIBI, [IeJIelloIaraHue Jerko pa3ouBamTcs
II0 OTMOJHUTENBHBIM KIACCU(PUKAIHUOHHBIM IIPH-
3HaKaM Ha 6oslee MeJIKUe KIacChl.

IIpusenem B KauecTBe mpuMeEpPa BTOPO YPOBEHB
HepapXxuu AJI1 HeKOTOPBIX KiiaccoB (Tabi. 2).

K uwmciny HemocTaTKOB HMepapXHYecKON KJaccu-
(puranuu oTHOCATCH KECTKOCTH CAMOM CTPYKTYPBI,
a Takke IpobIEeMbl pacupeneleHns HOBbIX CYIIHO-
cTeH mo KjaccaM, ecau O60BEKT o0sagaeT mpHU3HAa-
KaMH, KOTOpbIEe 3apaHee He ObLIU IIPELyCMOTPEHBL.
ABTOpCKas MpaKTHKA IOCTPOEHUS aJTOPUTMOB
yIIpaBJeHUs TPYIIaMU 0 IpeleleHTaM He CTall-
KHBaJIach, 110 KpaliHEeH Mepe Ha HACTOAIIEM JTAalle,
¢ HEOOXOAMMOCTHIO y4YeTa yKa3aHHBIX HEI0CTATKOB
[11].

®dacerHaa kraccuUKAHNA MPENEISHTOB

OcHoBO# (haceTHOH KJIACCU(PUKAIMU SBISETCS
IelleHre 00bEKTOB WM IOHATHN HA He3aBUCHUMBIE
TPYIOUPOBKN — (paceThl, KaKIbId K3 KOTOPBIX
XapakTepusyeT OOBEKThl WJIM IOHATHSA B OIHOM
acIeKTe, 1Mo OMHOMY IpusHaKy. JlaHHbBIN MeTox 3Ha-
YUTEJIBHO 00JIeryaeT MHOTOACIHEKTHOE OTPaKeHMe
00'bEKTOB, MOCKOJLKY MOMKHO CTPOHUTH KJIACCHI M3
Pa3IUYHBIX COUETAHUU MPU3HAKOB [12].

dacerHas CTPYKTypa IOHATHH IIpeaCTaBIIs-
eTcsi B BHjE TepeceyeHus psaa mpusHakros. s
IpereneHToB aceTHAas CTPYKTypa IPEeACTaBIAET
€000 COBOKYITHOCTH XapaKTEPUCTHUK, OMHUCHIBAO-
IUX OMPEIEeSeHHYI0 CBA3KY «CHUTyallus — pelle-
Hue». PaceTHas CTPyKTypa MPeIeaeHTOB I03BOJII-
eT 6oJiee TOUHO OMPENENIUTDh U KJIACCUPUIIHPOBATD
00BEKTHI MU SBJIEHUA, YYUTHIBAA WX PA3TUYHBIE

N22,2025 N\
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B Taé6auya 1. Knaccr! u xnaccuuiannoHHbIe IPH3HAKH IPEIEACHTOB
B Table 1. Classes and classification features of precedents

No T il ® ; K I'ny6una
HII KJIacca C HOCTeHu JJACCU(PUKAIITMOHHBIN OJIN4YeCTBO
Y ¢uxan Haumenosanue Kiaccos Krnaccuduka-
IpeneneHToB NpU3HAK KJIaccoB uH
1 | O6bekThI (areHThI) Ilo Bumam o6bexToB, | PTK, BIIJIA, BOK, AHITA 4 2-3
mmpereseHTa 06pas3youux TPyIIy
2 | Momuocts rpynnbl | KomugyectBo 06bekToB | 'pymnna, cras, poit 3 2
B Irpymie
3 | Cuexrp rpymnmnbt IIpouenT Bxomsamux T'omorennas, rereporennas 2 2
B COCTaB 06'bEKTOB
OJIHOTO BHA
4 | Crpareruda ynpasine- | Tun crparerunu I'pynna c nuznepom, rpymnna 6e3 3 3
HUA yIpaBIeHUS nHaepa, CaMOOpraHu3yoIaaca
rpynmna
5 | Crparerusa npuns- Ilpuanun npuaatus | KoukypeHTHAs, KONIeKTHBHAA 2 2
TUA pelIeHnH pemeHuH
B rpyImme
6 | Llenemonaraunue 3amaua — 1y oquHo4- | MouuTopuHr (Habao0qeHe, pa3Be/- 6 3-4
TPYIIIBI HOTO 00'BEKTa Ka, KOHTPOJIb), IATPYIHPOBAHIE
Muccus — s (MHCIIEKTHPOBaHUeE, IOKCK), JOCTABKA
IPyIIBI rpysa, peTpaHCAANUA CUTHAJA, aTakKa
OXpaHIeMoro 00beKTa, 3amura
O0XPaHIEMOro 00beKTa
7 | IlaccuBHas cpena Tun maccuBHOTO Jlenb/cyMepKu/HOIb/ TyMaH/T0X b/ 10 2
mpereeHTa IIPOTUBOJEHUCTBUA rpsi3b/BeTep/BONHEHNE II0BEPXHOCTH/
MY Th/IPENATCTBUA
8 | AxruBHad cpena HanpasnenHocTb IIpoTuBoOzmeiicTBHE MUCCHH TOCPE] - 5 4
nmpereseHTa NPOTUBOLEHCTBUS CTBOM OKa3aHHUA BIUAHUA: HA
dbyHKIIUN/HA TepeMelieHIe/HA CBA3D/
Ha yIpaBiieHue/Ha PecypChl
9 | Pemennsa nna Bri6panHoe neii- OTI0XUTH BBIIIOJIHEHIE MUCCUH, 6 2
OJMHOYHOTO 06'bEKTa | CTBHE NIPEKPATHUTD BBINOJTHEHNE MUCCHH, 3a-
IIPOCUTH ITOMOIIb (PYyHKITHEH, 3aIIPO-
CHUTBH IIOMOIIlb PeCypPCcaMu, OKasarhb
nH(MOPMAIIMOHHOE COeCTBIE,
O0Ka3aTh BO3JeHCTBHE Ha UCTOYHUK
OIIACHOCTH
10 | Pemenus npu Bri6bpanHoe kKomxiex- OTI0XUTH BBIIIOJIHEHNE MUCCHUH, 5 2
BBIIIOJTHEHU U THBHOE JIeHICTBHE NIPEKPATHUTD BHINIOJITHEHNE MUCCHH,
KOJLIIEKTABHOM OCYIIIECTBUTDH PEKOH(UTYPAIUIO
MUCCUU CTPYKTYPHI TPYIIIBI, OCYIIECTBUTH
PEKOH(UTYypaIUio 3a1a4 B TPYIIIIE,
0Kas3aTh BO3JeHCTBUE HA NCTOYHUK
OIIACHOCTH
11 | JocTuTHYTHIH 3uavenue napamerpa | OmeHUBaeTCS TUHIBUCTHIECKUM 5 3
adext s derTuBHOCTH 3HAYEHWEM HEYEeTKOH IepeMeHHON
(qmcaoBOe MU «dddeKT»: BBICOKUM, IPUEMIIEMBbIH,
3aBUCUT OT BBINOJHA- | CPEJHUH, yOBIETBOPUTEIbHBIH,
eMoH 3a7a4un) HEYIOBJIETBOPUTEIbHBIN
30 7 VH®OPMALIMOHHO-YMPABSIOLLME CUCTEMbI 7/ N22,2025
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B Ta6auya 2. [Ipuveps! BTOPOTO YPOBHS HEPAPXUH I BEIOPAHHBIX KJIACCOB IPELeIeHTOB
B Table 2. Examples of the second level of hierarchy for selected classes of precedents

Kunacc cymuocreit npereneHTos

Knaccuduranuonuslit npusHax

HaumenoBaHue Ki1accoB BTOPOT0 yPOBHSA
Hepapxuu

O6nekTs! Knacca BITJIA

Ilonesnaa Harpyska

PaSBe,I[‘{I/II{, KaMHuEKa/a3e, JIOTUuCT, CBA3UCT

Poii (kmace MOIIHOCTH TPYIIIIBI)

IIpormeHT 6OEBBIX U JIOKHBIX
3JIEMEHTOB B COCTaBe PO

JIOKHBIH PO, TPOBOIUPYIOIIUI PO,
yIapHBIH poH

pelieHu# B rpynmne OBeeHUd

KonnexruBHas crparerus npunatusa | Hanpasienue o6yuenus crpareruu | AIbTpyusM, IparMaTusM, STOU3M

MouuTtopuHr (1enenosaranve
TPYIIIIBI)

IIpuopurernas 3agaua

Hab6mronenwne, passeaka, KOHTPOIb

acmekTsl U cBoiicTBa. PaceTHas cTpykTypa 6garo-
Japs CBOeN THOKOCTH I03BOJseT COPMHUPOBATH
HaunbojIee MOMHYI KJIACCU(UKAINIO IPEIeeHTOB
¢ y4eToM uX HeojHOo3HavyHOCTH [11].

Ilenecoobpasuo cosmarh Tak HasbiBaeMywo (a-
ceTHOU (popMyIy AN mpeleneHToB. B ocHoBy dop-
MHUPOBaHUA (PaceTHbIX (POPMYJT B3aKJIATBIBAETCS
JIOTUKO-THHTBUCTAYECKAS MOMENIb, KOTOpas MOKeT
cTaTh OCHOBOM (haceTHOH! (DOPMYJIbL.

Hcxoma w3 wu3mo:KeHHOTO, THIOBad (aceTHas
¢hopMmyna mms mpeneneHTOB IPYIIIOBOrO yIpaBiie-
HUA UMeeT CIeAyIOUIUuN BUI:

GP=RLVvTYANAVDSVVAEFvTR)A
AFEAMASTVNVEKVFET)A(GEACAPFv
VAFVvTC)A(T1vT2vT3) A@RO v RG),

rie RL — poxnb o6bekTa B rpynme; 7Y — Tum o0b-
exTa; A — ypoBeHb aBTOHOMHOCTHU rpynnbl; DS —
MaKCHMaJbHAS NAaJbHOCTh AEHCTBU TPyNIbl; V —
ya3BUMOCTD rpynnsl; EF — 3dderTuBHOCTD Ieii-
crBus rpynmbl; TR — ob6y4yeHHOCTH rpymnbr; F —
tun rpynnbl; M — muccus rpyansr; ST — crpa-
Terus rpynmbl; N — MOIIHOCTh rpynmnbl; K — BUJ
rpynnsl; FT — reoMeTpus neldcTBUI IPYIIIbL B IPO-
crpanctee; GE — reorpaduueckuit paiion; C —
CJIO}XHOCTb MECTHOCTH/IIPOCTPAHCTBA MOHUTOPWH-
ra; PF — naccuBHble (hakTopbl cpenbl; AF — axk-
THBHEIE (PAKTOPEI cpenbl; 1T'C — THO IPOTUBOIEH-
crBud; T1 — daxrs! (puKcaua MPOUCXOIIIIETO);
T2 — cobbITHS Kak JIOTHYECKad CBI3Ka (DAKTOB;
T3 — curyanuu Kak Jorudyeckas CBA3Ka COOBITHUH
(samaya — pemenne — s¢pderr); RO — pemnenus
Ui edcTBUI 00BEKTOB, BKINYEHHBIX B TPYIIILY;
RG — perteHus miisi 1efCTBUH TPYIILL.

B rauecrBe paceToB MOKHO HCIIOIH30BATH CYIII-
HOCTH, COCTABJIAIOIINE IPEIeIeHT, HaIpuMep, Iepe-
YHCJIeHHBIE BO BTOPOM cTos61e Tabir. 1. Komuuecrso
BO3HUKAIUX IPEIEJeHTOB IPU BHIIIOJIHEHUN Pas-
JUYHBIMHA TPYNIAMHA PAa3IAYHBIX KOJJIEKTHBHBIX
3amad MOKeT OBbITH JOBOJBHHO BECOMBIM, HO 3HAYE-
HUA OCHOBHBIX IIApaMeTPOB, KaK IPABUJIO, BeCbMa

OMIM3KH, [I09TOMY KOJIHYECTBO IPYIII (PACETOB MOK-
HO COKPAIATh.

BBenem mBa onpenenenus.

Onpedenernue 1. «dnpom» mperieneHTa HA3bIBA-
€TCs COBOKYIIHOCTH €r0 IIPU3HAKOB, OTHOCSIIIUXCS
K Pas3IUYHBIM CYIIHOCTSIM, He3HAUUTEIhHOE M3Me-
HeHMe KOTOPBIX B 3aIaHHBIX IIpee/iaxX CyIleCTBeH-
HO MEHseT Kak pelleHue, Tak U 5QPQeKTUBHOCTD
peurenus mo mpereneHty. Jus npereneHToB Hau-
6omee smauuMmbl Tul ob6bexra (1Y), poab 0OBEK-
ta (RL), Tun rpyunst (F), MoiiHocTs rpyuns (N),
Muccud rpyunsl (M), reoMeTpua qefCTBUU TPYIIIbI
B npoctpanctse (FT), cpena (GE, C, PF, AF), sana-
qya (T'3), mocTaBieHHAs Tiepe]] TPYIIIIOH, U pelleHne
(RO, RG), npuHATOE IIPU PEIeHUH 3aTa4YH.

Onpedenernue 2. «baxpomoii» mperemeHTa Ha-
3bIBAETCS COBOKYIIHOCTH €r0 IPU3HAKOB, OTHOCH-
IUXCST K Pa3JUYHBIM CYIIHOCTSM, 3HAYUTEIHLHOE
W3MEeHEeHHEe KOTOPhIX B 3aJaHHBIX IIpefeaax He-
CyII[eCTBEHHO MeHSIeT KaK pellleHue, Tak u apdex-
THBHOCTD PEIeHUs C UCIOJb30BAHMEM IIPEIeeHTa
(MOHATHUS «AAPO» U «OGAXPOMa» BIIEPBBIE HCIIOJb-
30BAHBI MIPH ONHUCAHUM HIEOJIOTUHM IIOCTPOEHHS
HEUPOHHBIX CeTed ¢ aHcaMm0JIeBOH OpraHU3aIlHel
U acCcollMaTHUBHO-IIPOEKTUBHON CTPYKTYPOH B KHU-
re «AccolnuaTUBHBIE HEHPOIIOMOOHBIE CTPYKTYPhI»
[13D).

[IpuBenennsie onpeneneHnus: He TPEOYIOTCI I
IIOCTPOEHUS  HEePapXUYECKOH  KJIACCHU(DUKAIUH.
Opmako nis (aceTHOM KiaacCupUKAIIMU OHHU IIO0-
3BOJISIIOT BBIOpATh HECKOJHKO BAPHAHTOB THUIIOBBIX
IIpereeHTOB, COCTOSHUS IPYIIIbI B KOTOPHIX MOKHO
OIIMCATh TOJBKO «IIpaMu» IIPU3HAKOB, He obparas
ocoboro BHUMaHuA Ha «baxpomy». K HuM oTHOCAT-
cs TUIIOBBIE TIPAKTHUYECKHE CUTYAIIUH, CBI3aHHBIE,
Ipeskjie BCEero, C BBIIOJIHIEMbIMH TUIIOBBIMH TPYII-
MUPOBKaMU MuccusmMu. Torma onrcanue mpereaeH-
TOB MeToaoM QaceTHON Kiaccuduramuu [14-18]
OyzeT UMeTh BUJ, IPEJCTABIEHHbIH B Ta6. 3.

I xammaoro KOHKPETHOTO IIPerefeHTa COCTO-
AHWE TPYIINbLI [PEICTABIIETCI KaK IepecedueHue
NPU3HAKOB KJIACCOB, KOTOPhIE HE3aBHCHMBI, HO HE
HCKJI0YAI0T YT APYTa.
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B Table 3. Description of precedents using faceted classification

7

Hamvenosa- dacer 2 — dacer 3 — dacer 4 — dacer 5 — dacer 6 — Pacer 7 —
uue npere- | Pacer 1 — o6bexT rpyma sanaua cpena permexe ocpdberT dacernasn
ZIeHTa dbopmyna
«Monwuro- Ocuaurex Onunou- O6uapy:xenune |Hous ITepexon c onruue- | [ToBbimmenue (TY v RL)
puur» [14, 15] | TexHUYECKHM veii BJIA | 00BbexTOB cxoro Ha K- BEPOATHOCTH AN VvM)
3peHueM HHTepeca IuanasoH obuapymenus |APF AT3
ARO
«T'parcmopt» | I'pysosoit gpoH, I'pynna HocraBka Tyman Bzaumusrit 06men | Beicokas (TY Vv RL)
[16] obramannui BILJIA TI0JIE3HOTO uHpoOpMAaIHei TOYHOCTH A K vM)
BBICOKOH I'Py30- rpysa o mecTta 0 I[eJaIxX IOCTaBKU A PF
O BEMHOCTHIO Ha3HAYEHUA Tpy30B AT3 ARG
«Aragka» [17] | MuxpoBIIJIA Poit BJIA | Juddysunas Hanunuwe |Cospanue nenena- | CHuskeHue (TY v RL)
6omba CHCTEMBI |IIPaBJIEHHBIX norepb 60eBwIX | A (K v M)
IIBO dopmanmit 2JIEMEHTOB posi | A AF
AT3 ARG
«AHTeHHa» O6aanarmoT Crasa BJIA |Co3snanue Hanmuuwme |3ampoc Ha TloBbIIIEHHE (TY v RL)
[18] CTAHIUAMHU BO3YIIHOH CHCTEMBI | OJaBJIEHHE s pextuBHo- | A (Kv M)
panuoIoKaIuu CHCTEMBI PoIl cucrembl POII cru obHapyske- | A AF
mpeaymnpeskie- HHUS yTPO3 AT3 ARG
HUSA

Ounenka eMkocTu U K0addunuenra
3aII0JTHEHHOCTH KJIACCH(PHUKAIINHA
IIpeneIeHTOB

Ilog emkocTbi0o KiIaccU(PUKAIHMKA TMOHHMAETCS
MaKCHMAaJIbHOE YUCJIO KIACCU(PUKAIIMOHHBIX TPYII-
TTUPOBOK MIO3UIINH, KOTOPOE MOKET BMECTUTD B ce0s
kaaccudpuKaTop. OTOT MOKA3aTedb II03BOJIET Olle-
HUTH 00beM WH(QOPMAIUH, KOTOPBIH MOKET ObIThH
3aKOIMPOBAH B KJIACCH(UKATOPE HCXOAA U3 BCEX
BO3MOJKHBIX KOJOBBIX KOMOMHAIIMH C y4eTOM IIPH-
HATBIX METOJIOB KOMUPOBAHUA U CTPYKTYPHI KOA.

EMrocTs nepapxudeckoil KiacCH(PUKAIUY IIpe-
IIeICHTOB OmIpenenseTcd HaWOOIBIINM KOJIHUYe-
CTBOM YyPOBHEH MW BeTBEeH KJacCU(PUKAIMOHHBIX
TPYIIHUPOBOK, OIYCKAEMBIX B [JaHHOH CHCTeMe
KIaccuduKanui.

XapaKTepHBIMU 0COOEHHOCTAMU HEPAPXUIECKOU
CHUCTEeMbI ABJIAIOTC:

— BO3MOJKHOCTBH HCIIOJIb30BATh HEOTPAHUYEHHOE
KOJIMYECTBO IPU3HAKOB KIaCCUPUKAIINH;

— CONOAYMHEHHOCTh INPHU3HAKOB KJaccU(pUKa-
WU, YTO BBIpAKAETCSI pasOueHueM KaiKIoH KJiac-
cu(UKAIMOHHOW TPYHIIHUPOBKHU, 00pa30BAHHOMN ITO
OJHOMY IIPHU3HAKY, HA MHOKECTBO KJACCHU(DUKAIIH-
OHHBIX TPYHIHPOBOK 0 HHUKECTOANeMY (TIOm4H-
HEHHOMY) IIPU3HAKY.

B uepapxuueckoii Kinaccuduranuu eMKOCTh MOK-
HO OIIpefleJIUTh KaK KOJIMYeCTBO yPOBHEN U BeTBeU
B MepapXuM KJIaccoB. UeMm 6oJbIlle yPOBHEH M BET-
Bel, TeM 0ojiee CIIOKHAS MepapxuyecKas CTPYKTypa
W, CJef0BaTeNIbHO, 60jiee BBICOKAS €MKOCTh KJIaCCH-
duramun. Takum 06pasoM, EMKOCTh HEPAPXUIECKOM

KJIACCU(PUKAIINY MOYKHO OIIPEIeIUTD KAK KOJIMIEeCTBO
KJIACCU(PUKAIINOHHBIX TPYIIIIUPOBOK HA TMOCJIEIHEM
YPOBHE HEPAPXHUH, €CJIU U3BECTHO YUCIIO YPOBHEH re-
papxuu ¥ MAaKCUMAJIbHOE KOJTHYECTBO 3HAYEHUH ITPH-
3HAKOB KJIACCH(DUKAINH HA KAKIOM YPOBHE.

Takum 06pasoM, EMKOCTh HEPaAPXUUIECKON KJac-
cupMKaIUu IPEIeIeHTOB COCTABIIET He MeHee He-
CKOJBKUX AecaTkoB (7o 100) equuuir.

®Pacernas kKiaaccuUKANUSI MPEACTABIAET U3
ce0s mapaJieabHOe pasaejeHre MHOKECTBA 00beK-
TOB HA HE3aBHCHUMbIE KJIACCU(UKAIMOHHBIE TPYII-
nupoBku. I[losTomy emrocTh paceTHON Kiaaccudu-
KaIlu{ IPeIeJeHTOB OIIpefessierTcs KOJIUYeCTBOM
KJIACCOB, HA KOTOPBbIE MOKHO PA3IeluTh HaHHBIE.
CrmemoBaTenbHO, EMKOCTh MOMKHO OIPEIEIUTh Kak
BEJIMYHHY, COOTBETCTBYIOIIYI KOJHMYECTBY (pace-
TOB ¥ 3HAYEHWH PU3HAKOB JJIA KaKI0r0 dacera.

O0BEeKT OMHOBPEMEHHO HMEET KJIACCHU(UKAIIH-
OHHBIE IIPU3HAKH M3 PA3JIMYHBIX (pAaceToB, a Kiac-
cuUKAIMOHHbIE TPYIIIHPOBKYA CO3MAIOTCS ILyTeM
3amaHus ¢aceTHOW (OpPMyabl — IIOCIEI0BATENb-
HOCTH (paceToB ¥ 3HAYEHHWH KJIACCU(PUKAIMOHHBIX
MIPU3HAKOB BHIOPAHHBIX (PACETOB, CIIEIOBATEIBHO,
KoMOMHAIMA (PaceTOB IO03BOJSIET CO3JATH IIOJIHOE
npexcraBieHue 00 06beKTe.

B rab6a. 3 BbIZie/IeHO MIECTh OCHOBHBIX (DACETOB.
SHaYeHWs MIPU3HAKOB (haceTOB PasaIuIHbI 1A pas-
JWYHBIX (DACETOB, OHHU BAPBUPYIOTCA OT HECKOJIb-
KUX euHUIl (Tpymnna, 3ajgada, sperT) 10 HeCKOIb-
KUX JeCATKOB IIpHu 0ojee TIyOOKOH JeKOMITO3HITHU
CyIIHOCTeH, HampuMep 06beKkToB. TakuM oGpasom,
€MKOCTh (DACeTHOM KIacCH(PUKAIMU IIPEIeIeHTOB
cocraBiasgeT 1o 40-50 equunIl.
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B saBucuMocTH oT HAIUUUA UH(OPMAIIUH KJac-
cuUKaToOp MOXKeT ObITh OTPAHHUYEHHO 3AII0THEH.
Kosddumuenr (1. e. ypoBeHb) 3aIl0OIHEHHOCTH —
9T0 (PAKTHYECKOE UYKCJIO TPYMHIIHPOBOK B CHCTEME,
JIleJIeHHOE Ha ee IoKas3aTelb eMKocTH [19].

B macrodmmuii MOMEHT TpyMIIOBOE HPUMEHEHIE
WHTEJJIeKTYaJIbHbIX 00bEKTOB KpaiiHe OrpaHnyeHo.
Cy1iecTByOT JUIIb OTAENbHbIE OITUCAHUI (CM., Ha-
mpumep, [7, 20, 21]). AHanK3 IOKa3bIBAET, UYTO KaK
IUIST MepapXudeCcKoro, Tak U AJis aceTHOro KIacCu-
duraTopa ¢ TOUKHU 3pEeHUs IPAKTHKH, T. €. HAJTUIUI
nHoOpMAaIUHU 0 ImperneaenTax, Koadgduirent (ypo-
BEHbD) 3aII0JHEHHOCTH IPUMEHUTEIHBHO K PEIIeHH0
060POHHBIX 3a7a4 KpalHe Maj W He IIPeBbIIIaeT
2-3 %. ITO 03HAUAET, YTO KJIACCU(PUKATOPHI IIpe-
meneHToB obaaganT Oosee yeM 95 %-ii pe3epBHOM
€MKOCThI0. YKa3aHHOe TOJLKO IIOATBEPIKIAET HeoO-
XOIUMOCTH cOOpa M CHCTEMATHU3AIlNU IPEeIeIeHTOB
TrPYIIIOBOrO yIIPAaBIEHUSI B COOTBETCTBYMOIIUX Oa-
3axX 3HAHUH.

Onpenesnenne rpynmnoBoro mpemneaieHTa
HA OCHOBeE KJIacCH(PHKAIIUU MPEIeIeHTOB

Ham anamnus mossosisier caenarh BBIBOJ O TOM,
YTO BO3HHKHOBEHHE IIPELENEeHTa B TIPYIIIOBOM
VIIPABJIEHUHU SBJISETCA MOCTATOYHO CJIOMKHBIM SB-
nmeHueM. B HeM OKasbIBAIOTCA 3a€HCTBOBAHHBIMU
pasIuYHbIe aKTOPbI, OH BO3HUKAET KaK CIIOHTAHHO,
TaK W IPEeACKa3yeMO B HEKOTOPOH ObICTPOMEHSIO-
uielica cpeze, TpebyeT (PUKCAIIUM COCTOSHUA Kak
06BEKTOB, TAK M CPEIbl, aHAIHU3a U ITOUCKA d(PdeK-
THUBHOTO PEIeHNs B CKJIAABIBAIOIIEHCS CUTYaIlUH.

Ha Bce TumoBbIe BOIpoCHI, 3a1aBaeMble IIpH pe-
AJTU3AIAH CIOKHBIX MHOTO(PAKTOPHBIX U JUHAMUY-
HBIX IIporeccoB [22], a umeHHO: KT0? (AKTOPBI), 4TO?
(meiicTBHe), rae? (obmacTs geicTBHA), Kak? (CIIocob
mercTBHA), Korga? (BpeMeHHOU (pakTop) W 3adem?
(meserrosiaranme), — KJIaCCU(MPUKAINS IPEIeeHTOB
IPYIIIOBOrO YIIPABJIEHUA MMO3BOJISIET CPOPMYIHPO-
BaTh OIpeieJIeHHbIE OTBETHL.

Onpedenenue 3. IlpernemeHToM TpPYIIIOBOTO
yIIpaBJeHHUs HA3bIBAETCI BOCIIPHHUMAEMOe Pas3HO-
CPeIoBbIMY U PA3HOTUIIHBIMHU TEXHUYECKUMH Cpel-
CTBAMU fIBJIEHVE, BO3HUKAOIIEe IIPHU BHIMOJIHEHUU
(kmo?) Tpynmnoii 06HEKTOB yIpaBIeHUS 3aJaHHON
muccu (20e?) B HEKOTOPO# cpee, (kozda?) B ompe-
IeJeHHBIA MOMEHT BpeMeHH, (kak?) 3aKaIryarole-
ecs B (pOPMHUPOBAHUY COBOKYITHOCTH yCJIOBUH U 00-
CTOSTENIBCTB, KOTOPbIe (nouemy?) B COOTBETCTBHUU
C JJOTHUKOU NeNCTBUH KaKI0U U3 CTOPOH IIPOBOIIUPY-
0T (umo?) HacTymJIeHHe IOCIeN0BATEIbHOCTH CO-
ObITHi, PUKCUPYEMBIX B BHJE COBOKYIITHOCTH (DaK-
TOB M, KaK CJIEICTBHE, (DOPMUPYIOIIUX CUTYAIUIO,
OIIUCHIBAEMYIO TEKYII[MM COCTOIHUEM BCEH I'PYIIIbI
C BOBHUKHOBEHHUEM KOJIJIM3UM MEKAY CTPATETHIMU

MOBEJIeHUsT aKTOPOB W CPEeAbl, MOTEeHIHAJIbHO BIIH-
domeid Ha 5QPQEeKTUBHOCTh BBIIOJIHEHH MUCCHU
¥ TIPUBOAIIEH K HEOOXOIMMOCTH IIPUHSTHUS pPellle-
HHUU 110 JaJTbHEUIIUM IEUCTBUAM, HAIIPaABIECHHBIM
Ha obecrieyeHre JOCTUKEHUS IIeJIell MUCCHUH, C yUe-
TOM TOr0, 4YTO AHAJOTMYHAI/CXO0:Kas/momooHas/
UAEHTUYHAS/OMU3KAA CUTYaIUs yiKe UMejia MeCcTO
B IIPOIIIJIOM U IT0 He¥ ObLIN MPUHATHI PEIeHus, 9¢-
(PEeKTHBHOCTH KOTOPBIX AIIPHOPH U3BECTHA.

3akaroueHue

B macrosme# pabore ommcanHo gopMHpOBaHUE
MpeleleHTHON CUTyalud, paspaboTaHbl KJIACCH-
(pukanuoHHbIe MPU3HAKH, IPEIJIOKEeHbl HepapXu-
yeckas ¥ paceTHas KIacCU(PUKAIIUY IIPEIeeHTOB,
IaHa OLIEHKA eMKOCTH U 3aII0JTHEHHOCTH KJIACCU(DH-
KaIli¥ [IPeIeJieHTOB U B pe3yiabTare chopMyIupo-
BaHO OIIpeieieHre IPYIIIIOBOr0 IPeleIeHTa.

IIpy BbIONHEHWHW TPYIINOH, HAXOIAIIEHCS
B OIIPEEIEHHOM IIPEeLEeJeHTHOM COCTOSHUM, KOJ-
JIEKTUBHOM MHUCCHH BCJIEICTBUE IPEIeIeHTHOMN KOJI-
ausuu chOPMHUPOBAIACH IIPELeIeHTHAA CUTYallus,
Tpebyiomas MPUHITHS PelleHus. B mpoiecce BbI-
[IOJTHEHHA HECKOJIbKUX KATerOpHi KOJJIEKTHBHBIX
MHCCHUH 00BEKTHI PA3HBIX KJIACCOB 00BEIUHSIOTCS
B pasiM4YHbIe BHUIBLI TPYIII, BBIIOJHAKT pPas3jind-
HbIe TUIBI 3274, PUKCUPYIOT TEKYyIee COCTOSHUE,
dakTbl, COOBITHS, CTAJIKMBAIOTCI C KOJJIU3UIMH,
IPUBOAAIIUMHU K CJIONHBIM CUTyalludAM, IIPDHUHHUMA-
0T MPOTHO3UpPYyeMOo 3 (PeKTUBHBIE PEIIeHNs U pea-
JNU3YIOT UX, U3MEHAA cocTosHue rpynmsl. [[aa pas-
paboTKu KJIacCH(PUKAITMOHHBIX MPHU3HAKOB OBLIA
BBIJICJIEHBI KJIACCHI BCEX XapPaKTEPUCTUK TI'PYIIIbL.
B pesynbrare BhImeneHo 11 THIIOB KJIaccOB ¢ He3a-
BUCHUMBIMH KJIACCU(DUKAIMOHHBIMYU ITPU3HAKAMU,
B KaKJI0M THIIE HECKOJIBKO KaaccoB (0T AByx 1m0 10).

[IpuHUIMIMATIBHO BO3MOMKHBI JBa THIIA KJIACCH-
uranuu — mepapxudeckad u acerHas. B pabore
IIPOaHAIU3UPOBAHBI 004 TUIA KJIACCU(DUKAIIUN; HUC-
cjlefloBaHMe BBIABUIIO, 4TO (paceTHasd Kaaccudpuka-
ua aBisgeTcs 0ojiee THOKOM B IJIaHe N00aBJICHUSA
HOBBIX KJIACCOB, HO HMepapXuyeckas Kjiaaccudpura-
Us aBIgeTcd 00JIee eMKOH.

AHanu3 MOKa3bIBaeT, 4YTO KAK [Jd Hepapxu-
YeCKOT0, TaK W IJd (paceTHOro kKJjaccuduraropa
C TOYKH 3pEeHUs MPAKTHUKH (T. €. HAJIW4IusI uHPopMa-
UM O IpereaeHTax) Koo uiueHT (T. e. YPOBEHb)
3aI0JHEHHOCTH IIPUMEHHUTEIHHO K PELIeHHUI0 0060-
POHHBIX 3a/1a4 KpaliHe MaJ U He IIpeBbImaet 2-3 %.
ITO 03HAYAET, YTO KJIACCH(MPUKATOPHI IPEIEJIEHTOB
obmamaroT 6osee yem 95 %-i pe3epBHOME eMKOCTHIO.
YKazaHHOE TOJBKO MOATBEPIKIAET HEOOXOIMMOCTD
c60opa ¥ CHCTEMATHU3AIINH IIPEIeIEHTOB IPYIIIOBOr0
yIIPaBJIEHUI B COOTBETCTBYIOIIUX 0a3axX 3HAHUM.
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Introduction: In the context of the development of autonomy for unmanned vehicles, it is important to improve the methods for
increasing the level of autonomy. One of such methods is the use of precedents that allow the system to make decisions in the current
situation, based on past experience. Purpose: To develop a classification of group management precedents using the hierarchical
and faceted method for the effective use of precedents, to estimate the capacity and fill factor of the classification of such precedents.
Results: We introduce new definitions of a precedent state, precedent collision, precedent situation and precedent facts. We confirm the
applicability of common classification methods — hierarchical and faceted ones — to group management precedents. We present the depth
of the hierarchical classification for various classes that is sufficient for solving practical problems. We introduce two new definitions:
“core” and “fringe” of a precedent, which are required to build a faceted classification. They make it possible to select several variants of
typical precedents, in which the states of the group can described only by the “cores” of features, without paying special attention to the
“fringe”. Using the logical-linguistic model as a base we create a facet formula for precedents, taking into account the “core” and “fringe”
of the precedent. Finally, we carry out an assessment of the capacity and fill factor of the precedent classification. As a result, the capacity
for each classification is determined. The analysis of the features of precedents allows us to conclude that the occurrence of a precedent
in group management is a fairly complex phenomenon where various aspects of the precedent are taken into account. On the basis of the
classification of precedents, a definition of a group precedent is formulated. Practical relevance: The classification of precedents makes
it possible to implement more efficient control of unmanned vehicles, as it facilitates the search for suitable precedents when it is necessary
to make a decision during the mission.
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Beepgenue: pazsutue IT-TEXHONOMMI M 0COBEHHOCTY UHAMUYECKOrO B3aUMOZENCTBUS CTOPOH KOH(PIMKTA 06bEKTOB KPUTHYECKOI
UHPOPMALMNOHHON MHPPACTPYKTYPbI U HAPYLUMTENEN NPUBOAUT K MOSBIEHNIO HOBbIX KnbepaTtak. Ljenb: pa3paboTaTb HOBbIN MOAX04
K MOHUTOPUHTY, aHa/In3y 1 NPepbIBaHUIO LIEMOYKM aTaky eLye 10 JOCTIKEHUS e BTOPKEHNS Ha PaHHUX 3Tanax atak C y4eToM pe-
3y/IbTAaTOB MOAE/IMPOBAHUS MPOLECCOB NPOTUBOGOPCTBA. Pe3ynbTaTbl: CTPYKTYpMPOBaH NPOLIECC peann3aLum Kubepartaku, BKII0Yaro-
LyMIi B Ce651 OCHOBHbIE (hasbl: aHaN3 N BHEAPEHUE, aKTUBHOE BO3JE/CTBIE U 3aBEPLLEHNE C BbIBOJOM JaHHbIX. YUTEHbI 0CO6EHHOCTH
COBPEMEHHbIX METOLO0B MHOM03TaIHbIX aTak M UCMOMb3YeMbIX POrpaMM HapyLiuTeseM. Pa3paboTaHbl BpeMEHHAs MOJEs b MHOroaTan-
HOW aTaku u rpagh cocTosHUI JeHCTBUI HapYLINTESIs, YTO MO3BOJINII0 PACCYUTATb BEPOSTHOCTHO-BPEMEHHbIE XapaKTEPUCTUKM yCrel-
HOro BO3AeNCTBUSA HapyLUUTENS Ha ceTb. [IPeAI0OxXeH anropuTM npepbiBaHus KN6epaTaky Ha aTane CKaHMPOBaHUS CEeTH, IPEAINOonararo-
LUMIi BbISIBIIEHME [10MbITOK CKaHUPOBAaHMs CETH, C60P M 06paboTKy MHOPMaL MM 0 HapyLUUTESTE, @ TaKXKe (hOPMUPOBAHUE OTBETHBIX Mep
AN IPepbIBaHNs aTakn ¥ aBTOMaTU3UPOBAHHbIN KOHTPOJIb 3PGHEKTUBHOCTY CUCTEMbI C BO3MOXXHOCTbIO KOPPEKTUPOBKM MEP 3aLUMTBI.
B pesynbTaTe CMOAENMPOBaH MPOLIECC peann3aLimm akTUBHOM 3aLyUTbl UHGHOPMALIMOHHO-BbIYMCITUTENIbHOM CETHU OT KnbepaTtaku, npoge-
MOHCTPUPOBABLUNI 3PEKTUBHOCTb MPEATIOKEHHOIO MeToAa 3aLymnThl. [paKTHYecKas 3HaYNMOCTb: IPUMEHEHUE METO/A MPEPbIBaHNS
UMKIIa KnbepaTaku Ha 06beKTbl KPUTUYECKOH MHPOPMALIMOHHON MHPPACTPYKTYPbI MO3BOIUT MOBLICUTH ONEPaTUBHOCTb MPECEYeHNs]
BO3/1€/ICTBUI HA PAHHUX CTaAUsIX MPOHNKHOBEHUS.

KnioyeBbie cnoBa — MHCpOpMaLlMOHHO-BbI‘IMCﬂMTe}TbHaﬂ CeTb, KM6epaTaKa, MoJenimpoBaHue yrpoabl, npepbiBaHne aTtaku.
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BBenenune

B coBpeMeHHBIX yCIOBUAX T€OIOIUTHIECKON He-
crabunbHOCTH ObecrieueHre 0e30IacHOCTH OOBEK-
TOB KPUTHUYECKOU WH(MOPMAIMOHHON HH(PACTPYK-
typbl (KMW), a umenHO MHMOPMAITHOHHBIX CUCTEM
¥ B 9aCTHOCTH HH(POPMAIHOHHO-BBIYHUCIUTEIHHBIX
cereii (UBC), aBnserca akTyanrbHBIM HAIlPABIEHH-
eM [1], KoTopoe BKIOUAET B ce0s pa3BUTHE METOIUK
noBbimrenusa santuinenHoctu MBC ot kubeparax
(KA). PasBurue IT-TexHOIOTHI 1 TOCTOSHHBIN POCT
KOJIHNYeCTBa [I0Jb30BATENeH U AlIIAPATHBIX MOIIIHO-
creil HH(POPMAIMOHHBIX CUCTEM IPUBOJAT K HEKOH-
TPOJIUPYEMOMY IIOSIBJIEHHUI0O HOBBIX YSI3BHMOCTEHU
B HHUX, KOTOPbIE II03BOJIAIOT HAPYIIIUTEIIO [I0JIy4aTh
nocryn ¥ UBC KUU, ckanupoBaTh pecypchl CeTH,
[IOBBIIIATH IIPABA JOCTYIA B ATaKyeMOM CerMeHTe
CeTH, BHEAPATH CKPHUIITHI, yAAJIEHHO MMOAKII0YATH-
cd k obopynoBanuio UBC u BeIKIIOUATH €T0, HCKATD

KOH(UIEeHIIHATbHYI0 HH(POPMAaNHo, 6JI0KHPOBATH
ydUeTHBIE 3alIMCH TI0Jb30oBaTenel [2, 3].

BosgeticteBme KA npuBoguT K IIOBBIIIEHUIO
B UBC memermtumHOM akTuBHOCTH [4], KOTOpas
BledeT 3a cOOOH M3MeHEHHe IIPOIYCKHOM CI0oco0-
HOCTH TEeJEeKOMMYHHUKAIIMOHHOTO 000PYZOBaHUA,
HMCKaKEHUIO CBeIeHUH B XPAHUJIMINAX JaHHBIX HUIN
repexBaTy KOH(MUIEHIHATHLHON HHPOPMAIIHH.

B macrosmiee Bpems mpua obecredeHusa 3a-
mumensHoctd o6bexkToB KUY, mampumep HWBC
rOCylapCTBEHHOTO YYPEKIEHUsI, HUCIOIb3yeTCs
rocyfapcTBeHHas cHcTeMa OOHapy:KeHUsd, IIpeq-
YIpexRIeHns U IUKBUAAINH I0CIEACTBUH KOMIIbIO-
tepubix atak (['ocCOIIKA). Ananu3 npuMeHeHHA
I'ocCOIIKA [5] mokasan, 94To B HeH pasBepHYTHI
U JeHCTBYIOT IIOACHCTEMBI OOHAPYIKEHUA, IIPEe.-
VOpeXKAeHUd ¥ JIUKBHUIAIWH IocaencTBuil KA.
OcHOBHOE BHUMAHWE 110 (DYHKITHOHUPOBAHUIO y/Ie-
JIEHO TIO/ICMCTeMaM OOHApy:KeHWd U JIHUKBUAAIIUU
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nociencteuii KA, B ToO BpeMs Kak K IIOJCHCTEME
npenyupexaenus KA, cormacHo HOpMaTHBHO-IIpa-
BOBBIM JOKyMeHTaM [5], mpexbaBISIOTCA TOIBKO
TpeboBaHUSI K ee CO3MaHUI0 U peajn3alluu, HO He
paccMaTpuBaeTCsi BOIPOC (PYHKIMOHUPOBAHWUA.
Bsuay storo meobxomguma paspaboTKa HOBBIX METO-
InoB nmpeayupexaenus KA.

B pa6orax [6, 7] mpeacrasieHb! cioco0bI, B KOTO-
PBIX fesaeTcs aKIeHT Ha yIpaBieHue nHpopMaIiu-
onHou GesomacuHocThio (MB) mudpacTpykTypbl Ha
OCHOBE BBIABJIEHUS YI3BUMOCTEH B IIporiecce PyHK-
OUOHUPOBAHU. B AJAaHHBIX HUCTOYHHKAX yIIpaBJe-
uue UB aBisieTcs peakKTUBHBIM, TAK KaK He MOApa-
3yMeBaeTCs IPOrHO3UPOBAHKE PA3BUTHUA aTAKH HA
ceTb. BHOBB paspabarbiBaemble CII0COOBI ¥ METOIH-
ku ynpasinerus UB momxubl 66ITH HATpaBIeHbl HA
aHaJIU3 He TOJBKO JUHAMHUKY JeUCTBUU HAPYIIUTe-
JIsI, HO U COIep:KaHuA OJOKOB MaHHBIX ITPOTOKOJIOB
10 9TalaM aTaku.

Hapsany ¢ stum oguum u3 TpeboBaHUM K yIIpas-
meauio Ub UBC saBasercs peanusarnus croco6oB
KOHTPOJISA B3AIMUIIEHHOCTH B pPEXHUME BPEMEHH,
6mu3koM K peanpHoMy. OTCiOfa BBITEKAET MPOTH-
BOpedne MeXAy HNHTEHCHBHO pPa3BUBAIOIIUMHUCIA
criocobaMu ¥ UX PeaTu3yIIHMHA BO3MOKHOCTAMU
BoszeiictBus Ha UBC ¢ oqHOM CTOPOHBI U IIpUMe-
HAeMBbIMH MeTomaMu yupasneHus UB c gpyroii cTo-
POHBEIL.

B OTaInYHUe OT TPAAUITUOHHBIX METOA0B, KOTOPbIE
Yaliie BCero 0CHOBaHBI Ha 00HAPY:KEeHUH U pearupo-
BAaHUM HA yIPO3bl, AKTUBHASA 3aIIUTa IIPEAIoJIara-
€T Mephl II0 TPEePLIBAHUIO IEIIOYKH aTaKH eIlle 10
AOCTHKEHMUS I1eJIU BTOPKEHU . HeO6X0]_'[I/IM aHaJIu3
comepxanus mukna KA 8 UBC, . e. mocimenosarensb-
HOCTH Je¥CTBUM HApyUIUTEN.

B crarbe [8] nccnenyerca nmuka KA npu mabiro-
meHun 3a mapamerpamu Tpadura BHyTpu HWBC.
IlpencraBieHo 4deTKoe MO3UIMOHUPOBAHHE U Me-
cTa XpaHEHUS pPe3yJbTATOB CKAHHPOBAHHUA, C KO-
TOpBIME Hpuaerca paborars agmurucrparopy Ub.
OxHAako B MPENIOKEHHOM CHCTEME OTCYTCTBYET
IIPOTHO3UPOBAaHUWE BO3MOXKHBIX Hapyumenuit HB
WM Kakue-HUOyIb MPOTHBOAEHCTBUS yKe IIPOBe-
nenuoi arake Ha IBC.

I_[eJII)IO CTaThH ABJIAETCA IIpeACTaB/JI€Hrue HOBOTO
MeTOo/la MOHUTOPHUHTA, aHAIN3a U IPEePhIBAHUA Iie-
[IOYKY aTaKHU elle 10 JOCTHUKEeHHUA [IeTd BTOPIKEHU
C y4eToM pe3yIbTaTOB MOAEIWPOBAHUA IIpoliecca
peanusanuu KA.

MoaeanpoBaHHE 3TANOB PeATH3AIAN
KuOeparaku Ha HH(OPMAITHOHHO-
BBIYHCJINTEILHYIO CETh

IIpexme yem mepexomuTh K paspaboTKe CIIOCO-
00B IIPOTHUBOJAEHCTBUA HAPYIIUTENIO, HEOOXOIMMO
moApPo0HO M3Yy4YUTh Iporecc BosaeiicTeua ua MBC.

Taxkoii moax0/ MO3BOIAET HE TOJBKO (PHKCHPOBATH
MOTeHIHaJbHbIEe YTPO3bl, HO U CTPYKTYPHPOBATH
IaHHbBIEe, KOTOpPbIE OyayT HEOOXOAMMbI a IMUHUCTPA-
topy UUB myis1 omepaTuBHOrO pearupoBaHus U IIPH-
HATHUA Mep.

Ilepen paspaboTkOli BpeMeHHOW guarpam-
Mbl (puc. 1) 6bIIM HTPOAHAIUZUPOBAHBI JOKY-
vertT ®CTIK [9] u sapybexuas marpuma MITRE
ATT & CK, onuceiBamoliliue COBpeMEHHBIE TAKTH-
KM ¥ TEeXHUKH, KOTOpPbIe MPUMEHSIOT HAPYIIUTEIN
B UBC. Tak kak Ienplo HcCClIefOBaHUA ABISIETCHA
npeceuenue BHegpenusa napymurens B UBC ua ua-
YaJIbHBIX 9TAIlaX aTaKH, TO [IPU CO3JaHNUU BPEMEH-
HOM [rarpaMMbl OBLI cleJIaH aKIeHT Ha HaYyaabHbIe
sransl peanusanuu KA ¢ ganpueium 060061eHu-
€M IIOCJIeIYIOIIUX ITAIOB.

IIpencrasnen o6o6uienubii Muka KA mpu pea-
JIM3aIMHU YTPO3bl, KOTOPBIA COCTOUT U3 TPeX (has.

B mepsoii dase «Ananus u BHexpeHue» HAPY-
IIATENh IIePBOHAYAIBHO IPOBOAUT pPa3BeaKy, CO-
bupas naunuabie 06 o6bexrax KMU u usy4as cucre-
My [AJi1 BBISBJIEHUSA CIa0bIX MECT B €€ CTPYKTYype.
Hanuuwue sToro srama 3aBUCHT OT THIIA aTAKU U He
Bcerga fBiseTcda 06g13aTelbHbIM, KaK, HAIPUMED,
s npuMeHeHua SQL-uHbeRnuY Ha My6IHYHBIH
Beb-pecypc.

ITocne cbGopa maHHBIX OCYIIECTBJSIETCI STAI
«KA», B KoTOpOM HapyUIUTEIb BRIOUpPAET BU aTAKH
¥ IpUHUMAET pelleHue 1o Bo3aeicrauio na MBC na
OCHOBE JIOCTYIIHBIX €My METOIOB B BH]I€ BUPYCOB U
SKCILJIONTOB C IeJIbI0 MoIy4YuTh noctyn k UBC mus
TaJTbHEHINNX NeHCTBUH.

Bo BTopoii daze <AKTUBHOE BO3IEHCTBHE» HAPY-
IIIATENb 3arpy:KaeT BLIOpAHHBIE HA IPEIbIAYIIEM
sTale IPorpaMMbl UJIH KOJ B 3apaskeHHYI0 CUCTEMY.

ITocne BHEmpeHUA MPOrpaMMBbl WJIH KOZA HApPY-
IIATEJIb HAUNHAET WX BBIIOJHEHUE HA 3apaKeHHON
cucreme, BKJIOUas cOOp MH(OPMAIIUHU, YCTAHOBKY
IOTOJTHUTENbHOr0 Bpegonocuoro 110, 3amyck mpo-
1IeCCOB U T. J.

C momoIbI0 peann30BaHHBIX paHee IIPOrpaMm
MOBBINIAETCH HOCTYI K 60Jiee 3HAYMMBIM JaHHBIM

{ tp kA to tB11 np gy 1t
e _ Ly
| -1 (paza 2-s1 (paza 3-1 (paza,
— — — — — »l
KA

B Puyc. 1. Bpemennas guarpaMva IUKIA PeaIM3aIlUu
KA: ITKA — mukn kubeparaku; P — passenka; HO — ua-
qanbHasa dKcIuryarauus; BII — BbIIOJIHEHHE IPOrpamM;
IIP — nosbiienue panra; B/ — BbIBOJI TaHHBIX

B Fig. 1. Time chart of the cyberattack implementation
cycle: I[KA — the cyberattack cycle; P — intelligence;
HO — initial exploitation; BII — program execution;
IIP — rank increase; BJ[ — data output
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WJIM BBINOJHAKTC 0o0jiee paspyllIuTelbHbIE k-
CTBUA B CHUCTEME.

B tperneit ase «BriBox maHHBIX/BPEIOHOCHBIE
IEeUCTBUA» HAPYIINUTEIb 3aBepIIaeT CBOU AeHCTBUA
IIyTeM Kpajky WX YHUUITOXEHUd faHHbIX [10].

Paccmorpum mompobHee sTambl peasusaliuiu
npexcraBienHoi KA.

Ilpu HeoOxommMOCTH pasBeIKH HAPYIINTENIb
IIPOBOIUT COOP JAaHHBIX C IIOMOIINBI0 CKAHUPOBAHUS
HBC (puc. 2).

CneBa Ha puc. 2 oOKazaHa CTaHJAPTHAA IIepena-
Ya MaKeTOB NPU OOLIEHUW cepBepa C JETHTHMHBIM
II0JIb30BAaTeNeM, ITepesi HayaIoM paboThl IPOUCKOIUT
tpexcropouHee pyromnoxarue (TCP handshake), B xo-
TOPOM II0JIb30BATENIb U CEPBEpP CHUHXPOHUBUPYIOTCS
nytem noareep:xaenus (SYN + ACK) maketos, mocie
Yero HaUMHAaeTCs CBOOOIHAS epeaaJda (paios.

Hapymurens npu janHOM MeTO/e CHHXPOHU3A-
LIHU C CEPBEPOM HCIIOIb3YeT YsI3BUMOCTH, 3aKI0Ua-
IOIIYIOCSA B TOM, YTO OH OTIPABISET 00JIbIIOE KOJIH-
YeCcTBO PYKOIIOKATUM, IpeIBapUTENbHO [00aBUB
B HUX TOYEYHBIE 3aIPOCHI O CHCTEME C IPUHYIHU-
TEeJbHBIM IIPEPhIBAHHEM CHUHXPOHH3ALUU, TEM Ca-
MBIM IT0JIy4Yas BOBMOKHOCTH IIPOIOJIKATH ITOCHLIATH
TaKue 3aIIPOChI.

Hapymurens npu cranupoBanuu MBC cnoco-
0eH IOIYyYHUTH CBEJEHHSA O CepBepe, OOHAPYKUTH
aKTUBHBbIe ycTpoiictBa B cetu u ux IP- uw MAC-
ajpeca, OIpeIeIuTh CTATYChl TOPTOB (OTKPHIT, 3a-
KpbIT, PUABTPYETCI U T. J.) W IIPOTOKOJIOB (Kakue
HCIIOJIB3YIOTCA ¥ YPOBHU X 3AIUTHI), BHIABUTH He-
aKTWUBHbIE UIU clabo3alluIlieHHbIe PECYyPCHI, chop-

\ N\
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MHPOBaTh KapTy CETH, a IPHU YCIOKHEHHBIX 3aIPO-
cax uau Hegocrarounon samure UBC — moxyyuTsb
cBefieHns 00 yI3BUMOCTSAX cepBepa, Ha KOTOPOM 00-
pabarsiBalOTCa JaHHBIE, WX OOHAPYKHUTH 3aKPbI-
ThIe pasnesnsl camra [11, 12].

Takum 06pa3oM HAPYIIUTEIb MOKET MOJYUYHUTH
IIEHHbIH HaOOp WHQOpPMAIMU O IeIU aTaKu, I0-
cjle M3y4YeHWs KOTOPOH IIPOBOIUT ILIAHHPOBAHUE
araku. Hanpumep, 101e3HbIMU CBEIEHUIMHA MOTYT
MOCIYKUTh OTKPBIThIE ysi3BUMOCTH (vulners), cse-
neHus o cTpykTrype cepsepa (http-enum) u crarycsr
nopToB (OTKPHIT, 3aKPBIT, (puiabTpyercs u T. a.) [13].

BBuay BbllleckasaHHOTO rOTOBOE pEIIeHHE II0
BoszeiictBuio Ha VIBC Oymer BhIMIAMETH CIERyIO-
muM obpasom: «3arpyska BpemoHocHoro IIO Ha
/admin/index.php uepes mopt 22/tcp ¢ ucmonb3oBa-
uueM yaszsumoctu CVE-2023-51385».

3arpyska Bpemonocuoro IIO mpencrasmser co-
6ot arakm Tmna Troyan, Ransomware, Keylogger,
Spyware u T. 1., KOTOpPbIE 3apaKai0T KOMIIBIOTEPHI
nin 1ieabie UBC, B 1es1x Kpasky JaHHBIX WK TOJY-
YeHUs IPaB A0CTYIA K yIIPABIEHUIO CUCTEMOIA. B ciry-
yae yCIEeIIHON aTaKu HAPYLIUTENb [IPUCTYIIAET K aK-
TUBHBIM JEHCTBUAM /JIA BBIIIOJIHEHUS CBOEH 3a/1a4M.

Araxu ma MUBC moryT 6bITh pasHoOOpa3HBIMH.
Bosuukaer He0OXOMMMOCTh YYUTHIBATh BCE CHTHA-
TYPBI, 10 KOTOPBIM BO3MOKHO OIPEeIUTh HAPY IIIH-
tens. Ilepeuens curHaTyp mpencTaBleH Ha caiTe
OCTOK [9], manbosiee U3BECTHBIMH SBJISIOTCA:

1. ¥rposa yreuku MHMOPMAIUH, yIAJCHUI WH-
(hopMaIMOHHBIX pecypcoB, HeHAAJIeKAIero (Here-
JIEBOT'0) UCIIOJIb30BaHUS.

ITonb3oBarens Cepsep IlporusHuK
3ampoc Ha SYN~ - —client _is™ port IIposepka
MOAKIIOUeHHe W’ SYN:I’ sed mopra
ver_] isn
—1, seq=5se" SYN=7
SYN= = 2 client Lsn-\—1 ‘Zc}e—c‘hentq clieny ' isn Brisog
~*Sn+1, pore nHpOpMaAnUU
TlogrBep:xnenue S
MOIKIIOYEeH A 57\2 \/é servep -
CR =
w o seqserver isn+!
SYNa:ck’=cltentlsn+ TloxTBepseHHEe
1X TOAKJIIOYEHU T
“epellaqa naHHP /
Ilongknouenue s B
YCTAHOBJIEHO SH bIBO/L
N popsran
ect
M BaxpriTs
IIOAKJIIYEeHHue
I I
: CranpapTHad nepegada makeTos : CranupoBanue UBC nporuBHukoM |
B Puc. 2. Crnoco6 ckanuposanua UBC mapymurenrem
B Fig. 2. Method of scanning the information and computer network by an intruder
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Ilpu skcmryaramuu ysssumocreit B 110 mapy-
murenb BHenpser B MBC skcmmoiiThi, UCIIONB3Ys
YA3BHMOCTH B OIIEPAIMOHHBIX CHCTEMAaX, BeoO-
npuioxkenusax uik apyrom 110 misa nonydyeuns we-
CAHKIMOHUPOBAHHOIO JOCTyIa K CHUCTEME, BBIIOJI-
HEHHsA KOJa WM Kpasky JaHHBIX. [[J1sa peanusanuu
CBOUX HKCILJIONTOB HAPYIIUTEIb MOMKET BOCIIOIb30-
BAThCS PA3IUYHBIMH HHCTPYMEHTAMU:

— Metasploit Framework — momiubIit Ha6op uH-
CTPYMEHTOB I pa3paboTKH, TECTUPOBAHUS U HC-
[0JIb30BAHUS DKCILIONTOB;

— ExploitDB — omnnaiin-6aza maHHBIX, COmEp-
sxaas 60JbIIoe KOJIHIECTBO TOTOBBIX DKCILIONTOB
[T PA3IMYHBIX YI3BUMOCTEH;

— Immunity Canvas — rxommepueckoe I10 mus
paspaboTKX W TECTHPOBAHHUA COOCTBEHHBIX JKC-
TJIOUTOB;

— Burp Suite — Habop UHCTPYMEHTOB, UCIIOJIb-
3yeMbIH [JI TeCcTHPOBaHUA 0e30IacHOCTH BeO-
NPUIOKEHUH, BKIOYAOMUA MOAY/Ib IJI SKCILIya-
Tanuu ya3BumMocTen [14].

2. ¥rpo3bl HECAHKIHOHWPOBAHHOIO IOCTYIIA,
MomupuKanuy (MCKAKEeHHA), IIOIMEHBI.

Araka tuna MiTM (uenoBek mocepeaune) pabo-
TaeT CAeYIOIIUM 06pasoM: HAPYIIUTEIb yCTAHAB-
JIWBaEeT MapIIPyTU3ATOP MEKIY JBYMs yCTPOHCTBA-
MH, KOTOpbIe oOMeHWBaTCI AaHHbIMH. [ad aHa-
nusa TpaduKa HapyUIUTEIb HUCIOIb3yeT IPorpaM-
my, Hanpumep WireShark. Hapymurens cosmaer
TOYKY JOCTyIIA C WIEHTHYHBIM HA3BAHHWEM U IIapO-
JIeM, YTO U y UCXOTHOH CEeTH, IEPEeHAIIPABIAET Yepes
Hee TpaduK KaneHToB u 3amyckaeT WireShark mis
ero mpociaymuBaHua. Takas araka II03BOJIAET eMy
IepexBaThIBATh, USMEHATh UM BHEAPITH JaHHBIE
B IlepefaBaeMbli TpaduK.

Ilocne mocTmikeHus CBOMX Iejiel HAPYIINTENIb
3abupaer BCIO HeobOXomuMy HWHQOpPMAIHIO, IIa-
pasaeabHO CKPHIBAS UM YAALIAA CIeIbl CBOUX JeH-
CTBUM. ITO IIPOUCXOMUT Iy TEM:

— yIoajeHus U MOIH(MUKAIINYA CUCTEMHBIX JIOTOB
B cepBepax u SIEM,;

— ymaJieHus BPEMEHHBIX (haiyioB B XOCTe, HAX0-
OANUXCS B HAKAX /temp u orepaTuBHOM MAMATH;

— ynanenus BpemonHocHoro 110 wim ero ckpsbl-
THA IJI1 JATbHERIIEero HCI0JIb30BAHMUST;

— CO3IaHUA U MACKUPOBKHU 09KIOPOB JJIS YIIPO-
L[EHHOT0 [OCTYIIa K CeTH;

— ucnonbazoBanusd VPN u mpokcu 1i1a cKpbITHA
TOYEK IOAKII0OUEHUS;

— MACKHUPOBKH BPEIOHOCHOIO CETEBOro Tpadmu-
Ka 11oj1 00bIYHBIE IIPOTOKOJIbL;

— 1 poBaHud U yaaneHusa paiioB CHCTEMEL.

3. ¥rposa oTkasa B 00CIAYKHBAHUH, HAPYIIEHUST
dyurnuonupoBanua (paboTocnoco6HOCTH).

DDoS-araxu (Distributed Denial of Service —
aTaku, HallpaBJeHHbIEe HA PACIPeneleHHbIH 0TKA3
B OOCIYy:XKMBAHWU) IIPEICTABISIOT COO0M OXUH W3
BHJIOB, I1€JbI0 KOTOPBIX ABJAETCA HapyIleHue pado-

TOCIIOCOOHOCTH UM 3aTPyAHEHUE JOCTYIa K CUCTe-
Me 71 OOBIYHBIX II0JIb30oBaTe e, [Ipu peanuszanuu
JAHHOW aTaKyW HapPYIIUTEeIb HCIIOJIb3yeT GOTHETHI
(ceTn 3apaKeHHBIX KOMIIBIOTEPOB) [JIs OIHOBpE-
MEHHOTO HAIPaBJEHUSI OTPOMHOTO 00beMa 3ampo-
COB Ha CepBepbI UJIM CeTH, YTO IIPUBOAUT K UX IIepe-
rpysKe ¥ BpeMEeHHOMY OTKa3y B OOCIYKUBAHUHY IS
II0JIb30BaTeJIey JaHHO! CEeTH.

APDoS-araka (Advanced Persistent Denial of
Service — yCcoBepIIIEHCTBOBAHHAS MMOCTOSHHASA aTa-
Ka OTKasa B O0OCIYy:KHBaHWUU) MPEACTABJIAET COOOM
pasuoBuaHOCTh KA, cBA3aHHON C BBICOKOH CTere-
HBIO yI'PO3bI, TPEOYIOIIEH 0COOBIX METOMOB 3AI[UThI
ot DDoS-arak.

B omo0HBIX ClleHApHUIX HAPYIIUTEIbh MOKET Ha-
MEPEHHO IePEeKII0YaAThCI MEK Y PA3SHBIMHU IIeIIMH,
4TOOBI OTBJIEYb BHUMAaHUE U 060MTH MEPBI IPOTUBO-
IEHCTBHs, COCPEIOTaurBasi OCHOBHYIO MOII[b ATaKy
Ha OTHOU BHIOPAHHOH jKepTBe. TaKoi HaAPyLIUTEb,
o61azas TMOCTOAHHBIM OCTYIIOM K MOIIHBIM Ce-
TeBBIM pecypcaM, CI0co0eH OpraHm30BaTh IJIH-
TEJIbHYI0 aTaKy, COMPOBOKIAIOIIYIOCT CO3TaHUEM
orpomuoro o6bema DDoS-Tpaduxka.

Ocobennoctu APDoS-arax:

— ucmosnbzopanue OSINT (Open  Source
Intelligence — pasBegka 0 OTKPBITHIM HMCTOYHHU-
KaMm) IJd TIATelIbHOTO aHajaW3a Iepej aTakoH, a
TaKKe CKaHHPOBaHWE HH(PPACTPYKTYPhI, ITO3BOJISI-
olllee CKPbIBATHCA B TEUEHUE JJIUTEIHLHOTO BpeMe-
HU;

— TaKTHYECKOE HCITOJIHEHWE aTaK II0 HEeCKOJb-
KUM IeJIAM JJIf OTBJI€YEHWS BHUMAHHUSI OT OCHOB-
HOH IIeJIH aTaKu,

— GosIbIlIasi BBIYUCIUTENbHAS MOIIHOCTH (HC-
[I0JIb30BAHUE 3HAYUTEIbHBIX CETEBBLIX U alnapar-
HBIX PECYPCOB [IJIsT OPTAHU3AI[MY ATaK);

— OIHOBpPEMEHHbIE MHOTOIOTOYHBIE ATAKH HAa
HeckoIbKuX ypoBHAX OSI (oT 3-ro mo 7-10);

— JOJITOBpEMEHHAsI AKTUBHOCTH BBILIEIIEPEYHC-
JIEHHBIX JeircTBui [15].

Jlnst peanusaliu aTaku, KaK TOBOPHUJIOCH BBI-
11e, IepBOHAYAIBHO HAPYIIUTEII0 Heo0X0IuMo 3a-
pasuTh OOJBINOE KOJIUYECTBO KOMIIBIOTEPOB JJIfA
co3maHus cBoero 6oruera, caMbIiM u3BecTHBIM 110
asasercsa Mirai, cmoco6Hoe, IOMHMO KOMIIBIOTEPOB,
3apakarh ycrpoiicrBa nutepHera Bemiei (IoT), ra-
ke kak IP-xamepsl, MapmpyTusaTopsl U yMHBIE
ycTpoucTBa.

Iamnee mociie BbIOOPA IIeJIH ATaKyd HAPYIIUTEIh
yIOAaJeHHO aKTHBUPYET CBOW GOTHET C MCIOJb30Ba-
HHeM Takux mporpamm, kak DDoS-as-a-Service (uc-
noib3oBaHue cropoHHux ycayr aias DDoS), NTP
Reflection Attack Tools 1 Memcached DDoS Tools
s peanusanuu TCP/UDP Flood, HTTP Flood u
DNS-amplification [16].

4. ¥rposa noiaydeHus HH(OPMAIIUOHHBIX PECyP-
COB M3 HEJOBEPEHHOT0 WM CKOMIIPOMETHPOBAHHO-
IO UCTOYHHUKA.
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Hcnonb3oBanne HEJOCTATKOB, CBI3aHHBIX C He-
KOPPEKTHON HACTPOMKOM ceTeBOro I0oCTyna, — 3TO
THII aTaky, MPH KOTOPOM HAPYIIUTEJIb JKCILIya-
THUPyeT OIIMOKKN B KOH(DUTYPAIIHUA CETEBBIX CIYIKO,
MapIIpyTU3AIMN WKW IpPaB AOCTyHa AJA IIOJLy-
YeHHA MOCTyIa K YYBCTBUTEIbHBIM JAHHBIM WU
cucremaMm. Takwe ysS3BHUMOCTH MOTYT BO3HHKATH
¥3-32 HENPABUJIBHOM HACTPOUKHM OpaHAMayspoB
(Firewall Misconfiguration Attack), mapmpyTusa-
topoB (Default Credential Exploitation), cepsepos
(Network Sprawl Attack) u gpyrux ceTeBbIX KOMIIO-
HEHTOB.

5. ¥rposa pacmpocTpaHeHHs IPOTHBOIPABHOM
nHMOPMAIINH.

IlenenanpaBienHas pacChUIKA 4Yepe3 pacchLi-
Ky PeKJaMHBIX IHCeM. ATaka peanusyercs II0Cie
[IOJIy4eHHUs [OCTyIa K pecypcaM OpraHU3alluu,
HaMpUMep IJi PACCHUIKU JIEKTPOHHBIX IIHCEM OT
JIUIA JOBEPEHHON OpPraHU3aIllUH, C LEIbI0 PAaCIpO-
crpauuTh Bpexonocuoe I10.

6. ¥rposa HECAHKIIMOHHPOBAHHOTO MAaCCOBOTO
cbopa uHpoOpMAIIHH.

SQL-UHBEKIIUK — B5TO aTaKH, HAIIPABJIECHHBIE
HA B3JIOM BeO-TIPUIOKEHUN IIyTeM BHEIPEHUS
s3monaMepentoro SQL-koga B moise BBojga Ha BeO-
CTPaHHUIE, YTO MOKET IMPUBECTH K HECAHKI[HOHH-
POBAHHOMY JIOCTYILy K 6ase MaHHBIX U Kpaske WU
MomuUKaluy MaHHBIX. Huke omucaH mpuMep
peanuzanuu SQL-MHBEKIIUKM € HUCIOJIb30BAHUEM
nporpammbl Havij.

Hapymurens ncnonssyer Havij nna ckaruposa-
HUA Be6-CalTOB HA HAIMYHUE YSI3BUMBIX TOUYEK BBO-
Ila, B KOTOpPbIe BBOAUTCS 3J0HaMepeHHbIN SQL-ko,
manpumep ' OR 1=1 --, KOTOPBIA 3aCTaBIAET BhIBE-
CTH BCe 3aIMCH TAOGJIUIbI, U3 KOTOPHIX C TIOMOIIBIO
«IIapCUHTa» HAPYIIUTEIb J00bIBAET [IEHHbIE CBele-
Hud [17].

Maremarnueckasa MOaeJIb IIpoIecca
peamunsanumu Imﬁepa'ralm

HA I/II-Id)OpMaIII/IOHHO-BBI‘lI/ICJII/ITeJIBHyIO
CeThb

IIpoBemem MopmenupoBaHue BO3IEHUCTBHSA Hapy-
muTens Ha UBC, Tak Kak 5TO IO3BOJIHUT AeTaIbHO
HMBYYHUTh IPOIECC PeaNNu3aI[Mu yrpo3, OIEHUTh Be-

\
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POATHOCTH UX YCIIEIITHOTO BBINTOJTHEHHUI U HA OCHOBE
[OJLy4YeHHBIX Pe3yJIbTATOB BBIABUTHL Hauboee yss-
BUMBIE 9Tambl memoukn KA u paspaborars sapdex-
THBHBIE CIIOCOOBI IPOTHBOIECHCTBHUS.

B kauecrtBe mpuMepa BO3MEHUCTBUSA HAPYIIUTE-
s paspaboTaHa MOJeNIb peaju3alud yTPo3bl TH-
na DDoS-araku ¢ peanusanueil TPOHHKHOBEHUS
B UBC ¢ ucnonb3oBarnueM SKCIIyaTalluu ya3BHUMO-
crel.

Ilns uccnemoBanus mporecca peanusanuu KA,
a TakKe OIEHKH BEpPOATHOCTHO-BPEMEHHBIX Xa-
pakrepuctuk KA B paMKax HACTOSIIEr0 HUCCIEnO0-
BaHWs HA OCHOBE TEOPUH MapPKOBCKHX IIPOI[ECCOB
paspaboraHa MareMaTHuecKasd MOAeNb B BHIE
rpada cocroauui (puc. 3, rae P, — BepoaTHOCTH
HAXOKIEHUSI HAPYIIUTENSd B [-M COCTOSHHH), Ia-
pamerpsl nponecca KA npexcrasiens: B rabiuie.
JlanHas MOeNb IO3BOJUT BBIIIOJHUTh pacueT Be-
POSITHOCTHBIX XAPAKTEPUCTUK YCIIEIIHOTO IPOBe-
IeHUs aTaKH.

BssiB 3a OCHOBY mHOJydYeHHBIH BbIle rpad co-
CTOSIHHUM, cocTaBuM cucteMmy nuddepeHInanibHbIX
ypaBHEHUU

dljgt(t) = Lo Py(t) ~ 1o Py (8);
dl;l;t) = 1o Py (1)~ By Py (0);
d?t("‘) = BP0 — By Py 8);
dlz))t(t) = PPy (t) - PR3 (2);
% =BP3(t) - Bs Py (2); D
d%t(t) = PBa Py () By B5 (0);
dlzit(t) =B, P5 () - B5 Py (2);
S0~ b py0) - BP0
ﬁ%ﬁz%ﬂ@—%&@,

pellleHre KOTOPOM IIPEeJCTABIEHO BhIPAKeHUEM

Ho
v
So | M | Si | B | Sy |P2| S5 | B | Sy [Bs | S5 |Ba| Se |[Bs | S7 | Bs | Ss
Py Py Py P Py Ps Pg Pq Pg
B Puc. 3. I'pad cocrosHuil 1eACTBUN HAPYIINUTEI [IPH PEATH3ANNN YTPO3bI
B Fig. 3. Graph of the states of the attacker’s actions during the implementation of the threat
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P, = 1 :
0 1 11 1 1 1 1 1))
1+k0[+++++++J
Bi B2 B Bs Bsg Bs Bs Mo
P A 1
LBy 1 111 1 1 1 1)
1+hg| —+——F+-+—+——+—+—+—
B B2 B Bz Bs Bs Bs Mo
p, -0 1
2 By 1 11 1 1 1 1 1))
I+ —+—+ -+ —+——+—+——+—
Bi B2 B Bs Bsg Bs Bs Ko
p -t 1
5B 1 1 1 1 1 1 1 1)
1+hg| —+—+-+—+—+—+—+—
Bi Ba B Bs Bsg Bs Bg Mo
P _}\‘0 1 .
4 — )
Ps 1 1 1 1 1 1 1 1 2)
1+hg| -+ ——+—+—+—+—
Bi B2 B Bs Bsg Bs Bs Mo
p -t L
° By 1 1 1 1 1 1 1 1)
1+hg| —+——+-+—+—+—+—+—
Bi B B [33 By [35 B6 Ho
p -0 1
" Bs 1 11 1 1 1 1 1)
1+hg| —4+——F+-+—+—+—+—+—
Bi B2 B Bs Bsg Bs Bs Ko
p, -0 1
T P 1 11 1 1 1 1 1))
1+hg| —+——+-+—+—+—+—+—
Bi Bs B 53 By 55 BG Ko
p -t 1
8 Ho 1 1 1 1 1 1 1 1
1+hg| —+——+ -+ —+—+—+—+—
Bi Ba B Bs By Bs Bs Mo

C moMomb0 UCXOMAHBIX MAaHHBIX U3 TAOIHIIBI, IBISIOMIUXCA DKCIEPTHBIMHU OI€HKAMH, ObLIN IPOBEIEHBI
KOHTPOJbHBIE PEIlIeHUs OIeHKH BEPOATHOCTH YCIIEIIHOTO BO3JEHCTBUA aTAKH OT BPeMEHH HAeHTU(DUKALINU
YA3BUMOCTH IIPHU PA3JINIHOM BpEMEHH, 3aTPAYHBaeMOM Ha BHIOOP aTaKH.

Bepoarnocts yenemnoro Bosaeiicreusa P, = Py + Pg, Tak Kak cocTosHue 8 ABiAeTcd pealnsanuei yrpo-
3bI «XHIeHNe JaHHbIX», a B cocToguuu () HapyWIHTeIb BRIOUpPAET APYTIYIO Ielb JJII aTaku, I03TOMY BO3-
BpalaeTcsa K HeMy. B cBA3Hu ¢ 3TUM BEPOATHOCTH YCIIEIIHOTO BO3AEHCTBUS 0yeT BBIUUCIATHCA C IOMOIIBIO
BBIpaKeHUd

B, = bolo : 3
’ { (1 1 11 1 1 1 1 B
Ho| L+2g| —+——+ -+ ——+——F+——+——+—
B Ba B Bz Bs Bs PBs Mo

C npumenenueM (3) mocTpouM rpauk 3aBUCHMOCTH BEPOSTHOCTH YCIEIITHOTO BO3JEHCTBUA aTaKu OT Bpe-
MEHH WACHTU(PUKALINN YA3BUMOCTH IIPU PA3JIMYHOM BPEMEHH, 3aTpaunBaeMoM Ha Bbibop araxu (puc. 4). U3
rpadmKa MOMKHO CIejaTh BBIBOJ, YTO HAPYIIHUTE/Ib MOJIKEH AedcTBOBATh MakcuMaiabHO O0bicTpo B UBC mpu
peanu3anuy BCeX aTak, B KOTOPBIX IPUCYTCTBYET STAI UACHTHMUKAIIUYN YA3BUMOCTH, IOCKOIbKY JI00bIE 3a-
JEPIKKN 3HAYUTENHHO YBEJIWYWBAKT PHUCK €ro O0HAPYKEeHHUsd, I09TOMY HEOOXOZMMO 00JaJaTh CPeICTBaMH,
KOTOpPBIE IIPEBOCXOSAT €ro 0 CKOPOCTH.
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B Tlapamerps! npouecca peanusaryu yrpo3s! tuma DDoS-araku ¢ peanusanueil SKCILUIyaTauy ya3BUMOCTEMH
B Parameters of the process of implementing a threat of the type DDoS attack with the implementation of the attack Exploitation

of vulnerabilities
COCTOH- I/IHTBHCI/IBHOCTI) sHa‘IeHI/IH
e S Omnmcanne cocroanus S, mepexoja ITapamerp Omnwucanue napamerpa mapamMeTpos,
n B cocTosHHe S,, c
1 - CpenHee BpeMsa IPUHATHS
Sy Hcexopuoe cocrosinue Ao ==— ty pex p p 10
to pemenns Ha KA
1 - Cpenuee Bpemsa (opMUpOBAHUSA
S, ®opmupoBaHue 60THETA Br== 4 pea pens popmup 0,01
4 6oTHeTa
1 - Cpenuee BpeMs MOATOTOBKHU
S,  |IloaroroBxa k atake Po == iy pex P A 0,01
ty K aTake
S Wpnentuduranus ysi3BUMO- B= 1 a Cpenree BpeMs UIeHTUDUKATUA 25
3 creit tuy ny yA3BEMOCTEH
1 - Cpennuee Bpemsa BbIGOpa MeToma 0,01
S, Br16op MeToza aTaku Bz == t3 2
t3 aTaku 5
IIpusenenue uudposoro Cpenuee BpeMa IpUBELIEHUT
S YyCTPOHCTBA HUIHU IPOrPAMMBI By = 1 7 UHMPOBOro yCTPORCTBA UIH 0.01
5 B COCTOSIHHE TOTOBHOCTHU 3 4 IPOrpaMMEIL B COCTOSHUE FOTOB- ’
4 porp
K MCIIOJIb30BAHUIO ATaAKU HOCTH K UCIOJIb30BAHUIO aTAKH
Hapymenwne gocrynunocTu _1 - Cpenuee BpeMsa HapyIIeHUs
S Bs == ts 0,01
6 K IIeJIX aTaKu 7 IOCTYITHOCTH K I[€JU aTaKu ’
5 y
1 - Cpexnuee BpeMs IPOHUKHOBEHUS
S IIpouuxuosenue 8 UBC Be == tg pea P P 0,01
tﬁ B I/IBC
1 - CpenHee BpeMs, 3aTpaunBaeMoe
Sg Xuienue faHHBIX Lo = ?— ty pen P ’ p 0,01
7 Ha XHUIeHUe JaHHbIX
1 10 Merox akTHBHOM 3anTuTHI THQOPMAITHOHHO-
0’99'-\ BBIYHCJIHUTEILHON CETH OT KHOepaTaKku
0,9 %:92 HAPYUIATEe
0,85 -
0,781 Ananus geiictBuii Hapymwutensa [18] mpuBoguT
0,711 K BBIBOJY, YTO caMasi paHHSsS BO3MOMKHOCTb 00HApPY-
0,64 sKeHus U npepbiBauusa KA — aTo cocrosiHue 3, KOr-
0,571 Jla HapYUIUTEJb IBITAETCA IPOBECTH CKAHUPOBAHUE
0.5 WBC. Ilpumep peanusanuu NpepbIBAHUA LEIOYKU
0,431 KA na srane ckaHMpOBaHU IIPECTABJIEH Ha PUC. 5.
0,361 Hdna peammszanmu mnpepbiBaHus Iemnodku KA
0,291 IpeIoXKeH MeTof akTuBHoMH 3amuTtsl UBC (puc. 6)

0 2 4 6 8 10 12 14 16 18 20
tuy

—— 1. P,(tuy) mpu £3=0,01¢ —— 2.P,(tyy) ipu t3=2c

—— 3. B,(tuy) mpu t3=5c

B Puc. 4. 3aBACUMOCTH BEPOATHOCTH YCIIEIITHOTO BO3/EH-
CTBHf aTaKd OT BPEMEHH HIEHTHU(MUKAIIUN YI3BUMOCTH
[IpY Pa3INIHOM BPEMEHH, 3aTPauruBAEMOM Ha BBIOOD aTaKku

B Fig. 4. Dependence of the probability of successful im-
pact of an attack on the time of vulnerability identifica-
tion at different times spent on the selection of an attack

oT Bcex TUIOB KA, B KOTOPBIX HAPYUIUTETIO TPEOy-
eTCs IMPeABAPUTEIHHO IIPOBOAUTH CKAHHPOBAHUE
ceTH I OOHAPYIKEeHHUs YI3BUMOCTEH.

CyTh anropurMa 3aKII09aeTCA B CIEYOIIEM.

1. O6uapy:xuBaeTcsi MOMBITKA CKAHHUPOBAHUA
uapymurenem MBC. Cobupaercs wudopmaius o
HapyIINTEeJe U OTIPABJIIETCI B IEHTP YIIPABICHUS
UB [19, 20].

2. Ilonyuyennas wnHpopmarnus obpabaTbiBaeTCs
B 1earpe ymnpasienus WB. Ilpoucxomur BbIGOD T
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Cepsep IIporuBHUK
uBC
Cxaﬁﬂpogaﬁﬁe
O6Huapy:sxeHmne ITousrTka
H 3aKpbITHE HHHUIIHAJInu3aluu
1Y yﬂsBHMOCTL I IT
YA3BHUMOCTH 3aKprrTy YA3BUMOCTH
e e o o e s 0 o e s e e e
BaﬂﬂeﬂBC
o
O6napysmenne| CxapnP TlonbiTKA
U 3aKpbITHE y HHHUIIHaJInu3anuu
yYA3BUMOCTH

A3BY
YA3BUMOCTH MocTg, 3a
RpI’ITa

v v

B Puc. 5. [Ipumep npepoiBanus KA napyruresns

B Fig. 5. Example of interrupting an attacker’s cyberat-
tack

nepegava yIopaBidoIUX KOMaH[I HA Pealnu3aruio
OTBETHBIX Mep JJis mpepbiBanud KA.

3. B xonIte mpoBoauTCs MPOBEpPKa, IPU KOTOPOA
BeIAcHAeTcA, npepBana KA unu mHet. Eciu araka
He IIpepBaHa, TO AHAJU3UPYETCS HEyAA4YHOEe IIpe-
pbIBaHHE aTaku U OTIPABIAETCA OTUYET B ILIEHTP
UB. Tlocne mpuHmMaeTcsi MOBTOPHOE pelieHue 06
aHaln3e CJIOMKMBIIEHCA CUTYAIlUH C JAJTbHEHIITUM
BBIOOpPOM APYTHX OTBeTHBIX Mep. llpu ycmemraom
se paspbeiBe menodyku KA ¢opmupyercsa order
0 pes3ynbTaTax MpPepbhIBAHUSI W OTIIPABISIETCA a-
MHHHCTPATOPy IieHTpa ymnpasiaenua HUB [21-23].
I'pad mpepoiBanusa KA mapymiuresns mpeacraBieH
Ha puc. 7.

Hauamno

O6paboTKa MOAYyYEeHHBIX JAHHBIX
o nporuBHuke (IP-axgpec, reomokarus,
cepBep U ero JIeUCTBUs) B IIEHTPe
yupasieHus 6e30IacHOCTHIO
= !
o
] .,
2 Br160p MeTo1a IPOTHBOAEHCTBHS
9
E '
k-
()
s T'eneparnud ataxu Tuna
k4
E «OTKa3 B 06CIyKUBAHUN>
)
=
g '
=
Ilepemaua ynpaBiasioei KOMaHIbI
r T T e -
| Ilemouka aTaru |
I - 2 |
Q
|2 : s 1E |
| & E[ s 3] ) .
| « ) « s =5 |
] 2 5 o O F 9
I S ¢ & 3 |
© < g g 9
1 " §E & g8 B
o
| ° B o; s 3 2 |
m o QO o
| e 0 & 2, = e |
= = > o o M
| S ~ 2 8 |
| = M = |
| = |
- - J
Henouka araxu Brrsacuenue npuuna

MIPOTUBHUKA paszopBaHa?

U OTIIpaBKa oT4deTa

dopMupoBaHUe U BHIBOJ OTYETA
Ha 0CHOBE Pe3yJIbTaTOB

B Puc. 6. Anropury™ npepbiBanus KA mapymmrens

B Fig. 6. Flow diagram of the algorithm for interrupting an attacker’s cyberattack
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Mo
ITonsiTRa
TOBTOPHBIX JeHCTBUN
v I
So | M | Sy | B | Sy | B2 | S; p Sq | Bs | S5 | Bs | S¢ |PBs | S | Bs | Ss
Py Py Py P 1 Py Ps Pg P Pg
L IIpepriBanue
IOHUKJIa aTaKu
B Puc. 7. I'pad npepriBanus KA
B Fig. 7. Cyberattack interrupt graph
Ho
\ 4 BZ
So | Mo | St B1 | S » Sz | B3 | S Ps | S5 Bs | S¢ | Ps | S7 | PBr | Ss
Py Py Py <l3 Ps Py Ps Pg Pq Pg

B Puc. 8. T'pad cocTosHUN HAPYUIUTENS ¢ yCI0BUEM npepbiBanui KA
B Fig. 8. Graph of the state of the attacker with the condition of aborting the cyberattack

2,1 20
0,99
0,931

0.9587
0,81
0,75
0,69
0,63
0,57

0,5-0.51 T
045
0,39

0 25 5 75 10 12,56 15 17,5 20 22,5 25

tB“S

—— L. P,(¢a3) mpu £3=0,01c —— 2.P,(tas) mpu t3 =2c

—— 3. B,(tas) ipu tg=5c¢

B Puc. 9. 3aBUCUMOCTH BEPOATHOCTH PEATH3ANNN HAPY-
HIUTEIEM YIPO3bI OT BPEMEHH aKTUBHOU 3aIiuThl KA mpu
pasnIuIHOM BpeMeHH, 3aTpadynBaeMoM Ha BLIOOD aTaku

B Fig. 9. Dependence of the probability of the threat im-
plementation by the intruder on the time of successful
interruption of the active defense of a cyber attack with
different times spent on choosing an attack

Ecnu npu nonbiTKe HapyMIUTEN II0 CKAHUPOBA-
uuio UBC npepsats ero KA, To emy mpugercs otT-
KaTUTHCSA [0 COCTOAHUSA 2, B KOTOPOM IIPOBOIUTCS
IIOATOTOBKA HOBOH artaku. ['pad cocrosnuit Hapy-
LIUTENA ¢ yeaoBueM npepbiBanusa KA npexcrasien
Ha puc. 8.

C ucnonb3oBanmeMm rpadga Ha puc. 8 U TEOpUH
MApPKOBCKUX CIYyYaWHBIX MPOIECCOB MOJyYeHA 3a-
BUCHMOCTH BEPOATHOCTH peasu3anuu HapyIliuTe-
JleM yIpo3bl OT BPEMEHH YCIIeNIHOTO MpephIBAHUSI

KA

P = Ho%o @)
B
Bl " BB+BB3 ! Bl Bl
1+ 1 3 3 4
Ho 0 1 1 1 1
ettt
Bs Bs Br Ko

C yuyeToM HCXOZHBIX MAaHHBIX, MIPEACTABICH-
HBIX B TabauIile, IOCTPOEH rpad)uK 3aBUCHMOCTHU
BEPOSTHOCTH PeaJUu3alluy HAPYIIUTEIeM YTPO3bl
OT BpeMeHU aKTUBHOH 3amuTbl KA mpu pasand-
HOM BpEMEHH, 3aTpayMBaeMOM HA BBIOOD aTaku
(puc. 9).

Kax BumaOo u3 puc. 9, Hapymurenan HeobXoau-
Mo BbIOpaTh MeTox KA 3a nBe ceKyHIbI, YTOOBI II0-
BBICHUTH BEpPOSATHOCTBH YCIEIIHON peanumsdanuu KA
(kpuBasa I1). B ciyuae, Korga HapyIIuTe b IPUHH-
Maer pemreHnue Ha peanusanuio KA 3a Bpemsa 6oiee
IBYX CEKYH], BEPOATHOCTD YCITEIIHON pealn3alun
KA pesko ymenbmaercs (kpussbie 2 u 3). U3 BhIe-
CKa3aHHOTO MOKHO CHeJaTh BBIBOJ, YTO CHCTEMAa
aKTHBHOM 3all[UTHI AOJIKHA pearupoBaTh Ha KA
HaPYLIUTEJISI B IPEIeIbHO KOPOTKUU IIPOMEIKYTOK
BpeMeHH: (t3 < 2 c).
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3akarogeHue

Paspaborana u wmccrmemoBana momens KA Ha-
pymurens Ha obbexr KWU, orpamxaromas 0000-
[IEHHBIA I[MKJ aTaK{, BEPOATHOCTHO-BpEeMEHHBbIe
XapaKTEePUCTUKN W STAIlbl Peau3aluu, a TaKiKe
mpeasoxeH akTuBHBIH MeTo 3amuTel UBC. Pabora
HampaBlieHa Ha moBbIIeHue 3anuiernocta MBC
ot KA.

B xozie paboThI JOCTUTHYTHI CIEAYIOIIHUE PE3YIIh-
TaTHI.

1. CrpykrypupoBaH mporecc peanusanuu KA,
KOTOPBIN BEKJIO4aeT B cebA TPH OCHOBHBIE (pasbl:
aHa/lN3 U BHEJpPEHWe, aKTHUBHOE BO3IEHCTBUE U 3a-
BepIlleHHe C BBIBOJAOM MAaHHBLIX. Kammas dasa mo-
[IOJIHUTENbHO pa30uTa Ha JTallbl, TAKHE KaK pas-
BeIKA, HaA4YajdbHAA OSKCILIyaTaIlus, BBIMOJIHEHUE
KOMAH/ ¥ [TOBBIIIEHNE IPUBUIIETHH. JTa CTPYKTypa
M03BOJISET [EeTAJIU3UPOBATH MEUCTBUS HAPYIIHTE-
JIsl ¥ BBIJEJIHUTh KAIOYEBbIEe TOYKHU [IJIS IIPOTUBOIEH-
CTBUS.

2. IlpoBelen aHanW3 COBPEMEHHBIX THIIOB
arak, Brawouas DDoS, SQL-umbeknuu, skcmiya-
Tanuioo ya3BuMocTei u araku Ha loT-ycrpoiicTBa.
IIpoananmusupoBaHbI IPOTPAMMBI, KOTOPBIE UCITOJIb-
3yeT HapyluuTenab, Takue Kak Nmap, Metasploit,
Havij, Mirai u ap.

3. Paspaboramna BpemeHHas auarpaMma IUKJa
arak, a Takxe rpad) COCTOSHHUH JIeHCTBUHA HAPYIIIH-
TeJIsT, KOTOPBIA OTPaKaeT KIIYeBble 9TAIbI IOATO0-
TOBKH W peaju3alliy yIrPos, 4TO MO3BOJISAET PACCUH-
TBHIBATH BEPOSITHOCTHO-BPEMEHHbBIE XapaKTepPHCTH-
KU YCIIEIITHOTO BO3JAEHCTBUA.

4. Paspaboran anroputm mpepbiBanusg KA Ha
arare CKAHUPOBAHMUS CETH, KOTOPBIH IIPEAI0IaTaer:

— BBIAIBJIEHHWE IIONBLITOK craHuposanus KMBC
HapyILIHTEIEM;

— cOop 1 06paboTKy HH(POPMAIIUH O AEHCTBUAX
HaPYILIUTET;

— (hopMupOBaHUE OTBETHBIX MeP /IS IIPEPHIBA-
HUA aTaKW, BKJII0YA AKTUBHbBIE JIeUCTBUs, HAIIPAB-
JIeHHbIE Ha 3aTpPyJHEHUEe IOCIeLYIOU[NX IMOIBITOK
MIPOHUKHOBEHUS;

— aBTOMATH3WPOBAHHBIA KOHTPOIb d(PPEKTUB-
HOCTH NPEPLIBAHUA ATaKd C BO3MOYKHOCTBIO KOP-
PEKTHPOBKY Mep 3aI[UThI.

5. IIpoBeneno MomenupoBanue mpoiecca peaiu-
sanuu aktusHol 3amuTel UBC ot KA, koTopoe mpo-
IEMOHCTPUPOBATIO 3PPEKTUBHOCTD IIPEIJIOKEHHO-
ro metozia 3amuThl. Ha ocHOBaHUM MOIETUPOBAHUS
MOSKHO YTBEP!KAATH, YTO CHCTEMA 3AlIUTHI JOKHA
paboraTh B IpeeIbHO KOPOTKHUI IIPOMEKYTOK Bpe-
MeHH (¢ < 2 ¢), TaK KaK 3a/JepiKKa IaKe B HECKOJIbKO
CEeKyHJ 3HAYUTEIbHO YBEJIWYMBAET IIAHCHI HApPY-
IIUATENA HA YCIeX HPH Pealnu3aliy yrpo3bl THUIIA
DDoS-araku ¢ skcryaranuei ya3BUMOCTEH.

HoBusuo#i mpemsaraeMoro Meroma SIBJSET-
cAd BHEJIpPEHWEe B AJITOPUTM ObecredeHHus 3alUThl
o6bekroB KW akTwBHBIX Mep HIpPOTHBOOOPCTBA,
OCHOBAHHBIX HA peajM3alliy IpoIllecca IIpepbiBa-
HHUSA BO3JAEHCTBUS HAPYIIUTEN, 3aKII0YAIOIIET0CsT
B BBISIBJIEHHH IONBITKN cKanupoBauusa VBC mnapy-
muTeseM, coope u 00paboTKEN HH(POPMAIIHH O HEM U
(hopMHupOBAHNH OTBETHBIX MepP MPOTUBOAEHCTBUS.

IIpakTuyeckas 3HAYUMOCTD 3aKII0YAETCA B TOM,
YTO MPEAJIOKEeH W MPOTECTHPOBAH METOM IIPephl-
Banusa KA Ha srame ckaHHpOBaHWs, KOTOPBIA MO-
JKeT ObITh BHEJPEH B COBpeMeHHbIe cucTeMbl B, a
TaKKe WCI0Jb30BAH [JIS CO3MaHUA aBTOMATU3UPO-
BAHHBIX CHCTEM MOHHUTOPHWHTA M 3aIUThI, CIIOCO0-
HBIX JEHCTBOBATh B PEKHME PEaJTbHOTO BPEMEHH.
IIpencraBmenuble pesyabraThbl 00eCIEYHBAIOT II0-
Beienwue ycroiunsoctu UBC x KA, causkas Bepo-
ATHOCTD UX YCIIEIITHON pealn3alum.
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Introduction: The development of IT-technologies and the specifics of dynamic interaction of the parties within the conflict between
critical information infrastructure objects and intruders lead to the emergence of new cyberattacks. Purpose: To develop a new approach
to monitoring, analyzing and interrupting the attack chain even before it achieves the goal of invasion at early stages of attacks, with the
results of confrontation modeling taken into account. Results: We structure the process of implementing a cyberattack, including the
main phases: analysis and implementation, active impact and completion with data output. The features of modern methods of multi-stage
attacks and the programs used by an intruder are taken into account. We develop a time model of a multi-stage attack and a state graph
of an intruder’s actions, which makes it possible to calculate the probabilistic and time characteristics of a successful intruder’s impact on
the network. We propose an algorithm for interrupting a cyberattack at the network scanning stage, which involves identifying attempts
to scan the network, collecting and processing information about the intruder, as well as forming countermeasures to interrupt the attack
and implementing an automated control of the system’s effectiveness with the ability to adjust protection measures. As a result, we model
the process of implementing active protection against cyberattacks for the information and computing network, which demonstrates
the effectiveness of the proposed protection method. Practical relevance: The use of the method of interrupting the cyberattack cycle
at critical information infrastructure objects will increase the efficiency of suppressing the impact of a cyberattack at early stages of
penetration.

Keywords — information and computing network, cyberattack, threat modeling, attack interruption.
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aYdumckni yunBepcuTeT Hayku u TexHonormi, K. Mapkca yn., 12, Y¢a, 450008, PO

60McKuit rocyiapCTBEHHbIN TEXHUYeCckuii yHuBepcuTeT, Mupa np., 11, OMck, 644050, P®

BBegeHue: aKkTyanbHoW Npo6sieMoy SABASETCS HEA0CTaTOYHasA 3YPEKTUBHOCT U BbICOKAs TPYAOEMKOCTb aHan3a 1 yrpaBrieHus
€1a60CTPYKTYPUPOBAHHBIMU U CTPYKTYPUPOBaHHBIMU JaHHbIMU KMGEPPa3BEAKU, COBUPAEMbIMU U3 PA3STUYHbIX UCTOYHUKOB. Ljenb: ro-
BbiLIEHME 3PGHEKTUBHOCTH (COKpaLLEHME TPYFO3aTPAT IKCEPTOB, 06ECHEYEHNE MOJIHOThI M 0NEPaTUBHOCTU OGHOBJIEHUS 6a3bl 3HaHWUN)
aHanm3a flaHHbiX KW6epPasBeKu C MOMOLLbIO METOL0B UCKYCCTBEHHOIO UHTEIEKTA. Pe3ynbTaTbl: NPOBEAEHHbIN aHaan3 MoAXo[0B
K MOCTPOEHUIO CUCTEM YNpaBJIeHUs] AaHHbIMU KN6ePPa3BeAKM MOKa3as, YTo MepCrieKTUBHbIM HanpaBieHNeM SIBISIETCA MPUMEHEHNE
60/1bLUMX 13bIKOBbIX MOZENEN B COCTaBe BOMPOCHO-OTBETHOM CUCTEMbI MOAAEPXKKU MPUHSITUS PELLEHUI C MEXaHU3MOM PacLUMpPeHHOMN
JOMOHEHHOW reHepaLun. Pa3paboTaHbl CTPYKTYpHasi cxeMa v (yHKUMNOHabHasi MOAEsb CUCTEMbI UHTEJIZIEKTYalbHOro aHan3a [aH-
HbIX Knbeppa3Besiki Ha 0CHOBE 60JIbLUMX S13bIKOBbIX MOAENEN C MPUMEHEHUEM KOHBEVEPA PACLLMPEHHOM [10MONIHEHHOM reHepaLum, as-
rOpUTM CEMaHTUYECKON Pa3METKU U N3BJIeYEHUS] MHBOPMaLUM N3 CIaboCTPYKTYPUPOBAHHBIX AAaHHbIX, UCCIIeA0BATENbCKUI MPOTOTHUIT
(KOMMOHeHTHasi MOZesb, MUKPOCEPBUCHAS apXUTEKTYPA) MPOrpaMMHOro obecreyeHus. OTINYUTENIbHON 0COBEHHOCTBIO CUCTEMBI ABJIS-
eTcsl KOMI/IeKCUPOBaHNe CBEEHNI U3 HECKOJIbKUX MCTOYHNKOB C OMOLLbIO KOHBeVEepa paclumpeHHoWN JOMONHEeHHOMN reHepauymum. Bbi-
YNCINTENIbHbIN SKCIEPUMEHT Ha MOArOTOBIEHHOM Habope JaHHbIX M0Ka3asl Cor/lacoOBaHHOCTb IKCMEPTHbIX OTBETOB C OTBETaMMU, NPeS-
JI0OXKEHHbIMU CUCTEMOV, Ha ypoBHe 3,98 6anna u3 natun. 3Hayenne metTpuku BERTScore F1 coctaBuno 0,89, METPUKM «KOPPEKTHOCTb
orBeToB» (Answer Correctness) gpeiimBopka RAGAS — 0,822. [pakTyeckas 3HaYyuMoCTb: IPUMEHEHNE 6OMIbLUNX SI3bIKOBbIX MOZEElN
obecrneynBaeT BO3MOXHOCTb aKKyMy/IMPOBAaTh 3HaHMs 06 aKTya IbHbIX CLUeHapusX aTak B paMKax e4uHoV 6a3bl 3HaHWi. 9To no3Bosser
MoBbICUTbL 3PGHEKTUBHOCTb 06PaBOTKM JaHHBIX C LIESIbI0 0Ka3aTb 3HAYUMYH MOALEPXKKY CrieynanucTam no 3alyute uHpopmaumm B xo-
J€ aHann3a akTyasbHbIX yrpo3, yi3BUMOCTEN 1 CLIEHaPUEB PEann3aLnmn KOMIbIOTEPHBIX aTaK 3a CYET CHKEHUS TPy[03aTpaT (BpeMeHn
c6opa 1 06paboTKu) U TEM CaMbiM MOBbICUTb 3aLULLEHHOCTb KOPMOPATUBHbIX MHPOPMALMOHHBIX cucTeM. O6CYIKAeHHne: fanbHelilee
roBblILLIeHNE IPHEKTUBHOCTU aHANIN3a fJaHHbIX KWbeppasBeAK1 BO3MOXHO Ha OCHOBE TOCTPOEHMUS reTeporeHHbIX <KOMUTETOB 3Kcrep-
TOB» 13 BOJIbLLINX S3bIKOBbIX MOZEEN U My/IbTUAreHTHbIX CUCTEM.

KnioueBbie cnoBa — uHPopMaymoHHas 6€30M1acHOCTb, kKnbeppasBesKka, aHaImM3 ya3BUMOCTEHN, MHAMKATOPbI KOMIPOMeTaLuu,

60/1bLUME SI3bIKOBbIE MOAENM, JOMOSHNTENbHBIN pacwupeHHb/ﬁ nonck MHdJOpMaLlMM.
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Bsenenue

OmHUM ¥3 KIII0YEBBIX TPEHIOB B 00ecleYyeHuH
nHpopMmarnonHoi 6ezonacuHoctu (MB) kopnoparus-
HbIX nHpOopManuonubix cucrem (MC) asuasercs Bce
0oJiee IMIMPOKOE HCIOJIb30BAHHE aBTOMATH3WPOBAH-
HBIX CHCTEM MOHUTOPHUHTA COOBITHUH M MHIIUIEHTOB
Wb, ocymiecTBadomniux CBOeBpeMeHHOe O0HAapy:ke-
Hue anomanuii B pabore MC, omoseienue u mpe-
YIIPEKIEHNE CIEIUAINCTOB O BO3MOKHBIX KOMIIBIO-
TepHBIX aTakax wiu uuaugentax Ub. Kak mpasuino,
STH CHUCTEMBI (PYHKI[HOHHPYIOT B COCTABE IIEHTPOB
mouuropunra UB (Security Operation Center, SOC),

coOMparoIuX ¥ aHATU3UPYIOMIUX WHPOPMAIIHIO 00
yrpo3ax, ya3BHMOCTAX M CI€HAPUAX peanu3aluiu
arak B MIC c ucrnonb3oBamnreM MeTOI0B KuOeppasBe-
ku (Threat Intelligence, TI). Jlna aBromaTusanmu
9THUX IIPOIECCOB CO3MAIOTCS CIIEI[MAIbHBIE CHCTEMBI
yupasienusa fanabivu kuoeppassenku (CYIK), mpu
IIOCTPOEHUU W (PYHKIIMOHUPOBAHWU KOTOPBIX WC-
M0JIB3YIOTCS IEPCIIeKTUBHBIE TEXHOJIOT MU HHTEJLJICK-
TYaJIbHOIO aHAIN3a NAHHBIX U KOMILIEKCHUPOBAHUE
uHpopmanuu, mocrymnaiiei B SOC u3 pasaudubix
HWCTOYHHUKOB CIa60CTPYKTYPUPOBAHHBIX TAHHBIX [1].

ITox rubeppasBegkodl HmpH ISTOM IIOHHUMAETCSH
TI-cepBuc, Biamenen KOTOPOro MOJIy4aeT BO3MOK-
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HOCTB CJIEIUTh 3a IIPECTYIIHOH JeATeIbHOCTHIO 3JI0-
YMBINIJIEHHUKOB (XaKepCKUX TPYINIUPOBOK), aHa-
JMU3UPOBATH WCIIOJIb3yeMble MMHU METOABI IIpeiBa-
PUTENBHOTO aHaau3a WHPOPMAIUH, BHEIPEHUS U
sakperienus B UC, a Tak:xe mepeMernenus BHYy TpU
B3JIOMaHHOM HH(PPACTPYKTYPBI ¥ COBEPIIEHUA Bpe-
IOHOCHBIX IEUCTBUM, CBA3AHHBIX C XUIIIEHUEM JTaH-
HbBIX, HapyuenueMm pa6orsr YIC KepTBbI, 3a1yCKOM
MIPOrpaMMbI-BBIMOTATENS U T. 11

OcCHOBHOE [OCTOMHCTBO KHOEpPPasBeAKH B TOM,
YTO OHA IO03BOJAET KOMIIAHWUSAM AeHCTBOBAThH Ha
omepe:xkeHre, IPeJOTBPAIas BO3SHUKAIIINE YyTPO-
3bI, OTIEPATHBHO pearupysd Ha BHIIBIEHHBIE aTaKH,
WCIIONb3Ys P 9TOM HAKOILIEHHYI aHAJNTHKAMU
KOMIIAHUY WH(MOPMAIIHIO O IIPUMEHIEMbIX METOAAX
U XapakTepe JAeHCTBUH KHOepIpecTyTHUKOB.

IIpomecc kubeppasBegku BKIOYAET B cebs cie-
IyIOI[Fie OCHOBHBIE 3TaIkI [2, 3]:

1) nmanupoBanue (ycTaHABINBAIOTCH I1€JIH, TPE-
60BaHUS K MOIyIaeMOi HHPOPMAIIMH U PACCTABIIS-
IOTCS IPUOPUTETHI B [aJbHEHIIIEM aHaln3e);

2) c6op uHPpOPMATIUH;

3) 06paboTKy COOpaHHBIX TAaHHBIX (MX HHTEPIIpe-
Talus, TPAHCISIIUS, YHU(DUKAIIUA U HHTEerpaIus);

4) IOATOTOBKY AAHHBIX (YTOYHEHHWE U CIUTHUE
ob6paboTaHHON HHPOPMAIIHN);

5) pacripoctpanerre WHPOPMAIUH KOHEUHBIM
notrpebuTensM (BKIHOYAS KAK BHEIIHUX OTPEOH-
TeJel, TaK U coocTBeHHbIe ciayx0b1 B xoMmmanmum).

J st aBTOMATH3AIMY STHUX MIPOIECCOB UCIOIb3Y-
IOTCS CHEIUAIU3UPOBAHHBIE KOMMEpPYECKHe ILIaT-
dopmbr (Threat Intelligence Platform, TIP), mpen-
jaraemMbie HA PbIHKE PSII0M POCCUHCKUX U MEKIY-
Haponubix kKomnauwii: Group-IB, Jla6oparopueit
Kacnepcroro, Positive Technologies, R-Vision, Ano-
mali, Electricl@Q, Threat Connect, Threat Quotinet
u 1p. JlocTaTouHO MIUPOKYIO H3BECTHOCTD TAKIKE I10-
nyuunu TIP-pemeHusa ¢ OTKPBITHIM HCXOAHBIM KO-
mom: MISP (Malware Information Sharing Platform)
u Yeti (Your Everyday Threat Intelligence).

Hcrounukamu, unu kanamaMu («pumaMu»), mo-
JydeHHus NAHHBIX KubeppasBemgkud MOryT ObITH [1]
cpefcTBa MacCOBOM MH(OPMAIIUH, COIMATbLHBIE Ce-
TH, OI0JIIETEHU PACCHIIOK, MECCEH 3KePhI (T1IaTHbIe
u OecIiaTHBIE, OTKPBIThIE), XaKepcKue (OpPyMbI,
DarkNet (meneranbubie), 4acTHBIE U TOCYIAPCTBEH-
HBbIE OpPraHU3aIlUM, MMPEJOCTABIIIIINe HHMOpMAa-
nuo o Kubepyrposax. K mambGosee KpymHBIM HC-
TouyHHKAM qaHHbIX T oTHOCATCS rocygapcTBeHHbIE
crpykrypsl HKIIKW (HanwmonanbubId KOOpmuHA-
IIUOHHBIN IEHTP MO0 KOMIBIOTEPHBIM HHITHIEHTAM)
u ©uallEPT (Ileutp B3auMoeicTBUSI U pearupo-
BAHMS HA KOMIIBIOTEPHBIE aTAKMW B KPEIUTHO-(H-
nancoBoii cdpepe) Banka Poccun.

OCHOBHBIMH THIIAMH JAHHBIX, COOMPAEMBIX Cep-
sucamu TIP, apnarorca [1, 4]:

— wmapurkaropsl Komnpomeranuu (Indicators of
Compromise, IoC) — mabopbl JaHHBIX 0 BPEIOHOC-
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HBIX O0BEKTAX WJIN MOJO3PUTENbHBIX IEHUCTBHUAX
(aHAMTUBUPYIOTCS HA OTIEPATHBHOM YPOBHE);

— rakTuku, TexHuku u nporenypsl (Tactics,
Techniques, Procedures, TTP) — omwmcanus cmo-
cO0OB JeHMCTBHUH 3JI0YMBINLJIEHHUKOB, COIep/Kalue
pasauuHy0 [AeTanusanuio (AHAJTUSUPYIOTCI HA
TAKTUIECKOM YPOBHeE);

— wunaukaroper arak (Indicators of Attacks,
IoAs) — mpaBuia, comepskaliue OMUCAHHE IIO0-
3PUTEIBHOTO IOBEJIEHUA B CUCTEME, KOTOPOE MOKET
OBITH IPHU3HAKOM I€JIEBOM aTaku (AHAIUBUPYIOTCT
Ha CTPaTEeTuYecKOM ypPOBHE).

Hawubonpmryo 1eHHOCTh A KubeppasBemku
mpeacrasasior npesxae Bcero loC. Umenno uHa BBI-
SBJIEHUH U AHAJIN3€e MOJO0OHBIX HHIUKATOPOB CEro-
HA C(DOKYCHPOBAHBI HCCIeIOBAHUSA B 006J1aCTU TIPO-
AKTUBHOTO IIOMCKA U HpeJylpeskaeHus yrpos [5].
IoC [5] — aT0 Takke npusHaKu (TeXHUYECKHE TaH-
woie), Takue kak IP- u URL-agpeca, momeHHbIe
UMeHa, aJjpeca dIeKTPOHHOM ITOYTHI, TEMBI ITHUCEM,
CCBLJIKM W BJIOJKEHHS, KJIOYM peecTpa, HUMeHa U
XeII-CyMMbI (DAMJIOB U T. I., KOTOPbIE MOYKHO WC-
MOJb30BaTh IS UACHTHPUKAINU AEHCTBUA HUIU
WHCTPYMEHTOB arakywomux. IloMmumo sTUX mau-
HbIX, IoC MoryT BKIIOUATH B ce0s Takike HHMOpPMa-
IIUI0 O KOHTEKCTE, T. €. COJIePKATh MOIMOJHUTEIbHOE
ONHCAaHKWe pPacCMaTPHUBAEMON yrpo3bl (Hampumep,
HasBaHwue Bpegonocuoro 110, HasBaHusA rpynmupo-
BOK aTaKyIOIIUX, paHee MOCTPAJaBIINX KOMIIAHWH
UT. I.).

B o :xe Bpems, Kak orMeuaercs B pabore [5], uc-
nonbaoBanue [oC HA TpaKTHKe HEPEIKO BCTpedaeT-
cd commpeieseHHbIMU TpyauocTaMu. Comeparariuecs
B HUX [[aHHBIE IBISIOTCA PA3SHOPOAHBIMH; KAK Ipa-
BHUJIO, PACCPENOTOUYEHbI B PA3IUYHBIX UCTOYHHKAX
(pumax), roe mpexpcTaBieHBI B BuIe (PparMeHTOB
c1a60CTPYKTYPUPOBAHHOTO TEKCTa; MOTYT COMep-
JKATh HEIOJHYI0 WIH, HA0060pOT, M30BITOYHYO WH-
dopmaIuio, MectaMu MOTYT MPOTHBOPEUYHUTH APYT
IPYyTy W T. 1., 9YTO SIBJISETCA MPEIMeTOM 3a60ThI
W HEeO0O0XOMHMMOCTHIO PYYHOH O0OpPabOTKH MJAHHBIX
C IPUBJIEYEHUEM CIEIHATUCTOB BHICOKON KBAIU(H-
KaIluH.

Beixomom m3 maHHOU CHUTyallMyd ABISAETCA PH-
MEHEeHHe COBPEMEHHBIX METOJ0B M TEXHOJOTHH 06-
pabotku ecrectBenHoro asbika (Natural Language
Processing, NLP), unTemrnexkTyanbHOro amaamsa
rekcToB (Text Mining) u 60abINKX I3BIKOBBIX MOJIE-
meit (Large Language Models, LLMs) [6]. B mactos-
el cTaThe PACCMOTPEHBI ITOAXO0bl K aBTOMATH3a-
muu coopa u 06paboTKHU Ci1ab0CTPYKTYPHUPOBAHHBIX
TeKCcTOBBLIX HaHHBIX T1 ¢ ncnonb3oBauuem LLMs u
TEXHOJIOTUH PAaCIIUPEHHOT0 TOHCKA peJeBaHTHOU
unpopmamnuu (Retrieval Augmented Generation,
RAG). IlpexncraBiensl pesyabraTbl paspaboTKu
MPOTOTHUIIA ABTOMATH3WPOBAHHOH CHCTEMBI aHa-
W34 JaHHBIX KHOeppasBelKu HA OCHOBE TEXHOJIO-
ruu RAG, a Takixe pesyabTaThl S9KCIEPUMEHTOB IO
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oreHKe 3(PPeKTUBHOCTH pPa3paboOTaHHOH CHCTEMBbI
C WCII0JIb30BAHKEM HATYPATbHBIX NaHHbIX T1 13 uc-
rounukoB PuullEPT u HKITKU.

0O06paboTka cIa00CTPYKTYPHPOBAHHBIX
JaHHBIX KaHAJO0B pacupocrpanenus loC
¢ momomisio LLMs u rexnomoruu RAG

Bonbine s3pIKOBBIE MOMeNIH — 5TO 6GOJIbIIHE
HEeMpPOHHbBIE CETH Ha OCHOBE apXHUTEKTypPbl TPAHC-
dopmepoB ¢ MuanIHMapgamMu [mapaMeTpoB, 00y-
YeHHbIe Ha O4YeHb OOJIBIINX KOPILyCaX TEKCTOBBIX
MaHHBIX, B3ATHIX U3 CAMBIX PA3JIUYHBIX UCTOYHU-
KOB (Beb-caiTOB, SHIIMKJONENNM, KHUI, CTATEH,
MarepuasioB KoHdepenuuii u ap.). lloaBienwue
LLMs BBI3BaJIO HACTOSIINYI0 PEBOJIOIHUI0 B cdepe
00paboTKH €Iab0CTPYKTYPUPOBAHHON TEKCTOBOH
nH(OpPMAIINH, IPEICTABIEHHON HA eCTeCTBEHHOM
a3bike. Mcmonb3oBaHue METOI0B TI1y60KOT0 00yUe-
HUS [I03BOJISIET UM IIOHUMATh CJIOKHbBIE TPAMMAaTH-
YeCKHe KOHCTPYKI[MHU, CMBICJI CJIOB U IIPEIJIOKEeHU N
B 3aBHCHMOCTH OT KOHTEKCTa, TeHEPUPOBATH TEK-
crel (0oT9eThI, pedpeparsl, IePeBOAbI U Ip.) B pas-
JUYHBIX IpeaMeTHBIX obaactax. Ilosromy moms-
TE€H TOT MHTEpec, KOTOPBIH MPOSIBISIETCI K OTHUM
MOJeJIAM CO CTOPOHBI crerpanucToB mo UB, u
B TOM YHCJIe aHAJIUTHKOB B o6sacTu Kubeppasse-
K#. Bygyuu mOmoIHUTENbHO M000yYeHHBIMHE (3TATI
fine-tuning) Ha cmenuanabHO OTOOPAHHBIX IIPO-
duabHBIX TeKcTax, oTHOCAmHUXCA K chepe TI, uto
Tpebyer 3HAYUTENHHO MEHbBIIEe BPEMEHHU II0 CPaB-
HEHHIO C MpeaBapUTeIbHBIM 00yueHHeM MOaesei
(sram pre-traing), LLMs okasbIiBaoTCSA CIIOCOOHBI
U3BIEKaTh KiaoueBble qakTsl (Takume Kak 1oC) us
«CBIPBIX» CJIA60CTPYKTYPUPOBAHHBIX JAHHBIX, BbI-
ABJIAST 3aKOHOMEPHOCTH ¥ AHOMAJMH, yKasbIBa-
OIlHe Ha BPEJOHOCHYI AaKTHBHOCTH, IIPEI0CTAB-
a9 WHQOPMAIUI0 O MOTEHIUAIbHBIX Yrpo3ax H
MeTOZaxX peanw3alluy aTak, npejjaras cTpare-
THHU CMATYEHHUS ITOCAEICTBUH OT BO3MOKHBIX aTak
[6-8].

B sauTeparype mpMBOZMTCS MHOTO IIPHUMEPOB
yeneraoro npumenenusa LLMs B 3amadax cbopa
u obpaborku mgamubix TI (kubeppassemkm). Tax,
B pabore [9] mpeacraBiieHbl pe3yabTaThl paspador-
ku npororuna [10 mjsd oreHKu aKkTyalbHBIX yIPO3
6esonacuoctu MC, mo3BOJSAIOMIEr0 COIIOCTABUTEL H
paH:KHUPOBATH YTPO3bl HApPYIIEHUS 6e30IacHOCTU
uH@pOPMAIMU [IJIA BBISBIEHHOTO CIEIIHATINCTOM
nepeund yassumocreir UC u3 6aHKa JaHHBIX yIpo3
(B1Y) 6esomacuoctu nrdopmarnu PCTIK Poccun,
aBTOMATHU3UPOBATH MOAOOP TAKTUK M TEXHHUK IJIA
MOCTPOEHUS BO3MOMKHBIX CI[EHAPHEB pPeau3alluu
yrpos. B ocHOBe mpemioKeHHOro moAX0qa HCIIOIb-
3yeTcs aJITOPUTM COITOCTABJIEHHUS MHOKECTBA BBI-
SABJIEHHBIX YSI3BHMOCTEH, COOTBETCTBYMOIIUX UM
TAKTHUK, TEXHUK U PeJIeBAaHTHBIX yrpo3 6e30IacHo-

7

ct WH(OPMAIIUK IIyTEeM OIEHKW METPHK CeMaH-
THUYECKON 6JIM30CTH M3 TEKCTOBBIX OIMHUCAHUU C HC-
MOJIb30BAHUEM TEXHOJIOTHH 00pabOTKHM ecTecTBeH-
voro as3bika (Word Embedding) u mHeiipocereBoit
mogenu tpancdopmepa BERT3 rommanuu Google.
[IpumeHeHre IIPEAIOKEHHOTO ITOAXO0Ma I03BOJIAET
YIIPOCTUTH MPOIEAYPY OIEHKH aKTyaJbHBIX yTPO3
0e30ITacHOCTH WH(OPMAIIUH, a TAKKEe ABTOMATH3H-
POBATH IMPOIECC TOCTPOCHHUA BO3MOKHBIX CIIEHAPH-
€B UX peaju3alliu, COKpaIlas BpeMEeHHbIEe 3aTPaThl
Ha IpOBeJleHre aHAIU3A.

B pa6ore [4] BbImIONIHEH TTOAPOOHBIN aHAIUS HUC-
MOJIb30BAHUS OOJIBIIUX A3bIKOBBIX MOJEJIEH JJI5 [10-
HWCKa yrpo3 Kubep6e30macHOCTH B IeJIX ITOBbIIIIe-
uus samunernoctu MC. PackpbIThl 0cobeHHOCTH U
BBIIIOJHEHA Kaaccu(pUKaIlUs HAIIPABICHUH [IpUMe-
menus LLM B 3amauax obecreuenus kubepbesomnac-
HOCTH, OIIpe[elieHbl TPyaHOoCTH BHeapeHus LLM
B IIpoIlecchl moucka yrpos. B pa6ore [10] cchopmy-
JUPOBaHBI MPU3HAKK, XapaKTEePU3YIOIIHe OTHOCH-
TEJbHO HU3KYH 3(P(EeKTHBHOCTh HCIOJh30BAHUSA
LLM pns wsBieyeHHUsS WMEHOBAHHBIX CYIIHOCTEH
B o0s1acTu Kubepbe30acHOCTH.

B pa6ore [11] mpeniosxeH mOaX0 K IIOCTPOEHUTO
u obyuenuio LLM nia pemenus 3amad obHapyske-
HUS ¥ KJIACCHU(PUKAIINKA KOMIIBIOTEPHBIX arak, a
TaK:Ke M3BJIEYEHHS U3 TEKCTA UMEHOBAHHBIX CYIII-
mocrei (IoC). B kauecrse LLM-cucreMbl HCIIOIb3Y-
ercs HelpocereBas Mojenab Tpauchopmepa BERT.
IIpenBapurenbHo 00y4ueHHaAs HEHPOHHAA CETH J0-
obyuanach B XOfe IIPOBEIEHHBIX SKCIIEPUMEHTOB
Ha 0OJIBIIOM KOPILyCe TEKCTOBBIX OMMCAHWN aTak
us MITRE ATT & CK, CAPEC, yue6uukoB, crarei
u3 Burkunenuu, marepuasioB KOH(EPEeHIH 0 IPo-
omemarurke UB, onucauwnit yassumocreit usa CVE u
CWE. OTmeuaercs: BBICOKasg TOYHOCTb 00paboTKU U
KiaaccupuKanuu caaboCTPyKTyPUPOBAHHBIX aH-
ubIx TI, obecrmeunBaemas ¢ MOMOIIBIO 000y YeHHOM
LLM.

B [12] upuBomsarca pesyabTarbl paspabOTKH
areHTa HCKYCCTBEHHOTO HHTEJIEKTAa, IT03BOJSIO-
II[er0 aBTOMATU3UPOBATh U3BJIeUeHNE BAKHOU HH-
opmanuu (u B mepByio ouepensd [0C) us 6oabiux
00'beMOB TEKCTOBBIX JAHHBIX (HAIIpHUMeEp, OTYETOB
TI) ¢ ucnonszoBanuem LLMs. [Tomumo aToro, pas-
paboTaHHBIA AreHT I03BOJIIET Ha OCHOBE IIOJY-
YyeHHOM WH(OpPMAIUU YCTAHABIUBATH B3aBHCH-
MocTu Mexay xKommnoHeHTamu loC, reHepupoBarb
peryisapHble BbIpameHua (IIAGJIOHBI IJd IOHUCKA
(bparmMenToB B TEKcTe), (PUIBTPOBATH BBIXOIHBIE
peakmuu LLMs B oTBeT Ha 3ampoc I0Jb30BaTe-
7, 9T00BI JOOUTHCH HUB3KOTO YPOBHS OMIMO0YHBIX
pewenuii. [loguepkuBaercs, 4TO HCIOJIb30BAHUE
JaHHOro aredra mnosBojaser amanuTukam SOC
JIydIlle TTOHATH MOMJEJIHW ATaK W COKPATUTL BpPeM:
pearupoBaHusa Ha aTaku, BBICBOOOMKIAT B KOHEY-
HOM HTOT€ BpeMs CIIeIHAKCTa Ha peleHue 6ojee
TBOPYECKHX 3a7a4.
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B [13] paccMoTpeHbI BOBMOMKHOCTH IPUMEHEHU
LLMs, o6y4enHbIx Ha 60abIIOM 060BEMe Hepas3Me-
YEeHHBIX JAHHBIX, JJIs [MOCTPOCHUS IIJIaHA IOBEIe-
HUA WHTEIEKTYaJbHBIX ATEHTOB B MHOTOATEHT-
HBIX CHCTEMaX.

B pa6ore [14] aBTOpPSHI OIIEHUBAIOT HEPCHEKTHUBHI
MIpUMEHEeHUsA OOJBIINUX I3BIKOBBIX MOIEIeH U IOoJ-
YEePKUBAIOT HEOO0XOMMMOCTH 0CO60TO IOAXOAAa CO
CTOPOHBI PETYIUPYIONIUX OpraHoB, Tak Kak LLMs
ABISIOTCS INI00ATBHBIMA MOAESIMH, U IJISI HUX MO-
JKeT MoTpeboBaThCA HOBAA HOPMATHBHAA KATEeTOPUA
(coryiacHO HAITMOHAJIBHOU CTPATETHH PA3BUTHUS HC-
KYCCTBEHHOTO MHTEJIJIEKTA, TPU BHEAPEHUH JTII00BIX
CHCTEM HCKYCCTBEHHOTO WHTEJJIEKTa IOJIKeH CO-
6JIF0ATHCSA MIPUHITUII TEXHOJIOTHIECKOT0 CyBEPEeHH-
Tera, BKJIIOYAd IMPEHMYIIECTBEHHOE HCII0Ib30Ba-
HHUE 0TEYECTBEHHBIX pa3paboTok).

B pa6orax paccmarpuBaroTCs BOIIPOCHI obecire-
yeHus 6esomacuHoctu uHTerpanuu LLMs B koprmo-
paTuBHBIE HH(pOPMAIIMOHHBIE CHCTEMEI [15, 16].

B uccnemoanuu [17] aBTOpHI IpeaiaraioT Me-
TOZWYECKOE, AJITOPUTMHYECKOE H IIPOrpaMMHOE
obecrieuenre MJisi CO3MAHUS MPH OTPAHHYEHHBIX
BBIYHCIUTEIbHBIX pecypcax Ha OCHOBE OOJBIIHX
A3BIKOBBIX MOJIeJIeH aBTOMATUYECKUX CHCTEM 00pa-
00TKHM JAHHBIX, B KOTOPBIX OTCYTCTBYIOT KaTACTPO-
Juyeckoe 3a0bIBaHMe, PUCK IIePe00yUYeHH s, TaJII0-
IUHAIAH.

Bwmecre ¢ Tem, HeCMOTpA HA YKa3aHHbBIE IPEUMY-
mectBa LLMs, ux mpuMeHeHHe Ha IIPaKTHUKE BCTPe-
JaeTcs ¢ PsmIoM BorrpocoB. B pabore [18] mokasaHo,
YTO TIPU pPelleHud MPAKTHIECKUX 3a7a4d B PA3IHU-
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HBIX IPO6IEMHBIX 00/1aCTIX (IOMeHaX 3SHAHUH) BO3-
HUKaeT MHOKECTBO TPYIHOCTEH, BHI3BAHHBIX He-
OIHOPOMHOCTBI0O M CJIIOKHOCTBIO 00pabaThbIBaeMbIX
JIaHHBIX, BApHabeTIbHOCTHIO IleJIel aHaIn3a U CHH-
Tesa pereHni ¢ nomoubio LLM u pasnoobpasubiMu
orpannyeHusMu. Kpome Toro, He00X0AUMO O IEP-
JKMBATh MOCTYI K KOH(HUAEHIIHAJbHBIM KOPIIOpa-
THUBHBIM 3HAHUIM U PEaJU30BBIBATH MEXAHU3M 006-
HoBJIeHus 6a3bl 3Hanui Ha ocHose LLM [19]. B ps-
ne ciaydaeB LLM mo:keT reHepupoBarh Omnb0IHbIE
OTBETHI ¥ HEBEPHbIE YTBEP:KIEeHUA, BbIZaBad UX KaK
BIIOJTHE 000CHOBAHHBIE, — TO, YTO HA3BIBAETCS TaJI-
JIOIUHAITUAMH («CBABHBIM OpemoM»). TO OOBIYHO
IIPOMCXOUT, KOTA 3aIpOoC IM0JIb30BaTeNs Tpebyer
HAJIWYKA 3HAHUH, KOTOPBIE BBIXOAAT 34 PAMKH JI0-
noauuTeabHoro obyyenus LLM (. e. momenpb «3To-
MYy He YUUIIN»).

Ha cerogus npemmosxeno [18, 20] HECKOIBKO cIIO-
co00B yCcTpaHeHUs YKa3aHHbIX mpobiaem (Tabs. 1).

B pabore [21] mpeacTaBieH mogxo ] K CO3TaHUIO
u poobydennio pyccrosspraubix LLMs (XGLM,
LLaMA, ruGPT-3.5) mns npuMmeHeHHs B pasjind-
HBIX oMeHax sHaHui. [IpuBeseHo cpaBHeHMEe TBYX
OCHOBHBIX METOMHK H000y4eHus: J00OyueHre BCexX
mapaMeTpOB MOJENIH U J000yUeHHe CI0EB C UCIOIb-
soBanueM LoRA. ABropamu moOKasaHo, 4TO Kade-
CTBO IIPEIOCTABISIEMBIX s OOy4YeHWs JaHHBIX
CYII[ECTBEHHO BJIHSET HA BO3MOKHOCTH MOJIENH,
OIlEHMBAaeMbIe C IIOMOIIbI0 ABTOMATHYECKUX METPUK
rauectrBa MT-BENCH u MMLU.

OpuuM u3 Hawmbosee THOKUX U 3 PEKTHBHBIX
crmoco60oB 60pb6bI ¢ ramTonuuaanuamu LLM cramo

B Tab6auya 1. Croco6s! aganranuu LLM mis pernesus NpuKIagHbIx 3a1a4 CIenu(HIecKoi IpeqMeTHoH 061acTi
B Table 1. Methods of adapting LLM to solve applied problems of a specific subject area

Meton aganranuu LLM

Xapakrepucruka

OcobennocTn

Ilepenaya KOMOTHUTEIHHOTO
KOHTEKCTA Yepes 3aImpoc
¥ LLM (prompt)

Paspa6orka naun6osee sp(peKTUBHBIX 3aIPO-
COB /IJIsl TeHEPaIliu OTBETOB TpebyeMoii
CTPYKTYPBI B COTEPKAHUS

He usmenser napamerpsr LLM

Tonkaa HacTpoiika MofeIn
(fine tuning, FT)

Anpanrarmus napamerpos LLM B xozme 1006y-
yeHus HA He6OIbIIOM (110 CPABHEHUIO C UCXO]I-
HBIM 06yJaromuM Ha6opoM) o6beMe Ccreru-
aJIbHO IOJIOTOBJIEHHBIX JAHHBIX:

— azanTanusa HeCKOMIbKUX (BBIXOJHBIX)
CJI0EB MOJIEJIH;

— aJlanTanus BCeX IapaMeTPOB MOIEIH

OGHOBIEHHE BECOBBIX K09 PUIHEH-
ToB Bcex caoeB LLM moixker cyuie-
CTBEHHO YXYIIIUTH CIIOCOGHOCTh

K refepanuu OTBeTOB

Heo6xoxuMbl CyIeCTBEHHBIE BHIYHC-
JIUTeIbHbIE PECYPChI

Bo3MoKHO cy1ecTBEHHOE BO3pacTa-
HUe KauecTBa FeHepUpPyeMbIX OTBETOB

I'enepanus c pacirupeHHBIM
nouckoM (RAG)

Coueranue JOCTOMHCTB TPAJUIHOHHBIX
HH(POPMAIIHOHHO-ITIOMCKOBBIX CHCTEM C BO3-
moxkHOCTIMHU LLM

He usmensaer napamerps: LLM

Hcnonsszosanue LLM gisa
mocTpoeHusd rpada 3SHaHUHU U
npuMeHeHud rpada 3HAHUH
KaK UCTOYHUKA JaHHBIX I
LLM

CoueraHue BO3MOKHOCTEH IOCTPOECHUA
CTPYKTYPHUPOBAHHOU HHTEPIPETUPYEMOU
MOJiesTH BHeNTHeH cpeas! (rpada 3HAHUH) U U3-
BJIEYEHUA 3aKOHOMEPHOCTEN U3 UMEIOIUXCH
ITaHHBIX ¢ moMoinbo LLM

IlepcunexkTrBHOE HanpaBIeHUE,
TI03BOJIAIOIIEE IOBBICUTH 3 DEKTUB-
HOCTB aHAJN3a TaHHBIX Kubeppas-
BEIKHU
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nosijeHre HOBOM TexHosoru RAG — renepanmu
OTBETOB C PACHIMPEHHBIM IIOMCKOM, BIIEPBBIE IIPE[-
moxennoit B 2020 r. B pabore [22] (mogpobuee cMm.
0630psI [23-25]).

CyTh maHHOM TEXHOJIOTUH 3aKJHJaeTcs B ¢op-
MHPOBAHUM TAKOHU Cpembl MCKYCCTBEHHOIO HHTEJ-
JIeKTa, KOTopas O0beluHSeT CUIY TPATUITHOHHBIX
MH(OPMAI[MOHHO-ITONCKOBBIX CHCTEM C BO3MOIKHO-
cramu coBpeMeHHBIX LLMs.

Apxurekrypa RAG-cucrempr B o0mem Buue
(puc. 1) cCOCTOUT M3 IBYX OCHOBHBIX YaCTEH — IIOMC-
KoBHUKa u reneparopa. IIporecc ee paborsr HaunHa-
eTcs ¢ BBOJa BoIrpoca (Mjiu 3ampoca) I0JIb30BaTes
B mmouckoByio cuctemy. IlouckoBbiit Mmoxyns (mowmc-
KOBHK) mpeobpasyeT TEKCT B IIOCJIEJOBATEIHLHOCTD
YHCIIOBBIX BEKTOPOB (OIepaIus BeKTOPHOTO BJIOJKE-
uus cios, Word Embedding), mociie wero mpousso-
IUTCS CEMAHTHYECKHH IOWCK PEIIeBAHTHBIX IOKY-
MEHTOB B BEKTOPHOH 6ase MaHHBIX, I/le XPAHITCSH
JOKYMEHTBhl KOMIIAHUM, Kacall(ueci B ITAHHOM
caydae Borpocos obecrneuenus ee UB. W3 kamgoro
IOKYyMEHTa M3BJIEKAETCSI TEKCT, KOTOPBIHA UCITOIb3Y-
eTcs IJIs [IOCTPOEHUs BEKTOPHOTO BiIOKeHus. TekceT
¥ BIIOJKeHUE xpaHaTcd B 6ase maHHbIX. [loncKoBuK
Ha OCHOBE OIIEHKHU CeMAaHTHYEeCKOHN 6JIU30CTH BhIOH-
paer u3 6a3b! qaHHbIX HecKOIbKO (Top-k) Haubomee
O0IM3KUX K CyTH BOIIpoca (3ampoca) moJIb30BaTess
IOKYMEHTOB, COIEePKallNX MAKCUMAIbHO [I0JIE3HY 0
KOHTEKCTHY0 HH(POPMAIHIO, HEOOXOAUMYIO IJIs 110~
ciemyrolei 00paboTKH Bomrpoca (3ampoca) Mo yaeM
reHeparopa.

Mogyns remeparopa OOBIYHO peajmsyeTcs Ha
6ase LLM tpancdopmepa tuna GPT uau BERT.
Wudopmariua, noxyuyeHHas ¢ IOUCKOBUEA (Bompoc +
HaWJEHHBIM KOHTEKCT), IIPH 9TOM TaKiKe IoaBepra-
erca omnpenenenubiM NLP-omepanusm (ToxeHusa-
WU, HOPMAJHU3AIUH, CTEMMH3AIUU, JIeMMATH3a-
oI U ]_'[p) B IIeJdX IMIPUBEACHUA BXOOAHBIX TaHHBIX
LLM & dopmary, 6onee ymobHOMYy mia ux obpa-
6orku. ['emeparop remepupyer orBeT (BBIXOA) WU
MHULUATIA3APYET IIPOAOJIKEHNE OTBETA, UCIIOIb3Y s
IS 9TOTO IPEeIBAPUTENHHO OOYyYEeHHYI0 MOesb
TpaHcopmepa. IlpuBieueHme MOMOJIHUTEIBHON
peneBaHTHOM nHpOpPMAUU (KOHTEKCTA) II03BOJIIET
LLM nmatb 60Jiee TOYHBIN ¥ 000CHOBAHHBIN OTBET Ha
MOCTYIMUBIIHHA B CUCTEMY BOIIPOC (3ampoc).

HsBecTHbI OTEIBHBIE ITYOIHUKAI[UH, OTHOCSIIIHE-
cia k npumenennio RAG-cucrem B o6mactu TI. Tax,

Bexropuas

B
Bxomnoit
TEKCT T Beixox

Bonpoc —» Ilouckosuk [ lemeparop —» Otser

B Puc. 1. Apxurexrypa RAG-cucrembl
B Fig. 1. RAG system architecture

B pabore [26] paccMaTpuBaOTCA BOIPOCHI HHTETPA-
nuu RAG c nnardopmamu T1 B nensax aBromarusa-
LMY OPOIeAyp aHAIW3a U WHTepIperanuu Kubep-
yrpos. O6cy:xmaores myTu wucmoiabzoBanus RAG
IJIf CHHTE3a ¥ KOHTEKCTHOrO 060ralieHus JaHHBIX
TI u3 pasnuuHBbIX UCTOYHUKOB (PHUIOB), BKIHOUAT
soru, pUABI yIpo3, oT4eTsl 06 uuiuaentax Ub, uro
1o3BoJigerT 6osiee INIy0OKO MOHMMATH NMPUYNHBI U
maHgmadT yrpos 6e30macHOCTH HH(OPMAIIUH, II0-
BBIIIATH ONEPATUBHOCTD U 3(PQPEKTUBHOCTD IIPUHS-
THUA PEeLIeHUH 10 IPeIOTBPAIIEHUI0 TMOTEHIUATb-
HBIX YyTPO3 U CMATYEHHUIO MOCIEACTBHHA OT UX BO3-
HUKHOBeHHA. llomuepkuBaeTca CHHEPreTUYECKUH
apperT OT B3aMMOIEUCTBHUA CIEI[HAIHCTOB-IIPO-
deccuonanos u npumenenus rexuonoruu RAG, uro
ABJAEeTCI MPEeANOChLIKON K JOCTHIKEHUI0 Oesomac-
HOH 1[u(pPOBOI CPEABI.

B [27] mpemmo:xen MeTox aBTOMAaTH3UPOBaH-
HOTO IIOCTPOEeHUA rpadoB arak (Ha3BaHHBIH aBTO-
pamu Crystal Ball — «xpycranpHBIH MAY»), OCHO-
BaHHBIN TakKe HA IpuMeHeHuu TexHoioruu RAG.
ITouckoBuk RAG-cucTeMbl HpHM STOM H3BIEKAET
peieBaHTHYIO TEKCTOBYIO HWH(popMamui u3 06asbl
nauubix ysssumocredn CVE, comep:xarieii ommca-
HUA YA3BUMOCTEH B BUE I[ETIOYKH OCHOBHBIX 3Ta-
OB WX peanusanuu (IPemyCcIOBUsA, IIOCTYCIOBUA).
B kauecrBe mcTouHHKOB maHHBIX T1 MoryT Taxike
HCIIONIB30BATHCA OTYETHI 00 yrposax 6esomacHo-
cru wuH@opMmarmu. O6GOTaleHHBIH I0JIyYeHHBIM
KOHTEKCTOM, 3aIpoC IMO0Jb30BaTeNA IIOCTyIlaeT Ha
Bxox LLM, koropas cTpouT rpad KOMIbIOTEPHOM
aTaky, peajusymolleld Ty WIW HHYI YA3BHUMOCTH
HC, B dpopme rpadrueckoro mpeacTaBieHus Iy TeH
araku (IeHCTBUHU 3JI0yMBIIIIIEHHUKA), KOTOPBIE MO-
TYyT HIPUBECTH €r0 K IOCTHKEHUIO IIOCTABIEHHBIX
nesneii. [IpuBogarca mpumeps! mocTpoeHus rpados
aTax [ KOHKPETHBIX YA3BUMOCTEH C UCII0Ib30Ba-
uuem pasauunbix LLMs (GPT-3.5, GPT-4, BARD),
oTMedaeTrcs BbICOKad 3(EeKTHBHOCTb, TOUHOCTh U
pesieBaHTHOCTH 00paboTku nudopmaruu TI, B Tom
YHUCIe BO3MOKHOCTh 00PAbOTKH JAHHBIX B PEKHUME
peanbHOTO0 BPEMEHH, C HCIIOJIb30BAHUEM IIPEJIO-
JKEHHOT'O IOJXO0/a.

B [28] nmpeaioxeH opuruHAIbHBINA ITOAXO K IIO-
CTPOEHUI0 TUHAMHYHBIX U aJalTUPYEMbIX CI[€HA-
pueB ydeHui 1Mo Kubep6e30rmacHOCTH [JIs CIEIlH-
aJIuCTOB W COTPYAHUKOB opranusanuii. B ocHose
paspaboTaHHON AaBTOMATH3UPOBAHHOU CHCTEMBI
reHeparuy CIleHApHUeB UCIOJIb3yeTCsd aHcaMOIb U3
Heckonbkux LLMs, oqHa M3 KOTOPBIX UTPAET POJIb
«pKcIrepTa 10 Kubepbes3omacHOCTH», B (DYHKIIAIO
KOTOPOH BXOAHUT OLIEHKA TeKyllero JjaHmimadra
kubepyrpos, Toraa kak apyrue LLMs BoicTymaror
B KA4YeCTBE <«HCIOJIHUTEIbHBIX PYKOBOLHTEIEH»
OpraHu3aIU¥, OTBEYAIOIINX 34 (DUHAHCHI, yIIPaBJIe-
HUe TIepPCOHAIOM, HH(PPACTPYKTYPY UHPOPMAI[UOH-
HBIX TexHosorui u 1. x. OboramenHne KOHTEKCTOM
TepBOHAYAJIBHOTO 3aIIpoca Ha CO3JaHWe CIleHAPUA
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YYEHUH peanusyeTcs ¢ MCIONb30BAHHEM TEXHOJIO-
run RAG. Bmecre ¢ TeM, Kak 0TMeYaOT aBTOPBI, eC-
¥ omHUM u3 nipeguasHadennii RAG o6brum0 cuura-
ercd O6opbba ¢ rammonuuanuamu LLMs, To B 1an-
HOM cjiy4ae, Hao60poT, 3To BpeaHoe kauecTBo LLMs
[IPU3HAETCS IO0JE3HBIM CBOMCTBOM, ITO3BOJISIOIIAM
LLM renepupoBath 6onee pasHoobpasHbie (BO3-
MOZKHO, Ha TIePBBIA B3TJIAM, Haxe HeOObIYHBIE) CIie-
HapUU peaju3alliyd yrpo3 W BbIOOpA COOTBETCTBY-
IOIIUX cTparerui u Mep samurtbl. OTHAKO OKOHYA-
TeJIbHOE PeIleHHe B II0JIb3y BhI6OPA TOTO UJIH HHOTO
CreHEepHpPOBAHHOTO BapHWaHTa CIleHAPUA YYEeHHUH
ocTaeTcd 3a YeJIOBEKOM — IpodeccroHaioM B 00-
mactu KubepbesomacHocTu. ABTOpaMu paccMoTpe-
HO HECKOJIbKO IIPUMEPOB IIOCTPOEHUSA C HCIIOIb30-
BanueM RAG merTanus3upoBaHHBIX CIEHAPHEB IIPO-
BEIEHUA YUYEHUH C y4eTOM TaKuxX (PaKTOPOB, KakK
BBIOOp MHO:KECTBA KHOEpPyrpo3 M arak, 0COOEHHO-
cTedl HH(POPMAITHOHHON HH(PPACTPYKTYPhI OPraHH-
3aI[U¥, UMEIOIINXCI TeXHUYECKUX CPEICTB 3aIUThI
uH(OpMAaIUHU, pacupeneleHnus Pojeid yJ4acTHUKOB
B obecreueHny KuOep6e30macHOCTH U T. [., U4TO Jie-
JlaeT MpenioKeHHbIe CHCTEMON CI[eHAPHU BIIOJHE
060CHOBAHHBIMH U PEATUCTUYHBIMU.

IToBbimienne 3¢pQeKTHBHOCTH aHaIn3a JAHHBIX
KubeppasBenKy U yIIpaBieHus nHdopMauei o Ku-
Oepyrposax BO3MOKHO [4] Ha OCHOBE IEPCIIEKTHB-
HBIX MIOIX0/I0B ITIOCTPOEHUA «<KOMUTETOB 9KCIIEPTOB»
LLM, a Takske MyJIbTHAreHTHBIX cucTeM [29].

Paspa6oTka cTpyKTypHO-(PYHKITHOHATHHOM
OPraHU3aIHHA CHCTEMbI HHTELJIEKTYATHHOTO
aHa/JIN3a JaHHBIX KHOeppasBeaKkn

Cymectsyromue [30] moaxoasl K 06MeHy JaHHBI-
MU KubeppasBe Ky B MAIIHHOYNTAEMbBIX (popMaTax
XapaKTepusynTcd pasHooOpaswmeM CTaHIApPTOB,
cpeau KOTOPBIX HAMOOJiee YaCTO HCIONB3YHTCA
MISP u STIX. B To e BpeMs CyIecTBEHHOE KO-
JINYECTBO JAHHBIX, Pa3MeIaeMbIX HA OTKPBITBIX
miraropMax, MPeACTABIEHO B CTPYKTYpPHUPOBAH-
HBIX TEKCTOBBIX hopmarax (plain text, CSV) u B Bu-
e craboCTPYKTYPHPOBAHHBIX OTYETOB HA ecTe-
CTBEHHOM f3bIKe. Hak oTMeuanocs paHee, IeHHBIM
WCTOYHUKOM MAaHHBIX KubeppasBenku (HO yKe He
B MAaIllHHOYHUTAEeMOM (popMaTe) SBJISIOTCI TeMaTH-
yeckue 6JI0rM, KaHAJIbI B MECCEHJKepax U CIeIH-
anTu3UpOBaHHBIE OHJIAWH-pecypchbl. MHOroobpasue
HWCTOYHUKOB M (POPMATOB IIPECTABICHUA TAHHBIX
OCJIO}KHSAET WX IpeobpasoBaHWE B MAIIHHOYUTAE-
MbIH popmaT KoHEpeTHOH niaardopmbr T, Tak kax
HEOOXOMMO COXPAHUTDH CEMaHTHIECKHH CMBICI UC-
XOHBIX MAHHBIX U KOHTEKCT B paMKaxX CXeMbI Xpa-
HEHUs, OIpee/IsieMON BbIOpAHHBIM (DOPMATOM.

Passurne miaardopm TI Tecmo cesizamo c¢ obe-
CIIEYeHWEM WHTEPIPETHPYEMOCTH NAHHBIX — IIO-
BBIIIeHHEM 3(peKTHBHOCTH IIpeodbpasoBauusi (op-

\ 3ALLUTA MHOOPMALUK AN

MaTOB IIPeACTABJIEHUA TaHHBIX «4eJIOBEeK-MallluHa»
U «MaIllldHA-MaIlIuHa» — T. €. C IPOCTOTOH IOIKIIIO-
YeHHA HOBBIX MCTOYHHKOB JAaHHBIX, HM3BJICYEHHEM
¥ COXpaHEHWEeM MaKCUMAaJIbHOrO 00beMa MOJIe3HOH
nH(opMaIuu mpu npeobpasoBauuu (POPMAaTOB, Op-
raHmusarnueil ceMaHTUYECKOr0 MTOMCKA 110 aHAIU3H-
PyeMbIM ZaHHBIM W JUAJIOTOBOro mHTepdeiica amis
CITeIIUAITUCTOB.

CnemoBaTenbHO, MU AKTYAJIU3AIUH BO3MOKHO-
creir cymecrByomux CYJK sHaummo BHempeHue
MIOICUCTEM U MOIYJIEH, TO3BOJIAIONIUX:

— IpeIocTaBUTh WHTEPQEHC YeI0BEeKO-MallnH-
HOTO B3aHMOJEHNCTBHUA B pEKHUME «BOIIPOC-OTBET»
IIJIs OTIePATHBHOTO aHAIN3a COOMpPAaeMbIX JaHHBIX;

— aBTOMATHU3HMPOBATDH CTPYKTYpPHUPOBAHUE COOU-
paeMbIX JaHHBIX B KOHKPETHBIH popMar miaardop-
mbr TT.

BosMo:kHBIM peleHueM SBJseTCA paspaboTka
Mojeed W3BJIeYeHUS 3HAHUU U aBTOMATHYECKOTO
IOCTPOEHHUS OHTOJIOTHUH U rpada 3HaHUHU Ipobiem-
HO-OPMEHTHPOBAHHOTO KOpIyca I KOHKPETHOH
mpeameTHON obsactu. OgHAKO STOT IpoIlecc Tpe-
OyeT TPYIOEMKOH pasMeTKH KOPILyCa TEKCTOBBIX
moxkymenToB. Hampuwmep [31], s HepasMeueHHOTO
KOpIIyca TEKCTOB IIPEJIOMKEHHOE pelleHue JIeMOH-
CTPUPYET VAOBJIETBOPUTENbHYI0 pPaboToCIocoo-
HOCTHb BBHUAY BBIJICJIEHUSI aTOMapPHBIX (bpaI‘MeHTOB,
BKJIIOYAEMBIX B ABTOMATHYECKU (POPMHUPYEMYIO OH-
TOJIOTHIO.

I pyrum paccMaTpuBaeMbIM IIOAXOIOM IJIS aAKTY-
anuzarnuu BosmoxkuocTer CYIK sBaserca mpume-
Henue RAG, Mo3BOMSIONEH HMCIONIB30BATH OTKPHI-
Thle Ipeno0ydyeHHbIe GOJbIINE A3BIKOBBIE MOJEIU
obmiero HasHavyeHWA 0e3 HEeOOXOAMMOCTH 000yue-
HUA [JI1 KOHKPETHOM MpeIMeTHOM 06I1acTH, a Tak-
ke 0e3 MpeJBapUTEIHLHOIO CO3AHUA OHTONIOTUH.

Takum 06paszoM, I[ENbI0 CO3MAHUA CHCTEMBI SB-
ssgercsd noBbleHue 3¢ (EeKTHBHOCTH aHAIN3a CJia-
OOCTPYKTYPUPOBAHHBIX M CTPYKTYPHPOBAHHBIX
AaHHBIX M3 PA3/IUYHBbIX HCTOYHHUKOB C IIOMOIIIBIO
pasBepHyTO# nardopmer MISP [27].

CrpykTypHasa cxeMa IPEeICTABAIEMONA CHCTEMBI
aHanW3a JaHHBIX KHOeppasBeIKH, BKJIIOYAOIIEH
LLM c mexanusmom RAG B cocrase CYIIK, npen-
CTaBJIeHa Ha puc. 2.

O6cy:xmaeMbli TOAX0]] IO3BOJISET ITIOCTPOUTH BO-
IIPOCHO-OTBETHYI0 CHUCTEMY HOAIEPIKKYN MPUHATHSA
pellleHuil [JIsi PaHKHUPOBAHHOTO Habopa cobpax-
HBIX (DPArMEeHTOB JOKyMEHTOB, HAIIPABJIEHHYIO HA
TIOBBIIIIEHHE ONIEPATHBHOCTH AHAIN3A TAKTHIECKUX
¥ CTPATEeruyecKux JaHHBIX KuOeppasBeqKu.

IIpennaraercs BbIIEIUTH ABE OCHOBHBIE IOJCH-
CTEMBL;

— moxcuctema | mpemHasHaueHa Ias obecrie-
YCeHHUA IIOAACPHKKH IIPUHATUA peH.IeHI/Iﬁ Ha OCHOBE
WHTEJIEKTYaJIbHOTO aHAJN3a JAHHBIX C IIOMOIILIO
rouseiiepa RAG (1iemouku npemo6paboTKn U ITOATO-
TOBKH JAHHBIX, IIONCKA KOHTEKCTa ¥ TeHePaIlhH pe-
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B Puc. 2. CrpykTypHAasa cxeMa CHCTEMbI aHAIN3a JaHHBIX Kubeppassenku B cocrase SOC
B Fig. 2. Structural diagram of the TI data analysis system as part of the SOC

[IeHHUs) MIYyTEM Peaau3alluy 4eJI0BEKO-MAaIIHHHOTO
B3aMMO/IEHICTBUS B PEKHUME «BOIIPOC-OTBET>;

— mopxcuctema II peanusyer Tekymuii BapuaHT
cOopa 1 00pabOTKH JAHHBIX HA OCHOBE ILIAT(OPMbI
MISP B cocrase geinicreyiomeir CYIK u mpenna-
3HAUeHa [JII aBTOMAaTH3AIUU CTPYKTYPUPOBAHUSA
cobHMpaeMbIxX TaHHBIX 10 OIPe/IeIEeHHBIM I1abJI0HaM
B IIJIAX IIOCJIEYIOIIEero UCII0JIb30BAHUS.

Ha pwuc. 2 BBemens! ciemyromnire 0003HAYEHU:
1 — OATrOTOBEA IMMOMCKOBOTO 3aIIPOCA HA €CTECTBEH-
HOM $3bIKe; 2 — TmpenoOpaboTaHHBIH ITOUCKOBOMU
3ampoc 9KCIepra; 3 — BEKTOPHOE IIPe/CTaBIIeHUe
TexcToBoro 3ampoca (embedding) skcnepra; 4, 5 —
MOMCK PEeIeBAHTHBIX 3amMpocy ()parMeHTOB XpaHH-
MBIX JOKYMEHTOB Ha OCHOBE MephI CXOJICTBA B IIPO-
CTPAHCTBE BEKTOPHBIX IIPeCTaBIeHNH; 6 — mepe-
Jada pelieBaHTHBIX (PPArMEeHTOB JOKYMEHTOB JJIf
dopMupoBaHUSI KOHTEKCTA OTBETa; / — Iepemada
KoHTeKcTa u 3ampoca B LLM pns dopmupoBanus
OTBeTA.

Pa6ora monymnsa 1 maunHaeTcs ¢ MOATOTOBKH II0-
HMCKOBOTO 3ampoca. Ha sToM sTare 3ampoc IpoXoauT
mpenodpaboTKy, BKIIYAIIYI0 HOPMAJH3AIHI0 U
OYMCTKY TEKCTOBBIX MAHHBIX JJIs ObecleueHus Ka-
YecTBa W KOPPEKTHOCTH qajbHEHIeir o6paboTKH.

Ilocnie mpemobpaboTkm 3ampoc mpeobpasyercs 3
B BEKTOPHOE IIPEJICTABJIEHHEe C HCIIOJIb30BaAHUEM
mozesnu LLM 2. 9ToT sTan KPUTHYECKH BaKEH, TAK
KaK BEKTOPHOE Ipe[CTaBJIeHHE 3ampoca HCIIOIb-
3yeTcs [JIf IOWCKA PEJIeBAHTHBIX (PPArMEHTOB J0-
KYMEHTOB B BEKTOPHOH 0ase mpemo0paboTaHHOIO
MaccuBa COOpaHHBIX AAHHBIX 4 U IMOCIELYIOLIEro
(hopMupoBaHUST KOHTEKCTA.

Ilocme cosmaHus BEKTOPHOTO IIPECTABIEHUS
3ampoca HAYMHAETCS IIOWCK 5 pPejieBaHTHBIX (ppar-
MeHTOB JAoKyMeHTOB. Ilomck ocyiecrBisieTcd Ha
OCHOBE MEpPHI CXOJICTBA B IIPOCTPAHCTBE BEKTOPHBIX
IpeCTaBJIeHNH, YTO TO3BOIAET HAUTH (PPATMEHTHI,
MaKCHMaJIbHO COOTBETCTBYIOLINE 3aIIPOCY II0Ib30-
Barenda. HalimenHusie yparMeHThI U3BJIEKAIOTCA U3
BEKTOPHOM 0a3bl JAHHBIX U IIEPeNa0TCA HA CIeIy-
oui sTan 1is OpMUPOBAHUS KOHTEKCTA OTBETA.

dopMupoBaHme KOHTEKCTA 5 BKJIOUaeT c6op u
MOATOTOBKY PEJIEeBAHTHBIX (PPArMEHTOB, KOTOpbIE
OyAyT MUCIIONIB30BAHBI [JI OTBETA HA 3AIPOC TOJb-
3oBarensd. KOHTEKCT ¥ MCXOAHBIN 3ampoc mepena-
orca B kKoHTewinep LLM 2. Ha stom stame LLM
HCIOJB3YeT IMPeIOCTaABIEHHBIH KOHTEKCT IJd Te-
Hepauu OKOHYATeIHLHOT0 OTBETA, KOTOPBINA 3aTeM
BO3BpalllaeTCA I0JIH30BATETIO.
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Mopyns 10 yupaBiaeHuss mMomeaaMu 00pabOTKH
TEKCTOBBIX JaHHBIX KOOPAUHUPYET paboTy pas3iud-
HBIX MOjejiei, o0ecrieunBas UX WHTETPAIINI0 B 00-
umi nporece. Moaysab 3 BeKTOpHU3aAlUU JOKYMEH-
ToB ¢ momoIbio LLM mpeo6pasyeT TeKCTOBBIE [10-
KyMEHTBI B BEKTOPHBIe IpeacraBienus. Moxynb 6
U3BJIeYeHUA U IPenoO6paboTKH TEKCTOBBIX OIKCA-
HUU yrpos, ysI3BUMOCTEH W CIeHapHeB arak obpa-
OaTbIBaeT U MOArOTABJIUBAET JaHHbIE IJI AaHAIU3A.
Mopgynb 5 moucka pesieBaHTHBIX KOHTEKCTOB IIPOBO-
IUT IOUCK HA OCHOBE BEKTOPHBIX IPEICTABICHUM
3ampocoB. Moaynab 4 BEKTOPHOTO XPaHEHUSA IOKY-
MEHTOB o0ecreynBaeT XpaHeHne JOKYMEHTOB B BEK-
TOPHOU opme.

IInardgopma MISP 7 ucmonssyercs mis coopa u
obMeHa wH(oOpMAIHedl 0 BPEIOHOCHBIX IIPOTrPaM-
Max, obeclieunBasi WHTErPAIlMIO JAHHBIX W3 pas-
JIUYHBIX HUCTOYHUKOB. Momynu cbopa cinaboCcTpyK-
TYPUPOBAHHBIX MaHHBIX 8 W cbopa OAHHBIX W3
BHEIIIHUX HCTOYHHUKOB 9 coOMpaoT HHMOPMAIIHIO
U3 TeMaTH4YeCKHUX HOBOCTHBIX KaHAJIOB U 6IO.TIJIeTe-
Heii, obecrieunBas aKTyaJbHOCTH W IIOJHOTY 06asbl
nauHbiX. 10C HCMOMb3yIOTCA MM UIAEHTH(DUKALIUN
yIpo3, BKJIIOYAsA JAHHBIE O BPEJOHOCHBIX IIPOrpaM-
Max ¥ ysI3BUMOCTSX.

OyHKIHOHANbHAS MOJEIb IIpollecca aHalu3a
MaHHBIX KHOeppasBeKy IpHUBeaeHa Ha PHC. 3.

llanee mpu IOCTPOEHWH IIPOTOTHUIIA CUCTEMBI
npumensierca cxema Advanced RAG [32], ucmons-

\
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3yIolas yBeJIWYEeHHOEe KOHTEKCTHOE OKHO aHAJIH-
38 ¥ METOIbl CYMMAapPHU3AIUNA U CKATHI KOHTEKCTA
(puc. 4). Cxema nosicusieT 6710k 4 «[Touck peneBanT-
HOTO KOHTEKCTa W ero o0paboTka» (PyHKITHOHAJb-
HOHM MOJEJH U B CBOI0 OY€peb BKJIIOUAET CIEHYIO-
e OJIOKH.

VectorStore (xpaHumuiie BeKTOPHBIX IPEICTAB-
JeHuM) — 0as3a JAHHBIX, XPAHAIIAA BEKTOPHBIE
mmpexacTaBjieHus NOKyMmeHTOB. Hcmonbsyerca miist
OBICTPOTO MOMCKA PEeJeBAHTHON uH(pOpMaUuU HA
OCHOBE BEKTOPHBIX 3aIIPOCOB.

Search Sparse + Dense Vector (mouck c¢ paspe-
JKEHHBIMH U INIOTHBIMU BEKTOPAMH) — BBINOJIHIET
KOMOMHUPOBAHHBIN IOUCK Ha OCHOBE PA3PEsKeHHOTr0
BEKTOpa IPU3HAKOB TEKCTOBOro omucanus (Sparse)
(mampumep, ¢ nomoinbio TF-IDF) u cemaunTuuecknit
MOUCK C MOMOIIbI0 BeKTOpHbIX (Dense) BiokeHUH
(HamrpuMep, MOIyYeHHBIX ¢ moMoIibo LLM).

Eliminate Redundant Embeddings (ymamenue
n30BITOYHBIX BEKTOPOB BIIOJKEHHUM) — WMCKIYEHNE
U30BbITOYHBIX BEKTOPOB BJIOXKEHHHU, YMEHbBIIIAET KO-
JIXYEeCTBO HEpPEeJEeBAaHTHBIX HWJIH I[y6JII/IpyIOH.II/IXCH
NAHHBIX.

Rerank the Context (mepepaH:XKHpOBaHUE KOH-
TeKcTa) — HaUJIeHHbIe TEKCTOBbIE (PParMeHTHI yII0-
PAAOYHUBAIOTCA II0 CTEIIeHU PeJIeBaAHTHOCTH C IIOMO-
IIbI0 MOfIeIed pamKupoBanus Ha ocaose LLM.

LongContext  Reorder (unepepacmpefeneHue
IJIMHHOTO KOHTEKCTA) — HaleHHble (PparMeHThl

[ Pernament chopa u npegobpaboTin ganusx TwnepnapameTpsl RAG MeTonuka oueHkn therTUBHOCTH
Y
Texctossie 4 F
of i Mp P AEHHBIK =
o W NOCTPOEHHE (ParMeHTos 3TaANOHHLIA OTBET
¥ipos, " (np HacTpoiKe
YRIBMMOCTER, 10 CHCTEMSI)
gHap Iy
arax Npenobp Y BexTop BNOMEHWA ANA
NaHHbIe ...,/ MoCTpOSHHE BEXTOPHIX NONb30BATENLCKOND 3aNpoca
NpeacTaBnexui u &
3ANONHEHNE BEKTOPHOM ?;':g::;m:::‘::s:
~ BA
2
\ B
4 MogroToska
3anpoc nonb3oBaTens NONLIOBATENLCKOM
A
3an
i 3 /Oqe Ka KauecTea i
” atcberTHEHOCTH
] 3anpoc (prompt) > s thepe
MoaroTosnEkHsIR ¥’ Mowck penesanTHoro 6
NONLIOBATENLCKMA KOHTEKCTE M ero
3anpoc obpaboTka
4
” Oreer mogenu
PenesanTHbIi KOHTEKCT »| Gopumposaime
oTEETa
5 Peaynstar obpabonm »
o 3anpoca
CYIK LLM g;xmpuaﬁ T Sucnept T AnMUHWCTPATOP T MAK

B Puc. 3. PyHrimoHaIbHAs MOJIENb IIPOIlecca aHaIN3a JaHHbIX Kubeppassenku: [IAK — mporpaMMHO-anmapaTHbId KOM-

IIJIEKC

B Fig. 3. Functional model of the TI data analysis process
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VectorStore

Eliminate
_'_Sf)f::e szee;ii > Redundant
Embeddings
Rerank the P LongContext
Context Reorder
Best Matched
Relevant
Context

B Puc. 4. Kouseiiep o6paborku naunubix Advanced RAG
¢ cyMMapu3aIrueid KOHTEKCTa

B Fig. 4. Advanced RAG pipeline with context summari-
zation

EePEeCTPYKTYPUPYIOTCA TAK, YTOOBI UX Mogaya ObLia
HamnboJee JOTUIHOM /i1 TeHepaI[uu OTBeTa.

Best Matched Relevant Context (Hamboiee pe-
JIEBAHTHBIA KOHTEKCT) — TIOCJe PaHKXUPOBAHUA
U TmepepaclpeieieHus H3BJIEKaeTcsa (PUHATIbHBIN
KOHTEKCT, KOTOPBIH Oymet rmepegan B LLM.

Anroput™m Ha pHC. 5 WITIOCTPHUPYET KIOYEBHIE
maru, HeoOXoAuMbIe I peanusdanuu 3(PQEeKTHB-
HOM CHCTEMbI aHAJIN3a CEMaHTUYECKON Pa3MeTKH U
W3BJIeUEeHUS WH(OPMAIIMK U3 CIA00CTPYKTYPHUPO-
BaHHBIX JAaHHBIX KHOeppasBeIKH C TOUYKH 3PEHHA
MOCJIeAYIOL[eH TPOTPaMMHON PeaTu3aIu.

CxeMa omuChIBaeT MPOIECC U3BICUYEHUT U TeHe-
panuu TeKCTOBOM WH(MOPMAIIUH C UCIIOJIb30BAHUEM
OONBIINX SI3LIKOBBLIX Mojenel u TexHomoruu RAG.
LLM, npumeHsieTca [IJd BeKTOPHU3aIlUM NOKyMeH-
ToB, LLM, — 171 IOATOTOBKM OTBeTa Ha I0Jb30Ba-
TeJbCKUU 3ampoc.

M, =splitd) [ d —

v
emb; =LLM 1(ch;) ol

v

L DB.add (embi, chi, M,)

v

req =getReq( )

v
emb, =LLM, (req)

q =search (emb,)

Res= generation(LLM,,C,)

ITuxn mo Bcem
ob6pabaTbIBAEMbIM JOKyMEHTaM

Pasouenue noxymenra d; na M; pparMmenToB
mmHoM 1000 TOKEeHOB

0 o ‘ Iluxn o M; pparmenTam i-ro JoOKyMeHTa

chj. =get(M,, d,) o HsBneuennej-ro pparmenTa qoxymenTa d;

IlocTpoenue Bexropa Biokenuii (embedding)
151 j-r0 pparmenTa ¢ momorbio LLM

s _| Brecenue j-ro (pparmenTa U COOTBETCTBYIOIIETO
: BEKTOPA BIIOKEHHH B BEKTOPHYIO 6a3y JaHHBIX

..................... { ITony4yenue moab30BaTEIBCKOTO 3AIIPOCA

Tlocrpoenue Bexropa Biaoxenwuit (embedding) mms
MOJIb30BATENIBCKOT0 3ampoca ¢ momomibio LLM;

v Brimonzenne noucka B BEKTOPHOU 6a3e TaHHBIX HA OCHOBE
OLIEHKHU KOCHHYC-M€epPhI CXOJICTBA BEKTOPOB BIIOKEHUH
3a1poca ¢ TeKCTOBBIMHU (PparMeHTaMu JOKYMEHTOB

c dopmupoBaHue KOHTEKCTa (PAHIKUPOBAHNE U
1 =19,7eq, p} CyMMapu3alis BEIOpaHHBIX (DPArMeHTOB),
v BKJIIOYAIOIIETO 3aIIPOC IIOTIH30BATENI I'eq

Tenepanus oTBera ¢ UCIIOIB30BAHUEM BTOPOM

v s3bIK0BOM Mogenu LLM, Ha ocHoBe

" e )

cdopmupoBarHoro kourexcra C;

B Puc. 5. ATropuT™ ceMaHTHYIECKOH PasMeTKH U U3BJIeYeHHsI HHMPOPMALINY U3 CI1ab0CTPYKTYPHPOBAHHBIX JAaHHBIX
B Fig. 5. The algorithm for semantic tagging and information extraction from semi-structured data
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IIpoexTupoBaHHe HCCIEIOBATEIHCKOTO
IIPOTOTHIIA IIPOTPAMMHOTO 00eCcIIeYeHU A
aHaJIN3a JaHHBIX KHOeppasBeaKu

KomnonenTHas Mozmeab UCCIEI0BATEIBLCKOTO IIPO-
TOTHIIA IIPOTPAMMHOTO O0OecleuyeHHuA AJII aHaIh3a
JAaHHBIX KubeppasBeqKU Ipe[CTaBlIeHa Ha pHC. 6.
JKcliepTHAS OLIEHKA BO3MOKHBIX KAHIWUIATOB MJIS
HCIIOIb30BAHUS B KaUuecTBe SAapa CUCTEMbI IIpHUBeIe-
Ha B Ta6:. 2. C 11e1p10 06ecrnedynTh KOHPUISHI[HATb-
HOCTb 06pabaThIBAEMbIX TAHHBIX IPUHATO PelleHne
KCIIOIb30BATh Pa3BepHYTYIO JokaxbHOo LLM.

Ilepeobyuennaa LLM c nmapamerpamu 7.3B mo-
crpoeHa Ha ocuoBe Mistral, riae Ki1foueBBIMU KOM-
[IOHEHTaMHu SABJIAIOTCA saiga mistral 7b _gguf. 9ro
o6uoBimenue Bepcuu Mistral-7B-v0.2, koropas 3a-
mumana 52-e mecro B peritunre Chatbot Arena, uro
BoImie, ueM y GPT-3.5-Turbo-1106.

AnropuTMbI IPero6paboTKY TEKCTOBBIX JaHHBIX
IeTajJbHO IPOAHANM3UPOBAHBI B PaboTe aBTOPOB
[33].

Mexaunusm RAG peannsoBaH ¢ UCIIOIb30BAHUEM
KOMIIOHEHTHBIX (perimBopkoB LangChain [34] u
OpenAl [35].

Pa6ora mporpamMmmHOro mporoTrumna HaYHHAETCS
C IOJYYEeHUs TAHHBIX U3 PABIHYHBIX HUCTOYHUKOB,
rakux Kak MISP u noxkanbHble paiiabl (Hampumep,
rexcroBble (ainbl u PDF-nokymenTsi, cobpanubie
¥3 BHEITHUX UCTOYHHUKOB). [lanubie u3 PDF-daiinos
HU3BJIIEKAIOTCA ¢ IIOMOILIbI0 KoMmmoHenTa MISP PDF
OCR Parser (n3Bie4eHre TEKCTOBOTO CJIOS WX OII-
THYECKOEe paclo3HaBaHue CHMBOJIOB). 3BIeueHHbIE
nauubie nepenatores B LangChain Text Splitter, xo-
TOPBIA pasiesseT TeKCT HA (PParMeHThI AJIs Talb-
Heli1e 06paboTKH.

\

N\
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3areM JaHHBIE IPOXOASAT STAIN BEKTOPHU3AIINU
B LangChain Vectorizer, rie TekcToBble PparMeHThI
npeobpas3yroTCcs B BEKTOPHOE IpexacraBienue. s
MYJIbTHSISBIYHBIX [TAHHBIX OBLIM WCIIOAb30BAHBI
LLMs:

— sentence-paraphrase-multilingual-mpnet-
base-v2;

B Tabauya 2. OueHxka BO3MOMKHOCTEH WCIIOIH30BAHUS
LLM B 3aave 06paboTKy JaHHBIX KubeppasBenku

B Table 2. Evaluation of the possibilities of using LLM in
the task of processing T1I data

Bosmox- YpoBeHb
HOCTH YenoBus agmamnra- | Beictpo-
MOI[BJIB JIOKAQJIb- | HCIIOJIB30Ba- janznz ﬂeﬁCTBHe
HOTO HUA K pyccKo- | Momemn
3alryCKa MY A3BIKY
ChatGPT Her IInarusii | Beicokuii | Beicokoe
API, mer
IOCTyIIa
B P®
Llama 13B |la Becninar- |Huskuii | Cpenmee
Hasd
YandexGPT |Her Becnnar- | Beicokuii | Beicokoe
ubei API
Mistral 7B | la Becninar- |Huskuii | Cpenmee
Has
Gemini Her IInaruein | Huskmii | Beicokoe
API, mer
JocTyTma
B PO
Llama-3- Ja Becnnar- | Beicokuii | Beicoxoe
Saiga Has

LM Studio Local
Web Server
request rfq : : answer
a Create RAG »| Saiga Mistral 7b
. —»
request python 8 bit quant
request context A get embedding
\4
(ON] . » LangChain
—»| Python parser LangChain Py't hon < Text Splitter
.| OpenAl service
» python
txt files getContext v findContext v create chunks
LangChain
Local txt
St oca MISP PDF Vectorizer
orage OCR Parser save2Chrome python
MISP

B Puc. 6. KomnonenTHas Moie/lb HCCIEI0BATEIbCKOT0 IIPOTOTHUIIA IIPOTPAMMHOTO 00€CIIeYeH s aHAINu3a JaHHbIX Kubeppas-

BEOIKU

B Fig. 6. Component model of a research prototype of cyber intelligence data analysis software
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— DeepPavlov/rubert-base-cased;

— multilingual-e5-large.

BekropHbIe npecTaBIeHus TEKCTOBBIX (hparMeH-
TOB COXPaHIIOTCA B BEKTOPHOM O6ase nauubsix Chroma,
obecrieunBasi GBLICTPHIN JOCTYIT U MIOMCK JAHHBIX.

Il reHepamuy 3ampoCOB KCIIOJIb3yeTCSd KOM-
moueHT Create RAG request, KOTOpbI# OTIpPABIIS-
eT 3ampockl Ha 00paboTky B Saiga Mistral 7b 8 bit
quant — upenobyuyenuyo LLM.

3ampochl MOJIb30BATENA U KOHTEKCTHI 06pabarsl-
BalOTCA C Ucroab3oBanueM Python parser u dpeiim-
BopkoB LangChain u OpenAl, xoTopblie obecredn-
BalOT MpeaobpaboTKy MAHHBIX W B3aHMOJEHCTBIE
¢ LLM. ITonyuyeHnubie naHHbBIE COXPAHSIIOTCI U 00-
pabaTeIBalOTCA JTOKAIBHO ¢ ToMoIbio Local Storage
u LM Studio Local Web Server, obecrieuuBas uH-
Terpamuio BCEX KOMIIOHEHTOB CHUCTEMBLI W OCTYII
K (QyHKITHOHAIY MOLYJII Yyepes Beb-unTepderic.

MuxkpocepBrcHas apXUTEKTypa KCCIeI0BaTelb-
ckoro mporoTuiia (puc. 7) obecrmednBaeT BO3MOKHO-
CTH BEPTHUKAJIHHOH M TOPHU30HTAJIHHON MaciiTabu-
pyeMocCTH.

PasBeprbiBanre NOPOTOTHIIA OCYIIECTBIISIOCH
BBICOKOIIPOU3BOAUTEIBHBIM CEPBEPOM CO CIIEMYIO-
UMY IapaMeTPaMHu:

— 20-apepubi npoueccop Intel Xeon E5-2698
v4 2,2 T'Tm;

— 256 I'6 O3Y RDIMM DDR4,;

— uerbIpe BuAeoyckopuTens Tesla V100 ¢ cym-
MapHbIM 00beMoM BueonamMmaTu 128 I'6.

Kamxpas wu3 mojmesnell B M30JHPOBAHHOM OKpY-
JKEHWHU HCIIOJIb30Baja BbIle/IeHHbIe rpaduuecKue
IIPOIIECCOPBI, O0OMEH MaHHBIMU MEXIY MOIEJIIMU
ocyIecTBsica yepes KaHaabl B O3Y.

IIpoBenenne BHIYMCIUTEIHLHOTO
SKCIIEPHMEHTA Ha COOPAHHOM
Habope TaHHBIX

Ilenb BLIYMCIUTEIBHOTO SKCIIEPUMEHTA — OLIeH-
Ka paboToCIOCOOHOCTH IMPOrpaMMHOIO IPOTOTHUIIA
IIPHU peain3aIuu:

— BOIIPOCHO-OTBETHOTO JHMAJIOTOBOIO B3aWMO-
IeHCTBUA SKCHepTa ¢ 6a30¥ ITOATOTOBIEHHBIX JI0-
KyMEHTOB 00 yrpos3ax, ysI3BHMOCTAX, TAKTHKAX MU
TEeXHUKAX UX Pealnu3alluu;

— CTPYKTYPHUPOBAHHUA TEKCTOBOTO JOKyMEHTAa
B popmar MISP mnst mocmemymoiero MCIoIb3oBa-
uusa B CYJIK.

B xonme paspaboTku cucTeMbl O6b11 co3MaH HAGOP
TaHHBIX HAa OCHOBe aHan3a O0osee 20 MCTOYHUKOB,
BrIouanonux remarudeckue TI-kaunamner Telegram,
OTYeTHI O JAHAIAdTe Yrpo3 BeAyIIUX BEHJIO-
poB B obmactu 3amutsl naopmanuu (F.A.C.C.T.,
Jlaboparopust Kacniepckoro, Cisco u . m.). C momo-
mpio pedcreyiomeidt CYIK ma ocHoBe miardopmbl
MISP 6butm cobpaubl manHble 3a mepuox 2022—
2023 rr. u3 10 0OCHOBHBIX KaHAJIOB, BKJIOYas, OI0JI-
nerenr PuullEPT u HKIIKW. [lanusie npexcras-

26.06.2024

rpynmna xakepos
HCII0NIb30Baa
yassumocts BJ Oracle
Bepcuu 3.22 u ykpaua
IaHHBIE O I0JIb30BaTeIIX

PostgreSQL

KOMITAHUH «¥YCOBCKUM

Mopgynp ummopra Master

KapTOHHBIHA 3aBO,
TaHHBIX 1 p >

\ 4

{

“date”:”26.06.2024”,
“threatType”:”¥aszsumocts B1”,
“countries”:” Poccua”,
“typeOfDistribution”:
“HearryansHas Bepcus [10”,

Moayab ummopTa
TAHHBIX 2

Monyab xpanenus u
OpKeCTpaIuu JaHHbBIX

J 5

Monyns umnopra
naHubIx N

Hurepdeiic
[I0JIB30BATEILS

“description”:” Yrpaneus: I1[1x Monynnb
u3 B]] Oracle 3.22” ——| HMHTEeIIeKTyaJIbHOH
} obpaborku 1
Monynnb
BanancupoBuuk .
< » aar P:ncnm < » HHTeINeKTyalbHOU
Py o06paboTku 2
Mogyns nHTErpanun Mopnyns
C BHELIIHUMH '— WHTeIIEeKTyalbHOH
cucremamu (MISP) obpaborku N

A

A

Buemussa cucrema
(Vulns.IO)

B Puc. 7. MukpocepBrCHAs apXUTEKTYPa UCCIET0BATEIBCKOTO IIPOTOTHIIA IPOIPAMMHOTO 00eCIIeYeHns
B Fig. 7. Microservice architecture of a research software prototype
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JIEHBI B OTKPBITHIX HCTOYHHUKAX, COOPAHBI B TEKCTO-
BOM (hopMarTe U masee nperobpaboTaHbL.

Pasmep okHa aHamH3a TEKCTOBOTO IOKYMEHTA IIO-
cne npemobpaborku cocraBua 1000 TokeHOB ¢ mepe-
kpbiTHeM 300 ToxkeHOB (1 TOKeH = 2-4 CHMBOJIA TEK-
cra). O0mag 0a3za ODAaHHBIX TEKCTOBBIX OIMCAHUU U
BEKTOPOB BIIOKEHHUH BKIItouasa 6omee 10 Thic. 3amucei.

Bompocs! ¥ Mozenu 3a1aBaauch B COOTBETCTBUU
C YTAJIOHHBIM CIIMCKOM IIOATOTOBJIEHHBIX 3aIpO-
COB — AJIA KaKIOTO JOKYMEHTAa I'PYIIION DKCIEPTOB
OBLTH TIOATOTOBJIEHBI MATH BOIPOCOB M 3TAJIOHHBIX
oTBeToB. Pe3ynbraThl renepanuu Mogenu 106aBis-
JHUCh B 6asy I falbHEHIero CpaBHEHHUA C 3TAJIOH-
HBIMH OTBeTaMHu 3Kciepra. MToroeniii Habop Tek-
croB BEaYaa 100 mpemo6paboTaHHBIX TOKYMEH-
TOB, AJIA KaMI0TO U3 KOTOPBIX OBIIO MOATOTOBIEHO
[IATH 9TAJIOHHBIX BOIIPOCOB U OTBETOB.

Mopens crioco6Ha HaxXogUTh IPaBUIbHbBIE (ppar-
MEHTBI TEKCTA M COCTABJIATH II0 HUM OTBET HA IIO-
CTaBJIEHHBIN BOMPOC. B Ay4minx urepamusax OTBET
MOJEJIX MOXKET IPAKTUIECKH [I0JTHOCTHIO COBIIAATH
C 9TAJIOHHBIM OTBETOM.

AHa/In3 MOJIy9eHHBIX PE3yJIbTATOB
H OnleHKa 3¢ eKkTHBHOCTH
MPEIJI0KEHHOT0 PeleHns

s oneHKu pesyabTaToB PabOThl CUCTEMBI ObI-
JIM MCIIOJIb30BAHBI CJIEYIO[Ae METPUKH.

1. OKcmepTHAasa OIEHKA: OIEHKA M0 ISTHOAJIIb-
HOM mKame (OT €UHUILI — XyIIlee COBIAJeHUe
A0 IIATH — IIOJIHOEe COBHaJ_'[eHI/Ie), openocraBJIeHHAS
DKCIIEPTOM HA OCHOBE CyOBEKTHBHOTO BOCIIPHATHS
KayeCcTBA CreHEPUPOBAHHBIX OTBETOB. JTa OLEHKA
BasKHA JIJIs IOHUMAHUS TOT0, HACKOJIbKO Pe3ybTa-
ThI MOJIEJIK COOTBETCTBYIOT OKUIAHUIM CIICIIUATIH-
CTOB IIPEeIMETHOHN 00JIaCTH.

2. BertScore: omenka (6espasmepHasi BeIHYH-
Ha B auanasoHe [0, 1]) ceMaHTHYECKOTO CXOACTBA
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CTeHEePpUPOBAHHOTO OTBETA W STAJOHHOTO OTBETA.
Hcnonbsyer momenun BERT nns BbhrumcieHus BeK-
TOPHBIX IIPEICTABACHHUM TEKCTA U BBIYHCIIEHUS
KOCHHYCHOTO CXOJICTBA MEXKIy HUMH. Brirouaer
omenku touHoctu (Precision), moarorsr (Recall) u
rapmonuueckoro cpeaaero (Fl-score):

— BertScore_pre: Tounocts (Precision);

— BertScore_rec: monmora (Recall).

Bricokre 3HaYeHHs 9TUX METPHK ITOKA3BIBAIOT,
YTO TEKCT MOJEIN CEMaHTHUIECKHU OJIM30K K 9TaJIOH-
HOMY.

PesynbraTel pacyera CpeaHero 3HAYEHUS KaiK-
IIO¥ W3 METPHUK IIPUBEEeHBI B TabI. 3.

MeTrpuku, pacCuuTaHHbIe WHIWUBUIYAIBHO IJISA
Ka’K0Or0 OTBETA MO, IPEICTABIEHBI B TA0I. 4.

Heob6xomumo omnenuBaTh Kak 5QPpPEKTHBHOCTD
paboThl MOJyJIel IMOKWCKA U TeHEPAIlNH 10 OTHEeNb-
HOcTH, Tak W pabory koHBeiiepa RAG B memom.
IToMuMO 9KCIIEPTHOM OIEHKU Pe3yIbTATOB PabOThI,
cymiecrByioT u uuble Metpuku: ROUGE [36], BLEU
[37] u RAGAS [38].

ITpumenenue dperimBopka RAGAS (Retrieval
Augmented Generation Automated Scoring) [38]
II03BOJIAET ABTOMATH3MPOBATH OIEHKY KauecTBa
OTBETOB MOMeJu B BHe Habopa MeTpukr (radi. 5).
Cocrag mpemnobpaboTaHHOro Habopa JaHHBIX IOKA-
3aH Ha puc. 8.

Hcnonb3oBanue Kak MOMKHO MEHBIIIETO KOJHWYe-
CTBa JAHHBIX, AHHOTHPOBAHHBIX SKCIIEPTOM BpPYyY-
HYI0, IIO3BOJIUT CHHU3UTH CTOMMOCTH pPa3pabOTKH
CHCTEM ¥ IIOBBICUTH OIEPATHBHOCTH OIEHKHU 3()-
dexTuBHOCTH cHucTembl. Peamusanus dpeiimBopka
RAGAS no3BosiseT IpoBOgUTD OIEHKY 3((EKTHUB-
HOCTH CHCTEMBI B KaK0M M3 3THUX CIIeHApHeB (¢ uc-
M0Jb30BAHUEM aHHOTHPOBAHHBIX SKCIIEPTAMU JAH-
HBIX U 0e3, KOra B KauecTBe SKCIIEPTa BBICTYIAeT
ormenbHas LLM-«kputugk»). Bece sHaueHnsa MeTpuk
HaxoxsaTcsa B guamnasone [0, 1], mpu sTom 6osiee BbI-
COKMe 3HAYeHUs YKA3bIBAIOT HA JYYIILYI0 IIPOU3BO-
IUTeNbHOCTE. /1 cobpanHoro Habopa JaHHBIX pe-

B Tab6auya 3. Pesyaprarsl mojcuera METPUK U UX aHAIN3
B Table 3. Results of metrics calculation and their analysis

O6o3Havenue Cpenuee
N—— SHATOHME SHayeHNe METPUKH Amnanus pesyiabraTa

JKcIepTHAS 3,98 Bricokue 3HAUEHUS SKCIIEPTHOM O1neHKa MOKa3bIBAET, YTO OTBETHI MOIEIIH

OLIeHKA OLIEHKY F'OBOPAT O TOM, YTO, C TOUKKM | HAXOAATCS HA BHICOKOM YPOBHE U OIM3KH
3peHusd NIPO(PECCHOHATOB B JaHHOH | K 9TAJIOHHBIM. JTO CBUIETEIbCTBYET O TOM,
obacTy, pe3ynbTaThl CYUTAIOTCS YTO MOJIeJIb YCIIEIIHO TeHepUPyeT PeIeBaHT-
Ka4eCTBEHHBIMHU U YAOBIETBOPH- HbBIe U II0JIe3HbIe OTBETHI Ha BOIIPOCHI
TEJIbHBIMH

BERTScore_pre 0,9 Beicokue 6annst BERTScore oznaua- | Boicokue snauenua BERTScore nokassiaior,
10T, YTO OTBETHI A3BIKOBOM MOMEIH YTO MOJIEJIb XOPOIIIO CIPABIAETCS C 3a1a4aMu,

BERTScore rec 0,88 CEeMaHTHUYECKH U CHHTAKCHIECKU I7ie BaKHA CeMaHTHUYeCKasd TOYHOCTh, CII0C00-

- cxX03KHu ¢ pedpeparamu Ha TeHEePHUPOBATH TEKCTHI, OIIU3KHE II0 CMBICILY
BERTScore F1 0,89 K 9TAJIOHHBIM
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B Tab6auya 4. Paccunranubie s 0TBETOB METPUKHI
B Table 4. Calculated metrics for responses

JKcHepTHAs OIleHKa BERTScore_pre BERTScore_rec BERTScore F1

5 0,99 0,94 0,96
5 0,76 0,45 0,57
5 0,93 0,88 0,9

5 0,94 0,94 0,94
5 0,92 0,88 0,9

5 0,94 0,94 0,94
5 0,92 0,92 0,92

B Taéauya 5. Merpuxu RAGAS nia monuoro Habopa JaHHBIX

B Table 5. RAGAS metrics for the full dataset

OHEHI/IBaeMaﬁ qacTb
Metpura XapaKTepucruka . SHaueHUe
kouBeiiepa RAG
TouxoCTH O1meHUBaeT COOTHOIIEHNE CUTHAA K [IIyMY H3BI€IEHHOT0 OTnenbHbIE STAIIBI
KOHTEKCTa KOHTEKCTa, BRIYUCIIIETCI C UCIIOIb30BAHUEM BOIIPOCA U ananusza RAG 0,803
KOHTEKCTOB
Ilonnora Hamepsiet, 6bliia U U3BJIeYeHA Bed He0OX0oAuMAas g OTBeTa Ha To ke
KOHTEKCTa BoIpoc HHpOPMAIHSI. ITA METPHKA BBIYHUCIAETCI HA OCHOBE
ATAJOHHBIX JaHHBIX — ground_truth (9To exuHCTBeHHAS METPH- 0,794
Ka B hpeiiMBOpKe, KOTOpAs OIUPAETCA HA AHHOTUPOBAHHbBIE
YeJI0OBEKOM METKH UCTUHHOCTY) H KOHTEKCTOB
PeneBanTHOCTH OueHnBaeT peaeBaHTHOCTH U3BIEYEHHOT0 KOHTEKCTA, p
KOHTEKCTa ompeienaeMy 0 Ha OCHOBE KaK BOIIPOca, TAK ¥ KOHTEKCTOB
Bepnocts H3mepsaeT hakTHIECKYIO COTIIACOBAHHOCTD CTEHEPHPOBAHHOTO
0TBETA IO OTHOIIEHHIO K 3aJaHHOMY KOHTeKCTy. KoauuecTBo
IPaBUJIBHBIX YTBEPIKICHUH 13 3aJaHHBIX KOHTEKCTOB AeJIUTCI Ha —1/—- 0,831
obIIIee KOJMYECTBO YTBEPKACHUH B IOATOTOBJIEHHOM OTBeTe (Ha
OCHOBE BOIIPOCOB, KOHTEKCTOB U OTBETOB)
PeneBantHOCTD OneHnBaeT, HACKOJIBKO PEIEBAHTEH OTBET, [TOJT0TOBIEHHBIH
orBera MOJIeIBI0, COOTBETCTBYET Bompocy. Bomee Huskumii 62
NIPUCBAWBAETCS OTBETAM, KOTOPBIE ABISAIOTCI HEIIOTHBIMY UIIH p 0.813
conepikaT u30bITOUHY 0 HH(POPMAIIHIO, a 60JIee BHICOKHE 0aIIbI ’
YEAa3BIBAIOT Ha 60JIee BHICOKYIO PEIeBAHTHOCTD. [l OIleHKu
METPHUKH UCIIOIBb3YKTCA BOIIPOCHI U OTBETHI
Cemanrnueckoe | OumeHuBaer ceMaHTHYECKOE CXOACTBO MeKAy creHepupoBaHHbIM | CKBO3HAS OIfeHKA
CXOJICTBO OTBETOB | OTBETOM U UCTHUHHBIM 3HAUYEHUEM rouseriepa RAG
KoppekrHocth Brirouaer B ce0st n3MepeHHe TOYHOCTH crenepupoBarHoro oreera | To ske 0.829
OTBETOB 10 CPABHEHHIO C UICTUHHBIM 3HAYEHUEM ’

3yIbTATHI ONeHKH ¢ romoinbio RAGAS npusenensl
B Tabum. 5.

B xome skcmepumenTa ObLIO yCTAHOBJIEHO, UTO
MOJIeJIb TIOKA3bhIBAET BHICOKHE PE3yIbTATHI 10 00JIb-
HIMHCTBY METPHK. JKcmepTHas omeHka 3,98 mon-
TBEPJKIAET, YTO TeHEPHPYEMbIe OTBETHI BOCIIPHHU-
MamTCcd KaKk KauyeCTBEHHbIE U Moje3Hbie. MeTpukn
BERTScore mokassIiBaioT, 9TO MOJEIb T€HEPUPYET
OTBETHI, KOTOPhIE CEMAHTHYECKU CXOMKU C DTAJIOH-
HBIMH, YTO TAKKE HOJIEePKUBAET BHICOKYIO OIEHKY
kauectBa mozenau. CoBorymuocTh MeTpuk RAGAS

TagKe IMOATBEPIKIAeT CIOCOOHOCTH CHCTEMBI KOp-
PEKTHO OTBEYATh HA IOCTABJIEHHBIE BOIIPOCHI, YTO
ZeJaeT ee IOJIe3HBIM MHCTPYMEHTOM IS aHAJIHU3a
HECTPYKTYPHPOBAHHBIX M CTPYKTYPHUPOBAHHBIX
IAaHHBIX KHOeppas3BeqKu.

Jnsa onenku 5 (PEeKTHBHOCTH CHCTEMbI (CHHUIMKE-
HHE TPYLOEMKOCTH 06pab0TKMU TAHHBIX U IIOBBIIIIE-
HHe OIEePATHBHOCTH aHAJW3a) SKCIEPT B 00JacTh
KubeppasBeIKy aHAIU3UPOBAJ OTKPBLITHIE HOBOCT-
HbIe COOOLIEHNA TEMATHIECKOr0 KAHAIA U CTPYKTY-
pupoBaj HHMOPMAI[HIO BPYYHYI0, BO BTOPOM CIleHAa-
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CICICYSACRE)

OTaIOHHBINA OTBET

MOZeIn ® Bompoc

a @ (Question)
(Ground Truths Answer)
A
@, 0O ®

\ 4
OTBeTr Mozmenn P Konrexker
(Answer) h @ (Context)

moaHOoTa KoHTeKcTa (contextrecall)

BepHocTb (faithfulness)

KOPPEKTHOCTH OTBeTa (answer correctness)
CceMaHTHYEeCKOe CXOACTBO 0TBeTOB (answer similarity)

peieBaHTHOCTH OTBeTa (answer relevancy)

TOYHOCTH KOHTeKcTa (context precision)

B Puc. 8. Ocuosubie cyuiaoctu RAGAS
B Fig. 8. Main entities of RAGAS

\

Tab6auya 6. PesyabraTs! SKCIIEpUMEHTA
Table 6. Results of the experiment

Cuenapuii u
IIUTEIbHOCTh

Pyunas o6paborra
OIHHIM HKCIIEPTOM

ABromarnueckas
obpaboTra

C6op uudopma-
[[U¥ 32 O[UH JI€Hb

20 3anucen
KubeppasBeiku

400 3anucen
KubeppasBegku

u3 10 ucrTouHu-
KoB 3a 30 Mmuu

u3 10 ucrouynu-
KoB 3a 30 Mmun

400 zamuceit u3
10 HCTOYHUKOB
3a 33 MuH

20 samucei us
10 HCTOYHUKOB
3a 150 mun

Ananus u
CTPYKTypHPOBA-
HUe HHPOpMAaIUuU
3a OIWH IeHb

C6op uudopma- 140 samuceii 3a | 2100 3amuceii 3a

MU 34 HeJeaio 250 muH 250 muH
Ananus u 140 sanuceii 3a | 2100 3amucei 3a
crpykrypupoBa- | 1050 munr 210 muH

Hue HHPOPMAIIUH

3a HeJe0

pHH Ta jKe 3a/mada BBINOIHAIACH C HCIOIb30BAHUEM
npemiaraeMoi cucremsl (Tabu. 6).

Takum obpasom, Ha cOOP JAHHBIX JJIS OLHOH 3a-
nwucu B 6a3y TI skcmepr Tparun B cpeguem 1,5 MuH,
IPU WCIOJIH30BAHUU INPENIaraeMod CHCTEMBI —
0,075 muH. IIpu cTpyKTyprpOBaHUHE OTHOU 3aITHCU
B dpopmar MISP skcmepr Tparun 7,5 MuH, npu wuc-
nonb3oBauHuu cucteMbl — 0,083 MuH.

3akaroueHue

PaccmoTpensr cmoco6bl moBbImeHus s¢QQex-
TUBHOCTH (IIOBBIIIIEHNWE OIMEPATUBHOCTH W CHUIKE-
HHUEe TPYAOEeMKOCTH) aHaAW3a AAaHHBIX KuOeppas-
BEJKM C IOMOIBI METOJO0B HUCKYCCTBEHHOIO WH-
TeJIeKTa:

N\
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— paspaboTraHa CTPYKTypPHO-(YHKIIMOHAIbLHAS
oprammusanusa (CTPyKTypHas cxeMa H (QyHKIHO-
HAJIbHAS MOJEJb) CHCTEMBI HHTEJJIEKTYaIbHOTO
aHaImu3a JaHHBIX KuOeppasBeqKH HA OCHOBE 00Jb-
WX A3BIKOBBIX MOJEJIEN ¢ IpPUMeHeHNeM KOHBeH-
epa RAG;

— paspaboTaH aJrOPUTM CEMaHTHUYECKOH pas-
METKH! W W3BJICYEHU WH(POPMAIIUHU U3 CIa00CTPYK-
TYPUPOBAHHBIX JAHHBIX KHOeppasBegKH IJs II0-
crenyromiero ananusa c¢ momombio LLM B cocrase
BOIIPOCHO-OTBETHOM CHCTEMBbI IOAAEP:KKH IIPUHSI-
TUS pelleHu;

— paspaboTaH WHCCIeT0BATEeIbCKUN MTPOTOTHII
(KOMITOHEHTHAs MOMe/lb, MUATPAMMbI BapHUAHTOB
WCIOJb30BAHUS, MHKPOCEPBHCHAS AapPXUTEKTypa)
IIPOrpaMMHOro obecledueHns [JIA aHAIN3a JaHHbBIX
KubeppasBeKu C IIOMOIIbIO OOJBIIMHUX S3BIKOBBIX
Mojesiel, oleHeHa 3P PEeKTUBHOCTD MIPEIJI0KEeHHO-
ro pelleHus B 3amade 06pabOTKH CIab0CTPYKTYPH-
POBAHHBIX TaHHBIX U3 KaHaaoB T1.

[IpoBenenHbI# SKCIEPUMEHT TIOKA3aj CorJa-
COBAHHOCTDL SKCIIEPTHBIX OTBETOB IO HAbGOpy co-
OpaHHBIX JOKYMEHTOB C OTBETAMH, IIPEIJIOKeH-
HBIMH MOJIeNIbI0, HA ypoBHe 3,98 6ajna w3 IMATH.
3uauenne merpuku BERTScore F1 cocrasuio 0,89,
metpuk RAGAS «koppekTHOCTH OTBETOB» (Answer
Correctness) — 0,822. Bpemenubie 3aTparsl Ha cO0p
¥ moarotoBKy mauHbIX 11 CYIIK cuusumnuce 6osee
gem B 20 pas.

BoeisiBIIeHBI 0COOEHHOCTH pealu3allud CHCTEM
WHTEeJJIeKTyaIbHOTO aHain3a fauabix T1:

— CJIOKHOCTb IMPOEKTUPOBAHUSI U Pealu3al[uiu
C HCIIOJIB30BAHUEM COBPEMEHHBIX (PPEeHMBOPKOB
IIPOrPAMMHOTO IPOTOTHUIIA CHCTEMBI, HCIOJIb3YIO-
mei kouseiiep RAG misa ymnpapieHus TaHHBIMU
KubeppasBeiKy, HUKe, YeM CJIOKHOCTh HACTPOUKHU
TUIEePIapaMeTPOB OTAEIbHBIX DTAIOB 00pabOTKH U
dopMupoBanus Habopa METPUK [Jis HEIPEPhIBHOM
oIeHKY 3(p(PeKTUBHOCTH aHa/lu3a U aJeKBATHOCTH
OTBETOB MOJEJIH,

— oneHka 3(Q¢EKTUBHOCTH CHCTEMBI Tpebyer
BBICOKOKAUYECTBEHHOT0 Habopa IIPOBEPOYHBIX aH-
HBIX, IOJTOTOBJIEHHOTO SKCIIEPTAMHU, YTO SBJISIETCS
CIIOKHBIM, TPYAOEMKHM U JOPOTOCTOSIIMM IIPOIiec-
COM.

HoBusua mpepiaraeMbIX aJTOPUTMA W MOIEIH
OCHOBAHa HA aJTOPUTMAX IIOMCKOBOM [OIOJHEH-
HOﬁ reHepauHH C IIOMOIIIBIO 6OJII)H.II/IX A3BIKOBBIX
Mozellell, OTIUYUTEIbHON 0CO0EHHOCThIO ABJIAETCS
KOMIIJIEKCHPOBAHWE CBEIEHUH W3 HECKOJIbLKHUX HC-
TOYHUKOB pacupoctpanenus loC u mocaemyrolee
W3BJI€UEHUE WHQOPMAIIUKM U3 CIa00CTPYKTYPHUPO-
BAHHBIX HAKAIIJIMBAEMbIX JAHHBIX C IIOMOIIBIO MO-
Jejieil MalIuHHOTO 00yYeHus B COCTaBe KOHBelepa
RAG. 9T0 mo3Bo/seT IOBBICHUTH 3(PQPEKTHBHOCTH
aHaIM3a OAaHHBIX KHOeppasBemKwu s OKA3aHUsI
3HAYMMOHM ITOMIEPKKH CIIEIMAJTUCTAM I10 3all[HTe
UHQOPMAIMHU B X0/i¢ AHAIN3a AKTYaIbHBIX YIPO3 U
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YA3BHMOCTEH 34 CYET CHUIKEHUA TPyHo3arpar (Bpe-
MeHH c6opa 1 00paboTKHU JaHHBIX).

Hecmorps Ha Habmogaouecs TeHACHIUHN YBe-
nudeHusa KoHTekcTHoro okna LLM, mexanusm RAG
[I03BOJIAET PEan30BaTh pasaeeHue [IpaB U yIIpas-
JIeHHUEe JOCTYTIOM K MOJIEeJIH, YTO HEBO3MOIKHO Peau-
30BaTh TOJBKO UMb Ha ypoBHE LLM.

IlepciekTHBHBIM HAIpPaBIEHUEM NATbBHEHIINX
WCCIENOBAHUN fABIAETCA IIOCTPOeHHe «rpadoB
suauuii» (Knowledge Graphs) ¢ wmeragamHBIMU

(Knowledge Maps), ONHCBIBAIOIUMU CTPYKTYPY
XPaHEeHUs U CBI3K MEIKIY CYIHOCTIMY IIPEeIMETHOM
o6nactu (Graph Retrieval Augmented Generation).

duHaHCcOBasd MOAIEPKKA
Pa6ora Bermonmmena B OmMI'TY B pamrax rocy-

napcTBeHHOro saganus MwunoGpHayku Poccuu mHa
2023-2025 rr. No FSGF-2023-0004.
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Introduction: The lack of efficiency and the complexity of the analysis and management of semi-structured and structured Threat
Intelligence data collected from various sources is a pressing issue. Purpose: To increase the efficiency (which implies reducing the labor
costs of experts and ensuring the completeness and promptness of the knowledge base updates) of Threat Intelligence data analysis using
artificial intelligence methods. Results: The conducted analysis of approaches to the construction of Threat Intelligence data management
systems has shown as a promising direction the use of large language models as part of a “question-answer” decision support system with
an extended augmented generation mechanism. We develop a structural diagram and functional model of a data mining system for the
Threat Intelligence data. It is based on large language models using a retrieval augmented generation pipeline. In addition, we develop
an algorithm for semantic tagging and extracting information from weakly structured data. We present a research prototype (component
model, microservice architecture) of the software. A distinctive feature of the system is the integration of information from multiple
sources using a retrieval augmented generation pipeline. A computational experiment on the prepared data set has shown the consistency
of expert responses for the set of collected documents with the responses proposed by the system at the level of 3.98 points out of 5. The
BERTScore F1 metric value is 0.89, and the RAGAS Answer Correctness metric value is 0.822. Practical relevance: The use of large
language models provides the accumulation of knowledge about current attack scenarios within a single knowledge base, which makes it
possible to enhance the efficiency of data processing to enable a significant support to information security specialists during the analysis
of current threats, vulnerabilities and cyber attack scenarios by reducing labor costs (time for collecting and processing), and thereby to
increase the security of corporate information systems. Discussion: A further improvement of the efficiency of the Threat Intelligence
data analysis is possible on the basis of constructing heterogeneous “expert committees” out of large language models and multi-agent
systems.

Keywords — information security, Threat Intelligence, vulnerability analysis, Indicators of Compromise, Large Language Models,
Retrieval-Augmented Generation.
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BBegieHue: /1715 yiy4diLeHus XapakTePUCTUK CUCTEM CBS3M U XPAHEHNS MHPOPMaL MK HEOOXOZMMO yYUTbIBATb CIELUPUKY LLYMa, KO-
TOpasi BO MHOIMX NPaKTUYECKMUX CUTYaUmsX MPUBOAUT K I PeKTy nakeTUpoBaHus oLMGOK. [lekoanpoBaHue He3aBUCUMbIX OLUMBOK 110
MHPOPMaLMOHHBIM COBOKYMHOCTAM SIB/ISIETCS JIyHLLUM METOAOM J€KOANPOBAHMS CIly4aiiHbIX IMHENHbIX KOJOB, HO UMEET IKCMOHEHLU-
asbHyIo CNIOXHOCTb. Ljenib: aHanm3 KoppeKTUpyroLL el crioCOBHOCTH M BbIYUCTINTETIbHON CZIOXHOCTU anropuTMOB Ha OCHOBE UH(OPMa-
LIMOHHbIX COBOKYMHOCTEN A5 UCMIPaBJIEHNS OAUHOYHbIX MAKETOB OLUMGOK. Pe3ynbTaTbi: BBEEH KPUTEPUNA JEKOANPOBAHUS OAUHOYHDIX
MaKeToB C UCIOJIb30BAHUEM MHPOPMALMOHHBIX COBOKYMTHOCTEN HAa OCHOBE MUHUMYMA AJIMHbI NakeTa. [Joka3aHo, YTo TaKos Kputepui
obecrneynBaeT UCnpaBIeHNe BCEX NaKETOB OLIMGOK B NPeAenax KoppekTUpytoLes criocO6HOCTH JIMHENHOro Koga. PaccMoTpeHbl Bo-
NPOCbI YMEHBLIEHNS KOJIMYECTBA HEOOXOAUMbIX AJIS PABUIIbHOTO AEKOAUPOBAHUS MHHOPMALMOHHBIX COBOKYMHOCTEN, B LUENISX YEro
nccneoBaHbl METOAUKY MOCTPOEHNS MHOXECTBA MH(POPMALMOHHBIX COBOKYMHOCTEN OrpaHNYeHHOro AuaMeTpa, Ha3biBaeMbiX /10T
HbiMu. [IpoBegeH aHau3, NoKa3biBaroLMii BOSMOXHOCTb CHU3UTb MOLYHOCTb MHOXECTBA MH(OPMAaLMOHHbIX coBokynHocTew ¢ O(n) go
O(7). OyeHeHa BePOSATHOCTb MOCTPOEHUSI MHOXECTBA U C(OPMYIMPOBaHa ONTUMMU3ALIMOHHAS 3aaqa M0 MaKCUMMU3aLmum 3TON BEPOSIT-
HocTu. [paKTMYeckas 3HaYUMOCTb: Pa3pPaboTaHHbIN JEKOFEP OAMHOYHbIX NaKETOB OLIMBOK HAa OCHOBE KPUTEPUS MUHNUMAITbHOM JJINHbI
NaKeTa, a Tak)xe METOAMKA MOCTPOEHUS MJIOTHbIX UHPOPMALIMOHHBIX COBOKYNHOCTEH MoLyHoCTbIo O(1) rapaHTUpYHOT peann3aLmio Kop-
PEKTUPYIOLEH CIIOCOBHOCTYU CI1yYauHbIX JIMHENHBIX KOAOB NMPY UCNIPABIEHNN OAMHOYHbIX MAKETOB OLWNGOK. O6CYIKAEHHe: 10/1yYEHHbIE
pe3ynbTaTbl MOATBEPXAAIOT, YTO 3ajaqa UCIPaBIEHNUS OfHOKPATHbIX MaKeToB OMGOK CAyYaiHbIMU JIMHEHHBIMU KOfaMu SIBNISIETCA
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BBenenmne

B coBpemenHOM Mupe HH(POPMAIMOHHBIE TIOTOKHU
BHEJIPHUJINCH BO BCe C(Pephl AesITeIbHOCTH YeJI0BEeKA.
Boapmiyio smaunMocTh uMeeT mepenada uHpopMa-
nuu (HampuMmep, B ABOMYHOM BHE) MO KaHAJIaAM
CBdA3H, B KOTOprX MOI‘yT BO3HUKATH paSJ’II/I‘-IHI:Ie I10-
MeXH, B TOM YHCJIe H3-32 0COOEHHOCTEH Cpe/ibl Iepe-
Jaun. AKTyaabHOM 3a1a4ell IBIsSeTCA UCIIPABIeHNe
OmMO0K, BOSHUKAIOIIKUX B IepeIaBaeMbIX OUTOBBIX
mocaeoBaTeaAbHOCTAX. JAsd COKpaleHus dYucia
OImIuO0K HCIIOJIB3YIOTCA ITOMEXOYCTOMUYUBEIE KOIbI,
I KOTOPBIX HEOOXOMHMMO paspabaThIBATh CIEIH-
anbHbIE METOABI IeKOAUPOBAHUSI, T0O3BOJIABIINE ObI
HCIPaBJIATH 3HAYUTEIHHOE YHUCIIO OIInOoK (0becte-
YUBATh MAIyI0 BEPOATHOCTH OIIHUOKH IEKOLUPOBa-
HI/IH) HpI/I yCJIOBI/II/I OI‘paHI/I‘IeHHbIX BbIYUCIUTEIb-
HBIX U eMKOCTHBIX PECYPCOB.

B OGonbmmHCTBE KOJOB TPH [EKOMAHPOBAHUU
omubKyM paccMaTPUBAIOTCA KAK He3aBHUCHMBIE CO-
OBITHS, OMHAKO B PEAbHOCTH OIIMOKKM Ha BBIXOJE
KaHajJa 4acTo TPYIIIHPYIOTCI B ITAKEThI OIIUOOK,
HAIpuUMep Hu3-3a 0COOEHHOCTEH Cpejbl Mepexadw.
Hcnpasienue Takux makeToB SBIISETCS MEHee HC-
CJIeIOBAHHOM 3ajayeii B TEOPHUHU KOAUPOBAHUI,
yeM HCIIPABJEeHUE HE3aBHUCHMBIX OIIHOOK, TeM He
MeHee H3BEeCTHO, YTO y4YeT 0COOEHHOCTEH BEeKTOPOB
OIIMOO0K TI03BOJISAET CTPOUTH CXEMbI KOAWPOBAHMS
U [EeKOAWPOBAHUSA, TEOPETUYECKH II03BOJIAIOIINE
IOCTHUYb JIYUIIUX XapPAKTEPUCTUK CHUCTEMBI CBSI3H.
B aureparype, Kak mpaBuio, IpHU PelIeHUuH 3aja-
qu 6OpHOBI ¢ OIIMOKAMU B KaHAJIAX C IaMATHIO IIPHU-
MeHsfeTcs THO0 MOCTPOeHUE CIIeIUAIbHBIX KOIOB U
TPAgUITHOHHBIX JeKoaepoB [1-7], mubo, JoCcTaTOUHO
PEIKO — CIIeIMAIbHBIX JeKOEePOB AJIA crieruduie-
CKMX MOJIeJIel KaHAJIOB CBA3H U KJIACCUYECKUX CXEeM
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romupoBauud [8-13]. B To ke Bpemsa KaikeTcs, 4TO
Takas 3aja4a J0JIKHA PeraTbcsi COBMECTHO ajiro-
purMaMu 06paboTKX HHPOPMAIIMY HA IIepefaTInKe
U IPUEMHUKE.

B nmamHoii craThe ucciaenyercs AeKOTUpPOBaHUE
[ UCHIPABJIEHUA OJUHOYHBIX ITAKETOB OIIHUOOK /I
camoro o0I1ero kjiacca KOJ0B — JIHHEHHBIX KOJOB,
SBJAONIAUXCSI JUHEHHBIMA BEKTOPHBIMHU IIOAIIPO-
CTPaHCTBAMH U 3aTAIONUMHUCT TU60 CBOMM 6a3uCOM
(moposxmarlined MaTpuriei), 1u60 6a3ucoM OpPTOro-
HAJIBHOTO IPOCTPAHCTBA (IPOBEPOYHOH MATPHUIIEH).
Cayuaiinble JTUHEHHBIE KOABI 00/IaJA0T XOPOIIeH
KOPPEKTHUPYIOIIeH CIOCOOHOCThI0O KaK B KaHAIax
C HE3aBUCHUMBIMH OINMHOKaMH, TAK W B KaHAIaX
¢ MaMATHIO, XOTSI WX HCIIOJIb30BAHUE OTPAHWYEHO
OTCYTCTBHEM CTPYKTYpPbI KOAa, KOTOPYIO MOKHO
WCIIOJIb30BATD JJIS TOBBINIEHUS BBIYUCIUTEIBHON
3 PEeKTUBHOCTH TPOLEAYP KOAUPOBAHUA U IEKO-
IUPOBAHMUSA.

Hcmpasienne oqMHOYHBIX IAKETOB OLIHOOK JIH-
HEHHBIMHU KOJaMU U3y4aoCh, HAIPUMED, B CTAThe
[12] ¢ momoIIbI0 JEeKOoepa CO CKOMb3AIIUM OKHOM,
OMHAKO CJIOKHOCTD JAHHOTO JeKoiepa IJIsd JUuHeH-
HBIX KOJOB B 00IEM ciiy4ae OI[eHWBAETCS aBTO-
pamMu Kak sKcroHeHItHaabHasd. B [14] paccmarpu-
BaeTcs WCIIPaBJeHUE ITAKeTOB OIMUOOK HA OCHOBE
“H(POPMAIIUOHHBIX COBOKYIIHOCTEH U UCCIEeNAYyeTC s
CIIO0COOHOCTh HEKOTOPBIX KOAOB (C MaJbIMHU Iapa-
MeTpaMu) WCIPABISATH OIMIUOKKH CBEepX KOPPEK-
Tupyomei crocobHoctu. B [15] amamusupyercs
SKCIIOHEHTA CJIOKHOCTH IEKOJAUPOBAHUS «IIOUTH»
110 MAaKCUMyMy IIPaBIOIOA00UMA MPHU MPUMEHEHHUU
nH(POPMAIIMOHHBIX COBOKYIIHOCTEH B KaHajlax
¢ IBYMSI COCTOSHHUSIMU IIPHU HAJWYUHU y HEKomaepa
nH(OPMAIIUU O COCTOSHUAX KaHAIA WU HANeXK-
HOCTSIX CHMBOJIOB.

B nmaummo#i craThbe mpeasioikeHa BEPOATHOCTHAS
METOMHUKA ITOCTPOEHUS MHOKECTB C MaJIbIM YHUCIOM
COBOKYIIHOCTEH TPH MaKCUMHU3AIIUH BEPOITHOCTU
TIOCTPOEHUSA MHOKECTBA [JId CIyYaWHBIX JIUHEU-
HBIX KOJIOB.

Jexoguposanue Mo HHQPOPMATMOHHBIM
COBOKYITHOCTAM /IJISl HCIIPABJICHHA
IIAKETOB OILIINOOK

JlunelHbI! fBOMYHBIH (1, k)-Kox — 210 k-MepHOe
MOAIIPOCTPAHCTBO N-MEPHOTO JIMHEHHOTO0 BEKTOp-
HOTO IIPOCTPAHCTBA IBOWYHBIX BEKTOPOB. JI1000i
6asuc G »sToro mpocrpamcrBa saBigerca (k xn)-
MaTpuIled paura k W HasbIBAeTCS MOPOKIAIOIIEH
marpurei koma. Marpuna H pasmeproctu (r x n),
rme r =n — k, ana xoropoii GHT = 0, apngerca
6a31CcOM OPTOrOHAIHLHOTO IIPOCTPAHCTEA PA3MEPHO-
CTH I' ¥ HA3bIBAETCA [IPOBEPOYHON MaTPHUIIEH KOZA.
Coo01rienre m, IpeCcTaBIeHHOe BEKTOPOM IJIMHOM £,
KOJHpYeTCcA B KOJOBOE CJIOBO & C IOMOIIBIO IIPeos-

pasoBauusa mG = a. Bekrop S = bHT pasmepnoctn r
Has3bIBAETCA CHHAPOMOM BekTopa b u saBnsercd Hy-
JIEBBIM BEKTOPOM TOT/[a M TOJIBKO TOTAa, Korma b —
KOIoBOe ca0Bo [16-18].

Croco6HOCTh KOfa HWCIIPABISATH HE3aBUCHMbIE
O0uTOBBIE OIMIHOKH (KOPPEKTHUPYIOIIYIO CIIOCOOHOCTD
Kofia) OOBIYHO CBA3LIBAIOT C IapaMeTpoM d, — MH-
HUMAaJIbHBIM PACCTOSHUEM KO/a, PABHBIM MUHUMY-
MY W3 PACCTOSHHUU XeMMHHTra MEKIy BCEMH I1apa-
Mu KonoBeIX cnoB. Kox ¢ paccroarmem dy = 2¢ + 1
rapaHTHpyeT UCIIpaBjeHue JI00H KOMOUHAIITUNA U3
He 6osiee yeM ¢ OMTOBBIX OIIUOOK, €CIU JEKOIAUPO-
BaHME 3aKJII0YaeTCA B IIOUCKE KOJOBOTO CJIOBA, O0JIH-
JKAMINEero K IPUHATOMY U3 KaHaja, IIe PacCTOSTHUe
cuynTaeTcs B METPUKE XeMMUHTa. B [eHCcTBUTENb-
HOCTH KOJI MOYKET UCIPABJATh ¥ 3HAYUTEIbHOE YHC-
JI0 KOMOMHAITHM U3 0oJiee 4eM ¢ OIINOOK, IIOJTHBIH UX
CIIMCOK MOJKHO IOJIyYHUTh, €CJIH PACCMOTPETH pas-
OveHue n-MEepHOTr0 BEKTOPHOrO IIPOCTPAHCTBA IIO
KONy Ha cMe:KHbIe Kiaccel [14, 16]. BekTops! ogHO-
ro CMEKHOTO0 KjIacca MMEIOT OMUHAKOBBIN CHHAPOM
(HampuMep, y BceX KOJOBBIX CJIOB OH HYJIEBOH), U
ecJid BhIOpATh U3 KaMKIO0r0 CMEKHOTO KJacca OIHO-
ro IPEeJCTaBUTENS, HA3bIBAEMOTO JIHUAEPOM, U CUH-
TaTh €ro BO3MOJKHBIM BEKTOPOM OIIHUOKM, MOIKHO
YCTAHOBHUTh B3aMMHO OJHO3HAYHOE COOTBETCTBHUE
MEKIY CHHAPOMAMH M JIUIEPAMH, YTO JAET CIUCOK
OIIMOOK, UCIIPABIAEMbIX KOJIOM, U IIPOIIEAYPY AeKO-
IUPOBAHMUS, UCIIOIb3YIONIYI0 YCTAHOBJIEHHOE COOT-
BETCTBHE, HA3bIBAEMYI0 CHHIPOMHBIM JeKOLHUPOBA-
HUEM ¥ UMEOIIYI0 SKCIOHEHIIUAIbHYO CI0KHOCTD.
O6BIYHO B KaYeCTBe JUAEPOB CMEKHBIX KJIACCOB BbI-
ouparorcs Hanbojee BEPOSITHBIE BEKTOPHI B KaHae
CBA3H.

Crout 3amMeTHUTh, YTO KAK IEKOTHPOBAHHE IIO
MUHHUMYMY PAcCTOSHUS (SKBUBAJIEHTHOE JI€KOAUPO-
BAHHIO JHUAEPOB CMEKHBIX KJIACCOB), TAK U OIIpeje-
JIeHe MUHHUMAJIbHOTO PACCTOSHUA KOIA SBISIOTCS
NP-rpyaubivu 3agagamu.

Ecnu B BeKkTOpe € AJIMHOM n mepBas HeHyJIeBasd
KOMIIOHEHTA PACIIOIOKeHAa Ha I03UIUH i1, a IIOCIe/-
HAA HEHyJeBad KOMIIOHEHTa — Ha IO3UIHH Iy, TO
TOBOPST, UTO BEKTOP € 00pasyeT OMHOKPATHBIN Ia-
KeT IIUHOH b = iy — i; + 1. MHOrIA MOMXeT BO3SHUK-
HYTb HEOJHO3HAYHOCTb B TPAKTOBKE TEPMUHA «I1a-
KeT»: OH MOJKeT IojpasyMeBaTh KaK caM BEKTOD e,
TaK U IOZBEKTOP Ha IIO3UIMAX OT I, 10 I, (Tak Ha-
3bIBAEMBIX MTO3UIIUAX HaKeTa). KOHKpeTHBIH CMBICI
ATOTrO TEPMHUHA OOBIYHO SICEH U3 KOHTEKCTA.

Takum o00pasoM, BCce HEHyJIEBble KOMITOHEHTBI
BEKTOpA € HaXOAsATCd Ha MO3UIUIX BHYTPH HHTEP-
Bama oT iy 70 i, UM Ha MO3UIUuAX nakera. MHorna
MaKeToM JJINHOU b cuyMTaeTcd TaKiKe BEKTOD €, Bce
HEeHyJIeBble KOMIIOHEHTHI KOTOPOTO PACIIOJIOKEHbI
Ha IO3UIUAX IaKeTa, HO CAMH HO3UIUH 11 ¥ (MIIN) Iy
MOTYT COIEpP:KaTh HyJIEBbI€ DJE€MEHTBI, MbI OyaeM
B 5TOM CJIy4yae TOBOPHUTH, YTO € 06pasyeT makeT JJIH-
HOM, He ITpeBhImaloIe b.
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Jl1st orIpeieIeHHOCTH B faIbHeHIeM Oy1eM Cuu-
TaTh, YTO MO3UITMH BEKTOPOB HYMEPYIOTCS, HAUNHAS
c enuannsL. Hasosem nmosunuio i; HayaaoMm ImaKera,
TOT/A, €CJU MBI pACCMATPUBAEM IaKeThl, JJIHHA KO-
TOPBIX B TOUHOCTH PaBHA b, HAYAJIO MAKETa MOKET
MpUHUMATH 3HaYeHusd oT 1 mon — b + 1.

B Hexkorophix ciaydasx, 0COOEHHO MPH PaccMo-
TPEeHUN ITUKIWYECKHUX KOIOB, BBOAWTCS IMOHSATHE
IUAKINYECKOro IIaKeTa, KOIJa OTCYeT IO3HIIMH Iia-
KeTa MOKeT IIPOMCXOIHUTH OT Iy /IO I; C IepexoioM
OT HO3UIIMH 7 CHOBA K €NUHHIIE, ONHAKO B JaHHOHU
craThe MBI HE PACCMATPUBAEM ITMKJINYECKHE KOJbI
¥ IUKJINYECKUEe aKeThI.

Ilo anamorum c mapaMeTpoM ¢ MOKHO PaccMo-
TPeTh BeJTUYHHY b,: eC/IH Bce ITaKeTHl, 00pasyromiue
HaKeThl JIUHOH b < b;, HaX0AATCA B IHJEePax CMesx-
HBIX KJIACCOB, TO 000U MAKeT AJWHOM, He IPEBHI-
maromiei b, MosxeT 6bITh Hcnpasies. Mcnpasnenue
MMAaKeTOB CBEPX KOPPEKTHUPYIOIIEH CII0COOHOCTH KO-
na b, paccmaTpuBasoch B pabore [14] nna xomos mMa-
JIBIX JIJIWH, T BOSMOKHO IIOCTPOEHHUE CIIUCKA JIH]Ie-
POB cMeKHBIX KiaccoB. [lna nuHeiiHOrO (1, R)-KOZA
B COOTBETCTBHH C rpanuriei Peiirepa crpaBeinso
by<(n — k)/2.

Ba:xno, uTo B oTiimume oT mapamerpa f, mapa-
MeTp b, A1a mM060T0 TMHEHHOTO KOJa MOXKeT OBITH
ompenesieH ¢ MOJTHHOMUANBHOH CJIOMKHOCTHIO [19],
9TO M[aeT OCHOBAHMe HAIeIThCS, YTO ¥ UCIIPABIeHUE
ONMHOYHBIX MAKETOB MOKET OKa3aThCs IIOJIHHOMH-
aJbHOU 3ajlaveii, OMHAKO B TAHHOU CTaThe MbI OTpa-
HUYMBAEMCS PACCMOTPEHHEM TOJIbKO MCIIPABIIEHUS
IaKeTOB IJIMHOM 70 b,, mpexmonaras, 4To A1 J0-
00ro Koma 9To 3HAYEHHe U3BECTHO.

Ecnu nuneiinniii (n, k)-Kox He obaamaer HHKA-
KO JIOTOJTHUTEJIbHOM CTPYKTYpPOH, TO JIydYIIUM
MTO/IX0/IOM K MCIPABJIEHHIO OIIUOOK SBJISETCS KO-
IUPOBAHKE MO0 UH(POPMAIIHMOHHBIM COBOKYITHOCTIM
[14, 20]. Eciu omuOKu He3aBHUCHMBbI, KOJIHYECTBO
TpebyeMbIX HHPOPMAIIHOHHBIX COBOKYITHOCTEH DKC-
MMOHEHITHATBHO, OTHAKO IIPU UCITPABICHUH IAKETOB
X KOJHYECTBO MOJKET ObITh 3HAUNTEIbHO CHUKECHO
[14].

IIycts a = (a4, ay, ..., a,) — KofoBoe cioBo. Ecau
x =1{1<j; <jg < ... <J, <n} — MHOXeCTBO 4HceJ,
cocrosiiee u3 coueranus (6e3 moBToOpeHui) k yucen
ot 1 10 n, o6o3HauNM 4yepes a(y) MOABEKTOp a, CO-
CTaBJIEHHBIN U3 9JIEMEHTOB Ha ITO3HUITUAX C HOMepa-
Mu u3 ¥, Amamoruuno, ecau A — (k x n)-marpuna,
o6oszuaunm uepe3 A(y) (k x k)-mogmarpuily A wus
CTOJOIOB ¢ HOMepaMu u3 ¥. MHOKeCTBO y HasbIBa-
eTcsd WH(QOPMAITHOHHOM COBOKYIHOCTBHIO, €CJIH JI0-
60e KOZ0BOE CJIOBO a MOKeT OBbITh OHO3HAYHO BOC-
CTaHOBJIEHO, a(y).

fBasieTcs M HEKOTOPOE MHOMKECTBO YHCEN ) HH-
opMAaIMOHHOM COBOKYTHOCTHIO, 3aBUCUT HE OT KOH-
KPETHOro KOZOBOTO CJIOBA a, a oT Koja. Onpenenursb
5TO MOKHO C TIOMOIIBIO OPOsKAatoIiei maTputlsl G:
MHOKECTBO Y ABIIEeTCA NHPOPMAIMOHHONU COBOKYII-

HOCTBIO TOTJ[A M TOJILKO TOraa, Korma rank G(y) = k.
Tak:ke MOMKHO HUCIIOJIb30BATh IIPOBEPOUHYIO MATPH-
uy H, B 5ToM ciy4yae MOIKHO BBITOJIHATHCI yCIIO-
sue: rank H({1, ..., n}\y) = r, toe mononuenwue {1, ...,
n}\y — MHOMKeCTBO umcen oT 1 [0 n, He BOIIEALIUX
B Y.

Tarkum obpasom, ecau y — HHGPOPMAIHOHHAA
COBOKYyITHOCTh, Marpuiia G(y) aBisfeTcsa HEBBIPOK-
IeHHOM W K Hed cyliecTByeT oOparHas (Haj Imo-
nem GF(2)). Tlyers G, = G~1()G, Torna G, Taxme
ABJsieTcs 6a3UCOM TOrO K€ MPOCTPAHCTBA, KOTO-
poe samaercs 6asucom G, u, ciemoBaTeabHO, Gx —
ele OxHA IMOPOKAA0IIasd MaTPUIIA TOTO Ke KOja.
Ha nmosumnuax y marpuna Gx COIIEPIKUT eIUHUY-
HYIO IIOAMATPHILY, CIAEN0BATEIbHO, IPOU3BEICHUE
a(y)G, sajacr K0z0BOe CIOBO a C dIeMeHTaMu a(y)
Ha mo3uIuaX ¥. JlekogupoBaHue HA OCHOBE HHQOP-
MAIIHOHHBIX COBOKYIIHOCTEH IIOCTPOEHO HA IIOUCKE
TAaKOro MHOKECTBA ¥, KOTOPOe He UCKAKeHO Omub-
KaMH, TOTJa KOJOBOE CI0BO a 0yIeT BOCCTAHOBIIEHO
IIPaBUJIBHO. HCBB,I[OKO,I[ ajJiropurMa HUCIIpaBJIeHUA
HEe3aBUCHMBIX OH_II/I6OI€ Ipu JAeKOAJUPOBAHHUU IIO
WH(OPMAIIMOHHBIM COBOKYITHOCTSIM IPHUBENEH HA
puc. 1.

IIpexmonaraercs, 9T0 AJIST UCIIOIB30BAHUS AJITO-
purMa Ha puc. 1 HE06XOZHUMO CreHepHUpoBaTh MHO-
JKeCTBO HH(OPMAIIHOHHBIX COBOKYITHOCTEH X MOIII-
HocThIO N, a TakKe COOTBETCTBYIOIIee MHOKECTBO
IIOPOKIAIOIINX MATPHIT {le’ e GXN }. K comxaue-
HUIO, IPU HCIIPABJICHUYU HE3aBUCUMBIX OIIHUOOK JJIs
obecrieueHnsi MAJIbIX BEPOSTHOCTEH OIMUOKHU KO-
IUpoBaHusA YucyIO N TOKHO OBITH SKCIIOHEHI[H A b-
HO BEJIHKO.

Bepcus anropurma, mpuBefeHHas HA puc. 1, He
olpejenseT HeMOCPEACTBEHHO OTCYTCTBHE OIINUOOK
Ha WH(QOPMAIIMOHHON COBOKYIIHOCTH, KAK B HEKO-
TOPBIX APYTUX Bapualusax, Tak Kak 3T0 Tpelbyer
3HAHWA 3HAYEHHUA {, KOTOPOe B OOIIEeM ciIydae AJisd
CIy4YaMHbIX JUHEHHBIX KOJOB HEHM3BECTHO, U BMe-
CTO 9TOTO BbIYHCJIAET beHKLII/IIO PacCCTOAHUA MEEKAY
BekTopamu d(a, b). M3 paccMOTpeHHBIX KOMOBBIX
CJIOB BhIOMpaeTcs GusKaiinee K IPUHATOMY CIOBY.
s He3aBUCUMBIX OGUTOBBIX OIIMOOK HUCIIOIB3YETCS
paccrosune XemMmuHra. J[aHHBIA aJIrOPUTM MOK-

Bxox: mpunarToe u3 kanana cioso b, maoxecTBo X = {Y4, ...,

%), MHOMKECTBO {le, e GxN 3 A
Brixoa: pemienue fexozepa o KOJOBOM CJIOBE a.
1.d;, <«

2. lnai=1xmoN:
21 a« b(Xi)Gxi~
2.2.Ecmud(a,b) <d ;:
2.2.1.d;, < d(@,b).
2.2.2. a«a.
3. Bossparurs a.

B Puc. 1. JlekogupoBanue 1Mo HH(POPMAIMOHHBIM COBO-
KYITHOCTSIM

B Fig. 1. Information set decoding
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HO IIPUCIIOCOOUTH [JIsi WCIPABJIEHUA OIWHOUHBIX
MMaKeToB OIIUOOK, OMHAKO HEOOXOMHUMO YYUTHIBATD
crieriuUKy IIIyMa IIPU MOCTPOSHUH MHOKeCTBa X, a
TaKKe MPU BBIYUCICHUN (PYHKIUH PACCTOTHUS.
Jlnst 1Byx BeKTOpPOB a 1 b IauHO# n ommpeaeanm

rne Wy(e) — dbyHKnua, Bo3ppamaoias IJIHHY Ia-
Kera, KOTOpbIi o6pasyer BexkTop €. Torna eciau a —
mepenaBaBIeecs KoJ0Boe cioBo, a b — cioBo, mpu-
HSATOe M3 KaHaua, To € =a @ b — Bekrop omrub-
ku. B saToMm cityuyae anropurm Ha puc. 1 Oymer mpu-
HHUMATh pelleHNe B I0Jb3y KOZOBOTO CJIOBA, KOTO-
pOMy B KaHaJie CBI3U COOTBETCTBYET IIAKET ONINO0K
MeHbIIeH IIuHbI. TaKoi KPUTEePUuH TeKOTUPOBaAHUI
OPHMEHTHUPOBAaH Ha 00ecrevyeHrne HU3KUX BEPOSITHO-
cTell omubOKK B KaHAIaX, B KOTOPBIX Oojiee AJIWH-
Hble IaKeThl OUINOOK MeHee BepOATHBI, 3TO COIJIa-
cyeTcs ¢ XapaKTEePUCTUKAMY MHOTHX PealbHBIX Ka-
HAJIOB CBA3H.

IIpu mocTpoenunn MHOKecTBa X U ONpeAeIeHUN
ero o6bemMa N HEO6XOZMMO YUYHTHIBATH BO3MOIK-
HOCTb HAXOMKIEHHA HH(OPMAIMOHHOH COBOKYII-
HOCTH, He 3aTPOHYTOMH omubkamu. B cayuae, koraa
omubKu 06pasyIoT MaKeThl JINHOH b, (mnm MeHee)
OHM MMeIOT BO3MO:KHBIe Hayana oT 1 jon — by + 1,
HETPYZHO yKa3aTh CIOCO0 IOCTpoeHusa X, IpU KO-
TOPOM TapaHTHPOBAHO HAXOKAEHUE HWH(MOPMAIIH-
OHHOH COBOKYIIHOCTH, J€Kalllell 3a Ipeaeramu
makera. J[J1g 9TOro 0CTATOYHO OMPENeTuTh HHGOP-
MAaIMOHHYIO COBOKYIITHOCTb, HE BKJIIOYAIOIIYIO TIO-
SUIIUH IIaKeTa, Toraa AJsd BCeX BO3MOKHBIX HavdaJj
naxkera N =n — by, + 1 u KOIHYECTBO HCIOIb3Y-
eMbIX UH(OPMAITHOHHBIX COBOKYITHOCTEH JTUHEHHO
3aBUCHUT OT JJIMHBI KOZA 1.

Tem He MeHee BO3MOKHO AaTbHelIIee yMeHbIIe-
HUe BeJIUYuHBI N, 94T0 OymeT IOKa3aHo HUKe.

3ameruM, 4TO (PYHKI[MA PACCTOAHUI, 3a]aBa-
emas (1), He ABIAETCA METPUKOH, KaK, HAIIpUMeD,
paccrosgHvie XeMMHHTA, ¥ 9TO HE II03BOJISIET CBA3aTh
KOPPEKTHPYIOIIYI0 CIIOCOOHOCTE b CO 3BHAYEHUAMHU
nnuH naxetoB W,(a), o6pasyeMbIX KOZOBBIMH CIIO-
BaMH, ¥ YTBEP:KIATH O CIIOCOOHOCTH MPEI0KEeHHO-
ro aJrOpUTMa Peaju30BBIBATH KOPPEKTHPYIOL[YIO
CTI0COOHOCTD KOJla IIPU UCIIPABICHUH IAKETOB OIIH-
60K, UYTO PACCMOTPHM B CJIELYIOLIEM pPa3aere.

HpaBI/IJIO ACKOOTUPOBaAHHUA
AJIA HCIIPABJ/JICHUA IIAKETOB
I/IH(bopMaIII/IOHHBIMI/I COBOKYITHOCTSAMHX

IIpu ncnpaBieHrE HE3aBUCUMBIX OMINOOK C IIO-
MOIIBIO IIOMCKA KOIOBOTO CJIOBA, OJIMIKANIIero
K IPUHATOMY, B MeTpHKe XeMMHHTa JeKOAHPOBa-
Hue OyZerT rapaHTHPOBAHHO IIPABUJIBHBLIM, €CJIH
YHCIIO MIPOUBOIIEAIINX OIINO0K He IPEBBIIIaeT Kop-

PeKTHPYIOLIeH CII0COOHOCTH ¢ Koma. OTO HCIIOIb3Y-
eTcs U B JITOPUTME, IPUBEIEHHOM Ha puc. 1: HuKa-
Kas HH(OPMAIIUOHHAST COBOKYIIHOCTD, HCKAKEHHAS
He 0oJiee yeM ¢ OIIuOKaMu, He JaCT KOIOBOTO CIIOBA,
6osee 6JIMBKOTO K IPUHSITOMY, YeM IIPABUILHOE, U
omubKa IeKOAUPOBAHUS B JAHHOM aJITOPUTME BO3-
MO:KHA JIUIIb B ciy4ae, Koraa cpenu N uHpopMaliu-
OHHBIX COBOKYITHOCTEH HE HAIILJIOCh HE 3aTPOHYTOH
omInbKaMHu.

OpHako PyHKIIUS PACCTOSHHUS 110 AJINHE ITaKeTa,
ompexenenHas B (1), He ABIIETCI METPUKOM, B 4aCT-
HOCTH, OJIsI HEee He BBIIIOJIHAETCSI HepaBeHCTBO Tpe-
YTOJbHUKA, CIE0BATEIbHO, HEJIb3sd HAIPIMYIO CBSI-
3aTh KOPPEKTUPYIOLUIYIO CIIOCOOHOCTD KOfa U JEeKO-
nupoBanwue 1o npasuiy (1). B mrannom paszgeine mog-
poOHee paccMOTPHUM HCHOJb30Banue mpasuiaa (1)
B aJITOpUTMe Ha puc. 1.

B kauecTBe MIIIOCTpAIlUM MPUBENEM CIIEIYIO-
myto curyanumwo. Ilyers C — (n, k)-koj, clioCOGHBIH
HCIIPAaBIIATH JII0ObIEe BEKTOPHI OIITHOKH, IIPeACcTaBIsd-
romue coboi makeTwl AIUHOH 10 b,. ITO 03HAUAeT,
YTO BCE TAKWE BEKTOPHI OIIUOKM JIEKAT B PA3HBIX
CMeIKHBIX Kiaccax. [lycrs mepegaercs KOI0BOe CII0-
BO &, ¥ B KaHAJle IIPOU30IILIA OIUOKA, OMUChIBAE-
Mas BEKTOPOM € U IIPeACTaBIIIoNas CO00H maKer
nanHOU He 601ee b,. IlycTs n3 kaHama IpUHEATO CIIO-
Bo b = a @ e. PaccmoTpum BO3MOKHOCTD IEKOUPO-
BaHWA BeKTOpa b B HempaBuIbHOE KOJOBOE CJIOBO &/,
IIP¥ KOTOPOM HCHOJb3yeTCsd KPUTEPUN MUHHUMYMA
paccrosuusa 110 mpasuiry (1). ATo o3HAYaO0 GBI, YTO
IeKojiep Hales BeKTop omubky ¢ = a’ @ b rakoii,
4TO OIIHOOYHOE KOZOBOE CI0BO &' Oimixe (MM, BO3-
MOKHO, He [aJbIlle) K MPUHITOMY, YeM ITPaBUIbHOE
cioBo a, unu dy(a’, b) < dy(a, b). lannasa curyamnus
nsobpaskeHa Ha puc. 2, a.

PaccMoTpuM HECKOIBKO HPOCTHIX COOTHOIIIEHHUH
st pyHKuu paccrosaua (1), MHOTHE U3 KOTOPBIX
IIOJTHOCTBHIO S9KBHUBAJIEHTHBI TAKOBBIM [JIA METPHUKHU
Xemmunra. [l 1BOMYHBIX BEKTOPOB a, b, ¢ cmpa-
BEJIJIUBO

dya®@e,b®c) =W, (@adb) =dya,b).

B Puc. 2. Onenka BO3MOKHOCTH OIIUOKH TIPH JTEKOTHUPO-
BAHUU [0 KPUTEPUI0 MUHWUMAIBHOM IJIWUHBLI IaKeTa B 00-
mem ciaydae (a) u IpH mepegade HyaeBoro ciosa (6)

B Fig. 2. Estimation of error possibility using minimal
burst length decoding criteria in general case (a) and in
case of zero codeword (6)
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O6osnaunm uepes W, MUHEMAIBHYIO JIHHY I1a-
KeTa, KOTOPYI0 00pasyoT HeHyJIeBble KOIOBbIe CJIO-
Ba koxa C:

W, = min {W,(a)}.
—b aeC,a;tO{ b( )

O6osmaunm depes d, MHHHMAJIbHOE IIONAPHOE
paccTosiHue Cpeiu BCeX KOIOBBIX CJIOB:
d, = min {dy(a;, a;)}.
a;a;eC,
£

Ecnm a;, a; — OnMIKaIIe KOJOBbIE CI0BA, TO

Tak Kak a; @ a; TaKIKe ABJIAETCA KOZOBBIM CIOBOM.
C apyroii cTOPOHBI, IJsd KOZOBOIO CJIOBA a MUHH-
MaJbHOH HaKeTHOH! AJMHBI

crenoBarensso: Wy = d,.

Benuuwna d; mMmeeT HEKOTOPYIO, XOTA U HE IOJI-
HYI0, aHAJOTHIO C MUHHMAaJIbHBIM PacCTOAHMEM d,,
Koja (B MeTpuke XemMmuHra), a Wy — ¢ MUHMMAIb-
HBIM BecOoM. M3 Teopuu KOAHMPOBAHHUS HM3BECTHO,
YTO, €CITH KOJl HCIpPaBJIAeT IaKeThl NJIMHOH b, u
MEeHbIIIe, B KOJIe HET HEeHYJ/IEeBbIX KOJOBBIX CJIOB, 06-
PasyIoUIuX IMaKeT JIHHOH 2b, NN MeHbIlle, TAKHM
ob6pasom:

W, > 2b, + 1. @)

Oriauume OT cirydyas HE3aBUCUMbBIX OIIHOOK BbI-
3BaHO TeM, 4TO paccrogHue (1) He ABIAETCA METPH-
KOM M COCTOMT B TOM, YTO MHUHHUMAJbHOE PACCTOI-
HHe KoJla B METPHKe XeMMI/IHI‘a 1 9YUCJIO HEe3aBUCH-
MBIX MCIIPABJSAEMBIX OIIUOOK CBA3aHbI PABEHCTBOM
dy = 2t + 1, Torna Kax B (2) IpUCYTCTBYeT HepaBeH-
crBo. Takum obpasom, 1o BenuduHe b, HeIb3d TOU-
Ho onpeznenuTs Wy u Hao60poT.

Ilyers a — BexTop mmuuoit n. [IpencraBum ero
KaK KOHKaTeHAIlMI0 [BYX BEKTOPOB: a = (a;|ay),
u obpasyeM nBa BekTopa €; = (a;|0) u e, = (0|ay)
nnuHON n kamnaerd. Hazosem mHOxecTBO {e;, e,}
JIEKOMIIO3UITeH BeKTopa a. J[aa nanbpHelero pac-
CMOTPEHU JOKAKEM CJIeLYIOU[YI0 JIEMMY.

Jlemma. Ilycts a — xomoBoe cioBo. Torma mis
n11060# ero eKOMIO3UIIUH {€;, €,} BEKTOPEI €, U €,
MMEIOT OJMHAKOBBIA CHHIPOM.

Hoxasamenvcmeo: Ilycte H — nposepounas
marpuna kozxa, rorga aHT = 0. Ilycrs S, = ¢ H' u
S, = e,HT, rornaS; @ S, = (e; ® e,)HT = aHT =0
unu S; = Sy, 4To U TPe6OBANOCH TOKA3ATE.

W3 mauHOI JIeMMBI IPAMO CIIEAYeT BhipaskeHue (2).
JleficTBUTEIBHO, €C/IM HEHYJIEBOEe KOJOBOE CJIOBO a
obpasyeT makeT AIHMHOH 2b, MIM MeHbIIe, eTo Je-

KOMIIO3HITHS, MTPOBEIEHHAS 0 CPeJHEeH IO3HI[HU
nakera, obpasyer [Ba IMakKeTa NJIWHOU, HE IPEBbI-
maromei b,, KaxIeId, OHH OyZyT MMeTh OJWHA-
KOBBIU CHHIPOM W HAXOIUTHCA B OJHOM CMEKHOM
KJIacCe, YTO IPOTHBOPEUYHUT YTBEP:KIEHHUIO O TOM,
9YTO KOJ HCIIPaBJIAeT IaKeThl JIHHOH b).

IMogbITOMXMBAS BBIIIECKA3aHHOE, TPHOABUB (I10-
KOMIIOHEHTHO II0 MOAYJII0 2) KO BCEM BeKTOpaM,
n300paKeHHbIM HA PHUC. 2, @, BEKTOP a, MbI IIOJY-
yuM 06ojiee MPOCTOM [JIi PACCMOTPEHHUS ClIydal
(puc. 2, 6), Korma nmepemaeTcs HyJIeBOe CJIOBO, a BEK-
Topbl b u &' 3aHOBO mepeoGosHaueHbl. IIpu sTOM
COXPAHAIOTCA BCE IIOMAPHBIE PACCTOSHHSI MEKIY
paccMaTpUBaeMbIMH BEKTOPAMH, IPUHSATOE CJIOBO b
obpasyer maker AnHHOH He Gomee b, a KomOBOe
cII0BO a’' 06pasyeT makeT AIUHOM He MeHee 2b, + 1.
Cdopmynupyem u moKaskeM CIeAYIOUIYIO TEOPEMY.

Teopema. Ilycts kox C ucupasiiser Bce IaKeThl
nauHOR 110 by, Ilpu mexopupoBaHUYE 10 MUHEMYMY
PACCTOSHUS C UCIOJIb30BaHNEM (PYHKIIMU PaCCTOs-
Hua (1) mo6oi naxkeT omHO0K AIHHOM 10 b, Oymer
KOPPEKTHO MCIIPABJIEH.

Joxazameavcmeo: Urobbl mokasaTb TeopeMmy,
HeoOXOIMMO MTOKa3aTh, UTO I CUTyal[uu, u300pa-
JKEHHOU HA pHUC. 2, 6, HEBO3MOYKHO BBIIIOJHEHUE He-
paBeHcTBa d; (@', b) < d,(a, b) u, crenosaTennHo, He-
BO3MO:XHO BeIonHeHHE W, (e') < W) (e).

Paccmorpum BeKkTOp A’ ¥ yCIOBHSA, HEOOXOIHMbIE
II7I1 BBITIOJTHEHUA YKA3aHHBIX HepaBeHCTB. Bekrop a’
mpeacTaBifgeT cOO0H OMUHOYHBIN MAKeT JJIHHOM He
Meree 2b, + 1 (puc. 3).

Bexkrop b mpeacraBmser cob6oii maker IJH-
HOH He Gomee b, m HaM HEOOXOTMMO OIpE/IeTHTh,
IIpU KaKWX YCIOBHAX AJIWHA MAKeTa BEeKTopa €' =
=a @ b mMoxkeT OKa3aThCA MEHBIEe WIH PaBHOU
IJWHE IaKeTa BeKTopa e. J[pyrumu ciaoBamu, HYy K-
HO OIIPe/IeIUTh BO3MOMKHOCTb YMEHBIIEHHS IaKeTa

Wy@) > 2bg + 1
AN

- ] ™
r_ [}
a= 7_)5\ ~ /
© 1 Wa@eby
i
|
b= . |
%_z:
bo :
|
i
|
e'= \'
I — 7
1
1 Wy(e)?
1

X

B Puyc. 3. YveHbIlleHUe AJWHBI ITaKeTa MPHU CIO0KEHUN
BEKTOPOB

B Fig. 3. Decreasing of burst length from vectors addi-
tion
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B BEKTOpe &’ IIyTeM npubaBieHusa K HeMy BeKkTopa b
(cMm. puc. 3).

Bynem cumrars, 9To 1060H MaKeT HAYMHAETCS U
3aKaHYUBAETCH €IUHUIEH, U HETPYAHO BUAETH, YTO
MaKCHMaJIbHO€ YMEHbIIIeHUEe NJIMHBI IIaKeTa MOMKEeT
[IPOMCXOANTD, €CAU IAKeT B BeKTOpe b MOIHOCTBHIO
coBmaaeT JInbo ¢ JIeBOM YacThiO MIAKeTa B BEKTOpe a’
(aT0 M306paKeHo Ha puc. 3), Tu00 ¢ IIPaBOH, IIPU STOM
IJIMHA IaKeTa BeKTopa b moiskHa ObITH KaK MOKHO
6oIBIIIel, TOATOMY IIOJIOKHM ee PaBHOM b,,.

PaccmoTpum cokpalnenue makera B BeKTope a’
Ha b, mosunui cresa. Ciyuail cokpaleHns cupasa
[IOJIHOCTHIO aHaJIoru4eH. [Ipeanomoxum, 4To B BEK-
Tope b mocmenHsas mosuIMsA makera paBHa X — 1,
TOr7a MaKeT B BEKTOpe € MOKeT HAaUYMHATHCS C I10-
3unuu x (370 0603HAYEHO MyHKTHUPHOU JWHUEH Ha
puc. 3). HeonnpeeieHHOCTE COCTOUT B TOM, UTO DJIe-
MEHT Ha MO3UIHU X B BEKTOpPE € MOKeT OKas3aThCs
HYJIEBBIM, KaK W IIOCJIEeAYIOIre 3a HUM, KpOMe II0-
ciemHel MMO3UIMY [IAKeTa, U JJINHA [TaKeTa, TAKUM
06pasoM, MOKEeT 0OKas3aThCA CKOJb YTOAHO MAJIEHb-
KOH, BILJIOTH JI0 €TUHUYIHOMU.

Bocnonbsyemes moxasamuoi aemmon. IIpoBemem
JIEKOMIIO3HITHIO BEKTOPA &' I10 MO3UIUH X, [TOJLyUYnB
BEKTODHI €; U €,, IPUYeM €, = e, e, = €. OueBuHO:
Wy(e,) = b,. Ilo nemme, BeKTOp €, ©MEET TOT e CHH-
IPOM, YTO U BEKTOP €;, CIe/[0BATEeNIbHO, HAXOIUTCA
C HUM B OZHOM CMe)XHOM Kjacce. Tak kak koj wuc-
IpaBjfgeT IaKeThl IJIHMHOH b), B CMEXKHOM Kjacce
MOKeT OBbITH TOJIBKO OJUH BEKTOP JJIUHOM, He IIPEBhI-
maromei b, cnegosarensao: Wyle,) = Wy(e) > b, +
+ 1u Wy(e') > W;(e), uTo u TpeboBaIOCh NOKA3ATE.

Cnedcmeue. Ecnu nnvna makera omuboK He mpe-
BBIINIAET KOPPEKTHpPYIoINel crmocobHOocTH Kopma by,
MEeKOMUPOBAHME II0 HWHQOPMAIIHOHHBIM COBOKYII-
HOCTSM, UCITOJIb3yollee PYHKIHIO paccToduus (1),
rapaHTHPOBAHHO WCIIPABUT IAKET OIIMOOK, eCiu
B MHOeCTBe X, 3aJJaHHOM aJITOPUTMY HaA puc. 1,
oKaxKeTcd XOTA ObI OfHa WH(MOPMAITMOHHAS COBO-
KYITHOCTb, He COep:Kallas MO3UI[UU MaKeTa. JTO
MOJKHO 00€CIIeUYnTh, BKJIIOUYHMB B X XOTs ObI OMHY Ta-
KYyI0 HH(QOPMAIIHOHHYI0 COBOKYITHOCTD /I KaKI0u
uzn — bO + 1 HayaJbHBIX MO3UIIUH IIAKeTAa.

AHaJN3 METOIHK IMOCTPOECHUS
HHQOPMAITIOHHBIX COBOKYITHOCTEH

B mpeapinymem pasgene Mbl JOKa3aIH, 9TO all-
TOPUTM [EKOAUPOBAHUS ONWHOYHBLIX IIAKETOB IIO
MHQOPMAI[UOHHBIM COBOKYITHOCTSIM, HCIIOJIb3YIO-
umi npasuio (1), rapaHTHPOBAHHO obecrieynBaeT
IeKOMPOBAHNE B IIpeeax KOPPeKTUPYIOIIeH CIio-
cobrocTu Koma b\. IIpm sToM MHO:xecTBO HMH(DOp-
MAalHMOHHBIX COBOKYIIHOCTEH X JOJIKHO COIEepPKaTh
n — by + 1 = O(n) naopManMOHHBIX COBOKYIIHO-
creii. OgHAaKo, XOTS B 0O6IIEM CiIyuae HaAXOKICHUE
“H(QOPMAIMOHHON COBOKYIITHOCTH Ha CJAydYaiHOH

MO3UIIUU HMMEET [OCTATOYHO OOJIBIIYI0 BEPOST-
HOCTh, IIPU OTPAHUYEHHWHU BBHIOMPAEMBIX ITO3HIIHM
¥ IPU CHUKEHWH YUCIA WH(POPMAITHOHHBIX COBO-
KyITHOCTeH HeoOXOMMMO OIIeHWBATh BEPOATHOCTH
IIOCTPOEHUS TOTO WKW WHOTO MHOYKECTBA C yYETOM
OrpaHUYEHUM ¥ KOHCTPYKITUH KO/A.

B sToM pasgene paccMOTPUM TOAXOABI K AaJb-
HeHIlIeMy YMEHBIIEHUI0 KOJIMYecTBAa HH(OpMAIlu-
OHHBIX COBOKYITHOCTEH M OlleHKe BEepPOSTHOCTH Ha-
XOKIEHUS MHOMKECTBA X [/ CIy4YalHbIX JTUHEH-
HBIX KOJIOB.

O6parum BHHMaHUe, 4TO UH(POPMALIUOHHAS CO-
BOKYITHOCTBH, OOpasoBaHHAs, K IPUMEpPY, YUCIAMU
{1, ..., k}, 6ymeT cBOGOIHOL OT OMIMOOK A1 1I060T0
nakera, HaUMHapIeroca ¢ mosunuu £ + 1. Takum
o6pasoM, ocTaHeTCS HAWTH TOJHKO WH(POPMAIIHOH-
HbIE€ COBOKYITHOCTH IS IIAKETOB, HAYAJI0 KOTOPBIX
MPUXOIUTCA Ha TepBble k mosuiuii. Takoi moaxon
MOKET ITO3BOJIUTH CHUSHUTh KOJHYECTBO MH(pOpMa-
IIMOHHBIX COBOKYITHOCTEH 0 HEKOTOPOTO 3HAYEHU
T<N=n-b,+1

Koneuno, HET HUKAKWUX TapaHTHi, 4TO k Imocie-
JOBATEJIBHO UAYIIHX YHce 06pasyoT HH(pOopMAaIIH-
OHHYI COBOKYIIHOCTH, IIO9TOMY BBEIEM MapaMeTp
A€[0,n — k — byl u 6ynem uckaTp uHGOPMANH-
OHHbBIE COBOKYITHOCTH B MHTepBaje IJIUHOA k + A.
3HaueHnue k + A Ha3oBeM AmaMeTpoM HH(popMa-
IIUOHHOH CcOBOKymHOCTH. OrpaHuYeHHbIE TaKUM
06pazoM COBOKYITHOCTH HA30BEeM ILJIOTHBIMH [14].
Herpynso mokasars, yTo npu A =n — k — b, un-
TepBaJibl IONCKA WHQOPMAIIMOHHBLIX COBOKYIIHO-
cTel O6yayT OTpaHHUYEHBI TOIBKO JINHAMY AKETOB,
YTO COBIAIaeT C UCXOIHOU IPOLey PO IIOKUCKA.

BeposTHOCTh HaXOMXAeHHS WHPOPMAIMOHHON
COBOKYITHOCTH Ha WHTEepBaje £ + A COOTBETCTBYyeT
BEPOSITHOCTH HAXOMKICHUSI HEBBIPOKISHHOH Ma-
Tpunbl M pasmepa k x k. UsBectrno [21], uro mis
cay4yauHou (B x £ + A)-MaTpHIIBI 5Ta BEPOATHOCTD
MO3KeT ObITh IPHMEPHO OlleHEeHA KaK

Pr(rank(My ;,2) =k~ @, = [] (l—ij 3)

jea1\ 27

I7d BCEX HATypPaiAbHBIX k, MMEIOUIUX INPaKTHUe-
cKuil uaTepec (60IbIle HECKOIBKUX eIHHHUIT).

B wactmocTH, mpu A = 0 BepoaTHOCTH BBIGOpA
CIy4alHOM HEBBIPOKAEHHOU [gBOUYHOH (R x k)-
MaTpHUIbl cocTaBageT npumepHo 0,28 BHe 3aBUCH-
MocTH oT 3HaueHud k. [Ipennonoxum, aTo Hax0XK IE-
HHUe WH(POPMAIMOHHBIX COBOKYIIHOCTEH IIPeiCTaB-
ageT cobOU TOCIefOBATEIbHOCTh HE3aBUCHMBIX
cobbITHi, Torga u3 (3) ciegyer, YTO BEPOATHOCTH
HAXOXKIeHud MHOKecTBa u3 1 mHPOPMAIUOHHBIX
COBOKYIIHOCTEH Oy[eT UMeTh CIeLYIOUUi BUL:

T

Q=7 =| 1] 1—i.] . @

Jj=A+1 2/
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ComocTaBUM HEKOTOPOM IIJIOTHOHM HMH(MOPMAIIH-
OHHOH! COBOKYIIHOCTH MHOMKECTBO HadalJl IIaKeTOB,
I KOTOPBIX ITAKeT He 3aTparuBaeT AAaHHYIO HH-
dopmarmonHyo coBokymHoCcTb. HazoBem mosuiiunu
U3 TAKOTO MHOJKECTBA 3aIUIIEeHHLIMH (JaHHOU WH-
dopMaInoHHOM COBOKYIHOCTHIO). Tora mporemypa
IIOCTPOEHHU I MHOXKECTBA X HH(POPMAIMOHHBIX COBO-
KYITHOCTEH JOIKHA IPOI0IKAThCA [0 TEX IIOP, ITOKa
3aIUINeHHBIMU He CTAHYT BCe BO3MOKHbBIE HaUala
nakeTos, T. e. {1, ...,n — by + 1}

PaccmorpuM MeTOmHEKy MOCTPOEHWUS, TPH KOTO-
poil Hauaa MIOTHBIX WH(OPMAIIHOHHBIX COBOKYII-
HOCTEeH AJId CAy4YalHOro JIUHEHHOro Koja BhIOMpa-
I0TCA UKINYECKH ¢ maroM k£ + A + b,. Eciu Ha oue-
penHOM WHTEepBaje IJIUHOH £ + A mH(OpMAIMOH-
Has COBOKYITHOCTD He HalifieHa, 6y1eM CIUTaTh, 4TO
IIPOUCXOIUT OTKA3 IpoIleyphl moucka. Ha nmpakTu-
Ke B 9TOM CJIydae MOKHO OO CTeHepHupOBaTh APY-
ro¥ Cay4adHbIN KO, TU00 paciIupATh 3HAYeHHe A.

Yncao NIOTHBIX WH(QPOPMAIIMOHHBIX COBOKYII-
HOCTeH, IIOCTPOEHHBIX II0 TAKOH MEeTORUKe IIPU 3a-
TaHHBIX A ¥ b, MOXHO OIEHHTH C IIOMOIILIO BhIPA-
KEHUS

n—-by+1
n—by+1-(k+A)

T>

®)

Ecnu cumrarh, 94TO HCIONB3YIOTCS KOIbI, KOP-
PeKTHupyoIas CIIocoOOHOCTh KOTOPBIX COOTBETCTBY-
er rpanune Peiirepa (b, = (n — k)/2), To BBRIpaKe-
uue (5) MokeT OBITH 3aIIMCAHO KaK

(6)

S n+nR+2
1 n+nR+2-2nR+A)

rae R = k/n — cropocThb Koza.

Kak meTpynuo ybeaurnes, Ipu (PUKCHPOBAHHBIX
CKOpOCTH KoZa u mapamerpe A umcio 1 IIOTHBIX
MHMOPMAI[MOHHBIX COBOKYIIHOCTEH OI€HHBAETCS
kak O(1) or gnuns! koga n. [Ipu purcupoBaHHBIX 1
u A BeauuuHa 1T pacret ¢ pocrom R. Haxkoner, uc-
moJb3ys BeIpaskenus (4) u (6), paccMOTPUM 3aBUCH-
MOCTh BeJIMYHHBI T 0T 3HAYEHUS A Ipu (PUKCHUPO-
BaHHBIX n U R, HanpuMep, I KOJA CO CKOPOCTHIO
R = 0,2, nmunoi n = 100, b, = 40 (puc. 4).

I'pacdux saBHUCHMMOCTH HWMeeT CTyIeHYaThIH
BHUJ, U MOKHO HAabIIIaTh ZOCTATOYHO OOJIbIIKE
IWATIa30Hbl 3HAYEHWH A, KOTOPBIM COOTBETCTBY-
eT OIMHAKOBOE YHCJIO HHMOPMAIIMOHHBIX COBO-
KyHHOCTeH T. PaccmorpuMm 3HA4YeHUT (DYHKIUU
QA (4) — BepoOATHOCTH HAXOMKIECHUSI MHOMKECTBA
IJIOTHBIX HHQOPMAIMOHHBIX COBOKyHHOCTeI/I —
mpu QurcupoBanaHoMm 1. Pyuriius QA U3 BbIpa-
sxeHus (4) — Bospacrarlas, pACCMOTPHUM ee 3Ha-
yeHus, Hampumep npu 1 = 2, B 3aBUCHUMOCTH OT
3HadyeHUu A (rabauna).

Kak moxHO BUgETDH, IpU MabIX A BEPOSITHOCTD
[IOCTPOEHUS MHOMKECTBa X IJIOTHBIX MH(OPMAIIHU-

70

60

50 n-k-b,
40 -

30

20
=
10 T
.—.—.—l—'—J_:
0 5 10 15 20 25 30 35 40
A

Yucno nHpOpPMaMOHHBIX COBOKyIIHOCTEH T'

B Puc. 4. 3aBACUMOCTD YUCIA IIOTHBIX WH(POPMAIHOH-
HBIX COBOKyITHOCTe# ' oT 3HaueHud A

B Fig. 4. Dependence of the number T of dense informa-
tion sets from the A value

] 3HaquHﬂ byurIINT QA mis T =2 u xoma: n = 100,
R —

u Functlon values QA for T' = 2 and code with parameters:
n =100,R = 0.2

A Q3 A Q3
0 0,08 6 0,96
1 0,33 7 0,98
2 0,6 8 0,99
3 0,87 9 0,99
4 0,88 10 0,99
5 0,93

OHHBIX COBOKYIIHOCTEH He O4YeHb BEJIHKa, OTHAKO
¢ pocToM A oHA IpUOIMIKAETCA K eUHUIIE.

CnenoBarenbHO, IPU IIOCTPOEHUU MHOXKECTBA
IJIOTHBIX WH(POPMAIIMOHHBIX COBOKYIIHOCTEH MOXK-
HO BBIOMPATH TO 3HAUeHUE A, IPH KOTOPOM BEPO-
ATHOCTH Qg MaKCHUMaJIbHA, T. €. MaKCHMaJbHOE
nng 3agzasHoro umciaa 1. Paccmorpum Temeps 3a-
BHCHMOCTH BEPOSITHOCTH HAXOMKIEHUI MHOXKECTBa
MH(POPMAIIMOHHBIX COBOKYITHOCTEH OT 3HAYEHUT A
I PasHBIX CKOpOCTeH KomoB c¢ maaumuHOou n = 100
(puc. 5). IlpuBeneHHBIE 3aBHCHMOCTH HE SBIA-
I0TC MOHOTOHHBIMH, U CYIIECTByeT HEKOTOpOe
ONTHMANLHOE 3HAUEHHE A, MaKCcHMHU3HpyIOllee
3HAYEHUE QA (ero MOBOJIBHO HETPYAHO HAUTH II0
NPHUBEIEHHBIM (popMyaIaM). 3aMEeTHUM, YTO C YBEJIH-
YeHUeM CKOPOCTH KO HTO OIITUMAIbHOE 3HAYCHNE
3aMETHO CHHUJKAETCA, DTO BBI3BAHO TeM, UTO I
BBICOKOCKOPOCTHBIX KOZOB 3HaueHue 1’ 10CcTaTouHO
BEJINKO.
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BeposarHocTs HAX0KIEHUS MHOKECTBA
WH(OPMAIIMOHHBIX COBOKYITHOCTEH QZ

0 5 10 15 20 25
A
B Puc. 5. 3aBUCHUMOCTb BEPOATHOCTH HAXOMKICHUSI MHO-

. T
’KecTBa MH(POPMAIMOHHBIX COBOKYIHOCTEH @, OT 3HAYe-
HHA A IPH Pa3HBIX CKOPOCTaX R Konma

B Fig. 5. Dependence of dense information set probabil-
ity QZ’ from values of A for different code rates R

3akaroueHune

B crarpe paccmoTpeHa 3amada HCIpPABIEHUS
OOUHOYHBIX IIaKEeTOB CﬂyqaﬁHbIMH JTHUHEHHBbIMHA
KOZaMH C IOMOIIbIO ITOAX0Ja Ha OCHOBe MH(OpMa-
IHOHHBIX COBOKymHOcTeHd. Ilpenmosken BapuasT
MEeKOUPOBAHUA 110 PYHKI[UH PACCTOAHUSA, COOTBET-
cTByIOLIe AunHe nakera. JloKkasaHo, 4T0 JeKOIUPO-
BaHMe II0 MUHUMYMY AJHHBI TaKeTa TapaHTHPYET
WCIpaBjeHWE BCeX IIAKeTOB B IIpexerax KOPPEeK-
THpyoLIei crocobuocTu Koxa. Ha ocHoBanuu sro-
ro JOKA3aHO, YTO IIPU HCIOJIb30BAHUU MHOXKECTBA

UHQPOPMAIMOHHBIX COBOKYITHOCTEH, IOKPHIBAIOIIUX
BCe HAyaja MAaKeTOB, JEKOAHUpPOBAHWE II0 WHEOpP-
MAnmUuOHHBIM COBOKYIITHOCTAM H MHUHHMYMY OJIHUHBI
maKera peajnsyeT KOPPeKTHPYIOI[YIO CII0OCOOHOCTh
rozxa. Ilpu sToM umcio HEOO6XOTUMBIX HH(OPMAIIH-
OHHBIX COBOKYIHOCTeH oreHuBaeTrcsa kak O(n).

Paccmorpena Merogwka IIOCTPOEHHA  MHO-
JKECTBA IUIOTHBIX HH(OPMAIIMOHHBIX COBOKYII-
HOCTEH, IM03BOJIAIOIIAS YMEHBIIUTh KX YHCIO [0
O(1). IIpoBenen aHanu3 BEPOSITHOCTH IIOCTPOCHUS
MHOK€CTBA IIOTHBIX HH(OPMAITHOHHBIX COBOKYII-
HOCTeﬁ B 3aBHCHMOCTH OT UX JUaMeTpa U IIpenso-
JKeH crmocob BbIbOpa quameTpa, Ha OCHOBE KOTOPOTo
chopMynrpoBaHa ONTHMHU3AIMOHHAS 3aj]a4a, II0-
3BOJIAION[AA MAKCUMU3HUPOBATH BEPOATHOCTH IIO-
CTPOEHHUS MHOKeCTBa MH(POPMAIIMOHHBIX COBOKYII-
HOCTEMN.

Bce BepoaTHOCTHBIE pacueThl IIPOBEIEHBI
B IIPEJIIOJIOKEeHNH, YTO paccMaTpuBaeTcs ciaydau-
HBIN JTUHEHAHBIA IBOWYHBIA KOJA. BO3MOMKHBIM Ha-
IpaBlieHNeM [aJbHEUINUX HCCIeTOBAHUU ABIIAET-
cd pacmpocTpaHeHue IMOAX00B, PACCMOTPEHHBIX
B CTaTbe, HA KOHKPETHBIE KJIaCChl [IOMEX0YCTONYH-
BBIX KOZIOB, KOTOpBIE 00JIaJai0T JOCTATOUHO XOPO-
el KOPPEeKTUPYIOIIEH CII0COOHOCTHIO IJIsT UCITPAB-
JICHUA OJUHOYHBIX ITaKEeTOB OHII/I6OK.
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Decoding of single error bursts using minimal burst length criteria and information sets

M. N. Isaeva?, Senior Lecturer, orcid.org/0009-0007-6228-0617, imn@guap.ru
aSaint-Petersburg State University of Aerospace Instrumentation, 67, B. Morskaia St., 190000, Saint-Petersburg,

Russian Federation

Introduction: To improve the characteristics of data transmission and storage systems the specificity of noise should be taken into
account, which tends to form the error bursts in many practical situations. Information set decoding for independent errors is the best
decoding approach for random linear codes, but has exponential complexity. Purpose: To analyze the error-correcting capability and
computational complexity of algorithms based on information sets in order to correct single error bursts. Results: We suggest the decoding
criteria of minimal burst length for single bursts correction using information sets. We prove the correction of all error bursts within burst-
correction capability of the code using this criterion. The task of decreasing the number of information sets required for correct decoding
is considered, for this task the methodology of constructing the information sets with limited diameter, which are called dense sets, is
investigated. We perform the analysis showing the possibility of decreasing the number of information sets from O(n) to O(1). We estimate the
probability of information sets construction and formulate the optimization problem for maximizing this probability. Practical relevance:
The developed decoder of single error bursts basing on minimal burst length criteria, as well as methodology of construction the collection
of dense information sets with cardinality O(1) guarantee the realization of burst-correction capability of random linear codes. Discussion:
The results obtained show that the problem of single error bursts correction with random linear codes is polynomial. At the same time, the
proposed methods make it possible to get a high probability construction of information sets for codes with a relatively low rate, and these
probabilities can significantly change due to the use of more practical classes of codes, which may be considered as future research directions.

Keywords — information set decoding, Reiger bound, error burst correction, dense information set, decoding criteria.
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Ob6macTh HAyYHBIX UHTEPECOB —
HCKYCCTBEHHBIN MHTEJIEKT, 00pa-
60TKa M300pasKe I, METO/[bI AHA-
1132 TaHHbIX.

1. ajgpec:

102210383 @svl.dut.udn.vn

Hee1 Txans

3asenyouuii kagenpoi Mexarpo-
HHUKH (PaKynpreTa MalIdHOCTPOE-
HUS YHUBEPCHTETa HAyKH U TeX-
Homoru#, Yuusepcurer Jlananra,
Brernam.

B 2008 roxy oxonumn 6akanaspu-
aTr yHHBepCHTeTa MIOJIUTEXHUKHU
Kanudopuuu 8 [lomone no crenu-
anpHOCTH «MamuHocTpoeH e,

B 2017 roxy samuTun amccepra-
nuo PhD no wHkeHnepuum wuTEN-
JIEKTyalbHbIX MEXaHHYECKHX CH-
cTeM.

fBnsaerca aBropom 6omee 50 Hayd-
HBIX IIyOMUKAIHN.

O6macTe Hay4HBIX HHTEPECOB —
CHCTEMBI yIpaBlIeHusd, 06paboTKa
u300pakeHU U 3ByKa, HHTEILIEK-
TyaabHasd aBTOMATH3AIUA, IPH-
JIOKEHUS HUCKYCCTBEHHOTO HHTEJ-
JIeKTa.

dx. agpec: vnthanh@dut.udn.vn

BYJIb®HUH

Muxanjaosuya

IIpodeccop radenpsr Bbrumcn-
TENIBHON TEeXHUKU M 3AI[UTHI HH-
opmanuu Yhumcroro yHuBepcu-
TeTa HAyKU U TEXHOIOTUH.

B 2008 roxy oxonumn Yhumckumit
rOCyZapCTBEHHBIA HE(PTAHON Tex-
HUYECKHH YHUBEPCUTET 110 CIIEIIH-
anpHOCTH «[IporpammHoe obecre-
YeHHEe BBIYHUCIUTENBHON TEeXHUKU
1 aBTOMATH3UPOBAHHBIX CHCTEM>.
B 2022 romy sammrtun mmccepra-
I[MIO0 Ha COMCKaHHe yIeHOH cTelre-
HHU JIOKTOpPA TEXHUYIECKUX HAYK.
fBnaerca apropom 160 HaydHBIX
nybnukanui, 23 CBUAETENLCTB O
perucrpanuy mporpamm aiusg OBM
1 OJJHOTO IIaTeHTA Ha H300peTeHwMe.
ObnacTb HAYYHBIX MHTEPECOB —
HHTEJIEKTya bHbIA aHalH3 IaH-
HBIX, MOJEIMPOBAHUE CIOMKHBIX
TEXHUYECKHUX CHCTEM.

9. anpec: vulfin.am@ugatu.su

UH®OPMALIMOHHO-YIMPABJIAIOWUE CUCTEMDbI
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\ CBEJIEHUA O6 ABTOPAX N\
3AHBOEB Mnangmuii HaydHBIH COTPYAHHK 3AﬁHEB Marucrpant, nabopant Beicurei
Boennoii aKajeMun CBS3H [IKOJIBI KHOEPHETHKY U IIH(PPOBBIX

Bagum Jamup
ArexcaHIpOBHT umM. Mapmana Cosercroro Corosa 1 P — TeXHOIOTHH THXOOKeAHCKOro To-

C. M. Byneunoro, Cauxr-Ilerep-
Oypr.

B 2017 roxy oxonuun Cesepo-Kas-
kasckuil PenepanbHBIN yHUBEP-
cuTer 110 crenuaibHocTu «MHbop-
MaluoHHAasd 6e30IaCHOCTD aBTOMa-
TH3HPOBAHHBIX CHCTEM>.
fBnaerca aBropom 29 HayYHBIX
my6auKanui.

OfnacTh HAYYHBIX MHTEPECOB —
uH(popManuoHHAA 6e30I1aCHOCTb,
CHCTeMbI KOHTPOJIA U yIIPABIEHUT
6e301acHOCTHI0 HH(OPMAI[OHHO-
TeIeKOMMYHHUKAIMOHHBIX W HH-
(hopMaIOHHO-BHIYUCIUTENBHBIX
CHCTEM.

i agpec: zadboev89@mail.ru

e, —
Zw

e
—_—

|

CYNAPCTBEHHOTO  YHHUBEPCUTETA,
XabapoBck.

B 2023 roxy oxorumn Tuxoorean-
CKHU TOCYIZapCTBEHHBIH YHUBEp-
curer 1o crenuansHoctd «HHpOp-
MalHOHHBIE CHCTEMBI H TEXHOJO-
TUH>.

fIBngerca aBropom nATH HAYIHBIX
ny6IuKanui ¥ OFHOTO IIaTeHTa
Ha u300peTeHwue.

O6nacTh HAayYHBIX HHTEPECOB —
HCKYCCTBEHHbIE HEHPOHHBIE CETH,
HH(DOPMAHOHHO-U3MEPUTETbHbIE
CHCTEMBI, ciKaTHe HH(OPMAIIUH.
1. amgpec:
zautsev.damer@gmail.com

HNCAEBA
Mapus
Huxomaxaesna

Crapumii mpernonasaresib kaden-
pbl  MH(OKOMMYHHKAIHMOHHBIX
TEeXHOJNOTHM H CHCTeM CBA3U
Canxkr-Ilerep6ypreroro rocyzap-
CTBEHHOI0 YHHBEPCHTETA aspo-
KOCMAYECKOT0 IPHGOPOCTPOEHHUS.
B 2020 romy oxomumma Cankr-
ITerepGyprckuit  rocymapcTBeH-
HBIHl YHHBEPCHTET a3pPOKOCMHIYE-
CKOr0 IPHOOPOCTPOEHHUS 110 CIIeIIH-
aIbHOCTH HMupopmarnuonnas
0e301IacHOCTb>.

fBnserca aBropom 26 HayIHBIX
myOnUuKanni.

O6mnacTe HayYHBIX HHTEPECOB —
TeopHA KOJMPOBAHMA, KOZOBAA
kpunrorpadusd, nudposad crera-
Horpadumus.

1. agpec: imn@guap.ru

KUPHJIJ/JI0OBA
Amnacracusa
JAvMurpreBHA

Crapmnii mpenofaBaressb Kadexpsl
BBIYHCIUTENBHOM TEXHUKH U 3aI1[H-
TBI HHPOPMALUH YPUMCKOrO yHH-
BEPCHUTETA HAYKH U TEXHOJIOTHH.

B 2015 roxy oxonumnna 6axasaBpu-
ar o crenuanbHocTH «MHDOpMa-
[HOHHAA 6e30macHocThb», B 2017 To-
Iy — Marucrparypy IO CIerHalb-
Hoctu «MH(opMaruka U BHIYHCIH-
TeJbHAA TEXHUKA» Y(QUMCKOTO Io-
CyIapCTBEHHOT0  aBHAI[MOHHOIO
TEXHIYECKOI0 YHUBEPCHTETA.

B 2023 romy sammuruia guccepra-
I[MI0 Ha COMCKaHWe yIeHOU cTelre-
HU KaHAHU/JaTa TeXHUIeCKUX HAYK.
fBngerca aBropom 50 HAyIHBIX ITy-
OMMKALMA U JIeBATH CBUIETENLCTB
0 perucTparuu porpamm s OBM.
ObnacTb HAyYHBIX HHTEPECOB —
uH(OPMAIHOHHAA 0Ee30IIaCHOCTD,
aBTOMATUBHPOBAHHBIE  CHCTEMBI
YIpPABIEHHs, YIPABJICHHE PHUCKA-
MH, KOTHUTHBHOE MOJIe/THPOBAHHE.
1. ajgpec:
kirillova.andm@gmail.com

JIEBEHEI]
Aunexcei
BukropoBuu

IIpodpeccop Beiciueit mroner gu-
0epHeTHKH U [U(POBBIX TEXHOIO-
ruii  TuxookeaHckoro rocyzap-
CTBEHHOTO yHHBepcuTera, Xaba-
POBCK.

B 1988 roxy oxomumn Xabapos-
CKUH IOTUTEeXHUIECKUH HHCTUTYT
II0 CIIEITUATBHOCTH «IeKTPOHHbIE
BBIYUC/IUTEIbHbIE MAIIIUHBI».

B 2018 roxy samuTun amccepra-
I[MI0 Ha COUCKaHWe y4eHOH CTelle-
HH JTOKTOPA TEXHAYECKUX HayK.
fABngerca aBropom 6onee 200 Ha-
YYHBIX ITy6IUKAIHH.

O6nacte HAYYHBIX HHTEPECOB —
nudposas 00paboTKA CHIHATOB,
cixaTHe WH(OpManWy, mepegada
MaHHBIX.

9. axgpec: levalvi@bk.ru

JINIIATHUKOB
Banepmuii
AnexceeBnu

IIpodeccop, crapmmit Hay4HbIHA
coTpynHuK Boenuoi axamzeMuu
ceasu uM. Mapmrana Coserckoro
Comosa C. M. Bynennoro, Cankr-
TTerep6ypr, 3acy:xeHHbIi H306pe-
rarens P®, dieH-KOppeCTIOHJEHT
PAEH.

B 1974 roxy oxomumn Boennyio
akameMuio cBsisu uMm. Mapimana
Cogercroro Corosa C. M. Bynewso-
TO II0 CIIeITHaJIbHOCTH «Cnennanh-
Hasd paJuoTeXHUKA».

B 2000 roxy sammrtun gmccepra-
{10 HA COMCKAHUE yIEHOH CTele-
HH J0KTOpA TeXHUIECKHUX HAYK.
fAsnsercs aropom Goee 300 Ha-
yuHbIX ny6nukanuii u 80 maren-
TOB Ha H300pETeHN.

O6nacTh HAayYHBIX HHTEPECOB —
TEOPHS MHOTOY POBHEBO Hepapxu-
YECKOH PafiM03TeKTPOHHOH 3alu-
ThI, 6€30IACHOCTH CBA3U U HHGOP-
Manuu HHQOTEIEKOMMYHUKAIIH-
OHHBIX CeTel.

9. appec: lipatnikovanl@mail.ru
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y 4 CBEEHWNA Ob ABTOPAX /
JIyIIKOBI/Iq Accucrent kadenpsl BBIYKCIH- MEJIEXOB Anvroukr Boennoit akanemMun cBs-
AHpei TeIThHOH TeXHHKH M 3aIIATHI HH- Kupuan su uM. Mapmana Coserckoro
I/IBgﬁ OBHY thopmanuu YpuMckoro yHuBepcu- BI/I’II‘)aJIL P— Corosa C. M. Byneunoro, Cankr-

TeTa HAyKU U TeXHOJIOTHH.

B 2001 roxy oxonumn Ydumcruit
rOCYyIZapCTBEHHBIN aBHAIMOHHBIH
TeXHHYECKHH YHHBEPCHTET IO
CIIequaJIbHOCTH <<OpI‘aHI/I3aIII/Iﬂ n
TEeXHOJIOTHSA B3aIUTBl HH(OpMa-
W,

fIBnserca aBropom ceMu HayIHBIX
myOIuKanni.

O6nacTh HAyYHBIX MHTEPECOB —
HHTEJIEKTyalbHbIe CHCTEMBI IIPO-
THBOﬂeﬁCTBHﬂ MOIIIEHHUYECTBY,
MEeTOABl MALIMHHOTO O00ydYeHus
[IPY MOHUTOPHHTE HH(OPMAIHOH-
HO# 6e30I1aCHOCTH.

1. azpec:
andrey.lutskovich@gmail.com

Tlerep6ypr.

B 2013 roxy oxonuun Kpacuogap-
ckuit punman Boennoit akagemMun
ceasu uM. C. M. Bynenroro 1o cre-
nuanbHocTd «KoMmmekcHas 3a-
mura O00BbeKTOB HH(pOpPMATH3A-
Uw».

fIBnaerca aBropom 38 HaydHBIX
myOIMKanui U Tpex MaTeHTOB Ha
n300peTeHu .

O6macTh HAyYHBIX HHTEPECOB —
uH(OPMAMOHHAS 0E30IIaCHOCTb,
KOMIIbIOTEpHAs (Ee30IacHOCTD, 3a-
muTa HHPOPMALUY OT HECAHKIHO-
HUPOBAHHOTO JOCTYIIA, CIIOCOOBI
KOHTPOJIS ySI3BUMOCTEH H yIIpaBiie-
HHe 0e30IacHOCTHI0 HH(OPMAIH-
OHHO-TEJIeKOMMYHUKAIMOHHBIX,
HH(POPMAHOHHO-BHIUUCIUTE -
HBIX U PacIpe/ieleHHbIX HH(OpMa-
IIMOHHBIX CEeTEH.

1. appec: kirill_melehov@bk.ru

MUXANJIOBA
Exarepuna
Cepreesna

Mnagmuii Hay4HBIH COTPYAHUK
I'maBHOro HayYHO-HCCIIELOBATENb-
CKOTO0 HCIIBITATEIHHOTO MEXBUO-
BOTO IIEHTPA MEPCIEKTUBHOIO BO-
opy:xenus Munobopors: Poccuwu,
acnupanT acnupaHTypsl [TAO
«HIIO «Anmas», Mocksa.

B 2023 roxy oxonumma Mockos-
CKHUi TOCYIapCTBEHHBIN TeXHUYE-
ckuil yuusepcurer uM. H. 9. Bay-
MaHa 1o crenuansHocT «Cucre-
MBI JIeTaTeIbHbIX aIlIIapaToB».
fIBngerca aBTopoM BochMHU Hayd-
HBIX [Iy0IUKann.

O6nacTs HAyYHBIX HHTEPECOB —
HCKYCCTBEHHbIH HHTEILIEKT, METO-
Ibl  MONENMPOBAHHA,  METOABI
AIAIITUBHONO YIPABIEHHS, TEO-
pus moseTa JieTareIbHbIX anmapa-
TOB.

1. azpec:
ekaterinaolimp99@mail.ru

CYJIABEKO
Anexcen
EBrennesnu

IIpodheccop xadenpbr KoOMILIEKC-
HO# 3anuThl nHpopManuu OMCcKo-
0 TOCY/{apCTBEHHOT0 TeXHUYECKO-
IO yHUBEPCUTETA.

B 2009 roxy oxonunn Cubupckyo
rOCY/JapCTBEHHYI0 aBTOMOOUIBHO-
JOPOKHYI0 aKafeMHI0 II0 CIIeIfH-
anpHocte  «KommiexcHoe o6ec-
mevyeHne HH(POPMAIUOHHOK 6e3-
OIACHOCTH aBTOMATH3HPOBAHHBIX
cucTem».

B 2023 romy samwmrun aumccepra-
I[MI0 Ha COMCKAHWE yIeHOU cTere-
HH JIOKTOpA TeXHHIECKUX HAYK.
fBnserca aBropom Gonee 200 Ha-
YUYHBIX MyOIMKANUA U OfHOTO Ia-
TEeHTa Ha H300peTeHue.

O6macTp Hay4YHBIX HHTEPECOB —
pacro3HaBaHHe 00pasoB, MaIlINH-
Hoe o0yueHue, GHOMETPHS, UCKYC-
CTBEHHBIH HHTE/UIEKT, 3alluTa
uH(pOpPMALMH,  HCKYCCTBEHHbLIE
HeHpPOHHBIE CETH.

Ax. appec: sulavich@mail.ru

DPAM
Kour Txanr

3amecTurens aekaHa (paxyabrera
HH(OPMAIUOHHBIX  TEXHOJOTHI
YHuBepcuTeTa HAyKH M TEXHOJO-
ruii, Yausepcuret Jlananra, Bret-
HaM.

B 2013 roxy oxomumn Tymbcrmit
rOCY/IapCTBEHHbI  YHHBEPCUTET
[0 croenuambHOCTH «Bbrumemnn-
TeJIbHBIE MAIIWHBI, KOMIIJIEKCHI,
CHCTEMBI U CETH».

B 2016 roxy samuTma amccepra-
IUI0 HAa COMCKAHUE yYEHOH cTere-
HU KaHIUIaTa TeXHHYECKUX HAyK
B TynbckoM rocymapcTBeHHOM
YHHBEpCHTETE.

fBngerca aBropom 35 Hay4HBIX
my6IuKanui.

O6nacTh HAyYHBIX MHTEPECOB —
006paboTka n306paKeHNi, MAIIHH-
Hoe 00yJeHue, HayKa 0 JaHHBIX.
9n. agpec: pcthang@dut.udn.vn

X0
Bau Txao

CryjieHT, acCUCTEHT MCCIIe/0BaTe-
JIS1 B TPYIIIIE TI0 HAYKE O JAHHBIX HA
(akynprere  UH(OPMAMOHHBIX
TEXHOJIOTMH YHUBEPCUTETA HAYKH
u TexHomoru#, Yuusepcurer [a-
Haura, BoetHam.

O61acTh HAyYHBIX UHTEPECOB —
HCKYCCTBEHHBIN MHTEJIEKT, 06pa-
60TKa M300paKEeHUIH, METO/bI aHA-
NH3a JAHHBIX.

1. azppec:
102210376@svl.dut.udn.vn
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XOAHT
Hryen Har Mussb

Cry/ent, acCUCTEHT HCCIIefoBaTe-
JIS B TPYIIIIE [0 HAyKe O JaHHBIX Ha
(akynbrere  MHPOPMALMOHHBIX
TEXHOJIOTMH YHHBEPCHTETA HAYKU
U TexHOIOTHH, YHuBepcurer a-
Hanra, Beernawm.

O6nacTe HAyYHBIX HHTEPECOB —
HCKYCCTBEHHbIH HHTEIIEKT, 00pa-
00TKA H300paKeHIii, METOBI AHA-
JIM3a TaHHBIX.

91, ampec:
102210361@svl.dut.udn.vn

IMMEBYEHEKO
Anexkcauap
AnekcaHapoBUY

Crapruuii HayHbIH cOTPYAHHUE Bo-
eHHOM axajeMun CcBsi3u uM. Map-
maza Coserckoro Coroza C. M. By-
neunoro, Cauxr-Ilerep6ypr.

B 2015 roxy oxonunn Pszanckwit
rocyapCTBeHHBIN pajuoTeXHIUe-
CKW{ YHMBEPCUTET IO CIIEIHANb-
Hoctu «Kommbiorepras 6Gesomac-
HOCTB>.

B 2021 roxmy samwurtun amccepra-
M0 HA COMCKAaHUe yIEHOH cTere-
HU KaH/JUJaTa TEXHUIECKUX HaYK.
fBnaerca aBTopoM 86 HaydYHBIX
nybIuKanui W IIeCTH IIaTeHTOB
Ha 300peTeHus.

O6nacTh HayYHBIX HHTEPECOB —
KOMIIBIOTEpHAS (e30MaCHOCTh, HH-
opmarmonsas ~ 6e30macHOCTb,
CIoco6bI KOHTPOIIS YSI3BUMOCTEH 1
yupasieHus 0e30macHOCThI0 HH-
(hopManHOHHO-BHIYUCIUTEIBHBIX,
HH(POPMAIHOHHO-TETEKOMMY HH-
KAaIlMOHHBIX Y pacrnpeneieHHbIX
UH(POPMAIHOHHBIX CETEH.

1. amgpec:
alex_pavel1991@mail.ru

YAH
Muss Kyan

CryzeHt, acCUCTEHT HCCIIe0BaTe-
151 B TPYIIIIE 10 HAYKe O JaHHBIX Ha
(arynbrere  MHPOPMALMOHHBIX
TEXHOJIOTMH YHUBEPCUTETA HAYKH
¥ TexHomoru#, Yuusepcurer [a-
Haura, BretHam.

O6nacTh HAyYHBIX HHTEPECOB —
HCKYCCTBEHHbIH MHTEIEKT, 06pa-
60TKa M300pasKeHuit, METO/bI AHA-
111323 TaHHbIX.

1. ajgpec:
102210369@svl.dut.udn.vn
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YBa:xaeMbie aBTOPBI!

IIpu moAroToBKe pyKomuceii crareii HE0OGXOANMO PYKOBOICTBOBATHCA CIEAYIONIMMH PEKOMEHIAIHIAMH.

Crarby JOTKHBI COLEPIKATH U3TI0KEeHNe HOBBIX HAYIHBIX pesyabraroB. HasBaHnue cTaThbu TOMKHO OBITH KPATKUM, HO
nH(pOPMATHBHLIM. B Ha3BaHWK HEIOILyCTHMO KCIIOIB30BAHUE COKpAIleHHH, KpoMme caMbix obmenpuuatoix (PAH, PO,
CAIIP u . 11.).

TekcT pyKomucH Ko/sKeH ObITh OPUTMHAIBHBIM, & [UTHPOBAHNE U CAMOIIMTUPOBAHNE KOPPEKTHO 0(hOPMIIEHO.

O6beM craTbu (TEKCT, TAOIHUITBI, WITIOCTPAIUN U 6ubaunorpadusa) He JoKeH IPeBhIIaTh SKBUBaieHTa B 20 cTpaHuIl,
HareyaTaHHbIX Ha Oymare popmara A4 Ha omguoit cropone uepes 1,5 uarepsana Word mpudrom Times New Roman pas-
MepoM 13, o He MeHee ABYX CAHTHMETPOB.

O6s3aTenbHBIME dIeMeHTaMu 0)OPMIIEHHUA CTaThH ABA0TCS: uHaeke ¥ K, sarmasue, naummans: u paMunna aBTo-
pa (aBTOPOB), yueHas cremeHb, 3BaHue (IPH OTCYTCTBHH — IOJIKHOCTDH), IIOJIHOEe HAa3BAHWE OPraHU3aI[NH, AaHHOTAIUI U
KIIIOUeBbIe CII0Ba Ha pycckoM u auriuiickoM a3bikax, ORCID u anexTpoHHBIH agpec ogHOro 13 aBTOpoB. IIpu Hanucanuu
AHHOTAINHU HEe HCIOJIb3yiTe ab0peBHaTyp U He [AejaiTe CCHIIOK Ha MCTOYHUKH B CIUCKe auTeparypsl. [Ipemocrasisaiite
MOJPUCYHOYHBIE ITOJIIUCH U HA3BAHUSA TAOIUI] HA PYCCKOM U AHTJIMACKOM SI3BIKAX.

Crarbu aBTOPOB, He UMEMOIUX YUEHOH CTEIIeH!, PEKOMEH/YeTCs IyOINKOBATh B COABTOPCTBE C HAYYHBIM PYKOBOJAM-
TejeM, HaJIWJue TIOAIIUCA HAYYHOTO PYKOBOAMUTENS Ha PYKOIUCH 00S3aTENbHO; B CIy4ae CAMOCTOSITEIbHOMN IMyOIuKaIiu
0053aTeIbHO TPEIOCTABIANTE 3aBEPEHHYIO [0 MECTY pab0Thl PEKOMEHIAIIUI0 HAYYHOTO PYKOBOIUTEIN C YKA3aHUEM €ro
(hammum, ©MEeHH, 0TIECTBA, MECTa PaOOThI, OKHOCTH, YYEHOTO 3BAHUSA, YIEHON CTEIICHH.

IIpocreie popmysabr HaGupaiite B Word, ciokubie ¢ momoibio pegakropa Mathtype wiu Equation. [ns mabopa
OIHO¥ (hOPMyJIbI HE HUCIOIb3YHTE [Ba pefakKTopa; Ipu Habope (opMyTI B (DOPMYIHHOM PEAAKTOPe 3HAKH IPEIHHAHU,
orpanmyuBamire Gopmyiry, HabupaiTe BMecTe ¢ (hOPMyYJION; Iy yCTaHOBKU pasmepa mpugra B Mathtype Hukorma me
nonbayirech BKaagkou Other, Smaller, Larger, ucmonbsyiiTe 3aBO/ICKHE YCTAHOBKH PEJAKTOPA, HE MOATOHSINUTE pasMep
CHMBOJIOB B (hOpPMyJIax IoJ pasMep MIPHUQTa B TEKCTE CTATHY, HE PACTATUBANTE U HE CXKMMAMNTE MBIIIBIO (DOPMYJIbI, BCTAB-
JICHHBIE B TEKCT; IIPo6ebl B (DOPMyJIe CTABbTE TOJIBKO IOCIIE 3alAThIX IIpH nepeurncaeruun ¢ momorbio Ctrl+Shift+Space
(mpoGen); He oTHesIHUTe MPOGeTaMu 3HAKU: + = — X, & TAKIKe MPOCTPAHCTBO BHYTPH CKOOOK; [JIs BBIIEICHUA TPEUECKUX
cumBosioB B Mathtype momy:xupabiM Hauepranuem ucnonbayiite Style — Other — bold.

s Habopa dopmyn B Word HuKOrIa He HCIIONB3Y#HTe BRIAAKY: «¥Y paBHeHHe», «KoHCTpyKRTOp», «PopMyna» (Ha Bepx-
Hel naHenu: «BcraBka» — «YpaBHeHUe»), Tak KaK STOT Pecypc IpeJHasHAYEH TOIBKO JJI BHYTPEHHEr0 UCIIOIb30BaHUA
B WOI'd U He IoAAepPiKUBAETCA IIporpaMMaMu, IIpeJHasHa4YeHHbIMU IJI1 N3TOTOBJICHUSA OPUTHUHAJI-MAaKeTa KypHaJja.

IIpu HaGope CUMBOJIOB B TEKCTE IIOMHUTE, YTO CUMBOJIBI, 0003HAYAEMbIE JJATHHCKUMY OyKBAMU, HAGUPAIOTCS CBETIIBIM
KYPCHBOM, PYCCKUMHU U TPEYECKAMU — CBETJIBIM IIPAMBIM, BEKTOPBI X MATPHUIBI — IPAMBIM HOIYKHUPHBIM HIPHQPTOM.

ITogpo6uee cm. http://i-us.ru/index.php/ius/author-guide

HNunrocrpanmm:

— PHUCYHKH, TpaUKH, TUATPAMMBI, OJI0K-CXEMbI IIPEIOCTABIAATE B BUIE OTIENbHBIX UCXOMHBIX (DANIIOB, TOIIAMOIIUX-
¢ peIaKTHPOBAHUIO, HCIIOIB3YS BEKTOPHEIe IporpaMmsl: Visio (*.vsd, *.vsdx); Adobe Illustrator (*.ai); Coreldraw (*.cdr,
Bepcus He Boire 15); Excel (*.xls); Word (*.docx); AutoCad, Matlab (sxcmopr 8 PDF, EPS, SVG, WMF, EMF); Komnac
(sxcmopt B PDF); Be6-nopran DRAW.IO (skcmopt 8 PDF); Inkscape (skcmopr 8 PDF);

— oro u pacTpoBble — B popmare *.tif, *.png ¢ makcumansabIM paspenienneM (He meree 300 pixels/inch).

Hanuyne nogprcyHOYHBIX MOAMKCEH U HA3BAHUN TAGIHI] HA PYCCKOM U aHTIIHHCKOM S3bIKaX 003aTebHO (JKeIaTelb-
HO He TOBTOPSIOIIHNX JOCIOBHO KOMMEHTAPHUN K PUCYHKAM B TEKCTE CTATHH).

B pemakuurio npexocTaBIsgIOTCI:

— cBeienus 06 aBrope (paMuims, UMs, 0TIECTBO, MECTO PAGOTHI, IOJKHOCTD, YU€HOe 3BaHue, yueOHOe 3aBeleHne U
TOZ €ero OKOHYAHU, yUeHas CTEIIeHb W TOJ 3al[UThI JUCCEPTAIlNH, 00JaCTh HAYYHBIX HHTEPECOB, KOIHIECTBO HAYIHBIX
my6IuKaIui, JOMAIIHUN U CiIysKeGHbIH anpeca u TenedoHsl, e-mail), doro aBTopoB: aHdac, B TEMHOH ofeskae Ha 6eroM
(ore, KOMKHBI 6BITH BUIHBI IJIEYH U IPYb, BBICOKAS CTEIIEHb YeTKOCTH M300paKkeHus 6e3 TeHel u 0TOIECKOB Ha JIHIE,
¢oTO MOKHO TIpeICTABUTD B IIEKTPOHHOM BHje B hopmare *.tif, *.png, *.jpg ¢ MakcMMaIbHbIM paspelieHueM — He MeHee
300 pixels/inch npu MmuaEMansHOM pasmepe doto 40x55 mm;

— DKCIIEPTHOE 3aKII0UEHNE;

— DKCIIOPTHOE 3aKTI0UeHHE.

CHoHCOK TATEpPaTypPhI COCTABIAETCS 110 MOPAAKY CCHIJIOK B TEKCTE U 0(POPMIISETCS CIAELYIOMM 00pa3oM:

— [7I KHUT ¥ COOPHUKOB — (haMuIua ¥ HHUIIHATILI aBTOPOB, [TOJIHOE HasBaHue KHUTH (CO0PHUKA), TOPOJ, U3LaTelb-
CTBO, roji, 001lee KotnuecTBO crpanuil, doi;

— I JKYPHAIBHBIX CTaTeld — (PaMUIus U WHHUITHAIBI ABTOPOB, IIOJHOE HA3BAHWE CTATbH, HA3BAHUE JKypHAJIA, TOJ
U3JIAHUA, HOMED KypHaIa, HoMepa cTpaHuil, doi;

— CCBUIKM HA WHOCTPAHHYIO JUTEPATYPy CIEAyeT IaBaTh HA I3bIKe OPUTHHAIA 6e3 COKPAIleHuMiT;

— IIPH UCIIONb30BAHUH Web-MaTepuaIoB yKasbIBaiTe aapec caiTa u AarTy o0paleHus.

Crucok aurepaTypbl 0pOpMIITITE IByMs OTAEIbHbIME 610KaMu 110 obpasmam lit.dot Ha caiire sxypuana (http://i-us.ru/
paperrules): JIuteparypa u References.

Bonee noxpo6HO npaBuia MOATOTOBKY TEKCTa ¢ 00pas3liaMy M3JI0KeHbI Ha HalleM caiite B paszueie «PykoBomcrso mius
aBTopoB» — http://i-us.ru/index.php/ius/author-guide.

KonTakTel

Kyna: 190000, r. Caukr-ITerep6ypr, yiu. Bonbmas Mopckas, 1. 67, aur. A, TVAIT, PUI]
Komy: Pepakuus xypuana «AH(OpMAMOHHO-YIIPABIIAIOIINE CHCTEMbI»
Temn.: (812) 494-70-02
Ju1. moura: ius.spb@gmail.com
Caiit: www.i-us.ru





